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Col. of the Civil Defense
Service,

Head of the Center for
Operational Communication,
Telecommunication Systems
and Information Technologies
of the State Emergency Service

Representatives of student organizations

Dmytro ZIBAROV

Acting Head of the Professional
Bureau of the NN IPT,

a 4th-year undergraduate
student in the specialty 125
Cybersecurity and Information
Protection

Danylo Melentiev

1st year master's student in
the specialty 125 Cyber
security and information
protection

EBonouia OMN/Evolution of the EP

Miprotoeka 3006yBayiB 3a 0CBiTHbO-NpodecinHow nporpamoto (OMM) «CUCTEMM TEXHIYHOIO 3aXNCTY
iHpopMaUii» apyroro (MarictepcbKoro) piBHs BULLLOT OCBiTU 3a cneuianbHicTio 125 Kibepbe3neka Ta
3axucT iHopmauii npoeoanTbCA 3 2017 poky. Po3pobka OIMN novanacsa B 2016 poui NpoBiAHNMU
axiBuamm PisMKo-TeXHIYHOro iHCTUTYTY. [JaHa OCBITHLO-NMPOJECiNHa NporpaMa BpaxoBYE
baraTopiyHun goceig poboTun (3 2000 poKy) NpauiBHMKIB Kadenp i3nko-TexXHIYHNX 3acobiB 3axncTy
iHpopMaLii Ta iHdbopMauinHoT 6e3nekn Woao NiaroToBKM haxiBLiB B ranysi kKibepHeTU4HOI Ta
iHpopMaLinHOT 6e3nekun, 30KkpeMa 3 BUKOPUCTaHHAM 3acobiB TEXHIYHOr0 3aXUCTY.

MpoTtsarom 2016-2020 poky npoBoAuaacsa NocnigosHa moaepHisauia OMM 3 BpaxyBaHHAM TeHAEHLIN
PO3BUTKY ranysi kibepHeTn4yHOi Ta iHpopMaLinHol 6e3nekun, a TakoX BiAMNOBIAHOCTI CTaHOapTaM
BULLLOT OCBITK B ranysi 125 Kibepbesneka. 3miHn OMIM 6ynmn cnpsimoBaHi Ha PO3LUMPEHHS
creuianizoBaHMX OCBITHIX KypcCiB (Hanpuknag, PagioMoHITOpuHr i pagionpoTngia Ha 06’ekTax
iH(hopMaLUinHOoi fianbHOCTI, CTPYKTYpHO-NapaMeTpryHa onNTuMisaLlia npucTtpois T3l), BNpoBaa XeHHS
eNIEMEHTIB AYyaJibHOI OCBITU Ta PO3LNPEHHA MOXAMBOCTeN 3006yBaviB WoA0 GOpMyBaHHS
iHOMBIAYaIbHOI TPAEKTOPIi HaBYaHHS.

B 2021 poui OIMN oHOBAEHO Yy 3B'S13KY 3 BUXOO0M CTaHAAPTYy BULLOI OCBITY 3a cneuianbHicTO 125
«Kibepbesneka» onsa apyroro (Marictepcbkoro) piBHsa BULLOT OCBiTY Big 18.03.2021 Ne 332.
3okpema, 0o Ol BHeceHO HACTYMHI 3MiHW: OOMOBHEHO Mepenik 3arasabHuUx/axosunx
KOMMNETEeHTHOCTEN Ta NPOrpaMHMX pe3ynabTaTiB HaBYaHHS, 3MIHEHO KiNIbKiCTb KpeaunTiB Wono
MPaKTUKMN.

Mopanblle OHOBNEHHSA OCBITHbO-NpodecinHol nporpamu Biabynoca y 2022 poui, 3 ornagy Ha
HabyTTa ®Pi3MKO-TEXHIYHU M IHCTUTYTOM CTaTyCy HaB4aslbHO-HayKOBOro iHCTUTYTY. BHeCeHOo 3MiHN y
CKJlag MPOEKTHOIrpynn Ta CKNapg cTenkxongepis. TakoXX OHOBJIEHO iHGOPMaLito WOoA0 NMPMAATHOCTI
00 npaueBfawTyBaHHA BUNYyCcKHUKIB 3a OlMMM 3rigHo 3MiH Ne10 go ep)xaBHOro knacudgikatopy
npocpecin OK 003:2010. BpaxoBaHo lNMocTaHoBy KabiHeTy MiHicTpiB YKpaiHu Bifg 24 6epe3Hsa 2021 p.
Ne 365 «[po BHeCeHHSA 3MiH 00 NnocTaHoBM KabiHeTy MiHicTpiB YkpaiHu Big 30 rpyaHsa 2015 p. Ne
11870Mpo 3aTBepOXeHHSA JliueH3inHNX YMOB NMPOBaA)XeHHS OCBITHLOI AiANIbHOCTI».

B 2023 p ocBiTHs nporpama 6yna oHoBJiIEHa Yy 3B'A3KY 3i 3MiHOO Ha3BW CrewuiasbHOCTI. BHeceHo
KOPEeKTMBW Yy BiAMOBIAHOCTI 3 BUMoramu NoctaHoen KabiHeTy MiHicTpiB YKpaiHu Big 16.12.2022Ne
1392 “[po BHECEHHS 3MiH 00 Nepeniky rajy3en 3HaHb i creuialibHOCTEN, 32 AKUMN3OINCHIOETLCH
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nigrotoeka 3006yBayiB BMLWOI OCBITN". BHECEHO 3MiHMN Yy CKNlag CTENKXOAEPIB B YAaCTUHI
npeacTaBHUKIB CTYOEeHTCbKUX OpraHisauin.

AKTyanbHa pegakuisa OMNM 6yna po3pobneHa B 2024 p. bynu nepernsHyTi Ta OHOBAEHI HAMNOBHEHHS
Ta (hOpPMM CEMECTPOBOIro KOHTPOJIIO 3a OCBITHIMWM KOMMNOHeHTaMu: «MaTeMaTn4YHE MOAESIIOBaHHS
cucTem i Npouecis», «HaykoBa poboTa 3a TeMOIO MaricTepCcbKoi AncepTtauii» Ta «CMCTEMN 3aXUCTY
MOBHOI iH(hopMaUii». OCBITHIN KOMNOHEHT «CTPYKTYpPHO-MapaMeTpuyHa oNTuUMisauia npuctpois T3I»
6yB BuayyeHun 3 OMIM 3 MeTo NOCUMAEHHS NiIAroTOBKK 3000yBayiB 3a HAaNMPsMKOM TEXHIYHOIro
3aXMUCTy MOBHOI iH(hopMalLii. BHECEHO 3MiHM y CKag CTENKX0NOepiB B YHaCTUHI NpeACTaBHUKIB
CTYAEHTCbKUX OpraHisauin.

The training of applicants for the educational professional program (EPP) "Technical information
protection systems" of the second (master's) level of higher education in the specialty 125
Cybersecurity and information protection has been carried out since 2017. The development of the
OPP began in 2016 by leading specialists of thelnstitute of Physics and Technologies. The
educational program takes into account many years of work experience (since 2000) of employees
of the departments of physical and technical means of information protection and information
security in training specialists in the field of cybernetic and information security, in particular with
the use of technical protection means.

During 2016-2020, the EPPwas successively modernized taking into account the development trends
of the field of cyber and information security, as well as compliance with the standards of higher
education in the field of 125 Cyber Security. Changes in the EPPwere aimed at expanding specialized
educational courses (for example, Radio monitoring and radio countermeasures at information
activity objects, Structural and parametric optimization of TP/ devices), introducing elements of dual
education and expanding the opportunities of applicants to form an individual learning trajectory.

In 2021, the EPPwas updated in connection with the release of the higher education standard for
specialty 125 "Cybersecurity" for the second (master's) level of higher education dated 03.18.2021
No. 332. In particular, the following changes were made to the EPP: the list of general/professional
competencies was supplemented and program learning outcomes, the number of credits for practice
has been changed.

The further update of the educational and professional program took place in 2022, in view of the
Institute of Physics and Technologiesacquiring the status of an Educational and Scientific Institute.
Changes were made to the composition of the project team and the composition of stakeholders.
The information on the employability of graduates of the EPPwas also updated in accordance with
Amendment No. 10 to the State Classifier of Professions DK 003:2010. The Resolution of the Cabinet
of Ministers of Ukraine dated March 24, 2021 No. 365 "On Amendments to the Resolution of the
Cabinet of Ministers of Ukraine dated December 30, 2015 No. 1187 On Approval of Licensing
Conditions for Conducting Educational Activities" is taken into account.

In 2023, the educational program was updated in connection with the change of the name of the
specialty. Corrections were made in accordance with the requirements of the Resolution of the
Cabinet of Ministers of Ukraine dated 16.12.2022 No. 1392 "On Amendments to the List of Fields of
Knowledge and Specialties for which Higher Education Candidates are Trained". Changes were made
in the composition of stakeholders in the part of representatives of student organizations.

The current version of the EPP was developed in 2024. The contents and forms of semester control
for educational components: "Mathematical modeling of systems and processes", "Scientific work on
the topic of a master's thesis" and "Language information protection systems" were revised and
updated. The educational component "Structural-parametric optimization of devices for information
protection" was removed from the EPP in order to strengthen the training of applicants in the
direction of technical protection of language information. Changes were made in the composition of
stakeholders in the part of representatives of student organizations.



6/22



7/22

1. NIPO®JIb OCBITHbOI MPOrPAMWU/ EDUCATIONAL PROGRAMME PROFILE

1 - 3aranbHa iHdopmauina/General information

MoBHa Ha3Ba 3BO Ta HaBYasbLHOro
nigpo3ainy/Full name of Higher
education institution and
faculty/institute

HauioHanbHU TEXHIYHWUNA
yHiBepcuTeT YKpaiHu
«KWIBCbKUI MONITEXHIYHNN
IHCTUTYT iMeHi Irops
Cikopcbkoro», HaB4abHO-
HayKOBUN (Pi3NKO-TEXHIYHMIA
IHCTUTYT

National Technical University
of Ukraine «lgor Sikorsky Kyiv
Polytechnic Institute»,
Educational and Research
Institute of Physics and
Technology

CTyniHb BULLOT OCBITW Ta Ha3Ba
KBanidikauii/Higher education degree
and qualification title

CTyniHb MaricTpa
MaricTp 3 Kibepbesneku Ta
3axnUCTy iHopMau,il

Master Degree
Master’s degree of
Cybersecurity and

Information Protection

OdiuinHa Ha3Ba Ol/Educational
programme official title

CucTteMn TeXHIYHOro 3axXucTy
iHpopMaLil

Systems of Technical
Protection of Information

Tun gunnomy Ta obcar Ol/Diploma
type and EP scope

Ounnnom maricTpa, 90
kKpeauTtie EKTC, TepMiH
HaBYaHHSA 1 pik 4 micaui

Master diploma, 90 credits
ECTS, training period 1 year
4 month

HasaBHicTb akpeguTauii/Prior
accreditation

AkpeguntoBaHo HA34BO,
cepTudikaT 6524 Bif
2023-12-14 pincHunn oo
2029-07-01

Accredited by NAQA,
cetificate No 6524 from
2023-12-14 valid to
2029-07-01

LUwnkn, pieeHb BO/Education cycle, level
of HE

HPK YkpaiHn - 7 piBeHb
QF-EHEA - npyruni unkn
EQF-LLL - 7 piBeHb

NQF of Ukraine - 7 level
QF-EHEA - 2 cycle
EQF-LLL - 7 level

MepepnymoBun/Prerequisites

HasaBHICTb CTyneHs
bakanaspa

Bachelor Degree

dopmun 3006yTTa ocBiTU/ Forms of

Education OuyHa (neHHa); full-time;
MoBa(n) BVlKn.auaHHﬂ./Language (s) of YkpaiHchKa Ukrainian
instruction

IHTepHeT-agpeca po3MiweHHsa O /URL
of the educational program

https://osvita.kpi.ua/125_OPP

I

=t
E .

M_STZI

2 - MeTa ocBiTHbOI nporpamu/Educational programme purpose

MigroToBka axiBus, 34aTHOro NpodecinHo
aHasizyBaTu, GOpMYyJIlOBaTK, BMUPILLYBaATK
NpakTU4YHi NpobaeMn Ta po3B'sA3yBaTW CKAAOHI
i3NKO-TEXHIYHI Ta Noriko-opraHisauinHi 3agadi
KibepHeTn4HOi 6e3nekn B ymoBax
KOMMJIEKCHOCTI Ta HEeAOCTaTHbOI BU3HAYEHOCTI
TEeXHONOriYHNX, EKONONiYHNX, COoLiaNlbHO-
€KOHOMIYHUX Ta NoNiTUYHUX 3arpos, BcebivyHoro
npodecinHoro, iHTenekTyasbHOro, couiaJibHOro
Ta TBOPYOro po3BUTKY 0CcobMCTOCTi Ha
HaMBULWNX PIBHAX LOCKOHANOCTi B OCBITHbO-
HayKOBOMY CepeaoBULL.

Training of a specialist capable of professionally
analyzing, formulating, solving practical
problems and solving complex physical-technical
and logical-organizational tasks of cyber security
in conditions of complexity and insufficient
certainty of technological, environmental, socio-
economic and political threats, comprehensive
professional , intellectual, social and creative
development of the individual at the highest
levels of excellence in the educational and
scientific environment.
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3 - XapaKTepucTUKa OCBiTHbOI NpoOrpamMm

/ Educational programme characteristics

NMpeameTHa obnacte/Subject area

O6’€KTH BUBYEHHA:

* Cy4acHi npouecu AoCNiAXKEeHHS, aHaizy, CTBOPEHHS Ta 3abe3neyeHHs
(YHKLIOHYBaHHA iHOPMaLHNX CUCTEM | TeXHONOrIN, iHWKX Bi3Hec-
onepauinHux npouecis Ha 06’ekTax iHpOPMaLINHOT AiSNBHOCTI Ta KPUTUYHUX
iHppacTpyKTyp chepun iHpopmauiiHoi 6e3nekn Ta/abo kibepbesneku;

* iHpopMaLinHi cnctemm (iHpopMaLiNHO-KOMYHiKaLiHi, iHdopMaLinHo-
TeNeKoMyHiKaLillHi, aBTOMaTN30BaHi) Ta TeXHONOTIi;

* iHbpacTpyKTypa 06'eKTiB iHPOPMALIHOT AiSNBHOCTI Ta KPUTUYHUX
iHpPaCTPyKTYp;

* CUCTEMU Ta KOMMIEKCH CTBOPEHHS, 06pobku, nepepadi, 36epiraHHs,
3HULLEHHS, 3aXUCTy Ta BigobparkeHHs faHux (iHpopMaUiHMX NOTOKIB);

* iHchopMaLiHi pecypcu pi3HMX KNacis (B T.4. Aep>KaBHi iHthopMaLiiHi
pecypcu);

* MporpamMHe Ta nNporpamMHo-anapaTHe 3abe3neyeHHs (3acobu) Kibep3axucTy;
* cucTeMu ynpasniHHS iHbopMaLinHoto 6e3nekoto Ta/abo Kibepbesnekoro;

¢ TexHosorii, MeToamn, Moaeni Ta 3acobu iHpopmauiiHoi 6e3nekn Ta/abo
Kibepbesneku.

Lini HaBYaHHA:
MNigproToBka (axiBLiB, 34aTHNX PO3B'A3yBaTM 3a4a4i [OCNiAHMLBKOro Ta/abo
iHHOBaUiNHOro xapakTepy y cdepi iHpopmauiiHoi Ta/abo Kibepbesneku.

TeopeTU4yHUi 3MiCcT npeaMeTHOI obnacTi

TeopeTnYHi 3acaan HAYKOEMHUX TEXHOJOTIN, i3nNYHI | MaTeMaTUYHI
dyHLaMeHTasbHi 3HaHHS, Teopii ineHTUdIKauii Ta NPUNHATTA pilleHb,
CUCTEMHOr0 aHanisy, CKafHNX CUCTEM, MOLESIIOBaHHA Ta onTuUMisauil
npouecis, Teopist MaTeMaTUYHOI CTaTUCTUKN, KpUNTOrpadivyHoro Ta
TEeXHIYHOro 3axucTy iHthopMauii, Teopii pU3nKiB Ta iHWNX
MiXAUCUMNAIHAPHUX TEOopil | NPaKTWK Yy ranysi iHchopMauinHoi 6e3nekn
Ta/abo kibepbesneku.

MeToau, MeToAMKM Ta TexHonorii

MeToaun, Moaeni, METOANKM Ta TEXHOJOrii CTBOpeHHS, 06pobku, nepepadi,
NPUNMaHHS, 3HULLEHHS, BigobparkeHHs, 3aXncTy (Kibep3axucTy)
iHbopMaLinHMX pecypcis y kKibepnpocTopi, @ Tako)X MeToAun Ta Mmoaeni
pPO3p0o6KK Ta BUKOPUCTAaHHA MPUKIAAHOrO i cnewianizoBaHOro NporpamMHoro
3abe3neyeHHs ANa BUpPILIEHHA NpodecinHnX 3a4ay B ranysi iHpopmauinHoi
6e3nekn Ta/abo kibepbesnekun.

TexHonorii, MeToamn Ta MofenNi AOCNiIAXXEeHHS, aHani3y, ynpaBiiHHSA Ta
3abe3neyeHHs 6izHec/onepauinHUX NPOLIECIB i3 3aCTOCYBaHHAM CYKYMHOCTI
HOPMaTMBHO-NPaBOBUX Ta OpraHi3auifiHo-TexXHIYHUX MeToiB i 3acobis
3axXnCTy iHpopMaLiiHMX pecypcis y KibepnpocTopi.

IHCTPyMeHTH Ta o6naaHaHHA

3acobu, NpnCTpPOi, Mepe)KHe yCTaTKyBaHHA Ta cepefoBuLLe, NPUKNaaHe Ta
cneuianisoBaHe nporpamMmHe 3abesnevyeHHs, aBTOMaTU30BaHi cMCTeMU Ta
KOMMJIEKCW MPOEKTYBaHHA, MOA4EJIIOBaHHA, eKcnnyaTauiT, KOHTpOJIO,
MOHITOPUHIY, 06pobkK, BifobpakeHHA Ta 3axXUCTy AaHuXx (iHhopMaLinHnX
MOTOKIB), @ TaKOXX MeToAM i MoLeni Teopii pU3nKiB Ta ynpaBniHHS
iHbopMaLinHMMK pecypcamMm npu JOCNiAXKEHHI | CynpoBOAKeHHi 06’eKkTiB
iHbopMaULinHOT AisnbHOCTI y ranysi iHhopMauinHoi 6e3nekmn Ta/abo
Kibepbesneku.

Objects of study:

* modern processes of research, analysis, creation and ensuring the
functioning of information systems and technologies, other business
operational processes at the objects of information activity and critical
infrastructures in the field of information security and/or cyber security;

« information systems (information and communication, information and
telecommunication, automated) and technologies;

« infrastructure of information activity objects and critical infrastructures;
» systems and complexes of creation, processing, transmission, storage,
destruction, protection and display of data (information flows);

« information resources of various classes (including state information
resources);

« software and hardware (means) of cyber protection;

« information security and/or cyber security management systems;

« technologies, methods, models and means of information security and/or
cyber security.

Learning goals:
Training of specialists capable of solving tasks of a research and/or innovative
nature in the field of information and/or cyber security.

Theoretical content of the subject area

Theoretical foundations of science-intensive technologies, physical and
mathematical fundamental knowledge, theories of identification and decision-
making, system analysis, complex systems, modeling and optimization of
processes, theory of mathematical statistics, cryptographic and technical
protection of information, theory of risks and other interdisciplinary theories
and practices in the field of information security and/or cyber security.

Methods, techniques and technologies

Methods, models, techniques and technologies of creation, processing,
transmission, reception, destruction, display, protection (cyber protection) of
information resources in cyberspace, as well as methods and models of
development and use of applied and specialized software for solving
professional tasks in the field of information security and /or cyber security.
Technologies, methods and models of research, analysis, management and
provision of business/operational processes using a set of regulatory and legal
and organizational and technical methods and means of protecting
information resources in cyberspace.

Tools and equipment

Means, devices, network equipment and environment, applied and specialized
software, automated systems and complexes of design, modeling, operation,
control, monitoring, processing, display and protection of data (information
flows), as well as methods and models of risk theory and information
management resources for research and support of objects of information
activity in the field of information security and/or cyber security.

OpieHTauin

On/Aspect

OcBiTHbO-NpodecinHa

| Educational professional

OCHOBHMI (POKY:!

c OMN/Main focus

OCHOBHI (hoKyCK nporpamu:

1. MNocmneHa NiaroToBKa B rafysi HOBITHIX MeToAiIB OTPUMaHHSA, 06pobkn Ta
nepefaBaHHA CMrHaniB pi3HOI i3nyYHOI Npupoau;

2. ®yHpaMeHTaslbHa NiAroToBKa LLOAO MPOEKTYBaHHS, PO3pobku,
BMNPOBaAXXEHHA Ta CyNpoBOAY KOMMIEKCHUX CUCTEM 3axUCTy iH-hopMallii, Wwo
UMPKYOE Ha 06’ekTax iHhopMaUinHOI AisfIbHOCTI Aep>XXaBHOT Ta NpPUBaTHOT
hopMuM BNacHOCTI;

3. MocuneHa NiAroToBKa B ranysi M>KANCUUNIIHAPHOr0 CUCTEMHO-IO aHanily
3 METOI0 CTBOPEHHS KOMIMJIEKCHUX CUCTEM 3aXMCTY iH(POPMaLLinHNX NOTOKIB Y
KOMYHiKaLinHNX Mepexkax;

4. Cunabycun Ta MeToAMYHe 3abe3neyeHHs NiaroToBkW 3006yBadis BULLOT
OCBITM LLOPIYHO NepernafalTbCcs 3 MeTO BpaxyBaHHA HOBUX HAyKOBO-
TEXHONOrYHNX 3006yTKIB y ranysi kibepHeTny-Hoi 6e3neku;

5. LWnpoke 3any4yeHHa 3406yBaYiB BMLLOT OCBITW A0 y4acTi y Npo-BiAHUX
MiXKHapOAHUX KOHepeHLUiax B ranysi KibepHeTuyHoi 6e3neku;

6. PO3BUTOK AyasibHOI OCBiTW Ta MiXKYHIBEPCUTETCbKUX Nporpam 3
NPOBIAHUMMN YCTAaHOBaMM CBIiTY, y4acCTb Y MiXKHapoAoHUX KOH(e-peHLLiaxX;

7. NpoBeaeHHs WOoPiIYHNX KOHMEPEHLI Ta oniMniaa 3 HOBMX Ha-NPsSMKIB
KibepHeTu4HOT 6e3nekn 3 MeTol HaB4YaHHS 3006yBayiB BULLOT OCBITU
po3pobui iHaMBIAYyaAbHUX CTapTanis Ha eTani Nia-roToBKW KBanidikauiiHol
poboTn.

Knto4oBi cnoBa: kibepHeTn4Ha 6e3neka, TeXHi4Hi 3acobn 3axnCTy iH-
dopmMaLii, TeXHIYHUI ayanNT, NPOEKTYBaHHS Ta CTBOPEHHS KOMMJIeK-CiB
TEeXHIYHOro 3axucTy iHchopmauii

The main focuses of the program:

1. Enhanced training in the field of the latest methods of receiving, processing
and transmitting signals of various physical nature;

2. Fundamental training on the design, development, implementation and
maintenance of complex systems for the protection of information that
circulates on the objects of information activity of state and private
ownership;

3. Strengthened training in the field of interdisciplinary system analysis with
the aim of creating complex systems for the protection of information flows in
communication networks;

4. Syllabuses and methodological support for the training of higher education
applicants are annually reviewed in order to take into account new scientific
and technological achievements in the field of cyber security;

5. Wide involvement of higher education students in participation in leading
international conferences in the field of cyber security;

6. Development of dual education and inter-university programs with leading
institutions of the world, participation in international conferences;

7. Holding of annual conferences and olympiads on new areas of cyber
security in order to teach students of higher education in the development of
individual startups at the stage of preparation of qualification work.

Keywords: cyber security, technical means of information protection, technica
audit, design and creation of technical information protection complexes

OcobnusocTi

OlN/Features

1. MocuneHa NiAroToBKa B rasysi TEXHIYHMUX HayK (NporpamyBaHHsA, 06pobku
curHanis pisHoi isnyHoi Nnpupoaun, po3pobka Ta onTUMI3aLis NPpUCTPOIB
3axuCTy iHopmauii);

2. dyHpameHTa bHa NiAroToBKa LWOAO NPOEKTYBaHHA, po3pobku,
BMPOBaJXXeHHA Ta CyNpoBOAY KOMMJIEKCHUX CUCTEM 3aXUCTY iH-chopmallii, Lo
LMPKYJIOE Ha 06’eKTax iH(PopMaLiNHOT AiANbHOCTI Aep>kaBHOI Ta NpuBaTHOT
dopmMUn BNacHOCTI;

BukopucTaHHA eneMeHTIB AyasibHOI OCBITU, 30KpeMa MiXKYHIBEPCUTETCbKNX
nporpam 3 NpoBiAHMMW YCTaHOBaMU CBiTY Ta NPO-XOAXXEHHSA MPaKTWK Ha
NpoBiAHMX NiANPUEMCTBaX ranysi 3axucTy iHhopMauii.

1. Enhanced training in the field of technical sciences (programming, signal
processing of various physical nature, development and optimization of
information protection devices);

2. Fundamental training on the design, development, implementation and
maintenance of complex systems for the protection of information that
circulates on the objects of information activity of state and private
ownership;

The use of elements of dual education, in particular, inter-university programs
with the world's leading institutions and internships at leading enterprises in
the field of information protection.
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4 - NMpupaTHiCTb BUNYCKHUKIB A0 NpaueBsiallTyBaHHA Ta noganbworo HaB4yaHHsA/ Eligibility
of graduates for employment and further study

MpupaTHicTb A0 npauesnawTyBaHHA/Eligibility for employment

BionosigHo o [lep>xaBHOro kKnacndikatopy
npodecin K 003:2010 3i 3miHoto Ne10
BUMYCKHUKM MOXYTb MpauoBaTh Ha Nocapax,
L0 BigNOBiAaloTb KnacudikauinHum
YrpyrnoBaHHAM:

2139.2

AHaniTUK CUCTEM 3axXUCTy iHopMauil Ta oUiHKK
BpPa3/2IMBOCTEN

AHaniTuk 3arpos besnekun

daxiBeub 3 NUTaHb 6e3nekn (iHopmaLinHo-
KOMYHIiKaLiNHi TexHoNori)

daxiBeub 3 MNiAgTPUMKUN iIHPPACTPYKTYpU
Kibep3axucTy

daxiBeub 3 pearyBaHHs Ha iIHUMOEHTW
Kibepbesneku

daxiBelb 3 TECTYBAaHHS CUCTEM 3aXUCTY
iHopMaUii

daxiBeub 3 TEXHIYHOro 3axXUCTY iHGQOopMaUil
daxiBeub chepun 3axXUCTy iHPOopMaULil

23 MpodecioHann B rasay3si oCBiTU | HABYaHHA

According to the State Classifier of Professions
DK 003:2010 with Amendment No. 10,
graduates can work in positions corresponding
to the classification groups:

2139.2

Analyst of information protection systems and
vulnerability assessment

Security threat analyst

Security specialist (information and
communication technologies)

Cyber protection infrastructure support
specialist

Cyber Security Incident Response Specialist
Specialist in testing information protection
systems

Specialist in technical information protection
Specialist in the field of information protection
23 Professionals in the field of education and
training

Mopanbwe HaBYaHHA/Further study

MpoaoBXeHHS OCBiTK 3a TpeTiM (OCBITHBLO-
HayKOBMM) piBHEM BULLOT OCBITU. HabyTTa
000aTKOBMX KBanihikauin B CMCTEMI OCBITK
[0pOoCaunX.

Continuation of education at the third
(educational and scientific) level of higher
education. Acquisition of additional qualifications
in the adult education system

5 - BuksapgaHHA Ta ouiHioBaHHA/Teaching and assessment

BuknapaHHa Ta HaBYaHHA/Teaching and studying

Mporpamoto nepeabaveHo
CTy[EeHTOLEeHTpOBaHe HaB4YaHHA. BuknagaHHs
MPoOBOAUNTbLCA Y Takux hopmax: nekuii,
MPaKTUYHI Ta CEMIHAPCbKIi 3aHATTSH,
KOMM'IOTEPHI MpakKTUKyMu i nabopaTopHi
poboTu; KypcoBi poboTK; TEXHONOrIA 3MiLLAHOIO
HaBYaHHS, MPaKTUKWN; BUKOHAHHSA AWNMIOMHOIO
MPOEKTY i AunAoMHOI poboTu (MaricTepcbKoi
ancepTauii)

The program provides for student-centered
learning. Teaching is carried out in the following
forms: lectures, practical and seminar classes,
computer workshops and laboratory works; term
papers; mixed learning technology, practices;
completion of the diploma project and thesis
(master's thesis)

OuiHoBaHHsA/Assessment

OUuiHIOBaHHSA 3HaHb CTYLAEHTIB 34iNCHIOETLCA Y
BiANOBIAHOCTI A0 MNONOXXEHHSA NPO CUCTEMY
OLiHIOBaHHSA pe3ynbTaTiB HaBYaHHA KIl im.
Irops CikOpCbKOro 3a yciMma BugaMm ayamuToOpHOI
Ta Mo3aayanTopHoi poboTun (BXigHWUA, MOTOYHUN,
KaneHJapHWUn, NiACYMKOBUN KOHTPOb);
€K3aMeHW, 3anikun, iHauBiayanbHi 3aBAaHHS
TOLLO.

Assessment of students' knowledge is carried
out in accordance with the Regulation on the
system of assessment of learning outcomes of
KPI named after Igor Sikorsky for all types of
classroom and extra-auditory work (incoming,
current, calendar, final control); exams,
assessments, individual tasks, etc.
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6 - NMporpamMHi kKoMmneTeHTHOCTI/Programme competencies

IHTerpanbHa KoMmneTeHTHicTb/Integral competence

30aTHICTb 0cobu po3B’aA3yBaTu 3adadi
nocnigHnubKoro Ta/abo iHHOBALIMHOIro XapakTepy
y cepi iHhopMaLinHoi be3nekn Ta/abo
Kibepbesneku

The ability of a person to solve tasks of a
research and/or innovative nature in the field
of information security and/or cyber security

3aranbHi komneteHTHOCTI (3K)/General competencies

3K 30aTHICTb 3aCTOCOBYBaTU 3HAHHA Y Ability to apply knowledge in practical
01 MPaKTUYHUX CUTYaLLiaX situations
3K 30aTHICTb NpoBeAeHHSA AOC/igXEeHb Ha Ability to conduct research at the appropriate
02 BiAMNOBIAHOMY piBHI level
3K 30aTHICTb 80 abCTPaKTHOr0 MUC/IEHHS, Ability to abstract thinking, analysis and
03 aHanisy Ta CMHTe3y synthesis
3K 34aTHICTb ouiHoOBaTK Ta 3abe3nevyyBaTu The ability to evaluate and ensure the quality
04 AKICTb BUKOHYBaHUX pobiT of the work performed
3[aTHICTb CcnifikyBaTUCA 3 npeactaBHuKamm |Ability to communicate with representatives of
3K iHWMX npodecinHnx rpyn pi3HOro piBHA (3 other professional groups of different levels
05 | ekcnepTamu 3 iHWKX rany3en 3HaHb / BuAiB | (with experts from other fields of knowledge /
€KOHOMIYHOT AisNIbHOCTI) types of economic activity)
daxoBi komneteHTHOCTi (PK)/Professional competencies
30aTHICTb 06rpyHTOBaAHO 3aCTOCOBYBaTH,
iHTerpyBaTu, po3pobnaTu Ta The ability to reasonably apply, integrate,
yOOCKOHaIloBaTW CyYacHi iHhopMaLinHi develop and improve modern information
TEeXHONOrii, HayKOBO-TEXHi4YHi po3pobkun, technologies, scientific and technical
oK $Qi3nYHi Ta MaTeEMaTUYHI PyHOaMeHTabHi developments, physical and mathematical
01 3HAHHSA | MoOeni, a TaKoXX TeXHOoNOoril fundamental knowledge and models, as well
CTBOPEHHS Ta BUKOPUCTAHHSA NpuknagHoro i |as technologies for creating and using applied
creuianizoBaHOro NPOrpamMHoro and specialized software for solving
3abe3nevyeHHs ona BupieHHs npodecinHux | professional tasks in the field of information
3a4ad y ranysi iHbopmauinHoi 6e3nekn Ta/abo security and/or cyber security
Kibepbesnekn
30aTHICTb po3pobnaTu, BNpoBanXyBaTu Ta | The ability to develop, implement and analyze
aHani3yBaTN HOPMATUBHI OOKYMEHTMH, regulatory documents, provisions, instructions
MOJNIOXKEHHS, IHCTPYKLIT 1 BUMOrM TEXHIYHOrO and requirements of technical and
®K | Ta opraHi3auinHoro cnpsMyBaHHS, a TakoXX | organizational direction, as well as integrate,
02 |iHTerpyBaTu, aHanidyBaTu i BUKopuctoByBaTu| analyze and use the best global practices,
KpalLli CBITOBI NpakTUKK, CTaHJapTu 3 MeToto | standards in order to carry out professional
34iNCHEHHSA NpogecinHol ianbHOCTI B ranysi | activities in the field of information security
iH(bopMauinHoi 6e3nekun Ta/abo Kibepbesnekn and/or cyber security
3AATHICTL OCNIKyBaTY, p03p06ﬂﬂ6TVI ' Ability to research, develop and support
OK |. CyMpoBOAKYyBaTIN METOAM Ta 3acobu methods and means of information security
iHopMauinHoi be3nekn Ta/abo Kibepbesneku i ) : ;
03 , . co T . and/or cyber security at objects of information
Ha 06’ekTax iHOpPMaLINHOI BiaNbHOCTI Ta S e
L activity and critical infrastructure
KPUTUYHOT iIHPpacTPYKTypu
3AATHICTb aHanisysaTy, p03p06ﬂﬂTM : The ability to analyze, develop and support
CYynpoOBOAXYBaTU CUCTEMY YMpPaBJiHHA ST . .
. e the organization's information security and/or
iHpopMauinHoto 6esnekoto Ta/abo :
PK KiGep6esnekoio opranizaLlii, hopMyBaTH cyber security management system, to form
04 ' information security strategies and policies,

cTpaTerito i noniTnku iHopMaLinHoi besneku
3 ypaxXyBaHHSAM BiTYU3HAHUX | MiXKHapOOHUX
CTaHOapTiB Ta BUMOr

taking into account domestic and international
standards and requirements
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30aTHICTb 00 OOCAIOXXEHHS, CACTEMHOI0O
aHanisy Ta 3abe3nevyeHHs 6e3nepepBHOCTI
bisHec/onepauinHUX Npouecie 3 METOH
BU3HAYEHHS ypa3IMBOCTEN iHpopMaLinHnNX

The ability to research, system analysis and
ensure the continuity of business/operational
processes in order to determine the
vulnerabilities of information systems and

(gg CUCTeM Ta pecypciB, aHanidy pu3uKiB Ta resources, analyze risks and determine the
BM3HAYeHHS OUIHKK TX BNJMBY Yy BiANoBigHOCTI|assessment of their impact in accordance with
00 BCTAHOBJIEHOI CTpaTEril i NoNiTUKN the established strategy and policy of
iHopMaLinHoi be3nekn Ta/abo kibepbesnekn | information security and/or cyber security of
opraHisauii the organization
3AaTHICTL aHanisysaTy, KOHTpoOJIoBaT Ta The ability to analyze, control and provide a
3abe3snedyBaTn CUCTEMY yrpaBiHHSA f inf .
®K | pocTyrnom Ao iHpopMaLinHMX pecypciB 3rigHo manageme.nt system for access toin ormatlon
" s ' resources in accordance with the established
06 BCTAHOBJIEHOI CTpaTerii i NoNiTUKKU . . ; .
. v . strategy and policy of information security
iHpopMauinHoi 6e3nekn Ta/abo Kibepbesneku , o
; and/or cyber security of the organization
opraHisaduii
30aTHICTb gocnig)KyBaTun, po3pobnatu Ta The ability to research, develop and
BMpoOBag)KyBaTu MeToawu i 3axogm npotunaii | implement methods and measures to counter
oK KibepiHUMaeHTaMm, 34inCHIOBaTM Npoueanypun | cyber incidents, to implement management,
07 ynpaBfiHHA, KOHTPOJIIO Ta po3ciigyBaHHA, a | control and investigation procedures, as well
TaKOXX HajaBaTu pekoMeHgauii wono as to provide recommendations on the
rnornepen)keHHs Ta aHani3dy KibepiHunaeHTiB B| prevention and analysis of cyber incidents in
uisiomy general
34aTHICTb gocnig)KyBaTu, po3pobnsaTtu, The ability to research, develop, implement
BNpOBaA>KyBaTu Ta CYNpPOBOAXKYBaTU MeToAMN and support methods and means of
n 3acobu 3axucTy iHpopMaLii Ha 06’eKkTax information protection at objects of
oK iHopMaLiNHOI AiaNbHOCTI Ta KPUTUYHOI information activity and critical infrastructure,
08 iH(bpaCTpYKTYypwU, B iH(hopMaLinHNX cuctemax, | in information systems, the ability to evaluate
30aTHICTb OLiHIOBaTN €EeKTUBHICTb iX the effectiveness of their use, according to the
BUKOPUCTaHHA, 3rifHO BCTaHOB/EeHOI cTpaTerii| established strategy and policy of information
i moniTUkKKM iHpopmMauinHoi besnekn Ta/ abo security and/or cyber security of the
Kibepbe3nekn opraHisauii organization
30aTHICTb aHanisyBaTun, po3pobnatn i The ability to analyze, develop and support
CynpoBOAKYBaTu CUCTEMY ayOouTy Ta the system of auditing and monitoring the
oK MOHITOPUHIY eheKTUBHOCTI (pyHKUioHYyBaHHS | effectiveness of the functioning of information
09 iIHOPMaALLINHUX CUCTEM | TEXHOJIOTIN, systems and technologies,
bisHec\onepauinHUX NpoueciB B ranaysi business\operational processes in the field of
iHcbopMauinHoi 6e3nekun Ta/abo Kibepbesnekn | information security and/or cyber security of
opraHisauii B winomy the organization as a whole
3ﬂaTH'.CTb MPOBAANT HAYyKOBO-NIEAAT OTIHHY The ability to conduct scientific and
OiANbHICTb, N1IaHYBaTU HaBYaHHA, . L . .
' pedagogical activities, plan training, monitor
@K | KoHTposoBaTW i CynpoBoa>XKyBaTn poboTy 3 :
4 . | and support work with personnel, as well as
10 | nepcoHasioM, a TaKOX NpUNMaTU ePEKTUBHI . L . ;
i : R make effective decisions on information
pilleHHsa 3 NTaHb iHhopMaLinHoT 6e3nekn . .
X security and/or cyber security
Ta/abo Kibepbesnekn
30aTHICTb BUSABASATU Ta SIOKaNidyBaTun The ability to detect and localize sources of
oK hxepena Hebe3neyHUX CMrHaniB B yMOBax dangerous signals in conditions of limited a
11 obMeXXeHOCTi anpiopHNX OaHMX WOAo0 iX priori data regarding their physical nature and
Gi3nYHOI Npnpoan i XxapakKTepuUCcTuUK Ha oHi characteristics against the background of
CUJIbHUX 3aBafoOBUX CUTHANIB strong interfering signals
. . . The ability to conduct a complex analysis of
30aTHICTb NPOBOANTUN KOMMJIEKCHUI aHani3 : : .
: : ) . | the effectiveness of technical means, devices
®K | etheKTUBHOCTI TEXHIYHNX 3acobiB, NPUCTPOIB . ; .
. and information protection systems, to
12 | Ta cucTteM 3axucTy iHopmauii, po3pobnatu

MeTOoAW MiABULLEHHS iX eheKTUBHOCTI

develop methods of increasing their
effectiveness
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7 - NMporpamMHi pesynbtTatn HaB4aHHA (MPH)/ Programme learning outcomes

BifibHO CMifIKyBaTUCb AEP>KaBHOIO Ta
iHO3eMHOI0 MOBaMU, YCHO i MMCbMOBO A4
npencTaBsieHHs | 06roBopeHHs pesysbTaTiB

Communicate freely in national and foreign
languages, orally and in writing to present and

MPH : . o~ discuss the results of research and innovation,
[ocCnifXeHb Ta iHHOBaLil, 3abe3nevyeHHs . . )
01 ) o : ensuring business/operational processes and
6izHec/onepauinHMX NpoueciB Ta NMTaHb . . o ,
o X . issues of professional activity in the field of
NpPOogecinHoi AiaNbHOCTI B ranysi . / . !
. AR . information security and/or cyber security
iHchopMauinHoi 6e3nekun Ta/abo kibepbesnekn
IHTerpysaty cbyHl,laMeHTaan' Ta cneujanbHi Integrate fundamental and specialized
3HaHHA )19 PO3B’A3yBaHHA CKAagHUX 3adad . .
[PH | . L X knowledge to solve complex information
iHopMauinHoi be3nekn Ta/abo Kibepbesneku . . )
02 ) security and/or cyber security challenges in
Yy WMPOKNX abo MybTUANCUUMAIHAPHMX T
broad or multidisciplinary contexts
KOHTEKCTax
MpoBaanTu gocnigHuubKy Ta/abo iHHoBauinHy| Conduct research and/or innovative activities
DisNbHICTL B cdepi iHhopMaLiiHoT 6e3nekn in the field of information security and/or
[1PH . . . : .
03 Ta/abo kibepbesnekn, a TakoX B coepi cyber security, as well as in the field of
TEXHIYHOro Ta KpUNTorpagivHoro 3axmcTy technical and cryptographic protection of
iHbopMaLii y kibepnpocTopi information in cyberspace
3acTocoByBaTW, iHTerpyBaTu, po3pobnsaTu, Apply, integrate, develop, implement and
BMNpoOBag)XyBaTWu Ta YAOCKOHalOBaTu cy4dacHi | improve modern information technologies,
MPH . O s . . .
04 iHbopMaUinHi TexHonorii, i3nyHi Ta physical and mathematical methods and
MaTeMaTu4Hi meToau i mogeni B cgepi models in the field of information security
iHpopmauinHoi 6e3nekn Ta/abo kKibepbesneku and/or cyber security
. KpMT.IfHHP ocMnciosaTh |'|p_06)'IeMVI Critically consider the problems of information
iH(popMauinHoi besnekn Ta/abo Kibepbesneku, . o .
. . security and/or cyber security, including at the
y TOMY YUCAi Ha Mi>Krajy3eBoMmy Ta . R . o .
Mi>KIMCLIMNAIHADHOMY DIBHI. 30KDEeMa Ha interdisciplinary and interdisciplinary level, in
MPH Anct P Y PIBHI, pema particular on the basis of understanding the
OCHOBi PO3YMiHHS HOBUX pe3ynbTaTiB : . !
05 | . T new results of engineering and physical and
iHXXeHepHUX i hiznko-MaTeMaTUYHUX HayK, a . .
o mathematical sciences, as well as the
TaKO>X PO3BUTKY TEXHOJIOTiA CTBOPEHHS Ta . .
L development of technologies for the creation
BUKOPUCTaHHSA cneLianizoBaHoOro .
and use of specialized software
nporpamMHoro 3abesnedyeHHs
AHanisysatu Ta OUIHIOBATY 3aXMLLIEHICTL Analyze and evaluate the security of systems,
CNCTeM, KOMMNEKCIB Ta 3acobiB Kibep3axucTy, .
rPH complexes and means of cyber protection,
TEXHOJIOTii CTBOPEHHS Ta BUKOPUCTAHHS ; . : o
06 - technologies for creating and using specialized
cnewianizoBaHOro NporpamMHoOro
software
3abe3neyeHHs
ObrpyHTOBYBaTH BUIKOPNCTAHHA, To justify the use, implement and analyze the
BNpoOBaZ>XyBaTW Ta aHani3yBaTW KpaLwi . |
Lo best global standards, practices in order to
[1PH CBITOBI CTaHAAPTU, NPAKTUKN 3 METOIO .
) RO solve complex problems of professional
07 pO3B’'A3aHHA CKNaAHMX 3a4ay NPoecCiNnHoI A . . . ;
s ; - UL activity in the field of information security
OiAsNbHOCTI B rany3i iHhopMaLinHoi 6esneku .
. and/or cyber security
Ta/abo Kibepbesnekn
flocnimkysaTu, po3pobnaTy i Research, develop and support systems and
CynpoBOAKYBaTW CUCTEMU Ta 3acobu . . :
MPH | . o : means of information security and/or cyber
iHchopMauinHoi 6e3nekun Ta/abo Kibepbesnekn : ) : ) L
08 , . s T . security at objects of information activity and
Ha 06’ekTax iHOpPMaLINHOI BiaNbHOCTI Ta N
L critical infrastructure
KPUTUYHOI iHDpaCcTpyKTypu
Axanizysatu, po3p06.n$-|Tvl| | CynpoBoAXyBaTh Analyze, develop and support the
CUCTeMy ynpaBiHHSA iHOPMaLiHO AN . .
rPH : ) organization's information security and/or
b6e3nekoto Ta/abo Kibepbesnekoto opraHisaduii .
09 ; s ) . .~ . | cyber security management system based on
Ha 6a3i cTpaTerii i mMoNiTUKKM iHopMaLiNHOI . . : .
information security strategy and policy
b6e3nekun
. 3a6e3neqy§?TM 6e3nepepBH|CTb Ensure the continuity of business/operational
6i3Hec/onepaLitHMX NPOLECIB, a TAKOX . X -
- o processes, as well as identify vulnerabilities of
[1PH BUABJIATW YPa3/IMBOCTI iIHPOPMaLLINHNX ; ;
. X information systems and resources, analyze
10 CUCTEeM Ta pecypciB, aHanisyBaTn Ta

OUiHIOBaTN PU3SUKKU AN iHPopMaLinHOT
6e3nekn Ta/abo kibepbesnekn opraHizauii

and assess risks for information security
and/or cyber security of the organization
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rPH
11

3abe3nevyBaTu epeKTMBHE PYHKLIOHYBaAHHS

AHani3zyBaTu, KOHTPOJIIOBATK Ta

CUCTEMM yMpaBiHHA OOCTYMNOM A0
iHbopMaLUiINHNX pecypciB BigNOBIAHO A0
BCTAHOBJIEHNX CTpaTeril i moniTukn
HdopMaLinHoi be3nekn Ta/abo Kibepbesneku
opraHisauii

functioning of the access management system
to information resources in accordance with

information security and/or cyber security of

Analyze, control and ensure the effective

the established strategy and policy of

the organization

[1PH
12

[ocnip>xyBaTu, po3pobnatun Ta

BNpPOBaA XyBaTu! MeTOAM i 3aX04AMN NPOTUAIl
KibepiHUMAeHTaM, 34iNCHIOBATK NpoLeaypu
yrnpaBsiHHSA, KOHTPOJIO Ta PO3CiAyBaHHSA, a
TaK0o)X HafaBaTu pekoMeHaauil wonao

rnonepen>keHHs Ta aHanisy KibepiHUNAEHTIB B
uinomy

Research, develop and implement methods
and measures to counter cyber incidents,
implement management, control and
investigation procedures, as well as provide
recommendations on the prevention and
analysis of cyber incidents in general

[PH
13

HocnigxxyBaTtn, po3pobnatun, BNpoBaaXyBaTn
Ta BUKOPUCTOBYBaTKM MeToAM Ta 3acobu
KpunTorpagivyHOro Ta TEXHIYHOro 3axXnCTy
iHpopMauii 6i3Hec/onepaLlitHMX Npouecis, a
TaKOXX aHaslizyBaTu i HagaBaTU OLLIHKY
e(eKTNBHOCTI IX BUKOPUCTAHHSA B

iHbopMaLUinHUX cncTtemax, Ha 06’'ekTax
iHhOPMAUINHOI AiANbHOCTI Ta KPUTUYHOI
iHpPaCTPYKTYypK

Research, develop, implement and use
methods and means of cryptographic and
technical information protection of
business/operational processes, as well as
analyze and provide an assessment of the
effectiveness of their use in information
systems, objects of information activity and
critical infrastructure

[1PH
14

AHaniszyBaTun, po3pobnatu i cynpoBoaXXyBaTu
CUCTEMY ayauUTy Ta MOHITOPUHIY
e(heKTUBHOCTI (hYHKLiOHYBaHHS
iHpOpMaLINHUX CUCTEM | TEXHOJIOTIN,
6izHec\onepauinHUx Npouecis y coepi
iHpopMauinHoi Ta\abo kKibepbesneku B LinomMy

Analyze, develop and support the system of

auditing and monitoring the effectiveness of

the functioning of information systems and

technologies, business/operational processes

in the field of information and/or cyber
security as a whole

[PH

15

3p0o3yMisio i HeABO3HAYHO OOHOCUTW BAACHI
BUCHOBKM 3 npobnem iHhopMaLlinnHoi 6e3nekn
Ta/abo kibepbeznekun, a TaKoXK 3HaHHSA Ta
MOSICHEHHS, Lo iX 06rpyHTOBYIOTb A0
rnepcoHasny, NnapTHEPIB Ta iHWMX ocCib

Clearly and unambiguously communicate own
conclusions on information security and/or
cyber security issues, as well as knowledge
and explanations that justify them to staff,
partners and other persons

16

[1PH

MpuiimaTn 0B6rpyHTOBAHI pilLeHHS 3
OpraHi3auinHO-TeXHIYHNX NUTaHb
iHpopMaUinHoi 6e3nekn Ta/abo Kibepbesneku
y CKNnagHux i HenepenbayyBaHMX yMOBax, Y

TOMY YWUCJIi i3 3aCTOCYBaHHAM CyYacCHUX
MeToAaiB Ta 3acobiB onTuMisauii,
MPOrHO3yBaHHA Ta NPUAHATTS pilUeHb

Make informed decisions on organizational and
technical issues of information security and/or
cyber security in complex and unpredictable
conditions, including using modern methods
and means of optimization, forecasting and

decision-making

Have the skills of autonomous and

1P

17

MaTn HaBUYKN aBTOHOMHOIO i CaMOCTINHOIr O
HaB4YaHHSA y chepi iHPopMaLinHOI 6be3nekn
Ta/abo kibepbesnekn i 4OTUYHUX Fany3en
3HaHb, aHaNi3yBaTWU BAACHI OCBITHIi NoTpebn

Ta 06'EKTMBHO OLiHIOBATK pe3yibTaTn
HaB4YaHHSA

H

independent learning in the field of
information security and/or cyber security and
related fields of knowledge, analyze your own
educational needs and objectively evaluate

the results of your studies

1

[1PH

MnaHyBaTW HaBYaHHSA, @ TaKOX
CYNpoOBOAKYBaTN Ta KOHTPOOBaTU poboTy
rnepcoHasioM y HanpaMy iHopMaLuinHoi

8
6e3nekn Ta/abo kibepbesnekun

Plan training, as well as accompany and
supervise work with personnel in the area of
information security and/or cyber security

3

I

19

TUNOBI aHaNITUYHI, PO3pPaxXyHKOBI Ta
eKcrnepumeHTaNbHi MeToan Kibep3axucTy,
po3pobnATu, peanizopyBaTun Ta

PH
CYNpPOBOAXKYBATU MPOEKTU 3 3aXUCTY

ObupaTtun, aHanizyBaTu i po3pobnasaTn NpuaaTHI

iHpopMaULii y kKibepnpocTopi, iHHOBAUINHOI

Choose, analyze and develop suitable typical
analytical, calculation and experimental
methods of cyber protection, develop,
implement and support projects on the
protection of information in cyberspace,
innovative activities and protection of
intellectual property

LiSNIbHOCTI Ta 3aXUCTY iIHTeNeKTyasibHOl
BJIACHOCTI
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CTaBuTK Ta BUPilLYyBaTWU CKAAAHI iHXEHEPHO-

fPH npuknagHi Ta HayKOBi 3afdadi iHhopmauinHol

20 b6e3nekun Ta/a6o K|6ep6e3n§Km 3 ypaxyBaHHAM
BUMOI BITYM3HAHUX Ta CBITOBUX CTaHAaApPTIB

Set and solve complex engineering, applied
and scientific problems of information security
and/or cyber security, taking into account the
requirements of domestic and international

Ta Kpawmx NpakTuK standards and best practices

[IPH | i3n4HOro i KoMn'toTEPHOro MoAesitoBaHHSA :
. ! X computer modeling to study processes related

21 | pns [oCNig>XKeHHsS NpoLecis, AKi CTOCYOTbCSA . . ) :
. S . to information security and/or cyber security
iHpopMaUinHoi 6e3nekn Ta/abo Kibepbesneku

BikopncToByBaT! METOAM HATYPHOTO, Use the methods of natural, physical and

MNnaHyBaTX Ta BUKOHYBATU
€KCMepuMeHTasibHi | TEOPETUYHI
OOCNig)XeHHSs, BUCYBaTK | NepeBipsaTu
rimotesn, obnpaTn gna uboro NpuaaTHI

Plan and carry out experimental and
theoretical research, put forward and test
hypotheses, choose suitable methods and

MPH
22 MEeTOAWN Ta iIHCTPYMEHTM, 34iNCHIOBATU tools for this, carry out statistical data
CTaTUCTUYHY 06pObBKY maHUX, OLiHIOBATHU processing, assess the reliability of research
OOCTOBIpPHICTb pe3ynbTaTiB OOCNIOXXEHb, results, argue conclusions
apryMeHTyBaTWu BUCHOBKMU
O6rpyHTOBYBaTH BIGIP MPOrPaMHOro To justify the choice of software, equipment
3abe3neyeHHs, yCTaTKyBaHHSA Ta ) X X
. i o and tools, engineering technologies and
iIHCTPYMEHTIB, iIH)XEHEePHNX TEXHOJOTIN i I S h .
MPOLIECiB, @ TaKOX OBMEXEHb LLIOM0 HIX B procgsses, gs we a_s restrlct!ons on them in
MPH o o . the field of information security and/or cyber
ranysi iHpopmauinHoi 6esnekun Ta/abo . . .
23 . . security on the basis of modern knowledge in
Kibepbesnekn Ha OCHOBI Cy4aCHMX 3HaHb Y : e .
i . i related fields, scientific, technical and
CYMi>KHMX rany3sx, HayKOBOi, TEXHIYHOI Ta : :
OBIIKOBOI NI TEDaTVDN Ta IHLIOT 10CTVAHOI reference literature and other available
AOBIA paTyp A y information
iHpopMaUil
BupiwyBaTun 3agadi po3pobkin, BNpoBaa XeHHS Solve the tasks of development,
[IPH | Ta cynpoBoAy CUCTEM BUABJIEHHSA | npoTuail implementation and support of systems for
24 nowmnpeHHo Hebe3nevyHnx CUrHanie pisHoi detecting and countering the spread of

diznyHoI Nnpnpoan dangerous signals of various physical nature

25

MpoBoanTK aHanis Ta 06pobky curHanie pisHoI
[PH | i3nyHOT Npyupoan 3 BUKOPUCTAHHAM HOBITHIX

Conduct analysis and processing of signals of
various physical nature using the latest
methods of statistical, spectral and structural

MeToAiB CTaTUCTUYHOrO, CNEKTPASIbHOrO Ta
analysis

CTPYKTYPHOIrO aHanisy
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8 - PecypcHe 3abe3nevyeHHsa peanisauii nporpamu/ Resource provision for programme

impleme

ntation

KappoBe 3abe3neuyeHHs/Staffing

BignosigHO A0 KagpOBUX BUMOT LLOAO0
3abe3neyvyeHHs NPoBag)XeHHS OCBITHbLOI
OiNbHOCTI ong BignosigHoro piBHA BO,
3aTBepa)xeHux MNoctaHoBoto KabiHeTy MiHicTpis
YkpaiHu Big 30.12.2015 p. Ne 1187 (B YMHHIN
peaakuii)

In accordance with the personnel requirements
for ensuring the implementation of educational
activities for the corresponding level of HE,
approved by the Resolution of the Cabinet of
Ministers of Ukraine dated 12.30.2015 No. 1187
(as amended)

MaTepianbHO-TexHiYHe 3abe3ney

eHHs/ Material-technical support

BignoBigHO 00 TEXHONMOrMIYHMX BUMOT LL,OAO
MaTepiasbHO-TeXHi4YHOro 3abesnevyeHHs
OCBITHbOI AiSANILHOCTI BiAMoOBiAHOro piBHA BO,
3aTBepoxeHux MNoctaHoBoto KabiHeTy MiHicTpis
YkpaiHu Big 30.12.2015 p. Ne 1187 (B YMHHIN
penakuir).

BukopucTtaHHa obnagHaHHA ona NnpoBeneHHs
neKuin y dpopmaTi npe3eHTauin, mepexesux
TEXHO0rin, 30KpeMa Ha naaTdopmi
ONCTaHUiNHOro HaB4YaHHs Sikorsky.

In accordance with the technological
requirements for the material and technical
support of educational activities of the
corresponding level of HE, approved by the
Resolution of the Cabinet of Ministers of Ukraine
dated 12.30.2015 No. 1187 (in the actual
version).

Use of equipment for conducting lectures in the
format of presentations, network technologies,
in particular on the Sikorsky distance learning
platform.

IHdbopMauiHe Ta HaBYabHO-MeTOoAMYHe 3abe3neuy
education

al process

eHHAa/ Information and methodical support of the

BionoBigHO 4,0 TEXHOJIOTIYHUX BUMOI LLOA0
HaBYaJ/IbHO-METOANYHOro Ta iHopMaLiNHOro
3abe3nevyeHHs OCBITHbOI AiA/IbHOCTI
BianoBigHOro piBHa BO, 3aTBEpAXEHUX
MocTaHoBow KabiHeTy MiHicTpiB YKpaiHu Bif
30.12.2015 p. Ne 1187 (B 4MHHIN pepakuii).
KopucTtyBaHHA HaykoBo-TexHi4HOW b6ibnioTekoto
KMl im. Irops Cikopcbkoro.

In accordance with the technological
requirements for educational, methodological
and informational support of educational
activities of the corresponding level of HE,
approved by Resolution of the Cabinet of
Ministers of Ukraine dated 12.30.2015 No. 1187
(as amended).

Use of the Scientific and Technical Library of Ihor
Sikorsky Kyiv Polytechnic Institute.

9 - AkapeMiyHa MOOGiINbH

ictb/Academic mobility

HauioHanbHa kpeauTHa MobGinbHicTb/National credit mobility

Y4yacTb CTyAEeHTIB B MpOrpaMax akageMiyHoi
MOBINIbHOCTI, MOXXJIMBICTb YKJIaAEeHHS yrof
OLEepP>XaHHSA CTyAeHTaMW MOABIMHUX ANMJIOMIB

Participation of students in academic mobility
programs, the possibility of concluding
agreements for students to receive double
diplomas

MixHapogHa KpeguTHa MoOinbHicTb/International credit mobility

MOXXNUMBICTb YKNAAEHHA yrof npo Mi>XHapoaHy
akageMivyHy MobinbHICTb, MPo NoAaBiNHe
OVNIOMYBaHHSA, NPO TpUBai Mi>XHapPOHi
NpoeKTH

The possibility of concluding agreements on
international academic mobility, on double
graduation, on long-term international projects

HaB4yaHHsa iHO3eMHuX 3p060yBaviB BO/Study of Foreign applicants of HE

HaB4yaHHS iHO3eMHUX 3006yBadviB BO, ki
onaHoBytoTb Ol 3a NnporpamMamMy MiXKHapogHOI
akKageMivyHoi MobifIbHOCTi, HaBYaHHA MOXXe
MPOBOANTUCH aHININCbKO abo yKpaiHCbKOLO
MOBOIO, 3@ YMOBM BONOAiIHHA 3006yBavYeM MOBOIO
HaB4YaHHS Ha PiBHI He HuxX4e B2.

The training of foreign higher education
students who master the OP under international
academic mobility programs can be conducted
in English or Ukrainian, provided the student has
a language proficiency of no lower than B2.
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2. NEPEJIIK KOMMOHEHTIB OCBITHbOI MPOrPAMWU/COMPONENTS of EDUCATIONAL

PROGRAMME
dopMa
KpeguTiB | nigcymMkoBoro
Kopn/Code OcBIiTHI kOoMMoOHeHTU NporpamMu/Components EKTC/ECTS| koHTponto/Final
credits |control measure
form
HOPMATWBHI ocBiTHi koMnoHeHTU/Required (standard) components
0O60B’5A3KOBi KOMMOHEHTW LMKY 3arasibHoi nigrotoBku/General training cycle
30 01 ISHcTisgngyaana BNIACHICTb Ta NaTeHTO3HaBCTBO / Intellectual Property and Patent 3.0 3anik / Final test
3002 CTanuin iHHOBaUiNHMIA po3BUTOK / Sustainable Innovative Development 2.0 3anik / Final test
3003 | o eamoss conmrnaanon 1 Fractical Foreir
30 04 Po3pobka cTapTan npoekTis / Development of Startup Projects 3.0 3anik / Final test
3005 g:J%TSCT:;ﬁ MofLesnoBaHHA cucTeM i npouecis / Mathematical modeling of systems 4.0 3anik / Final test
0O60B’A13KOBIi KOMIMOHEHTW UMKy NpodgecinHoi niarotoesku /Professional training cycle
o o1 g.:gtpeocié?ocrl:a;/yr:taéégrrianm B cuctemax T31 / Wideband signals processing in technical 50 Exsamen / Exam
1002 e e racecion st Eocveatope " oo0and sones
1003 | Fing and radlo countermeastres at the objects of information activitis 5.0 | Exaamen/Exam
1o 04 CncTemMm 3axXmUCTy MOBHOI iHhopmauii / Acoustic information protection systems 6.0 Ek3ameH / Exam
110 05 ?ﬁg:icsm%giofom 3a TEMOIO MaricTepcbkoi ancepTauii / Scientific Work on the Master’s 7.0 3anik / Final test
10 06 MpakTuka / Practice 15.0 3anik / Final test
o 07 BukoHaHHA MaricTepcbkoi ancepTauii / Execution of Master's Thesis 13.0 3axucT / Defence
BWBIPKOBI ocBiTHI komnoHeHTuW/Elective components
BubipkoBi KOMNOHEHTU UKKNY npodecinHoi nigrotoBku/Professional training cycle
B 01 OCBITHIn KOMNOHeHT 1 3 ®-KaTasnory / Educational Component 1 from P-Catalogue 4.0 3anik / Final test
B 02 OCBITHI KOMNOHeHT 2 3 ®-KaTasory / Educational Component 2 from P-Catalogue 5.0 Ek3ameH / Exam
B 03 OCBiTHIn KoMNoHeHT 3 3 ®-KaTanory / Educational Component 3 from P-Catalogue 4.0 3anik / Final test
B 04 OCBITHIn KOMMNOHeHT 4 3 ®-KaTanory / Educational Component 4 from P-Catalogue 5.0 Ek3ameH / Exam
rB 05 OCBITHIn KOMNOHeHT 5 3 ®-KaTanory / Educational Component 5 from P-Catalogue 5.0 Ek3ameH / Exam
3aranbHu o6car HopMaTMBHUX KoMNoHeHTIB Ol/Total scope of the required 67
components:
3aranbHuin obcar BnbipkoBmnx komnoHeHTIB OlN/Total scope of the elective 23
components:
O6csAr oCBiITHIX KOMMOHEHTIB, WO 3abe3nevyyoTb 3400yTTA KOMNETEHTHOCTEN
Bu3Ha4veHux CBO/Total scope of the educational components aimed at acquisition of 67
competencies specified in the Higher Education Standard:
3ATAJIBHU OBCATr OCBITHbOT MPOrPAMW/TOTAL SCOPE OF THE EDUCATIONAL
PROGRAMME 20
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3. CTPYKTYPHO-JIOTIYHA CXEMA OCBITHbOI MPOrPAMU/STRUCTURAL-AND-LOGICAL SCHEME
OF THE EDUCATIONAL PROGRAMME

1 cem 2 ceMm 3 cem
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5. ®OPMA ATECTALII 30,06YBA4IB BULL,OI OCBITU/ THE FORM OF ATTESTATION FOR
DEGREE PURSUERS

ATecTauia 3006yBadiB BMLLOT OCBITK 3a OCBITHBLOI NMporpamoto cneuianbHocTi 125 Kibepbesneka Ta
3axuUCT iHbopMaLii MpoBOANTLCA Y hOpMi 3aXUCTy KBaniikauinHoT MaricTepcbkoi poboTu Ta
3aBEpLIYETLCA BMOAYE0 OOKYMEHTa BCTaHOBEHOrO 3pa3ka Npo NpUCyo)XKeHHs NOMY CTyMneHs
MaricTpa 3 Kibepbe3snekun Ta 3ax1CTy iH(opMaLlii 3a 0CBiTHbOI NporpamMoto “CUCTeMM TEXHIYHOrO
3axuUcCTy iHopMauii”.

KeanigikauiiHa poboTa Ma€e po3B’A3yBaTu CKnagHy 3afady iHpopmauinHoi 6e3snekn Ta/abo
Kibepbesnekun i nepeabayvyaTn NpoBedeHHsA OocnigXeHb Ta/abo 34iNCHEHHS iIHHOBaUIN.
KBanidikauinHa poboTa He MOBMHHA MICTUTK akaaeMivyHoro nnariaTty, dpabpukauii, hanbcudikauii.

ATecTauis 30iNCHIOETLCA BiAKPUTO i ny6sivHo.

MaricTepcbki gucepTauii NepeBipsAlOTLCA Ha 03HaKW MOPYLUEeHHsT akaaeMiyHoi nobpoyvyecHOCTi Ta
nicng 3axucty nybnikytoTbcsa B peno3ntopii HTB YHiBepcuTeTy A4 BifibHOro goctyny.
OnpuntogHeHHA KBaniikauinHux pobiT 3 obMe)KeHMM AOCTYMNOM 34iNCHIOETLCA BIAMOBIAHO A0
BMMOI 3aKOHOaBCTBa.

Attestation of students of higher education according to the educational program of the specialty
125 Cybersecurity and information protection is carried out in the form of defense of a qualifying
master's thesis and ends with the issuance of a document of the established model awarding him
with a master's degree in cyber security and information protection according to the educational
program "Systems of technical information protection".

The qualification work should solve a complex problem of information security and/or cyber security
and involve research and/or innovation. The qualification work must not contain academic
plagiarism, fabrication, or falsification.

Attestation is carried out openly and publicly.

Master's theses are checked for signs of violation of academic integrity and after defense are
published in the NTB repository of the University for free access. The publication of qualifying works
with limited access is carried out in accordance with the requirements of the law.
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6. MATPULA BIAMNOBIAHOCTI MPOrPAMHUX KOMMNETEHTHOCTEA KOMMOHEHTAM
OCBITHbOI MPOrPAMU/COMPLIANCE MATRIX OF PROGRAMME COMPETENCIES WITH
PROGRAMME COMPONENTS

30 01|30 02|30 03|30 04|30 05|10 01|10 02|10 03|10 04|r10 05|10 06|10 07
3K 01 X X X X X X X X
3K 02 X X X X
3K 03 X X X X X X X X
3Ko4| X X X X
3K 05 X X X X X X
PK 01 X X X X X X X X
oK 02 X X X X
PK 03 X X X X X X X
DK 04 X X X
PK 05 X X X X X
®K 06 X X X
PK 07 X X X X X X X
PK 08 X X X X X X X
@K 09 X X X X
PK 10 X X X X
PK 11 X X X X X X X
PK12 X X X X X X X
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7. MATPULUA 3ABE3NEYEHHA MPOrPAMHUX PE3YJIbTATIB HABYHAHHA BIANOBIAHUMU

KOMMOHEHTAMU OCBITHbOI MPOrPAMN/ COMPLIANCE MATRIX OF PROGRAMME

LEARNING OUTCOMES WITH PROGRAMME COMPONENTS

30 01|30 02(30 03[30 04(30 05|10 01|10 02|10 03|10 04|10 05|10 06|10 07
MPH 01 X X X X
MPH 02 X X X X X X X X
MPH 03 X X X X X X X X X
[PH 04 X X X X
MPH 05 X X X X X X X X
MPH 06 X X X X X X X
nPH 07| X X X X
[PH 08 X X X X X X X
rPH 09 X X X
MPH 10 X X X X X X
MPH 11 X X X X X X
MPH 12 X X X
MPH 13 X X X X X X X
MPH 14 X X X X X X X
MPH 15 X X X X
MPH 16 X X X X X
MPH 17 X X X X
MPH 18 X X X X
MnpH 19| X X X X
MPH 20| X X X X X X X X
MPH 21 X X X X X X X X
MPH 22 X X X X X X X X
MpPH 23| X X X X X X X X
MPH 24 X X X X X X
MPH 25 X X X X X X X
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