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INPEAMBYJIA/PREAMBLE

PO3POBJIEHO/ELABORATED:

KepiBuuk rpynu/Team leader:

Camotinos lzop Bonooumupoeuu, kaHouoam mexHiuHux HayK, 0oyenm, OOYeHm
Cneyianvroi kagedpu Ne 1 IC331 KIII im. leopsa Cixopcorozo / Thor SAMOILOYV,
candidate of technical sciences, associate professor, associate professor of the Special
department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

Ynenu rpynu/Team members:

Tonw Braoucnas JImumpoeuy, kaHoudam mexHiuHux Hayk, npoghecop, 3aeidyeay
Cneyianvroi xagpedpu Ne 1 IC33I KIII im. leops Cixopcoxozo / Vladyslav GOL,
candidate of technical sciences, professor, head of the Special department Ne 1 ISCIP
of the Igor Sikorsky Kyiv Polytechnic Institute.

leanyenxo Cepeili  Onexcandposuy, OOKMOp MEeXHIYHUX HAayK, npogecop,
npogecop Cneyianvroi xagedpu Ne 1 IC331 KIII im. leopa Cixopcekoeo / Sergiy
IVANCHENKO, doctor of technical sciences, professor, professor of the Special
Department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

Onexcitiuyk Anmon Muxonatioguy, 0oKmop mexHiuHux Hayk, doyenm, npogpecop
Cneyianvroi kagedopu Ne 1 IC331 KIII im. leops Cixopevrozo / Anton OLEKSIICHUK,
doctor of technical sciences, associate professor, professor of the Special department
Ne | ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

Konomoneys Murona Mukonatioguy, kaHoudam mMexHIUHUX HAyK, OOyeHm,
doyenm Cneyianoroi xagpedpu Ne 1 IC331 KIII im. leopa Cikopcvkozo / Mykola
KONOTOPETS, candidate of technical sciences, associate professor, associate
professor of the Special department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic
Institute.

Cmopuax Anmon Cepeitiosuy, kanouoam mexHiunux Hayk, doyenm Cneyianonoi
xagedpu Ne 1 IC331 KII im. lzops Cixopcwroeo / Anton STORCHAK, candidate of
technical sciences, associate professor of the Special department Ne 1 ISCIP of the
Igor Sikorsky Kyiv Polytechnic Institute.

Hixonaenko bozoan Anamonvosuu, kanoudam mMexHiYHUX HAYK, OOYEeHm,
conoenuti cneyianicm ynpaeninni JKI Aominicmpayii  Hdepowccneyse’asky / Bohdan
NIKOLAYENKO, candidate of technical sciences, associate professor, chief specialist
DCI of the State Special Communications Service of Ukraine.
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MNOTOA’KEHO/AGREED:
HaykoBo-MeTomuuHa KoMicis yHiBepcuteTy 3i crenianbHocTi 125 Kibepbesneka ta
3axucT iHdopmauii (mpotokon Ne 4 Bim « 2¢ » 04 2044 p.)/ The Scientific

and Methodological Commission of the University on speciality 125 Cybersecurity
and information protection (minutes of meeting Ne 4 of 2{ €4 20.9%)
1“0.r1013a HM/IF/V 125 (mns IC331) /Chairman of the SMCU-125 (for ISCIP)
/j*)/ Bnanucnas ['OJIb/Vladyslav GOL

MeTonHt{Ha paga KIII im. Irops Cikopcbkoro (mpoToKo Ngi Bin 09 052Yp.)/
The Methodological Council of Igor Sikorsky Kyiv Polytechnic Institute (minutes of
meeting Ne ¥ of 9 My 2024 )

FOHOBMeIOMHm pamu/Chairman of the Methodological Council

a / / / L ?“‘Mamnm MEJIbHUYEHKO/Anatoly MELNICHENKO

B i

BPAXOBAHO/CONSIDERED:

Bpaxosano nponozuyii  eio  JIKI Aominicmpayii Hepoiccney3e’asky ujo0o
BNPOBAOINCEHHS 3MIH 8 OCBIMHbLO-NPOECiliny npozpamy nid20mosKu mazicmpie 3a
cneyianvrnicmio 125 Kibepbeznexa ma 3axucm ingopmayii (ex. Ne5352/BC  6io
27.02.2024). '

Ocsimnvo-npogheciuny npocpamy 0062060peHO  NICAA  HAOXOOJCEHHA  6CIX
nponozuyiii, nobadicame i 3aysasxceHv 610 3000y6a4ie 6uwjoi oceimu, 6UNYCKHUKIE MA
cmeiikxonoepie [ cxsaneHo Ha 3zacioawui cneyianeHoi kageopu Ne 1 IC331 Kl
in. Teops Cixopevkoeo (npomoxon Ne ©/2.eio 29 CLY 2024 poxy).

Proposals from the DCI of the Administration of the State Special
Communications Service of Ukraine on the introduction of changes to the educational
and professional program for masters in the specialty 125 Cybersecurity and
Information Protection (in. Ne5352/BC of 27.02.2024) were taken into account.

The educational and professional program was discussed after receiving all the
proposals, wishes and comments from higher education students, graduates and
stakeholders and approved at a meeting of the special department Ne 1 of the ISCIP of
Igor Sikorsky Kyiv Polytechnic Institute (minutes N 3/2 of 19 4 2024).

Esomonis OIl/Evolution of the EP:

Ocsimnvo-npogpecitina npocpama  “Besnexa  Oepowcasuux — iHgpopmayiuHux
pecypcie”  Opyzozo (mazicmepcvko2o) pI6HA 6UWOi OC8IMU 3a  CHEYIATbHICMIO
125 Kibepbesnexa ma saxucm ingopmayii € npasonacmynuuyero OIIIl “besneka
depaicasnux iHgopmayitinux pecypcis” O0py2020 (Mmazicmepcvkoz2o) pieHs 6uujoi
oceimu 3a cneyianvuicmio 125 Kibepbesneka, axka 6yna 3anowamkosana 'y 2016 poyi 3
Memoio ni02omoeKU 6UCOKOK8aNihixoeanux axisyie cmynens euwol oceimu mazicmp
ons. npogpecitinoi disnbHocmi Ha nocadax opaanie ma niopo3oinie [lepoiccneyss asKy.
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2019 pix — onosnenns OIIII y 36’a3Ky 3 nepexo0om Ha HOBUL MePMiH HABYAHHS
3000y6auis suwoi oceimu (1 pik 4 micsays).

2021 pix — onoenennsn OIIIl 3 memoro epaxysannus Cmanoapmy euwoi oceimu 3a
cneyianvHicmio 125 Kibepbesneka 05 0py202o (Macicmepcvko2o) pieHs uwoi oceimu
(Haxaz MOH Yxpainu Ne 332 6io 18.03.2021). IIpusedeno 0o cmanoapmy HA38U
KoMnemenmHocmeu ma npocpamMmHux pes’yﬂbmamie HABYAHHAL.

2023 pix — onoenennss OIIll 3 memoro epaxysanus: Ilocmanosu Kabinemy
Minicmpis Yxpainu 6io 16.12.2022 Ne 1392 “Ilpo eHecenHs smin 00 nepenixy eanysetl
3HaHb I cneyianbHocmel, 3a SAKUMU 30IUCHIOEMbCA NIO20MOBKA 3000Y8auie SUUOT
oceimu’’; Haxazie Minicmepcmea Exonomixu Yxpainu 6io 29.12.2022 Ne 5573 ma
6i0 25.10.2021 Ne810-21“Ilpo szameepoocennss 3miHu 00 HAYIOHAILHO2O
knacughixamopa J[K 003:2010”. Onosunace nazsa cneyiarvnocmi 125 Kibepoesnexa
ma 3axucm iHopmayii, 6HeceHo 3MiHU U000 NPUOAMHOCE 00 NPAYeBIaAUMYEAHHS
B8UNYCKHUKIG.

The Educational and Professional Program *“Security of State Information
Resources” of the second (master's) level of higher education in the specialty
125 Cybersecurity and Information Protection is the successor to the EPP ““Security
of State Information Resources’ of the second (master's) level of higher education in
the specialty 125 Cybersecurity, which was launched in 2016 to train highly qualified
specialists of the master's degree for professional activities in the positions of bodies
and units of the State Special Communications Service.

2019 - update of the EPP in connection with the transition to a new term of study
for higher education students (1 year 4 months).

2021 - update of the EPP to take into account the Standard of Higher Education
in the specialty 125 Cybersecurity for the second (master’s) level of higher education
(Order of the Ministry of Education and Science of Ukraine Ne 332 of 18.03.2021).
The names of competencies and program learning outcomes were brought in line with
the standard.

2023 - update of the EPP to take into account: Resolution of the Cabinet of
Ministers of Ukraine Ne 1392 of 16.12.2022 “On Amendments to the List of Fields of
Knowledge and Specialties for the Training of Higher Education Applicants™; Orders
of the Ministry of Economy of Ukraine Ne 5573 of 29.12.2022 and Ne 810-21 of
25.10.2021 “On Approval of Amendments to the National Classifier SC 003: 2010.
The name of the specialty 125 Cybersecurity and Information Protection was
updated, and changes were made to the employability of graduates.
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1. MPO®LIIb OCBITHbHOI IPOI'PAMUW/ EDUCATIONAL PROGRAMME

PROFILE

1 — 3aranbHa indopmanin/General information

ITosHa Ha3zsa 3BO ta Hamonansauii texuiunuii | National Technical University of
HaBYaJIBHOTO IMiAPO3IiTy/ YHIBEPCHTET Vkpainu | Ukraine  “lgor  Sikorsky  Kyiv
Full name of HE institution and «KuiBchkuii noiitexuiuamii | Polytechnic Institute”, Institute of
faculty/institute IHCTHUTYTY iMeHi Iropst | special communication and
CiKOpchKOroy, IactutyT | information protection
CIICIIaTLHOTO  3B’SI3Ky  Ta
3aXUCTy iHhopMariii
CryImiHe BHIIOI OCBITH Ta Ha3Ba Cryrmine - marictp, | Degree - master, qualification -
KBasiikarmii/ kBamidikamis — wmarictp 3 [ master's degree in cybersecurity
Higher education degree and kibepOesnekn Ta  3axucry | and information protection
qualification title iHpopmanii
Odirrittna nassa OIT/ Besmeka nepkaBaux | Security of state  information
Educational programme official iH(opMaLiiHIX pecypciB resources
title
Tun gumiomy ta o6csr OI1/ Jurutom marictpa, 90 kpeaurtis, | Master's  degree, 90  credits,

Diploma type and EP scope

TepMiH HaB4YaHHS | pik 4 micsmi

duration of study 1 year 4 months

IHdopmariis mpo akpeauTario /
Accreditation information of EP

CeprudikaT mTpo aKpeaUTAaIliio
Ne 7525, BUIAHUI
HamioHaapHUM areHTCTBOM 13
3a0e3leueHHss SKOCTI  BHIIOI
ocsiti 17.04.2024, niticanii 10
16.04.2025

Accreditation certificate Ne 7525,
issued by the National Agency for
Higher Education Quality
Assurance on 17.04.2024, valid
until 16.04.2025

Huki, piBeas BO/
Education cycle, level of HE

HPK VYxpainu — 7 piBeHb,
QF-EHEA - apyruii nuko,
EQF-LLL - 7 piBens

NQF of Ukraine - level 7, QF-
EHEA - second cycle,
EQF-LLL - level 7

[lepenymoBu/Prerequisites

CTyneHs1 OakanaBpa

Bachelor's degree is required

®opma 3100yTTs OcBiTH/ Forms of
Education

OuHa (1eHHa)

Full-time (day)

Moga(u) BUKIaaHHS/
Language (s) of instruction

VYkpaiHcbka

Ukrainian

Inrepret-agpeca posmimenns OIT
/URL of the educational program

https://osvita.kpi.ua/
«OcCBiTHI TIpOorpamMm»)

(po3min

(section
programs»)

https://osvita.kpi.ua/
«Educational
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2 — Meta ocBiTHbOI nporpamu/Educational programme purpose

Meroto  ocBiTHBO-TIpo(deciitHOT
«besnexka  nepkaBHUX iHpOopMaLiHHIX
pecypciBy € MirOTOBKA
BHUCOKOKBami(hikoBaHUX (axiBIliB, 3JaTHUX
BHUpIIIYBaTH CKJIAQJHI 3amadl 1 mpobieMu y
ramysi iH(popManiifHuX TEXHOJIOTIH,
KibepOe3nekn Ta 3MIHCHIOBATH 1HHOBAIINHY
npodeciiiHy MisIbHICTD IS MPOEKTYBAHHS,
pPO3pOOKH, BIPOBAHKEHHS, CYMPOBOAY Ta
ayIUTy 3axXUIIEHUX 1HQOPMALIHHUX CHCTEM
Ta 3ac00iB 3aXUCTY.

Meta  ocBiTHBO-TIpOQECiifHOT  mporpamu
Bignosigae crparerii po3sutky KIII im. Irops
Cikopcekoro Ha 2020-2025 poxku 11010
dbopmMyBaHHSI CyCcHiIbCTBA MalOyTHHOTO Ha
3acajax KOHLEMINI CTaJoro poO3BUTKY Ta
dbyHaameHTam3anii maroToBku (axiBIliB.

porpamu

The purpose of the educational and professional
program  «Security of State Information
Resources» is to train highly qualified specialists
who are able to solve complex problems and
challenges in the field of information technology,
cybersecurity and carry out innovative
professional  activities for  the  design,
development, implementation, maintenance and
audit of secure information systems and security
tools.

The purpose of the educational and professional
program corresponds to the development strategy
of Igor Sikorsky Kyiv Polytechnic Institute for
2020-2025 to form the society of the future based
on the concept of sustainable development and
fundamentalization of training.

3 — Xapakrepucrtuka ocBiTHboi nporpamu/ Educational programme characteristics

IIpeomemna obnacmu/Subject area

O0’cKTH BUBYECHHS:
— cydJacHi poIecu JIOCITiIKEHHS,
aHaji3y, CTBOpEHHS Ta 3abe3nedyeHHs

¢dbyHKIIOHYBaHHS 1HQOPMAIIMHIX CUCTEM 1
TEXHOJIOTiH, IHIUX Oi3Hec-onepariitHmx
mporeciB  Ha 00’ektax iHpoOpMariitHOl
JISUTBHOCTI Ta KPUTHYHUX 1HQPACTPYKTYp

chepu iHbopmariitHoi Oe3mexku Ta/abo
kibepOe3nexu;
— iH(opMaIiitHi CHUCTEMH

(1 opmariitHO-KOMYHIKaIliiHI,
iHpOopMaLiiiHO-TeIeKOMYHIKaLliiHi,
ABTOMATH30BaHI1) Ta TEXHOJIOT1I;

— 1iH}pacTpyKTypa 00’€KTiB
iH(opMaIliiHOT AISIPHOCTI Ta KPUTHUHHUX
iH(pacTpyKTyp;

CHCTEMH Ta KOMIUIEKCH CTBOPEHHS,
00po0OKHwH, nepeaadi, 30epiraHHs,
3HUIICHHS, 3aXHCTy Ta BiOOpaKeHHS
naHuX (1HGOPMAIIHUX MTOTOKIB);

— 1iHQopMaliiiHi pecypcu pi3HHX KJaciB
(B T.4. AeprkaBHi iH(MOpMaIIiiiHI pecypcn);

IporpaMHe Ta MpPOrpaMHO-arnapaTrHe
3abe3neueHHs (3aco0u) Kibep3axucry;

Objects of study:

- modern processes of research, analysis, creation
and maintenance of information systems and
technologies, other business operational processes
at information activity facilities and critical
infrastructures in the field of information security
and/or cybersecurity;

- information  systems  (information and
communication, information and
telecommunication, automated) and technologies;

- infrastructure of information activity objects and
critical infrastructures;

- systems and complexes for the creation,
processing, transmission, storage, destruction,
protection and display of data (information flows);
- information resources of various classes
(including state information resources);

- software and hardware (means) of cyber defense;
- information security and/or cybersecurity
management systems;

- technologies, methods, models and tools of
information security and/or cybersecurity.
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— CHUCTEeMH YIpaBIiHHA i1H(pOpMaIiifHOIO
Oe3rekoro Ta/abo kibepOe3neKoro;

— TEXHOJIOTii, METOIM, MOJEII Ta 3aco0u
iH(opmartiiHoi Oe3reKku Ta/abo
KiOepOe3nexHu.

izl HaByaHHs

ITinroroska ¢axiBiB, 3JaTHUX
pO3B’s3yBaTH  3ajadi  JOCIITHUIIBKOTO
Ta/abo 1HHOBAIIIiHOTO Xapakrepy y cdepi
iH(popmarriiiHoi Ta/abo KibepOe3neKH.

TeoperuuHmii 3MicT mpeaAMeTHOI 00J1aCTi

Teopernuni 3acaau HayKOEMHHUX
TEXHOJIOTIH, (i3uuHi 1 MaTeMaTU4HI
byHIaMeHTalIbH1 3HAHHS, Teopii

imeHTudikaiii Ta TPUHAHATTA  PIIICHD,
CUCTEMHOTO aHaii3y, CKJIaJHUX CHCTEM,
MOJICITIOBAaHHS Ta ONTHUMI3aIlli IPOIIECIB,
Teopis MaTeMaTHYHOT CTaTHCTHUKH,
KpUNTOrpadiqyHOr0 Ta TEXHIYHOTO 3aXUCTY
iHpopmanii, Teopii pPHU3MKIB Ta IHIIUX
MDKIUCHIUTUTIHAPHUX TEOpid 1 MPaKTHK Yy
rainy3i iHpopmamniiiHOT Oe3nekn Ta/abo
KibepOe3neKwu.

MeToan, METOAUKH Ta TEXHOJIOTiI

MeToau, Mozeni, METONMKHY Ta TEXHOJIOTII
CTBOPEHHS, 00poOKH, nepeaayi,
NMpUHAMaHHS, 3HUIIECHHSA, BiAOOpakKeHHS,
3axucTy (kibep3axucty) iH(pOpMaIiiHNX
pecypciB y  KibepmpocTopi, a TaKoX
METOAM Ta  MOJEN  pO3poOKH  Ta

BUKOPUCTAHHS NIPUKJIIATHOTO i
CTIeLiaTi30BaHOTO IIPOrPaMHOTO
3a0e3euyeHHs TUTS BUPIIICHHS
npodeciitHux 3a1a4 B ramysi
iH(opMmartiiHoi Oe3reKkun Ta/abo
Ki0epOe3nexHu.

TexHoJtorii, METON Ta Mozenl
JOCHIJUKCHHS, aHali3y, VYIpaBIiHHA Ta
3a0e3eueHHs Oi3Hec/onepanifHux

MPOIECIB 13 3aCTOCYBaHHSIM CYKYITHOCTI
HOPMaTHUBHO-TIPABOBUX Ta OpraHi3aliiHoO-
TEXHIYHUX METOMIB 1 3aco0iB 3axXUCTy
iH(OpMaIIHHUX pecypCiB y KiGepmpocTopi.

IncTpymenTn Ta o0JIafHAHHSA
3acobu, MpUCTPOi, MEPEKHE YCTATKyBAaHHS

Learning objectives

Training of specialists capable of solving research
and/or innovation problems in the field of
information and/or cybersecurity.

Theoretical content of the subject area
Theoretical foundations of science-intensive
technologies,  physical and  mathematical
fundamental knowledge, theories of identification
and decision-making, system analysis, complex
systems, modeling and process optimization,
theory of mathematical statistics, cryptographic
and technical information security, risk theory and
other interdisciplinary theories and practices in the
field of information security and/or cybersecurity.

Methods, techniques and technologies

Methods, models, techniques and technologies for
creating, processing, transmitting, receiving,
destroying, displaying, protecting (cybersecurity)
information resources in cyberspace, as well as
methods and models for developing and using
application and specialized software to solve
professional problems in the field of information
security and/or cybersecurity.

Technologies, methods and models of research,
analysis,  management and  support  of
business/operational processes using a set of
regulatory, legal, organizational and technical
methods and means of protecting information
resources in cyberspace.

Tools and equipment
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Ta CepeIOBHIIIE, MIPUKJIaIHE Ta
crieriajgizoBaHe TMpOrpaMHe 3a0e3MeUeHHs,
ABTOMATHM30BaHI CHCTEMHU Ta KOMILICKCH
MIPOEKTYBaHHS, MOJICTIOBAHHSI, EKCILTyaTallii,
KOHTPOJIIO, MOHITOPHHTY, 00poOKH,
B1I0OpaKeHHS Ta 3aXUCTY TAaHUX
(iHpOopMaIifHUX MMOTOKIB), a TAKOXK METOMH i

MOJCNII Teopii PHU3HMKIB Ta YIPaBIiHHA
iHpOopMaLiHHUMH pecypcamu pu
JOCIIJDKEHHI 1 CYNPOBOMKEHHI 00’ €KTIB
iHpopMmamiiiHOi  misUIBHOCTI Yy ranmysi
iH(opmartiiHoi Oe3rexu Ta/abo
KibepOe3nexH.

Tools, devices, network equipment and
environment, application and specialized software,
automated systems and complexes for designing,
modeling, operating, controlling, monitoring,
processing, displaying and protecting data
(information flows), as well as methods and
models of risk theory and information resource
management in the study and support of
information activities in the field of information
security and/or cybersecurity.

Opienmayis Oll/Aspect

OcsiTHbO-TIpO(eciitHa

Educational professional

Ocnosnuil poxyc OIl/Main focus

basosuii  ¢okyc oceimuvoi npocpamu —

CUCTEMH Ta TpoIecHu  KibeprnpocTopy,
Cy4acHI METOAM Ta 3aco0M  3axHUCTy
iHpopmarrii.

Knouosi crosa: xibepOesreka, MaTeMaTHYH1
MeTOAM KiOepOe3neKu, CHCTEMH 1 TEXHOJIOTI{
KiOepOe3neKku, 3aXUcT 00 €KTIB KPUTHYHOI
iH(pacTpyKTypH, PO3BUTOK 3aCO0IB 3aXUCTY
iHpopMmaii.

The basic focus of the educational program is on
cyberspace systems and processes, modern
methods and means of information protection.

Key words: cybersecurity, mathematical methods
of cybersecurity, cybersecurity systems and
technologies, protection of critical infrastructure,
development of information security tools.

Ocobausocmi Oll/Features

[TinroToBka ¢axiBIiB 3IHCHIOETBCS Y
craryci KypCaHTa. 3amydeHHs 1o
BUKJIAJAHHSA HaBYAILHUX JIACLUILIIH

¢daxiBmiB 3 miapo3nutiB JlepKcrens3B’ 3Ky
IHIIMX HABYANBHUX 3aKJIaiB, HayKOBHUX
YCTaHOB.

[IpakTuku TPOBOASTHCS  BIAMOBITHO IO
“IHcTpykmii mpo  MOPSAOK  Opraxizarmii
IIPOBE/ICHHSI TPAKTUYHOI Ta BiCBKOBO-
npodeciiHOl MATOTOBKH 3100yBaviB BHUIIO1
OCBITH B 3aKaji ocBiTH Jlep:kaBHOI City:x0u
CHeLIaIbHOTO 3B’3Ky ~ Ta  3aXUCTY
iHpopmarii VYkpainn”, 3aTBEPIKEHOT
Haka3zoM AjamiHicTpariii JepxkaBHoi ciyxOu
CHEIaIbHOTO 3B’SI3Ky  Ta  3aXHUCTy
iHdopmarii Ykpainm Bim 19 cepmas 2021
poky Ne 507 Ta ckiagaroTbcs 3:

Specialists are trained in the status of cadets.
Involvement of specialists from the units of the
State service for special communications and
information services of Ukraine and other
educational institutions and scientific institutions
in teaching disciplines.

Practices are carried out in accordance with the
“Instruction on the procedure for organizing
practical and military-professional training of
higher education students in an educational
institution of the State service for special
communications and Information protection of
Ukraine”, approved by the order of the
Administration of the State service for special
communications and Information protection of
Ukraine of August 19, 2021, N 507, and consist of:
cyber exercises, which are held in the first and
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KiOepHaBYaHb, SIKi MPOBOAATHCS B MEPIIOMY
Ta JpyroMy ceMecTtpax, Ha mmiaTtdopmi
HapuansHoro CUTYaII{HOTO LEHTPY
kioepOesnexkn  IC331  KIII  im. Irops
Cikopcbkoro Ta matdgopmi TpeniHroBoro
nentpy Kidepuearpy UA30;

eKCIUTyaTaIiHoi IIPAKTHKH, sKa
MPOBOJUTHCSI B APYrOMYy ceMmecTpi, Ha 0asi
JlaGopaTtopii TEXHIYHOTO 3aXUCTY
iHdopmarrii IC33I KIII M. Iropst
CiKopchKOro;

BICBKOBOTO  CTaXYyBaHHA B  TPETHOMY

ceMecTpi SKe MPOBOAMTHCS B IMiIPO3JALTIAX
Jepkcnenss’si3Ky.

second semesters, on the platform of the Training
situational center for cybersecurity of the ISCIP of
Igor Sikorsky Kyiv Polytechnic Institute and the
platform of the Training Center of the UA30 Cyber
Center;ational practice, which is conducted in the
second semester, on the basis of the Laboratory of
technical information protection ISCIP of Igor
Sikorsky Kyiv Polytechnic Institute;

military internship in the third semester, which is
conducted in the units of the State special
communications service.

4 — IlpuaaTHiCTh BUMYCKHHUKIB /10 MPAaleBJIAIITYBAHHSA TA MOJAJbIIOI0 HABYAHHA/
Eligibility of graduates for employment and further study

Ilpuoamuicms 0o npayesnawmysanns/Eligibility for employment

BinmosigHo mo [lep:kaBHOTO Kiacudikaropy

npodecii JIK 003:2010 BHUITYCKHUKH
MOXYTh TMpaIloBaTd Ha Tocagax, Mo
BIZIITOBIJAOTh KJIacudikamitaum
yrPpYMOBAHHSIM:

2132.2 Po3poOHuK CUCTEM 3aXUCTY
iHpopmarii

2149 TIpodecionanu 13 oprasizarii
iHpopManiiiHoi 6e3neKu

23 [Ipodecionasm B Tamy3i  OCBITH 1
HaBYAHHS

3amoBHUKOM (haxiBIliB 31 cneriaabHoCTi 125
KiGepGesnexka Tta  3axucr  iH(OpMarii

Buctynae JlepkaBHa ciyk0a CremiaJbHOTO
3B’S3KY Ta 3axXUCTy iH(opmarii Ykpainu.

According to the State classification of
occupations SC 003:2010, graduates can work in
positions corresponding to the classification
groups:

2132.2 Developer of information security systems
2149 Professionals in  the organization of
information security

23 Professionals in the field of education and
training

The customer for specialists in the specialty 125
Cybersecurity and information protection is the
State service for special communications and
information protection of Ukraine.

Tlooanvue nas

yanus/Further study

[IponoBkeHHS OCBITH 3a TpeTiM (OCBITHBO-
HayKOBHUM) PIBHEM BHIIIOi OCBITH.

HaOyrTss nmomarkoBux  kBamidikamiii B
CUCTEMI OCBITH JJOPOCITHX.

Continuing education at the third (educational and
scientific) level of higher education.

Acquisition of additional qualifications in the adult
education system.

5 — Buxkiaananns ta ouinioBanHsi/ Teaching and assessment

Buknaoanns ma nasuanns/Teaching and studying

IIporpamoro
OpIEHTOBaHE

poOIeMHO-
HaOyTTSIM

nepeadayeHo
HaBYaHHI 3

The program provides for problem-based learning
with the acquisition of competencies necessary to
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KOMITETEHTHOCTEH, HEOOX1THHX Jutst | generate new ideas, solve complex problems in the
NpOAyKYyBaHHS HOBHX imeii, poss’s3anns | professional field, which includes lectures,
KOMIUIEKCHUX mpobseM y mnpodeciiiniii | practical and seminar classes, blended learning
ranysi, ske BKJIOYae Jekiii, mpaktuuHi Ta | technology, preparation and defense of a master's
CeMiHapChKi 3aHSTTS, TEXHOJIOTS 3Mimanoro | thesis.

HaBYaHHS, HiATOTOBKA Ta 3aXHUCT
MaricTepchKoi TucepTarii.

Ouinrosanns/Assessment

Bei  Bumm wHaBuanbHOi  gisutbHocTi  Ta | All types of educational activities and control
KOHTpOJbHI 3axomu (ycHi Ta mmchMoBi | measures (oral and written tests, exams, testing)
3aJIiKM, eK3aMEHH, TeCTyBaHHs) OliHIOThCs | are evaluated in accordance with the Regulations
BignoBigHo g0 Ilomokenus mpo cuctemy | on the system of evaluation of learning outcomes
ouiHtoBaHHs pesynbraTiB HaBuanHs B KIII | in Igor Sikorsky Kyiv Polytechnic Institute on a
im. Irops Cikopcbkoro 3a crobanbHoro | Stobal scale with further conversion to university
IIKAJIOK 3 TOoJalbIIMM mepeBencHHsM B | scale grades. The training ends with the writing
omiHKK yHiBepcuTeTchkol mkanmu. Hasuanus | and public defense of a master's thesis.

3aBEPIIYETHCS HAMHMCAHHAM 1 IYOJiYHUM
3aXHMCTOM MariCTepChKOi JUCEpTaIlii.

6 — Ilporpamui komnereHTHOCTI/Programme competencies

Iumeepanvna komnemenmuicmu/Integral competence

3nmatHicTh ocoOu  po3B’sizyBatd  3amadi | The ability of a person to solve research and/or
JIOCTITHUIIBKOTO  Ta/abo  iHmHOBariitHoro | innovation problems in the field of information
xapakrepy y chepi indopmaniiinoi Ge3neku | security and/or cybersecurity.

Ta/ab0 kibepOe3neKy.

3azcanvni komnemenmnocmi (K3)/General competencies

K3 1 3nmatHicTh 3aCTOCOBYBaTHM 3HAHHA Yy
MPAKTUYHHUX CUTYAIlisX.

Ability to apply knowledge in practical
situations.

K3 2 3narHicTh MPOBOAWTH JOCHIKEHHSI Ha
BIJIMIOBITHOMY PiBHi.

Ability to conduct research at the appropriate
level.

K3 3 3narnicth 10 aOCTPaKTHOTO MUCIEHHS,
aHaI3y Ta CHHTE3Y.

Ability to think abstractly, analyze and
synthesize.

K3 4 3natHicTh OIiHIOBAaTH Ta 3a0e3nedyBaTv
AKICTb BUKOHYBAaHUX POOIT.

Ability to evaluate and ensure the quality of
work performed.

K3 5 3garHicTs CHIJIKYBaTHCS 3
MpeACTaBHUKAMHU 1HIIMX TpodeciiHux rpym
pi3HOrO piBHSA (3 €KCIIEPTaMU 3 1HIIUX raiy3eu
3HaHb / BUJIB €KOHOMIYHOT J1SUTHHOCTI).

Ability to communicate with representatives of
other professional groups of different levels
(with experts from other fields of knowledge /
types of economic activity).
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Daxosi komnemenmuocmi (K®)/Professional competencies

K® 1 3natHicTh 00TpyHTOBAHO
3aCTOCOBYBATH, IHTETPYBaTH, PO3POOIATH Ta
yIOCKOHAQJIIOBAaTH  CydacHi  iHdopMaiiiHi
TEXHOJIOT11, i3MYHI Ta MaTeMaTH4HI MOJIENI, a
TaKO0X TEXHOJIOT1l CTBOPEHHS Ta BUKOPUCTAHHS
MIPUKIIATHOTO 1 CHEIiaTi30BaHOT0 MPOTPAMHOTO
3a0e3neueHHs] JUId BUPILICHHA NpoQeciiHuX
3amad y cepi indopmariiinoi 6e3nexku Ta/adbo
KibepOe3nexH.

Ability to reasonably apply, integrate, develop
and improve modern information technologies,
physical and mathematical models, as well as
technologies for creating and using application
and specialized software to solve professional
problems in the field of information security
and/or cybersecurity.

K® 2 3natHicTs po3po0isiTH, BIPOBAIKYBATH
Ta aHa3yBaTH HOPMATHBHI JIOKYMEHTH,
MIOJIOKEHHS, 1HCTPYKLIi I BUMOTM TEXHIYHOTO
Ta OpraHi3aIliiHOTO CHpPSIMYBaHHS, a TaKOX
IHTEerpyBaTH, aHaJi3yBaTH 1 BUKOPHUCTOBYBATH
Kpaiil CBITOBI NpPaKTUKH, CTaHIAPTH Y
npodeciinii JSUTBHOCTI B cdepi
iH(dopmartiiiHoi 6e3rexku Ta/abo KibepOe3neKy.

Ability to develop, implement and analyze
regulations,  provisions, instructions  and
requirements of technical and organizational
direction, as well as integrate, analyze and use
the best world practices, standards in
professional activities in the field of information
security and/or cybersecurity.

K® 3 3gaTHicTs IOCTIKYBAaTH, PO3POOIATH 1
CYIpOBO/DKYBaTH ~ METOOM  Ta  3acobu
iHdopmartiiiHoi 6e3neku Ta/abo kKibepOesnexu
Ha o0O0’ekTax iH(OpPMAIfHOT IisSNIBHOCTI Ta
KPUTHYHOI 1HQPACTPYKTYPH.

Ability to research, develop and maintain
methods and means of information security
and/or cybersecurity at information and critical
infrastructure facilities.

K® 4 3natHicTs aHamizyBaTH, po3poOIsATH 1

CYIIPOBOJIKYBaTH cucTemy YIIpaBITiHHS
iHpOopMaLiiHOO 0e31eKoro Ta/abo
kibepOe3nekoro  opranizamii,  ¢gopMyBaTu

CTpaTerito 1 MOMTUKK iHpOpMaLiiHOI Oe3neKu
3 ypaxyBaHHSM BITYM3HSHUX 1 MIDKHApPOJIHHX
CTaH/IapTiB Ta BUMOT.

Ability to analyze, develop and maintain an
organization's information security and/or
cybersecurity management system, formulate
information security strategy and policies, taking
into account national and international standards
and requirements.

K® 5 3naTHicTs 10 AOCHIIKEHHSA, CHCTEMHOIO
aHamizy Ta 3abe3mneyeHHs Oe3nepepBHOCTI
Oi3Hec/omepaliiHuX  MPOIECIB 3  METOH
BU3HAYCHHS Bpa3lMBOCTEH iH(pOpMaLiiHuX
CHUCTEM Ta pecypciB, aHami3y pHU3UKIB Ta
BHU3HAYCHHS OI[IHKHU X BIUTUBY Y BiJIITOBITHOCTI
0 BCTAHOBJICGHOI CTparerii 1 TOJITHKH
iHpopmaniiiHoi Oe3neku Ta/abo kibepOesneku
oprasizariii.

Ability to research, system analysis and ensure
the continuity of business/operational processes
in order to identify vulnerabilities of information
systems and resources, analyze risks and
determine the assessment of their impact in
accordance with the established strategy and
policy of information security and/or
cybersecurity of the organization.

K® 6 3naTHicTs aHamizyBaTH, KOHTPOJIOBATH
Ta 3a0e3medyBaTH  CHUCTEMY  YIPaBIiHHSI
JOCTYIIOM 710 1H(GOPMAIIHHUX PECYPCiB 3T1AHO
BCTAaHOBJIEHOT cTparerii i HOJITUKH
iHdopmartiiiHoi 6e3neku Ta/abo kKibepOesneku

Ability to analyze, control and provide a system
of access control to information resources in
accordance with the established strategy and
policy of information security and/or
cybersecurity of the organization.
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oprasizarii.

K® 7 3gaTHicTh q0CTiIKyBaTH, pO3pOOJIATH Ta
BIIPOBA/KYBAaTH METOAM 1 3aXOAHW MPOTUMIIT
KIOCpIHIIMICHTaM, 3JIMCHIOBAaTH TMPOIEIypH
VIPaBIiHHSA, KOHTPOJIO Ta PO3CIiAYyBaHHSI, a
TaKOX  HAQJaBaTH  pPEKOMEHAAmil  II0Z0
MOTIEPEPKCHHS Ta aHami3y KiOepiHIIUIEHTIB B
JIOMY.

Ability to research, develop and implement
methods and measures to counteract cyber
incidents, carry out management, control and
investigation procedures, as well as provide
recommendations for the prevention and
analysis of cyber incidents in general.

K® 8 3naTHicTh IOCHIKYBaTH, pPO3POOIISTH,
BITPOBA/KYBAaTH Ta CYNPOBOKYBATH METOMAH 1
3aco0u KpunTorpagiuHoro Ta TEXHIYHOTO
3aXUCTY iH(popmarrii Ha 00’ekTax
iHpopManiifHOi  AISITBHOCTI Ta  KPUTUYHOI
iH(pacTpykTypH, B iHQOPMAIIIHHUX CHCTEMAX,
a TaKOX 3/IaTHICTh OIIHIOBATH €()EeKTUBHICTD 1X
BUKOPHUCTAHHSI, 3T1THO BCTAHOBJIEHO1 CTpaTerii
1 momituku iHdopmariitHoi Oe3meku Ta/abo
KibepOe3nexku opraHizariii.

Ability to research, develop, implement and
maintain methods and means of cryptographic
and technical protection of information at
information activities and critical infrastructure,
in information systems, as well as the ability to
evaluate the effectiveness of their use, in
accordance with the established strategy and
policy of information  security and/or
cybersecurity of the organization.

K® 9 3natHicTe anHamizyBaTH, pO3pOOISATH 1
CYNIPOBO/DKYBAaTH  CHUCTEMY  ayAWTy  Ta
MOHITOPHHTY €(QEKTUBHOCTI (PYHKI[IOHYBaHHS
iHpopMaliffHUX  CHUCTEeM 1  TEXHOJOTIH,
Oi3Hec/omepaliiHuX  TPOILECiB B Tallysi
iHpopmaniiiHoi Oe3neku Ta/abo kibepOesnexu
oprasizarlii B I[iJIOMYy.

Ability to analyze, develop and maintain a
system of audit and monitoring of the
effectiveness of information systems and
technologies, business / operational processes in
the field of information security and/or
cybersecurity of the organization as a whole.

K® 10 3garHicTh MIPOBAIUTH HayKOBO-
MearoriyHy MisUTbHICTh, INIAHYBATH HaBYAHHS,
KOHTPOJIIOBAaTH 1 CYNMPOBOKYBAaTH pOOOTY 3
NEPCOHAJIOM, a TaKOX MNpUiMaTH e(eKTUBHI
pillieHHs 3 MHUTaHb 1H(POpPMAIIHOI Oe3meKn
Ta/abo kibepOe3neKu.

Ability to conduct research and teaching
activities, plan training, monitor and support
work with staff, and make effective decisions on
information security and/or cybersecurity issues.

K® 11 3natHicTe  peani3oByBaTH  TEXHIUHI
BUMOTM Ha OCHOBI TEXHIK OIIIHKA pIBHS
3aXHILEHOCTI iHpOopMaLiiHNX CHUCTEM,

TEXHOJIOTIN aHaji3zy MepekeBoro Tpadiky Ta
MPUHIUITIB MPOTUAIT KibepaTakam.

Ability to implement technical requirements
based on techniques for assessing the level of
security of information systems, technologies for
analyzing network traffic and principles of
countering cyber attacks.

K® 12 3natHiCTE TPOBOAWTH  TOCIIKEHHS,
MepeBipKy, aHali3, OI[IHIOBaHHA 00 €KTIB
iH(opmartiiHoi MISUIBHOCTI 1010 ix
BIIIIOBIAHOCTI BHUMOIraM HOPMAaTHUBHUX
JIOKYMEHTIB 13 TEXHIYHOTO 3aXUCTY
iHpopMmaii.

Ability to conduct research, verification,
analysis, evaluation of information objects for
their compliance with the requirements of
regulatory documents on technical protection of
information.
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K® 13 3natHicTh aHami3yBaTH, iHTETpyBaTH 1
BUKOPHCTOBYBAaTH Kpallll CBITOBI TMPaKTHKH,
MDKHApOJHI ~ CTaHAApTH  NpH  po3podui
KpunrorpadiyHUX CUCTEM 3axXUCTy iHpopmarii
B crieniaJbHUX iHpopManiiHo-
KOMYHIKAI[IHHUX CUCTEMAaX.

Ability to analyze, integrate and use the best
world practices, international standards in the
development of cryptographic information
security systems in special information and
communication systems.

K® 14 3pgatHicTh 3aCTOCOBYBATH KOMILIEKC
¢i3uyHOl MIATOTOBKM BIHCHKOBOCTYKOOBIIIB
JUIS  PO3BUTKY 3aralbHUX 1 CHEIiaTbHUX
Gi3UYHNX sSIKOCTeH, (OpMyBaHHS BIMCHKOBO-
MPUKJIAIHAX HABUYOK T4 BUXOBAHHS BOJHOBHX
1 ICUXIYHHUX SKOCTEH.

Ability to apply the complex of physical training
of servicemen for the development of general
and special physical qualities, the formation of
military-applied skills and the education of
volitional and mental qualities.

K® 15 3narnicTh aHamizyBaTH, KOHTPOJIIOBATH
Ta 3a0e3nedyBaTu (GOpPMYBaHHS Ta peali3allio
JepKaBHOI  MOJITHKH Y cdepl  3aXHCTY
KPUTUYHOI iHPPACTPYKTYPH.

Ability to analyze, control and ensure the
formation and implementation of state policy in
the field of critical infrastructure protection.

7/ — Ilporpammui pe3yabratu HaBuanus (PH)/
Programme learning outcomes (PLO)

PH 1 BinbHO CHIJKYBAaTHUCh JEPXKABHOIO Ta
1HO3eMHOI0 MOBaMH, YCHO 1 THCHBMOBO ISt
NPEJCTaBICHHA 1 OOTrOBOPEHHS pE3yJbTaTiB
JOCTIPKEHb Ta I1HHOBAIllM, 3a0e3ledeHHs
Oi3Hec\onepaiiiiHUX MpPOILECIB Ta IHTaHb
npodeciiinoi TUSITTEHOCTI B ramysi
iHpopMaiiiHoi Oe3neKku Ta/abo KibepOe3neKH.

Communicate fluently in the state and foreign
languages, orally and in writing, to present and
discuss research and innovation results,
business/operational processes and professional
issues in the field of information security and/or
cybersecurity.

PH 2 [arerpyBaTtu byHIaMEHTAIBHI Ta
CreuiajibHi  3HAHHSA  JJIs1  pO3B’sSI3yBaHHS
CKIamHUX 3amad iH(opMmamiiHoi  Oe3mexku
Ta/abo  kiOepOesmekn y  IHPOKUX  abo
MYJIbTHIUCIHUILTIHAPHUX KOHTEKCTAX.

Integrate  fundamental and  specialized
knowledge to solve complex information
security and/or cybersecurity problems in broad
or multidisciplinary contexts.

PH 3 IlpoBangutu JTOCITI THUTIBKY Ta/abo
IHHOBaIIHY TSUTBHICTB B cdepi
iHdopmarriiiHoi 6e3nekn Ta/abo KibepOe3neKw,
a TakoX B cdepi  TEXHIYHOro  Ta
kpunrorpadigHoro 3axucty iHpopmamii y
KibepmpocTopi.

Conduct research and/or innovation activities in
the field of information security and/or
cybersecurity, as well as in the field of technical
and cryptographic protection of information in
cyberspace.

PH 4 3actocoByBaty, IHTerpyBaTH,
PO3po0IATH, BIIPOBAKYBATH Ta
yIOCKOHAQIIOBAaTH  Cy4acHi  iH¢opMaiiiHi
TEeXHOJIOT11, (PI3UYHI Ta MaTeMaTUYHl METOIH 1
Moieni B chepi iHpopmariitHoi 6e3nexu Ta/abo
KiOepOe3neKwu.

Apply, integrate, develop, implement and
improve modern information technologies,
physical and mathematical methods and models
in the field of information security and/or
cybersecurity.
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PH 5 KputnuHo  ocMmucioBatu  mpoOiemu
iHdopmariiiHoi 6e3nekn Ta/abo KibepOe3neKw,
y TOMYy UHCII Ha MDKrajly3eBoMy Ta
MDKIUCIUIUIIHADHOMY — PiBHI, 30KpeMa Ha
OCHOBI ~ pO3yMIHHS  HOBHMX  DPE3YJIbTaTiB
IHKeHepHUX 1 (I3UKO-MaTEeMaTHYHUX HAyK, a
TAaKO’X PO3BUTKY TEXHOJOTI CTBOpEHHS Ta
BUKOPHUCTAHHS CIICI1aJII30BaHOTO MPOTPAMHOTO
3a0e3neueHHs.

To critically comprehend the problems of
information  security and/or cybersecurity,
including at the interdisciplinary and
interdisciplinary level, in particular, based on an
understanding of the new results of engineering
and physical and mathematical sciences, as well
as the development of technologies for creating
and using specialized software

PH 6 AnanizyBatu Ta OI[IHIOBAaTH 3aXUIICHICTh
cHCTeM, KOMILJIEKCIB Ta 3aco0iB Kibep3axucry,
TEXHOJIOTii CTBOPEHHS Ta BHKOPHUCTAHHS
CIIeLiaTi30BaHOT0 MPOrPAaMHOT0 3a0€3MeYCHHS.

Analyze and evaluate the security of systems,
complexes and means of cyber defense,
technologies for creating and using specialized
software.

PH 7 O6rpynToBYyBaTH BUKOPUCTAHH,
BIPOBAJKYBAaTH Ta aHAJII3yBaTHU Kpallli CBITOBI
CTaHIIApPTH, MPAKTUKA 3 METOI PO3B’SI3aHHS
CKJIaMHUX 3amad npodeciitHoi AisuTbHOCTI B

To justify the use, implement and analyze the
best international standards and practices in
order to solve complex problems of professional
activity in the field of information security

raxy3i  iHpopmaniiinoi  Oesnmeku  Ta/abo | and/or cybersecurity.

KibepOe3neKy.

PH 8 JlocnimxyBaru, po3pobaTu i | Research, develop and maintain information
CYIpOBO/UKYBAaTH  cHCTeMH  Ta  3acobwu | security and/or cybersecurity systems and tools
iHpopmariitHoi Oe3neku Ta/abo kibepOesmekwm | at information and critical infrastructure
Ha 00’ektax iHdopMmariitHoi misueHOCTI Ta | facilities.

KPUTHYHOI iHPPACTPYKTYPH.

PH 9 AnanizyBatu, po3po0sTn i| Analyze, develop and maintain  the
CYIIPOBOJI)KYBaTH CHCTEMY ympasiiHHA | Organization's  information  security  and/or
iH(pOpMaIIiHOO 0e31eK0I0 Ta/abo | cybersecurity management system based on the

KibepOe3neKkoro opraHizailli Ha 0a3i cTparerii i
MOJITHKY 1H(opMaIiiiHOT Oe3neKH.

information security strategy and policy.

PH 10 3a6e3neuyBatu Oe3nepepBHICTh
Oi3Hec/omepaliiHuX  TPOIECiB, a  TaKOoX
BUSIBIISITH YPA3JUBOCTI 1HPOPMAIIIHHIX CUCTEM
Ta pecypciB, aHami3yBaTH Ta OIIHIOBATH
pu3uku ans iHpopmaniiHoi Oesmeku Ta/abo
KibepOe3neku opraHizariii.

Ensure the continuity of business/operational
processes, as well as identify vulnerabilities of
information systems and resources, analyze and
assess risks to information security and/or
cybersecurity of the organization.

PH 11 Ananizysaru, KOHTPOJIFOBAaTH Ta
3abe3neuyBat  e(peKkTHBHE (PYHKIIOHYBaHHS
CHCTEMHU yIpaBIiHHSA JOCTYIIOM hi (6]
iHQopMaIiiHUX  pecypciB  BIAMOBIAHO 10
BCTAHOBJIEHUX cTpaterii i MOJIITHKH
iHdopmartiiiHoi 6e3neku Ta/abo kKibepOe3neku
oprasizarii.

Analyze, control and ensure the effective
functioning of the system of access control to
information resources in accordance with the
established strategy and policy of information
security and/or cybersecurity of the organization.
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PH 12 Jlocnimxysaru, po3pobsTH Ta
BIPOBAKYBAaTH METOAM 1 3aXOAW TPOTHIIT
KiOepiHIIUACHTaM, 3AIMCHIOBATH MPOIEIYypH
YOpaBIiHHSA, KOHTPOJIIO Ta PO3CIiAyBaHHS, a
TaKoX  HAJaBaTH  peKOMEHAamii Moo
MOTNIEPE/KEHHST Ta aHami3y KiOepIHIMICHTIB B
iJIOMY.

Research, develop and implement methods and
measures to counteract cyber incidents, carry out
management, control and  investigation
procedures, as well as provide recommendations
for the prevention and analysis of cyber
incidents in general.

PH 13 JlocmimxyBaru, pO3po0IIATH,
BIIPOBA/KYBATH Ta BUKOPHCTOBYBAaTH METOIU
Ta 3acobu KpunTorpadiyHoro Ta TEXHIYHOTO
3axucty  iHQopmamii  6i3Hec/onepariitHux
MPOIIECiB, a TaKOXX aHajJi3yBaTH 1 HaJaBaTH
OLIHKY e(eKTUBHOCTI IX BUKOPUCTAHHSA B
iHpopmariiHuxX  cucreMax, Ha 00 €KTax
iHpopManiiHOI  AISITBHOCTI Ta  KPUTUYHOI
iH(}pacTpyKTypH.

To research, develop, implement and use
methods and means of cryptographic and
technical  protection of information of
business/operational processes, as well as to
analyze and evaluate the effectiveness of their
use in information systems, at information
activity facilities and critical infrastructure.

PH 14 AnanizyBarty, po3pobsaTr 1
CYIPOBOJUKYBAaTH  CHUCTeMy  ayAuTy  Ta
MOHITOPHHTY €(QEKTUBHOCTI (PYHKI[IOHYBaHHS
iHpopMaliffHUX  CHUCTEeM 1  TEXHOJOTIH,
OisHec\omepariifinnx ~ mpomeciB  y  cdepi
iHpopMmariitHoi Ta\abokiOepOe3neKy B LIJIOMY.

Analyze, develop and maintain a system for
auditing and monitoring the effectiveness of
information ~ systems  and  technologies,
business/operational processes in the field of
information and/or cybersecurity in general.

PH 15 3po3yminio 1 HEIBO3HAYHO JOHOCHUTH
BJIaCHI BHCHOBKM 3 mpoOieM iH(opmariiiHoi
Oe3reku Ta/abo KibepOe3neKu, a TaKOXK 3HAHHS
Ta TMOSCHEHHS, M0 I1X OOTPYHTOBYIOTH MO
TIepCOHAITY, MAPTHEPIB Ta IHIINUX OCi0.

Clearly and unambiguously communicate own
conclusions on information security and/or
cybersecurity issues, as well as knowledge and
explanations that justify them to staff, partners
and others.

PH 16 Ilpuiimati  oOTpyHTOBaHi1 pilleHHS 3
OpraHi3amiifHo-TeXHIYHUX [IUTaHb
iHdopmariiiHoi 6e3neku Ta/abo kKibepOesnexu
y CKJIAJHHMX 1 HemepeadadyyBaHHUX yMOBax, Y
TOMY 9YHCI 13 3aCTOCYBaHHSM CYYaCHHX
METOIIB Ta 3ac001B oITuMi3arii,
MIPOTHO3YBAHHS Ta IPUUHSATTS PillICHb.

To make informed decisions on organizational
and technical issues of information security
and/or  cybersecurity in complex and
unpredictable conditions, including the use of
modern methods and tools for optimization,
forecasting and decision-making.

PH 17 Matu  HaBUYKM  aBTOHOMHOIO 1
CaMOCTIHOTO HaBYaHHS y cdepi
iH(dopmartiiiHoi 0e3neku Ta/abo kibepOe3neku i
JOTUYHUX Talxy3ed 3HaHb, aHAII3yBaTH BJACHI
OCBITHI TOTpeOM Ta 00 €KTHBHO OI[IHIOBATH
pe3yNbTaTH HaBYAHHS.

Have the skills of autonomous and independent
learning in the field of information security
and/or cybersecurity and related fields of
knowledge, analyze their own educational needs
and objectively evaluate learning outcomes.

PH 18 [ImanyBatn  HaBYaHHSI, a  TaKOX
CYIPOBOJKYBAaTH Ta KOHTPOJIIOBATH poOOTYy 3
MEePCOHAIOM Y  HampsMmy iHMopMaIiiHoi
6e3nekn Ta/abo kibepOesneku.

Plan training, as well as support and monitor
work with staff in the field of information
security and/or cybersecurity.
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PH 19 OGupatu, anamizyBatu 1 po3poOisTH
MpUAaTHI TUTIOBI aHAJTITHYHI, pO3PaXxyHKOBI Ta
eKCIIepUMEHTaIbHI ~ METOIU  KiOep3axucry,
po3po0IIATH, peari3oByBaTH Ta
CYIPOBOJUKYBAaTH  HPOEKTH 3  3aXUCTY
iHdopmarii y kiGepmpocTopi, 1HHOBAIIHHOT
TOSUTBHOCTI  Ta  3aXMCTy  IHTENEKTYaJbHOI
BJIACHOCTI.

Select, analyze and develop suitable standard
analytical, computational and experimental
methods of cybersecurity, develop, implement
and support projects for the protection of
information in cyberspace, innovation and
intellectual property protection.

PH 20 CraButu Ta BUpIIyBaTH  CKJIAJHI
IH)KEHEpPHO-TIPUKJIAHI Ta HAYKOBI  3ajadi
iHpopManiiiHoi Oe3neKku Ta/abo KidepOe3nexu 3
ypaxyBaHHSIM BUMOT BITYM3HSHHX Ta CBITOBHX
CTaHJApTIB Ta KpaIlUX MPAKTHUK.

To set and solve complex engineering, applied
and scientific problems of information security
and/or cybersecurity, taking into account the
requirements of national and international
standards and best practices.

PH 21 BukopucTtoByBaTH METOIU HATYpPHOTO,
(GI3UYHOTO 1 KOMITIOTEPHOTO MOJICTIOBaHHS
JUTISL TOCIIJKEHHSI TPOIECIB, SKI CTOCYIOTHCS
iH(dopmarriiiHoi 6e3rexku Ta/abo KibepOe3neKy.

Use methods of natural, physical and computer
modeling to study processes related to
information security and/or cybersecurity.

PH 22 IInanyBatu Ta BUKOHYBaTH
EKCIIEpUMEHTAJIbHI 1 TEOPETUYH1 JOCTIHKCHHS,
BUCYBATH 1 MEPEBIPATH TINOTE3U, OOMPATH IS
[bOTO0 TPHUJATHI METOAM Ta I1HCTPYMEHTH,
3MIACHIOBATH CTAaTUCTUYHY OOpOOKY JaHUX,
OI[IHIOBATH JIOCTOBIPHICTH pe3ynbTaTiB
JOCIIJIKEHb, apTYMEHTYBaTH BUCHOBKH.

Plan and perform experimental and theoretical
research, formulate and test hypotheses, select
appropriate  methods and tools, perform
statistical data processing, assess the reliability
of research results, and justify conclusions.

PH 23 OGrpyHToBYyBaTH BHOIp NPOrpaMHOIrO
3a0e3nevYeHHs, YCTaTKyYBaHHS Ta IHCTPYMEHTIB,
IH)KEHEpHUX TEXHOJIOTIH 1 MpOIeciB, a TaKOX
0OMEXEHb II0JI0 HUX B Taiy3l iHdopmariitHo1
Oesmekn Ta/abo kibepOe3nekn Ha OCHOBI
CydaCHMX 3HaHb y CYMDKHHX Taly3sX,
HAYKOBO1, TEXHIYHOI Ta JOBIAKOBOI JIiTepaTypu
Ta 1HIIO1 JOCTYMHOI 1HpOopMAIIii.

To justify the choice of software, equipment and
tools, engineering technologies and processes, as
well as restrictions on them in the field of
information security and/or cybersecurity based
on current knowledge in related fields, scientific,
technical and reference literature and other
available information.

PH 24 OuinroBatu CTaH 1HpopMaIiHHIX
CHCTEM, pO3MONUIATA TOCIyrd Oe3meku 1
oOupaTy MexaHi3MHu O€3IeKH, BIPOBAKYyBaTH
TEXHOJIOT14HI pitieHHs IHHOBALIIHHOTO
XapakTepy IIOJO BUSBICHHA Ta OJOKyBaHHSI
3arpo3 iHpOopMaLiiHIM pecypcam.

Assess the state of information systems,
distribute security services and select security
mechanisms, implement innovative
technological solutions to identify and block
threats to information resources.

PH 25 3acrocoByBaTtu METOIUKU L1010

OLIHIOBaHHS 3aXUIEHOCTI 00'eKTiB
iHpopMmaIiiHOi JiSUTBHOCTI Ta  JIepKaBHUX
iHpOopMaiifHuX pecypciB BiJ|

HECaHKI[IOHOBAHOTO JIOCTYITY.

Apply methods for assessing the security of
information objects and state information
resources from unauthorized access.
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PH 26 BukopucToByBaTH pe3ylbTaTH aHANI3y

Use the results of the analysis of best

Kpaliux CBITOBHX TpaKTHK, craHmaprtiB i3 | international practices, information security
3aXUCTY iHpopMmarii npu po3pooui | standards in the development of cryptographic
kpunrorpadiuHux cucreM 3axucTy iHdopmarii | information  security  systems in  special
B crieniaJbHUX iHpopmariitHo- | information and communication systems.
KOMYHIKAI[IHHUX CUCTEMAaX.

PH 27 3actocoByBat  cnemiansHi  ¢izuuni | To apply special physical qualities and military-

SIKOCT1 Ta BIMCHKOBO-TIPUKJIAJHI HABUYKH TIP
BHKOHAHHI OOMOBHX 3aBJaHb.

applied skills in the performance of combat
missions.

n

PH 28 3abe3neuyBatu Oe3neky Ta CTIHKICTb

Ensure the security and resilience of critical

00’€eKTiB KPUTHYHOI inppactpykrypw, | infrastructure facilities, prevent unauthorized
3amoOiraTh  mposiBaM  HecaHKmioHoBaHoro | interference in their operation, forecast and
BTPYYaHHS B ix byukmionyBaHHs, | prevent crisis situations at critical infrastructure
MPOrHO3yBaHHs Ta 3amobOiraHHs kpu3osuM | facilities.

CUTYyaIlisiM Ha 00’ekTax KPUTHYHOT

1HPPACTPYKTYPH.

8 — PecypcHe 3a0e3mey4
Resource provision for

eHH$l peaJizauii nporpammu/
programme implementation

Kaopoee 3a6e3neuenns/Staffing

BinmoBigHO 110 KagpoBUX BUMOT  IIOJIO
3a0e3meYeHHsT  MPOBA/PKCHHS  OCBITHBOL
TiSUTBHOCTI /I BiTOBIIHOTO PiBHS BHINOT
OCBITH, 3aTBEPKEHUX ITocTaHOBOIO
KaGinery Minictpis VYkpainu BiJ
30.12.2015 p. Ne 1187 B unHHIN peaaxiiii.

Peamizamis OCBITHIX KOMIIOHEHT
3a0e3mevuyeThes HayKOBO-TIEAarOriYHIMHU
NpaliBHUKaMHU, sIKI ~MalOTh  HAyKOBUH

CTyIiHb Ta/ab0 BUEHE 3BaHHS Ta MPAIIOIOTh
32 OCHOBHUM MiCIIEM POOOTH. 3alydaroThCs
70 BUKJAAaHHS TPodeciitHO-Opi€eHTOBAHUX
TUCHUIUTIH  (DaxiBIIB-IPAKTUKIB B Tamy3i
KiOepOe3neku Ta 3axXucTy iHpopMarii.

In accordance with the staffing requirements for
ensuring the implementation of educational
activities for the relevant level of higher education,
approved by the Resolution of the Cabinet of
Ministers of Ukraine dated 30.12.2015 Ne 1187 in
the current version.

The implementation of educational components is
provided by research and teaching staff who have a
scientific degree and/or academic title and work at
their main place of work. Practitioners in the field
of cybersecurity and information protection are
involved in teaching professionally oriented
disciplines.

Mamepianvno-mexniune 3a6e3

neuennsi/Material-technical support

BiamoBigHO 10 TEXHOJOTIYHUX BHUMOTI OO
MaTepiaibHO-TEXHIYHOTO 3a0e3neueHHs
OCBITHBOI [ISUTBHOCTI BIATOBIAHOTO PIiBHSA
BUIIOI OCBITH, 3aTBep/UKeHHX [locTaHOBOIO
Kabinery MiHicTpiB VYkpaiau BiJI
30.12.2015 p. Ne 1187 B unHHI# penaxiiii.

st 3a0Ge3nedeHHs]  OCBITHBO-TIPOdeciitHOl
MPOrpaMy BHKOPUCTOBYIOTHCS MaTepiabHO-

In accordance with the technological requirements
for the material and technical support of
educational activities of the relevant level of higher
education, approved by the Resolution of the
Cabinet of Ministers of Ukraine of December 30,
2015, Ne 1187 in the current version.

To ensure the educational and professional
program, the material and technical bases are used:
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texHiuHi 6a3u: KIII im. Irops CikopchKoro;
IC331 (HaBuanbHWII CHUTYAIlIWHWA LEHTP 3

kibepOe3neku, TIpyma  pearyBaHHS  Ha
KOMIT FOTEPHI IHI[UJICHTH, crerjajgbHa
nmaboparopiss 3 TEXHIYHOTO  3aXHCTY
iHpopmarrii); Jlep>xaBHOTO LEHTPY
kibepsaxucrty Ta Kibepuentpy UA30
Jleprxcrien3s’ 3Ky, [IOJIITOHU

TeputopiaabHUX BY3JiB YPsIIOBOTO 3B SI3KY.

Igor Sikorsky Kyiv Polytechnic Institute; ISCIP
(cybersecurity training situational center, computer
incident response team, special laboratory for
technical information protection); State Center for
Cyber Defense and Cyber Center UA30 of the
State Special Communications Service; training
grounds of the  Territorial  Government
Communication Nodes.

Inghopmayitine ma naguanbHo-memoouute 3aoe3neuenHs/
Information and methodical support of the educational process

Biamosigao
iHpopMaLiiHOTO
METOIMYHOTO
JUSIIBHOCTI

BUMOT
Ta HaBYaJILHO-

3a0€e3IleUeHHs  OCBITHBOI
BIJIMOBIHOTO  PIBHSA  BHINOT
OCBITH, 3aTBEPKEHUX ITocTaHOBOIO
KaGinery Minictpis VYkpainu BiJ
30.12.2015 p. Ne 1187 B unHHIN peaaxiiii.
Kopucrysanus HaykoBo-TexHIYHOIO
6i6miorexkoro KIII im. Irops Cikopcrkoro,
3araJlbHOIHCTUTYTCBKOI ~ Ta  CEKPETHOIO
6i10miorexamu IC331.

pi(y) IOZI0

In accordance with the requirements for
information and educational and methodological
support of educational activities of the relevant
level of higher education, approved by the
Resolution of the Cabinet of Ministers of Ukraine
0f 30.12.2015 Ne 1187 in the current version.

Use of the Scientific and Technical Library of Igor
Sikorsky Kyiv Polytechnic Institute, the general

institutional and secret libraries of the ISCIP.

9 — Akagemiuna mobiibHicTE/ACademic mobility

Hayionanvna kpeoumna mobinonicme/National credit mobility

[Iporpama ©He mnependavae HaIIOHAIBHOT
KpeIUTHOT MOOUTBHOCTI.

The program does not provide for national credit
mobility.

Mixcnapoona kpeoumna mobinenicmu/International credit mobility

MoxIuBiCTh  YKJIQUaHHS  Yroa  Ipo
aKaJIeMidYHy MOOUIBHICTb, TIPO  TpUBAJIL
MDKHApOJHI TIPOEKTH, SKI TependadaroTh
BKJIIOUCHE HaBYaHHS 3100yBadiB  BHIIOI
OCBITH (3a pIIIEHHSM [Nomosu
JlepkcriensB’si3Ky).

Possibility of concluding agreements on academic
mobility, long-term international projects that
provide for the inclusion of training for higher
education applicants (by decision of the Head of
the State special communications service).

Hasuanns inozemnux 3000ysaqie BO/ Study of Foreign applicants of HE

Hapuanns iHO3eMHHX 37100yBadiB BHUIIO1
OCBITH 3a JIaHOIO OCBITHBO-TIPOQECIIHOIO
MIPOrpaMoro He rmepeadadeHo.

Training of foreign higher education students
under this educational and professional program is
not provided.
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2. HEPEJIIK OCBITHIX KOMIIOHEHTIB/EDUCATIONAL COMPONENTS

®dopma
ey MMiACYMKOBOT'O
Ko/ _ : €KTC/ Y
Ocgitai komnonenTH/Educational Components KOHTPOJIO/
Code ECTS .
. Final control
credits
measure form
Oo6oB’s13k0Bi (HopmaTuBHi) koMnoHeHTH/Required (standard) components
Huka 3araasHoi nigroroBku/General training cycle
IHTCJ’ICKTyaJ'H:Ha BJIACHICTH Ta ITATEHTO3HABCTBO 3aJIiK
301 3 .
Intellectual property and patent law credit
Cranuii iHHOBaIIHHAN PO3BUTOK 3aUTIK
302 . . . 4 !
Sustainable innovative development credit
303 IIpakTraHuii Kypc 1HO3eMHOI MOBH JUTSI JTIJTOBOI KOMYHIKAITii 3 3aUTIK
Practical foreign language course for business communication credit
Huxa npodgeciiinoi mixroroBku/Professional training cycle
®di3uyHe BUXOBAHHS 3aJTiK
o1 . . 4 :
Physical education credit
TexHomorii BUABICHHA Ta OJOKYBaHHS 3arpo3 Iep KaBHUM
iHpopMaLiiHUM pecypcaM B iHpOpMaLiiHO-KOMYHIKaLliHHIX
o2 | cueremax 4 3aJTiK
Technologies for detecting and blocking threats to state credit
information resources in information and communication
systems
TexHomorii BUABICHHA Ta OJOKYBaHHS 3arpo3 Iep KaBHUM
iHpopMaLiiHUM pecypcaM B iHpOpMaLiiHO-KOMYHIKalliHHIX
CHUCTEMaxX
10 3 Kypcora po6ora 1 3QUTIK
Technologies for detecting and blocking threats to state credit
information resources in information and communication
systems
Course work
MeTOI[I/I H06y,Z[0BI/I Ta aHani3y CUMCTPHUYHUX KPUIITOCUCTCM .
. . . 3aJI1K
IO 4 | Methods of construction and analysis of symmetric 3 credit
cryptosystems
MartemMaTH4HI METOIM ONTHUMI3aLil Ta MOJEIIOBAHHS €K3aMEH
o 5 . O ) 6
Mathematical methods of optimization and modeling exam
Pu3nk-MeHePKMEHT KPUTUYHOT iHPPAaCTPYKTypH €K3aMeH
IO 6 . s 5
Risk management of critical infrastructure exam
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MeTtomooriyHl  3acagd  3aXMCTy iHopMalii Bix BHTOKY
TEXHIYHIMH KaHaJIaMH

CK3aMCH

no7 Methodological principles of information protection against 5 exam
leakage through technical channels
o 8 BukoHnaHHs Maricrepcbkoi qucepTanii 14 3aXUCT
Execution of the master's thesis defense
IpakTuxu / Practices
KiGepnaBuanus 3aJiK
o9 Cyber training 3 credit
1O 10 EKCHJ’I}./aTaLIlI/IHa }'IpaKTI/IKa 3 3am¥<
Operational practice credit
BiticekoBe cTaXyBaHHS 3aUTIK
no 11 Military internship 9 credit
Bubipxosi komnonenTn/Elective components
Huxa npodgeciiinoi mixroroBku/Professional training cycle
B 1 Bubipxora nuctmmiina 1 3 d-Karamory 4 3aUTIK
Elective Subject 1 from P-Catalogue credit
1B 2 Bubipxora nuctmmiina 2 3 ®-Karamory 5 3aUTIK
Elective Subject 2 from P-Catalogue credit
B 3 Bubipkosa nqucuurutina 3 3 d-Karanory 4 3aJiK
Elective Subject 3 from P-Catalogue credit
1B 4 Bubipkosa nucuurutina 4 3 d-Karanory 5 3aJiK
Elective Subject 4 from P-Catalogue credit
B 5 Bubipxosa nuctmmiina 5 3 d-Karamory 5 3aUTIK
Elective Subject 5 from P-Catalogue credit
3aranpHui 00CAT 000B’ I3KOBUX KOMIIOHCHTIB/ 67
Total scope of the required components:
3aranpHUI 00cAT BUOIPKOBUX KOMIIOHEHTIB/ 23
Total scope of the elective components:
OO0cHT OCBITHIX KOMIIOHEHTIB, 110 3a0€3Me4yI0Th 3J00yTTS KOMIIETEHTHOCTEH
Bu3HaueHux CBO/ 63
Total scope of the educational components aimed at acquisition of competencies
specified in the Higher Education Standard
3ATAJIBHUM OBCSIT OCBITHbOI ITIPOI'PAMM/ 90

TOTAL SCOPE OF THE EDUCATIONAL PROGRAMME
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3. CTPYKTYPHO-JOI'TYHA CXEMA OCBITHBOI IPOI'PAMMU/
STRUCTURAL-AND-LOGICAL SCHEME of THE EDUCATIONAL
PROGRAMME

| cemecTtp / | semester Il cemecTp / Il semester

|

: Il cemecTp / Il semester
___________________________________ s b et L S S

|

|

_ _ _ _ _ . BilcbKkoBe
I'Ipa_x'rv:t;Hm Hy}?c iHO3EMHOI Moin ,q;ﬂ F,IJ‘IOBOI KOMYH‘lKaI.-k\I - CTaXyBaHHS .
Practical foreign language course for business communication Military internship

) ) ) y
®isuuyHe BuxosaHHA / Physical education

|HTeneKTyanbHa BNacHICTb Ta
naTeHTO3HaBCTBO
Intellectual property and patent law

Cranuii iHHoBaLiHHKIA
PO3BUTOK
Sustainable innovative
development

TexHonorii BUABAEHHA Ta BNOKYBaHHA
3arpos AepaBHUM iHbopmaLiiHUM
pecypcam B iHbopmaL,iiHo-
KOMYHIKaUiMHUX cucTemax
Technologies for detecting and
blocking threats to state information
resources in information and
communication systems

| Kypcosa po6ota / Course work

|
|
|
T
|
|
|
:
|
[
| |
[
1
|
|
|
|
|
|
]
|
|
I
|
1

EHHVHOHWA

4

KibepHaeyaHHAa / Cyber training —

MeTogonoriyHi sacagu 3axmcTy
iHpopmalUii Big BUTOKY
TEXHIYHMMM KaHanamm

Methodological principles of
information protection against

MeToamn nobynosu Ta aHanisy
CUMETPUHHMUX KpUNTOCUCTEM -

Methods of construction and analysis
of symmetric cryptosystems

leakage through technical
channels

SISIHL S,¥3LSVIN FHL 40 NOILNDJ3IX3
IOHA9D2d3LDIIVIN

EKkcnnyaTtauiitHa npakTuKa

Operational practice

MartemaTuyHi meToam onTumisaLii Ta
MoaentoBaHHA -
Mathematical methods of
optimization and modeling

1IMYLdIoUT

Bubipkosa gucumnnina 1 3 ®-Katanory
Elective Subject 1 from P-Catalogue

Bubipkoea gucumnnina 2 3 ®-Katanory

PU3UK-MEHEOHKMEHT KPUTUYHOI Elective Subject 2 from P-Catalogue

iHDpacTpyKTYpH . Bubipkosa gucuunnida 3 3 ®-Katanory
Risk management of critical Elective Subject 3 from P-Catalogue
infrastructure Bubipkosa gucuunniHa 4 3 ®-Katanory

Elective Subject 4 from P-Catalogue

Bubipkoea aucuunnina 5 3 @-Katanory
Elective Subject 5 from P-Catalogue )

Bubipkoei KoMnoHeHmu
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4. ®OPMA ATECTALII 3JOBYBAUIB BUIIIOI OCBITH/
THE FORM OF ATTESTATION FOR DEGREE PURSUERS

ATtecrarlis 3700yBauiB BHINOI OCBITH 3a OCBITHBO-TIPO(ECIMHOI MPOTPaMor0
«be3neka aepxaBHUX 1HQOPMAILITHUX PECYPCIBY» 3MINCHIOETHCS Yy (OopMi MyOJIIYHOTO
3aXUCTy KBamiikamiiiHoi podoTu, 1m0 3a0e3reuye OIIHIOBAHHS JIOCATHEHHS
pCBYJ'IBTaTiB HaB4YaHHs, BH3HAUYCHUX OCBITHBLOIO IporpaMor0 Ta 3aBCPHIYETHCA
BHUJA4YC0 AOKYMCHTAa BCTAHOBJICHOI'O 3pa3Ka IIpO MNPUCYIKCHHS ﬁOMy CTyIICHA
MaricTpa 3 MPUCBOEHHSAM OCBITHBOI KBajidikaiii: Marictp 3 kibepOe3neku Ta 3axXUcTy
iHpopMmarlii, 3a OCBITHbO-TIpodeciiiHo0  mporpamoro  «besmeka  mep:kaBHHUX
1H(bOpMaLIHHUX PECYPCIBY.

Kpamidikarmiitna pobGoTa wmae mnepembadaTH pPO3B’S3aHHS CKIAAHOI 3ajadi
JOCITHULIBKOTO Ta/ab0 1HHOBAIIWHOTO XapakTepy y cdepi KibepOe3neku Ta 3axXUcTy
iHpopmarii. KBamidikaniina podoTa He MOBMHHA MICTUTH aKaJE€MIYHOTO IUIariaTy,
danbcudikarii, padbpukarii.

Kpamidikamiiina pobGora TmepeBipseTbCSs Ha IUIariaT Ta TICHA  3aXHUCTY
posmitnyerbest B HaBuanbHiN O10mioteni IC331 KIII im. Iropst Cikopchkoro B apxiBi
HAyKOBHMX Ta OCBITHIX MaTepiajiB JiJis BUIBHOTO JOCTYITY.

ATecrarliss 3T1MCHIOETBCS BIIKPUTO 1 MyOmiyHO. Aue, sKImo KaamidikaliiHa
p060Ta MICTUTD 1H(bopMauuo 3 00OMEXEHUM AOCTYIIOM, TO 3aXUCT IPOBOJIHUTLCA B
3aKpUTOMY pC}KI/IMl 3 HCYXWJIIbBHUM OOTPpUMAHHAM 1 BUKOHAQHHAM BHUMOI YHWHHOI'O
3aKOHOJIAaBCTBA MO0 30€peKeHHS CITYKOOBOI Ta JeP:KaBHOI TAEMHHIITI.

Certification of higher education applicants in the educational and professional
program «Security of State Information Resources» is carried out in the form of a
public defense of qualification work, which provides an assessment of the achievement
of learning outcomes defined by the educational program and ends with the issuance of
a document of the established form on awarding a master's degree with the award of an
educational qualification: Master of Cybersecurity and Information Protection, in the
educational and professional program “Security of State Information Resources”.

The qualification work must involve solving a complex research and/or
innovation task in the field of cybersecurity and information protection. The
qualification work must not contain academic plagiarism, falsification, or fabrication.

The qualification work is checked for plagiarism and after defense is placed in the
educational library of the Igor Sikorsky Kyiv Polytechnic Institute in the archive of
scientific and educational materials for free access.

Certification is carried out openly and publicly. However, if the qualification
work contains information with limited access, the defense is conducted in a closed
mode with strict observance and fulfillment of the requirements of current legislation
on the preservation of official and state secrets.
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5. MATPUILISI BIIITOBIJHOCTI IPOTPAMHUX KOMIIETEHTHOCTEM

KOMITIOHEHTAM OCBITHbOI ITIPOI'PAMMX/

COMPLIANCE MATRIX OF PROGRAMME COMPETENCIES WITH
PROGRAMME COMPONENTS

301

302

303

mo1

mo2

nos

o4

o5

o6

no7

mos

mo9

mo10

mo11

K31

+

+

+

+

+

+

K32

+

+

K33

K34

K35

K®1

K®2

K®3

Kd4

K®S

K®6

K®7

K®8

K®9

K®10

K®11

K®12

K®13

K®14

K®15
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6. MATPULA 3ABE3IIEYEHHS ITPOI'PAMHUX PE3YJIBTATIB
HABUYAHHS BIIMOBITHUMHA KOMIIOHEHTAMM OCBITHBOI
ITPOTPAMUN/ COMPLIANCE MATRIX OF PROGRAMME LEARNING
OUTCOMES WITH PROGRAMME COMPONENTS

301|302 ( 303 | 1O1 | I1O2 | 1103 | I1O4 | IIO5 | IO6 | MO7 | 108 | 1109 | 1010 | ITO11
PH1 [ + | + | + + + + +
PH2 [ + | + + + + + + + +
PH3 + + + + + +
PH4 [ + + + + + + +
PHS [ + | + | + + + +
PH6 + + + + + + + +
PH7 + + + + +
PH3 + + + + +
PH9 + + + + + +
PH10 + + + + + + +
PH11 + + + + +
PH12 + + + + +
PH13 | + + + + + +
PH14 + + + +
PHI5S | + [ + | + + + +
PH16 + + + + +
PH17 | + | + + + + +
PH18 | + + + + +
PH19 + + + +
PH20 + + + + +
PH21 + + + + + + +
PH22 [ + | + + + + + + +

PH23
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PH24 +
PH25 +
PH26 +
PH27 +
PH28 +
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