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Head of Information
Technology Management
Foreign Intelligence Service of
Ukraine

lhor AVDEYEV

Col. of the Civil Defense
Service,

Head of the Center for
Operational Communication,
Telecommunication Systems
and Information Technologies
of the State Emergency Service

Representatives of student organizations

Dmytro ZIBAROV

ActingHead of the Professional
Bureau of the NN IPT,

a 4th-year undergraduate
student in the specialty 125
Cybersecurity and Information
Protection

Stanislav ZHYKOVSKY

4th year undergraduate
student in the specialty 125
Cyber security and information
protection

EBosnouia ON / Evolution of the EP

Miprotoeka 3006yBayiB 3a 0CBiTHbO-NpodecinHow nporpamoto (OMM) «CUCTEMM TEXHIYHOIO 3aXNCTY
iHpopMaUii» nepworo (bakanaBpCbKOro) piBHA BMLLOI OCBITK 3a creuianbHicTio 125 Kibepbesneka
Ta 3axucT iHopMauii nposoanTbcsa 3 2017 poky. Po3pobka OIMM novanacs B 2016 poui Ta
BpaxoByBasia baraTopiyHU AOCBIA NiIArOTOBKMU (haxiBLIB B rasysi TEXHIYHOro 3axuUcTy iHpopmMauir (3
2000 poky) BMknagadaMmu kadenp isanko-TexHiyHnx 3acobiB 3axmncTy iHhopMauii Ta iHPopMaLinHOi
6esneku.

MpoTsarom 2016-2020 poky npoBognnacsa nocnigoBHa moaepHisauis OMIM onsa BpaxyBaHHSA
TeHAeHLUin po3BUTKY ranysi kibepHeTn4yHoi Ta iHpopmaLinHoi 6e3nekn B YKpaiHi Ta CBiTi, a TakoxX
Bi4MOBIAHOCTI CTaHAapTaM BULWLOI OCBiTKU B rany3i 125 Kibepbesneka. 3miHm OMM 6ynn cnpsamMoBaHi
Ha NpuUBeOEeHHS 3MICTY Ta HAaNOBHEHHSA OCBITHIX KoMnoHeHTiB Ol 4o BMMOr cTaH4apTy BULLOI
OCBiTW, PO3LWINPEHHS MOXAMBOCTeN 3006yBadiB WoA0 hopMyBaHHSA iHOUBIAYaIbHOT TPAaEKTOPIT
HaBYaHHS Ta 3aJly4aHHI0O HOBUX pobOTOAaBLIB B AKOCTi CTENKXO1AepiB 3a NPOrpamMoto NiaroTOBKY
(30kpema TOB “CamMcyHr EnekTpoHikc YkpaiHa KomnaHi”, [lep>XaBHOi Ciy>kK6bu 3 Haa3BNYaNHUX
cuTyauin Ta Cny>xbun 30BHiLLIHLOT PO3BiAKWN YKpaiHW).

CyTTee oHoBneHHs OMMM Biabynocs y 2022 poui y 3B'A3Ky 3 HabyTTAM Pi3NKO-TEXHIYHOIO IHCTUTYTY
cTaTycy HaB4asibHO-HAyKOBOIO iHCTUTYTY. BHeceHo 3MiHW y CKNnajg NPOEeKTHOI Fpynu Ta cKnag
CTenkxongepis. TakoXX BpaxoBaHO 3MiHM LWOA0 NPUAATHOCTI A0 NpaueBaallTyBaHHA 3rigHO 3MiHK
Ne10 po Hep>xaBHoro knacudikatopy npodgecin AK 003:2010. BpaxosaHo lMocTaHoBY Big 19 TpaBHSA
2021 p. Ne 497 w040 BHECEHHS EONHOMNO AEP>XKAaBHOM0 KOMMJAEKCHOI 0 iCAUTY 3i crneuiasbHOCTI A0
aTecTauii 3006yBadiB BMLLOI OCBITK Ta NMocTaHoBYKabiHeTy MiHicTpiB YKpaiHu Big 24 6epesHsa 2021
p. Ne 365 «[po BHECEeHHSA 3MiH 00 NnocTaHoBM KabiHeTy MiHicTpiB YkpaiHu Big 30 rpyaHs 2015 p. Ne
1187 Mpo 3aTBepaA>XeHHAJliLEH3iIMHNX YMOB NMPOBaAXeHHS OCBIiTHLOI AiANIbHOCTI».

HacTynHe oHOBIEHHS OCBITHLOI Nporpamu Biabynocs y 2023 poui y 3B’A3Ky 3i 3MiHO Ha3BU
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cnevuianbHOCTI. BHeCeHO KopeKkTuMBM y BiANoOBiAHOCTI 3 BUMoramu lNMoctaHoBu KabiHeTy MiHicTpis
YKpaiHu Big 16.12.2022Ne 1392 “lNpo BHeCEHHS 3MiH [0 Nepesiky rajaysen 3HaHb i crieuiasbHOCTEN,
3a AKUMU3OINCHIOETBLCSA NiarotToeka 3400yBayiB BMLLOI OCBITN"” BHECEHO 3MiHM Y CKNag
CTenkxongepis.

AKTyanbHa pegakuisa OMNM nigrotosneHa y 2024 poui. BHeceHo 3MiHM A0 nepeniky OCBITHIX
KOMIMOHEHTIB, WO BiAHOCATLCA A0 UMKAIB 3arajibHoi Ta NpodecinHoi NigroToBKN. 30KpEMa,
36iNbLUEHO KiNbKICTb KPeanTIB A1 OCBITHIX KOMMNOHEHTIB, BUBYEHHSA KOTPUX 3aKiHYYETbLCS 3a/1iKkoM
abo icnntoM. TakoXX BUJIyHEeHO OCBITHIi KOMMOHEHTU «lHopMaUinHi TexHonorii», «Anrebpa Ta
reomeTpia 2», «OCHOBM MOAEIIOBAaHHA CMCTEM 06pOBKUN aKyCTUYHUX CUFHANIB», «TE@XHIYHUA 3aXUCT
iHpopMaLii» Ta «[poeKTyBaHHA CUCTEM TEXHIYHOro 3aXuUcTy iHhopMauii» oaa nocuneHHs
MiAroToBKM 3a pyHAAMEHTaJIbHUMU KypCaMmn 3 KypCy 3arasibHol Ta npodecinHoil
nigroToBKM.BpaxoBaHO 3MiHM A0 CTaHOApPTY BMLLOI OCBiTW 3a creuianbHicTio 125 «Kibepbesneka»
ranysi sHaHb 12 «lHopMaUuinHi TexHoNOrii» Ana nepworo (bakanaBpCbKOro) piBHA BULLOT OCBITH,
3aTBEPO)KEHOro Haka3oM MiHicTepcTBa OCBITU | Hayku YKpaiHu Big 04.10.2018 Ne1074.

Mpwu oHoBnieHHi OMI TakoXX BpaxoBaHO 3MiHM 40 CTaHA4APTY BULLOI OCBITY 3i cneuianbHOCTI 125
«Kibepbesneka» onsa nepworo (bakanaBpCbKOro) piBHS BULLLOT OCBITW, 3aTBEPOXXEHOIr0 Haka3oMm
MiHicTepcTBa OCBiTUK i HayKn YKpaiHu Big 29.10.2024 Ne1547.

Training of applicants for the educational professional program (EPP) "Technical information
protection systems" of the first (bachelor) level of higher education in the specialty 125 Cyber
security and information protection has been held since 2017. The development of the EPP began in
2016 and took into account many years of experience in training specialists in the field of technical
information protection (since 2000) by teachers of the departments of physical and technical means
of information protection and information security.

During 2016-2020, the EPP was continuously modernized to take into account the development
trends of the field of cyber and information security in Ukraine and the world, as well as compliance
with the standards of higher education in the field of 125 Cyber Security. The changes in the EPP
were aimed at bringing the content and content of the educational components of the EPP to the
requirements of the higher education standard, expanding the EPPortunities of applicants to form an
individual learning trajectory, and attracting new employers as stakeholders in the training program
(in particular, Samsung Electronics Ukraine Company LLC, the State Emergency Service situations
and the Foreign Intelligence Service of Ukraine).

A significant update of the EPP took place in 2022 in connection with the Institute of Physics and
Technologies acquiring the status of an Educational and Scientific Institute. In addition, changes in
the composition of the project group and the composition of stakeholders took places. Also taken
into account are the changes regarding suitability for employment according to Amendment No. 10
to the State Classifier of Professions DK 003:2010. Taking into account Resolution No. 497 of May 19,
2021 regarding the introduction of a unified state comprehensive exam in a specialty for certification
of higher education applicants and Resolution of the Cabinet of Ministers of Ukraine No. 365 of March
24, 2021 "On Amendments to the Resolution of the Cabinet of Ministers of Ukraine of December 30,
2015 No. 1187 On the approval of the Licensing conditions for the conduct of educational activities.

The next update of the educational program took place in 2023 due to a change in the name of the
specialty. Corrections were made in accordance with the requirements of the Resolution of the
Cabinet of Ministers of Ukraine dated 16.12.2022 No. 1392 "On making changes to the list of fields of
knowledge and specialties for which higher education applicants are trained" Changes were made to
the composition of stakeholders.

The current version of the EPP was prepared in 2024. Changes have been made to the list of
educational components related to cycles of general and professional training. In particular, the
number of credits for educational components, the study of which ends with a credit or an exam, has
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been increased. Educational components "Information technologies", "Algebra and geometry 2",
"Fundamentals of modeling acoustic signal processing systems", "Technical protection of
information" and "Design of technical information protection systems" were also removed to
strengthen training in fundamental courses from the course of general and professional
training.Changes to the standard of higher education in the specialty 125 "Cybersecurity" of the field
of knowledge 12 "Information technologies" for the first (bachelor) level of higher education,
approved by the order of the Ministry of Education and Science of Ukraine dated 04.10.2018 No.
1074, are taken into account.

In addition, changes to the higher education standard in specialty 125 "Cybersecurity" for the first
(bachelor's) level of higher education, approved by order of the Ministry of Education and Science of
Ukraine dated October 29, 2024 No. 1547, were also taken into account during EPP update.
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1. NPO®JIb OCBITHbOI MPOrPAMM / EDUCATIONAL PROGRAMME PROFILE

1 - 3aranbHa iHdopmMauia / General information
Ha""J?BHeanchl’;'gﬁ I/eKXta'!f:I:lMM National Technical University
NoBHa Ha3Ba 3BO Ta HaB4aJIbHOro y! ey vKpall . |of Ukraine «lgor Sikorsky Kyiv
. . . «KUWIBCbKUI NOMITEXHIYHWIA . )
nigpo3giny/Full name of Higher . . . Polytechnic Institute»,
SR IHCTUTYT iMeHi Irops )
education institution and . Educational and Research
N Cikopcbkoro», HaB4asibHO- : .
faculty/institute o . . Institute of Physics and
HaYKOBUIM (Di3UKO-TEXHIYHU
. Technology
IHCTUTYT
CTyniHb BULLOT OCBITW Ta Ha3Ba CtyniHb 6bakanaBpa Bachelor Degree
H6akanaBp 3 kibepbe3nekn Ta| Bachelor of Cybersecurity

and Information Protection

Systems of Technical
Protection of Information
Bachelor diploma, 240 credits
ECTS, training period 3 years

KBanidikauii/Higher education degree
3axnUCTy iHopMau,il

and qualification title
OdpininHa Ha3ea Ol/Educational CncTemMm TEXHIYHOI0O 3aXNCTy
iHpopMaLil

programme official title
Ounnom 6bakanaspa, 240

Tun D'Mn?OMg;r?dOSSZFCSZ/DIploma KpeauTie EKTC, TepMiH
yp P HaB4YaHHSA 3 pokun 10 Micauis 10 months
AKpeauToBaHO 3a Accredited by MOES,
HasaBHicTb akpeguTauii/Prior cneuianbHicTio, cepTudikaT | cetificate No Y[ 11017498
accreditation Y1 11017498 Big 2023-06-07| from 2023-06-07 valid to
nincHunin oo 2028-07-01 2028-07-01
. . HPK YkpaiHn - 6 piBeHb NQF of Ukraine - 6 level
LUukn, piBeHb BO/OEfdl_lIJEatlon cycle, level QF-EHEA - nepiuni uuin QF-EHEA - 1 cycle
EQF-LLL - 6 piBeHb EQF-LLL - 6 level
- HasBHicTb NoBHOI 3aranbHoi | Complete general secondary
MepenymoBu/Prerequisites - : ;
cepenHbOl OCBITHU education
dopmn 3006yTTS O.CBITI/I/ Forms of OuHa (aeHHa); full-time:
Education
MoBa(wn) BVlKn.auaHHﬂ./Language (s) of YKpaiHCbka Ukrainian
instruction

Ohy%al0)

IHTepHeT-afapeca po3miweHHsa ON /URL| https://osvita.kpi.ua/125_OPP
B STZI

of the educational program
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2 - MeTa ocBiTHbOI nporpammu / Educational programme purpose

MeTot OCBITHBLOI NporpamMm € NigroToBKa
haxiBuiB, 34aTHUX BUpiWLyBaTW CKNaOHi 3apaui
B ranysi kibepHeTunyHoi 6e3nekun ocobncTocTi,
CMiNIbHOTW, CYCMiNbCTBa Ta AEPrKaBu,
BcebiyHOro npodecinHoro, iHTenekTyanabHoro,
CoLia/IbHOro Ta TBOPYOro Po3BUTKY 0COBUCTOCTI
Ha HaMBULLNX PiIBHAX AOCKOHAIOCTi B OCBIiTHbLO-
HayKOBOMY CepeaoBuLLi.

3 Li€lo MeTolo OCBITHA NporpaMa nepeabayvac:
1. dyHOoamMeHTanbHY NiAroTOBKY (haxiBLiB B
ranysi matTemMaTukm, isumku, gpinocodii npupoan
Ta CyCninbLCTBa;

2. FapMOHi30BaHy cnevianizoBaHy MigroToBKy
(haxiBuiB B ranysi iHpopmaLinHo-
KOMYHIKaLiNnHUX CUCTEeM pi3HOI i3NYHOI
npupoan: Big KNacM4HOi TepMOONHAMIKN i
eNeKTPoaAMHaMIK/ 00 KBAaHTOBOI rpaBignHaMiKum
i XpoMOgNHaMIKW;

3. CneuianizoBaHy rapMoHi30BaHy MNiAroToBKY
axiBUiB B rany3i KOHTUHYaIbHOI, ANCKPETHOI
Ta KBaHTOBOI 06pobkKM iHhopMaLii
MaTeMaTU4YHUMUN Ta PiI3NYHUMK MeTodaMKn Ta
3acobamuy;

4. [apMOHIi30BaHy MiXKAMUCUUMAIHAPHY
opraHi3auinHo-eKOHOMI4YHY Ta HOPMaTUBHO-
npaBoBYy NiAroTOBKY (haxiBLiB, 34aTHUX
CTBOPIOBATM HOBI CTapTanu Ta yCrillHO
KOHKYPYBaTW Ha BUCOKOTEXHOJIOTIYHMUX PUHKaX
npawi;

5. MixxagucuvnniHapHy negaroriyHo-
MCUXONOriYyHy NiaroToBKy axiBuiB ons
MoAasibLLIOro CaMOpPO3BUTKY i MpaLi B pi3HNX
ranyssax OCBiTU, HAYKKM Ta iHXeHepil.

The purpose of the educational program is to
train specialists capable of solving complex
problems in the field of cyber security of the
individual, community, society and the state,
comprehensive professional, intellectual, social
and creative development of the individual at
the highest levels of excellence in the
educational and scientific environment.

For this purpose, the educational program
provides:

1. Fundamental training of specialists in the field
of mathematics, physics, philosophy of nature
and society;

2. Harmonized specialized training of specialists
in the field of information and communication
systems of various physical nature: from
classical thermodynamics and electrodynamics
to quantum gravidynamics and
chromodynamics;

3. Specialized harmonized training of specialists
in the field of continuous, discrete and quantum
information processing by mathematical and
physical methods and means;

4. Harmonized interdisciplinary organizational,
economic and regulatory training of specialists
capable of creating new startups and
successfully competing in high-tech labor
markets;

5. Interdisciplinary pedagogical and
psychological training of specialists for further
self-development and work in various fields of
education, science and engineering.
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3 - XapakTepucTuKa ocBiTHbOI nporpamu / Educational programme characteristics

MpeameTHa o6nacTtb / Subject area

06’ekTU NpodecinHoi AigaNbHOCTI BUNYCKHUKIB:

Objects of professional activity of graduates:

e TexHonorii kibepbesnekn Ta 3axncTy
iHopMaUii;

* Npouecu ynpaeniHHSA Kibepbe3nekoto Ta
3axucTtoM iHdbopMaLlii; 06’ekTun iHopmaLinHoi
OiNbHOCTI, B TOMY 4Ynchi iHopMaUinHi Ta
iHpOpMaLINHO-KOMYHIiKaLiNHI cuctemu,
iHOpMaUINHI pecypcn i TeXHONOrIT.

Llini HaBYaHHSA: NiarotToBka ¢axisuiB, 34aTHUX
BMKOPUCTOBYBAaTW i BMPOBaA>XyBaTW TEXHONOTII
Kibepbesnekun Ta 3axucTy iHpopmauii Ta
po3B’A3yBaTW CKNaAHi 3adadi y ranysi
Kibepbesnekun Ta 3axucTy iHpopmauii.
TeopeTnyHW 3MiCT NpegMeTHOI obnacTi:
MpUHUWNN, KOHUENLIi, Teopii 3aXUCTY XXNTTEBO
Ba)XKJ/INBUX iHTEpPECiB Nt0gNHK, CyCnifibTCBa,
Oep>xaBu Nif 4ac BUKOPUCTAHHSA
KibepnpocTopy, 3a Akoro 3abesneyvyytoTbCs
CTanMn Po3BUTOK iH(POPMaALINHOIo CyCcnifibCTBa
Ta UMdpPOBOro KOMYHIKaTUBHOIO CepenoOBMLLA,
CBOEYaACHE BUABJIEHHS, 3anobiraHHS i
HenTpanisauis peanbHUX i NOTEHUINHNX 3arpo3
HauioHanbHINn 6e3neui YKkpaiHn y KibepnpocTopi.
MeToaun, METOONKW Ta TEXHONOFII:

MeToAu, METOAWKMN Ta TEXHONOrIT pO3B’'sA3aHHSA
TEOPETUYHUX | MPAKTUYHUX 3a0a4 Kibepbeznekn
Ta 3axXUCTy iHpopMaUii

IHCTpyMeHTU Ta obsagHaHHA:

3acobu, NpUCTpPOi, MeEpeXXHe yCTaTKyBaHHS,
npukKJaagHe Ta cneuianizoBaHe NnporpamMHe
3abe3nevyeHHs, iHQOpPMaLINHI cuctemmn Ta
KOMMJIEKCU MPOEKTYBaHHSA, MOAESOBaHHS,
KOHTPOJ10, MOHITOPUHrY, 36epiraHHsA, 06pobku,
BifobparkeHHs Ta 3axXUCTy AaHUX
(iHpopMauinHMX MOTOKIB).

» cybersecurity and information protection
technologies;

» cybersecurity and information protection
management processes; objects of information
activity, including information and information
and communication systems, information
resources and technologies.

The purpose of training is to train specialists
capable of using and implementing
cybersecurity and information protection
technologies and solving complex problems in
the field of cybersecurity and information
protection.

Theoretical content of the subject area:
Principles, concepts, theories of protecting the
vital interests of man, society, and the state
when using cyberspace, which ensure the
sustainable development of the information
society and the digital communicative
environment, as well as the timely detection,
prevention, and neutralization of real and
potential threats to the national security of
Ukraine in cyberspace.

Methods, techniques and technologies:
methods, techniques and technologies for
solving theoretical and practical problems of
cybersecurity and information protection
Tools and equipment:

tools, devices, network equipment, application
and specialized software, information systems
and complexes for designing, modeling,
controlling, monitoring, storing, processing,
displaying and protecting data (information
flows).

OpieHTauis

on / Aspect

OcBiTHbO-NpodecinHa

Educational professional

OcHoBHu# ¢okyc Ol / Main focus
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OCHOBHI (hOKyCU Nporpamu:

1. NocuneHa NiAroToBKa B ranysi AUCKpPeTHOI
MaTEeMaTUKN Ta KBAHTOBOI iHPOPMaTUKK;

2. MocnneHa NigroToBKa B rasysi MexaHiku,
€/IeKTPOHIKN, pafioTEXHIKW, aKyCTUKN,
OMNTOENEKTPOHIKK;

3. MocnneHa NigroToBKa B rasaysi AUCKPETHOI
06pobku iHopMaLii Noriko-maTeMaTUYHUMN
MeTodaMu Ta i3NKOo-TEXHIYHUMK 3acobamu;
4. dyHpaMeHTaslbHa NiAroToBKa WoOA40
NpPoeKTyBaHHS, po3pobku, BNPOBa)XEHHS Ta
CynpoBOAY KOMMIEKCHNX CUCTEM 3aXUCTY
iH(bopMaUii, WO UMPKYIOE Ha 06’eKkTax
iHpOpMaLINHOT OiANbHOCTI Oep>XaBHOI Ta
NpuBaTHOI (POPMU BNACHOCTI;

5. NocuneHa NiaAroToBKa B ranya3i
Mi>KQNCUUMNIIHAPHOIO CUCTEMHOIO aHanisy 3
METO CTBOPEHHS KOMMJIEKCHUX CUCTEM
3axXUCTy iHPOpPMaLiNHMUX NOTOKIB Y
KOMYHiKaUiNnHNX Mepexxax;

6. LLinpoke 3any4yeHHsa 3000yBayiB BULLOI OCBITHK
00 y4acTi y NpoBigHUX MiIXKHapOAHUNX
KOHpepeHuiax B ranysi kibepHeTnyHoi 6esnekn;
7. NpoBeaeHHS LWOPiIYHMX KOH(EpPEHLLn Ta
oniMniag 3 HOBUX HaMpPsAMKIB KibepHeTU4HOT
6e3nekun 3 MeTolo HaB4YaHHSA 3006yBadiB BNLLOT
OCBIiTV po3pobui iHoMBIAYaNbHUX CTapTanis Ha
eTani NiaroToBkKW KBanidikauinHoi poboTn.
KntoyoBsi croBa: KibepHeTnyHa 6e3neka,
TexHi4Hi 3acobun 3axncTy iHpopMaLii, TEXHIYHUA
ayauT, NPOeKTYBaHHA Ta CTBOPEHHS
KOMMJIEKCiB TEXHIYHOrO 3aXUCTy iHhopMaLii

The main focuses of the program:

1. Enhanced training in the field of discrete
mathematics and quantum informatics;

2. Enhanced training in mechanics, electronics,
radio engineering, acoustics, optoelectronics;

3. Enhanced training in the field of discrete
processing of information using logical-
mathematical methods and physical-technical
means;

4. Fundamental training on the design,
development, implementation and support of
complex systems for the protection of
information that circulates on the objects of
information activity of state and private
ownership;

5. Enhanced training in the field of
interdisciplinary system analysis with the aim of
creating complex systems for the protection of
information flows in communication networks;
6. Wide involvement of higher education
students in participation in leading international
conferences in the field of cyber security;

7. Holding of annual conferences and olympiads
on new areas of cyber security for the purpose
of training higher education students to develop
individual startups at the stage of preparation
for qualification work.

Keywords: cyber security, technical means of
information protection, technical audit, design
and creation of technical information protection
complexes

Oco6nusocTi OIN / Features

1. Mepexin Big CTaHOAPTHUX METOAIB KJACUYHOT
MaTEMaTUKKN Ta KIaCU4HOI Pi3NKN 4O KBAHTOBO-
MeXaHi4YHMX Ta KBaHTOBO-064MCAOBaIbHUX
HanNpPsMKIiB PO3BUTKY Cy4YacCHOI MaTeMaTUYHOI
QiznKkny;

2. [ocnneHa nigroToBKa B ranay3i NpupoaHMYmnx
HayK (MaTeMaTukKun, Qi3NKKN), a TaKoXK TEXHIYHUX
HayK (NporpamyBaHHs, 06pobkn curHanie pisHoi
i3nyHoi Nprupoan, po3pobka Ta onTuMizauis
MPUCTPOIB 3axXUCTYy iHopMauii);

3. ®dyHOaMeHTaNlbHa MigroToBKa Wono
NMpPoOeKTyBaHHSA, po3pobku, BNPOBaL)XEHHS Ta
CyrnpoBoAYy KOMMAEKCHUX CUCTEM 3axXUCTy
iH(popMaLii, WO UMPKYIOE Ha 06'eKkTax
iHbOpMaULINHOI AiANbHOCTI Aep>XaBHOI Ta
npmBaTHOI POPMU BJIACHOCTI;

4. Npoxoa>XeHHS NPaKTUK Ha NPOBiAHNX
nignpuMeEMCTBax ranay3si 3axucTty iHdopmauii.

1. Transition from standard methods of classical
mathematics and classical physics to quantum-
mechanical and quantum-computational
directions of development of modern
mathematical physics;

2. Enhanced training in the field of natural
sciences (mathematics, physics), as well as
technical sciences (programming, signal
processing of various physical nature,
development and optimization of information
protection devices);

3. Fundamental training regarding the design,
development, implementation and support of
complex information protection systems
circulating on the objects of information activity
of state and private ownership;

4. Internship at leading enterprises in the field of
information protection.
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4 - NMpupaTHICTb BUNYCKHUKIB 0,0 NpaueBsaliTyBaHHA Ta NOAANbLUIOro HaB4YaHHSA /
Eligibility of graduates for employment and further study

MpupaTHicTb Ao npaueBnawTtyBaHHA / Eligibility for employment

Ha nocaawn y CTpyKTypHUX Nigp3ainax ycTaHoB /
NiaNnpUEMCTB / opraHisauin, aki nepenbadvatoTb
HasBHICTb BMLWOI OCBITY 3i cneuianbHOCTI 125
Kibepbesneka Ta 3axucT iHdhopMauii
BionosigHo o [ep>xaBHOro kKnacndgikatopy
npodecin K 003:2010 3i 3miHoto Ne10
BUMYCKHUKM MOXYTb NpauoBaTh Ha Nocanax,
L0 BigNOBiAaloTbh KnacudikauinHum
YrpyrnoBaHHAM:

2139.2 (baxiBeub 3 TEXHIYHOIM0 3aXMUCTYy
iHopMaUii

3121 daxiseub 3 iHpoOpMaLiNHUX TEXHOOTIN.
3139 daxiBeub i3 opraHiszauii 3axucTy
iHpopMaLii 3 0bMeXeHUM JoCTynoM;

daxiBeub i3 opraHizauii iHpopmaUinHoi be3neku
Mo>XyTb npautoBaTn axiBUsAMM i3 3aXNCTY
iHbopMaUii B cknagi iHpopMaLinHnNX
JenapTaMeHTIB nignpnemcTs Ta 6aHkiB,
CcniBpobiTHMKaMu cnyxb 3axmcTy iHopmaLii;
ayaumTopaMu iHopMaLuinHoi Ta KibepHeTnYHoi
b6e3nekun, agMiHicTpaTopaMu iHpopMaLinHOI Ta
KibepHeTn4yHOI 6e3neKkn, NPoeKkTyBalbHUKaAMM
CUCTEM 3axucTy iHopmMauii B KibepnpocTopi;
pPO3p0BbHNKaMN NPOrpaMHNX Ta NPOrpaMHo-
anapaTHux 3acobiB 3axUCTy iHGQopMaLlii B
KibepnpocTopi, aHaniTukamm Kibepbesnekn B
yCTaHOBaxX Aep»XaBHoI Ta iHWnx opm
BJIACHOCTI, cneuianictamu 3 3abe3nevyeHHs
Kibepbesneku B Kibepdizn4yHNx cuctemax,
30KkpeMa, 06’eKTax KpUTUYHOI iIHDPaCTPYKTYypW.

For positions in structural divisions of institutions
/ enterprises / organizations that require higher
education in specialty 125 Cybersecurity and
Information Protection

According to the State Classifier of Professions
DK 003:2010 with Amendment No. 10,
graduates can work in positions corresponding
to the classification groups:

2139.2 specialist in technical information
protection

3121 Specialist in information technologies.
3139 Specialist in the organization of
information protection with limited access;
Specialist in the organization of information
security

They can work as information protection
specialists in the information departments of
enterprises and banks, employees of information
protection services; auditors of information and
cybernetic security, administrators of
information and cybernetic security, designers
of information protection systems in cyberspace;
developers of software and software and
hardware means of information protection in
cyberspace, cyber security analysts in
institutions of state and other forms of
ownership, specialists in ensuring cyber security
in cyber physical systems, in particular, objects
of critical infrastructure.

Mopanbwe HaB4yaHHA / Further study

MpoaoB>XeHHS OCBITK 3a APYruUM
(MaricTtepcbkuM) piBHEM BULLOT OCBITH.
3006yTTa abo BAOCKOHANEHHSA OCBITU Ta
npocecCinHOT NiAroTOBKN B CUCTEMI OCBITHU
nopocnnx.

Continuation of education at the second
(master's) level of higher education.
Obtaining or improving education and
professional training in the adult education
system.

5 - BuknapaHHA Ta ouiHioBaHHA / Teaching and assessment

BuknapaHHsA Ta HaBYaHH

f/Teaching and studying

Mporpamoto nepeabaveHo
CTy[EeHTOLEeHTpOBaHe HaBYaHHA. BuknagaHHs
MPoOBOAUNTbLCA Y Takux hopmax: nekuii,
MPaKTUYHI Ta CEMIHAPCbKIi 3aHATTSH,
KOMM'IOTEPHI MpakKTUKyMu i nabopaTopHi
poboTu; KypcoBi NpoekTun i poboTun; TexHonoriga
3MillaHOr0 HaBYaHHSA, MPaKTUKN; BUKOHAHHS
OUMAOMHOI0 MPOeKTY i AnnaoMHol poboTu

The program provides for student-centered
learning. Teaching is carried out in the following
forms: lectures, practical and seminar classes,
computer workshops and laboratory works;
course projects and works; mixed learning
technology, practices; completion of the diploma
project and thesis

OuiHoBaHHA / Assessment

OUuiHIOBaHHSA 3HaHb CTYAEHTIB 34iNCHIOETLCA Y
BiAMOBIAHOCTI A0 MNONOXXEHHSA NPO CUCTEMY
OLiHIOBaHHSA pe3ynbTaTiB HaB4YaHHA Kl im.
Irops CikOpCbKOro 3a yciMma BugaMm ayamuToOpHOI
Ta Mo3aayanTopHOi poboTun (BXigHWA, MOTOYHUN,
KaneHgapHWUn, NiACYMKOBUN KOHTPOb);
€K3aMeHW, 3aMikun, iHanBigyasbHi 3aBAaHHS
TOLLO.

Assessment of students' knowledge is carried
out in accordance with the Regulation on the
system of assessment of learning outcomes of
Ilhor Sikorsky Kyiv Polytechnic Institute for all
types of classroom and extra-auditory work
(incoming, current, calendar, final control);
exams, assessments, individual tasks, etc.
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6 - NMporpamMHi KoMmneTeHTHOCTI / Programme competencies

IHTerpanbHa KOMMNETEHTHICTb

/ Integral competence

30aTHICTb pO3B'A3yBaTU CKNadHi cneuianizoBaHi
3a4avi i npakTUyHi Nnpobnemn y ranysi
Kibepbesneku Ta 3axuUCTy iHopMaLil

The ability to solve complex specialized tasks
and practical problems in the field of
cybersecurity and information protection

3aranbHi kKomneteHTHocTi (3K)

/ General competencies

3K 30aTHICTb 3aCTOCOBYBaTU 3HAHHA Y Ability to apply knowledge in practical
01 MPakKTUYHUX CUTYaLisax situations
3K | 3HaHHA Ta po3yMiHHA npeameTHoi obnacTi Ta | Knowledge and understanding of the subject
02 pO3yMiHHSA npodecii area and understanding of the profession
3K | 3paTHICTb CninkyBaTUCA Aep>kaBHot Moot | Ability to communicate in the state language
03 AK YCHO, TakK i NMMCbMOBO both orally and in writing
‘zg 3[aTHICTb ChifikyBaTMUCA iHO3eMHOto MoBoto | Ability to communicate in a foreign language
3K | 3naTHICTL BUNTNCA | OBOJIOAIBATY CY4aCHNMM Ability to learn and master modern knowledge
05 3HaHHAMN
30aTHICTb peani3y.BaT|/| CBOI npasa i 060OB'A3KU The ability to realize one's rights and
K i:?ﬂiiiicgc;;j;bc;sizgfc;ﬂ(znlﬁg?gm responsibilities as a member of society, to be
3K H EMOK agqucL)lro) CVCMNIbCTBa Ta aware of the values of a civil (free democratic)
06 He'Ecl>6xi HF}CTb oro CTaynoro 03BUTK society and the need for its sustainable
Be xoseHc)TJBa NDaBa. MpaB | cso%o o yI;IHI/I i development, the rule of law, the rights and
P paga, np 2OA NIOA freedoms of a person and a citizen in Ukraine
rpoMagsHuHa B YKpaiHi
30aTHICTb yXBaJslloBaTU PilUEHHSA Ta AiATw, The ability to make decisions and act in
3K OOTPUMYIOYUM MPUHLMMY HENPUNYCTUMOCTI |accordance with the principle of inadmissibility
07 Kopynuii Ta 6yab-aKMX NposBiB of corruption and any manifestations of
HenobpoyYeCHOCTI dishonesty
3ga;|-1|:3cgib sﬁﬁﬂra:’; T:an%';"iHoixH(g:?TTimi The ability to preserve and multiply moral,
P » KyNIbTYPHI, Hay H . cultural, scientific values and achievements of
AOCATHEHHA CYCNINbCTBA Ha OCHOBI POSYMIHHA society based on an understanding of the
n IZT?wpélTTH?)'|'326KJC1)aHgTNi”?’l!-'ncf)liccTe: p:z&;;:zim history and patterns of development of the
3K CVICS'ef‘/Ii 3HAHb MDO 1 |/| o LilcycnianTBo T3 subject area, its place in the general system of
08 03BUTK pc cginicﬁga TyeXHiKm : knowledge about nature and society and in
TeXHgﬂ%FiVI BVI?(/O yMCTOB BaT;/I 3Hi BUAM Ta the development of society, techniques and
bopMu >éoao'|' a?(TMBHOYCTi nz aKTI/IBﬁOFO technologies, to use various types and forms
POpMU Py A of motor activity for active recreation and
Bi4MOYMHKY Ta BEOEHHS 340P0OBOro cnocoby leading a healthy lifestyle
KUTTS
daxosBi komneteHTHOcTi (PK) / Professional competencies
30aTHICTb 3aCTOCOBYBaTK 3aKOHOABYY Ta The ability to apply the legislative and
HOpMaTMBHO-NMpPaBoBY Ha3y, a TakKoX regulatory framework, as well as state and
@K | pep>xaBHi Ta Mi>KHapOAHiI BUMOIM, NPAKTUKN i international requirements, practices and
01 |cTaHpapTX 3 MEeTOI 34iNncHeHHS npodecinHoi | standards in order to carry out professional
AianbHOCTI B ranysi iHpopmauinHoi Ta/abo activities in the field of information and/or
Kibepbesneku cyber security
BHaTH'CT!’ AO BUKOPWNCTAHHA 'II:|Cb0pMaLI,IVIHO- Ability to use information and communication
PK KOMYHIKAUINHIX TEXHONOTIN, CyHacHnx technologies, modern methods and models of
02 mMeToAiB i Moaenen iHbopMauinHoi 6e3nekn . ! . i
. information security and/or cyber security
Ta/abo kibepbesnekn
oK 34aTHICTb 3abe3nevyyBaTn HEMEPEPBHICTb Ability to ensure business continuity in
03 6i3Hecy 3rigHO BCTaHOBJIEHOI MOMITUKN accordance with established information
iH(bopMauinHoi Ta/abo Kibepbesnekn and/or cyber security policies
3paTHicTb 3abe3nevyBaTy 3axXuUCT iHhopMaUii, The ability to ensure the protection of
oK o obpobnaeTbcs B iHQoOpMaLinHo- information processed in information and
04 TeNneKoOMyHiKauinHnx (aBToMaTU30BaHUX) telecommunication (automated) systems for

cMcTeMax 3 MeTolo peasisauil BCTaHOBJIEHOI
noNiTUKKM iHopMauinHoi Ta/abo Kibepbesnekun

the purpose of implementing the established
information and/or cyber security policy




13/23

OK
05

30aTHICTb BiAHOB/IOBATU LUTATHE
PYHKLIOHYBaHHSA iHHOPMaLiNHNX,
iHOPMaLINHO-TENEKOMYHIKaLLiMHNX
(aBTOMaTM30BaHMX) CUCTEM NiCaS peanizauil
3arpo3, 34incHeHHs KibepaTak, 360iB Ta
BiZIMOB Pi3HUX KJ1aCiB Ta MOXOAXXEHHS

The ability to restore the normal functioning of
information, information and
telecommunication (automated) systems after
the implementation of threats, cyber attacks,
failures and failures of various classes and
origins

OK
06

30aTHICTb BNpOBaA>XyBaTu Ta 3abe3neyyBaTu
PYHKLIOHYBaHHSA KOMMNEKCHNX CUCTEM
3axXUCTy iHhopMaLii (KoMnIekcn HOpMaTUBHO-
NMpPaBoOBUX, OPraHi3aLinHUX Ta TEXHIYHMX
3acobiB i MeTOLIB, NpoLenyp, NPAKTUYHUX
MPUMNOMIB Ta iH.)

The ability to implement and ensure the
functioning of complex information protection
systems (complexes of legal, organizational
and technical means and methods,
procedures, practical techniques, etc.)

OK
07

30aTHICTb 34iNCHIOBAaTU NpodecinHy
OiSNIbHICTb HA OCHOBI BMPOBaAXXeHOI CUCTEMU
ynpaBniHHSA iHopMauinHoto Ta/abo
Kibepbesnekoto

The ability to carry out professional activities
based on an implemented information and/or
cyber security management system

OK
08

30aTHICTb 3aCTOCOBYBaTN MeTOAM Ta 3acobu
KpunTorpacdivyHoro 3axucTy iHpopmauii Ha
06’eKkTax iHpopMaLiNHOT AiANbHOCTI

Ability to apply methods and means of
cryptographic information protection at
information activity facilities

OK
09

30aTHICTb 3aCTOCOBYBaTM MeToAM Ta 3acobu
TeXHiYHOoro 3axucTy iHbopMauii Ha 06’ekTax
iHOpMaLINHOI AiSANbHOCTI

Ability to apply methods and means of
technical information protection at information
activity facilities

DK
10

30aTHICTb BUKOHYBATU MOHITOPUHT
iH(bopMaLinHMX NpoLeciB, aHanisysaTy,
BUABATY, OLLIHIOBATN MOXK/INBI BPa3JIMBOCTI
Ta 3arposu iHpopMaLinHOMY NPOCTOpPY 1
iH(bopMaLUinHMM pecypcaMm 3rigHo 3
BCTAHOBJIEHOIO MNOJIITUKO iHPOPMaLiNnHOT
6e3nekn

Ability to monitor information processes,
analyze, identify, and assess possible
vulnerabilities and threats to the information
space and information resources in
accordance with the established information
security policy

OK
11

30aTHICTb AOCAiOXKYBaTU ePEKTUBHICTb

poboTn faBayiB cMrHaniB pi3Hoi i3nyHOI

npupoamn, NpoBOANTM iX ONTUMI3aLito oNns
3afaHunX ymMoB poboTu

The ability to investigate the effectiveness of
signal transmitters of different physical nature,
to carry out their optimization for given
operating conditions

OK
12

30aTHICTb BUSABAATU Ta JloKanisyBaTu
h>xepena Hebe3sne4yHUX CMrHanNiB B yMOBax
0bMe)XeHOCTi anpiopHMX AaHUX Wo[o ix
XapakKTepucTuK Ta i3ndHoi npnpoaun

The ability to identify and localize sources of
dangerous signals in conditions of limited a
priori data regarding their characteristics and
physical nature

DK
13

34aTHICTb NPOBOANTW CNeuianbHi
nocnigxeHHs 06’ekTiB iHhbopMaLiHOI
OIS NbHOCTI 3rigHO HOPMaTUBHUX aKTIB B
ranysi TexHiYHOro 3axucTy iHpopmauii

The ability to conduct special research of
objects of information activity in accordance
with normative acts in the field of technical

information protection
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7 - NMporpaMHi pesynbtatyu HaB4aHHA (MPH) / Programme learning outcomes

BinbHO CninkyBaTUCA OEP>KABHOK MOBOIO YCHO

Communicate freely in the state language

MPH . - ) T .
01 Ta NMMCbMOBO MNPU BUKOHAHHI NpodecinHnx orally and in writing when performing
oboB’A3KiB professional duties
CninkyBaTuCH iHO3EMHOIO MOBOK 3 METOIO . : .
[1PH . .. | Communicate in a foreign language to ensure
3abe3nevyeHHs epeKTUBHOCTI NpodeciiHOI : . .
02 . effective professional communication
KOMYHiKaLlji
fPH 3acTocoByBaTy MNPUHLMA HENPUNYCTUMOCTI Apply the principle of inadmissibility of
03 Kopynuii Ta By Ab-aKUX iHWNX NPOABIB corruption and any other manifestations of
HenobpoyYeCcHOCTi y NpodecinHin AianbHOCTI dishonesty in professional activities
OpraHi3zoByBaTu BNacHy nNpogecinH . . . -
oprat y acHy Tp ® y Organize one's own professional activities,
BifNbHICTb, obupaTyn | BUKOPUCTOBYBaTHU :
. \ choose and use optimal methods and ways of
[MPH | onTuManbHi MeToan Ta cnocobun po3B’A3aHHSA . L
o X solving complex specialized tasks and
04 CKJIafiHUX creLiani3oBaHUX 3a4ay i . ; : N
o practical problems in professional activities,
npakTu4HMX npobnem y npodecinHin . ;
. . . . . and evaluate their effectiveness
OiANbHOCTI, OUiHIOBATU IXHIO eDEKTUBHICTb
AHanizyBaTu, apryMeHTyBaTW, NpunMaTmn - .
i3y pry , yBat P Analyze, argue, make decisions when solving
pilleHHS NpY PO3B’'A3aHHI CKAagHUX L \
A . complex specialized tasks and practical tasks
cneuianizoBaHMX 3aja4y i NPaKTUYHUX 3aBAaHb . . A, .
rPH VA X . in professional activities, which are
y NpOecCinHin AiANbHOCTI, AKi X ) .
05 ; characterized by complexity and incomplete
XapaKTepun3yrTbCA KOMMJIEKCHICTIO Ta ; o .
. . . certainty of conditions, be responsible for the
HEeMNOBHOIO BM3HA4YeHICTIO YMOB, BignoBigaTn g
N S decisions made
3a NPUNHATI piLLEeHHS
AfanTyBaTuUCS 40 HOBUX YMOB | TEXHOJIOTIN - .
rPH AaNTyBaTACA A M Adapt to new conditions and technologies of
NpoeCinHOT AiSNbHOCTI, MPOrHO3yBaTW X o . )
06 . N professional activity, predict the final result
KiHLLEeBUI pe3ynbTaT
3acTocoByBaTu 1 afanTyBaTu Teopii Apply and adapt the theories of information
iHpopMaUii Ta KogyBaHHSA, MaTEMAaTUYHOI and coding, mathematical statistics,
fPH CTaTUCTUKK, YNcen Kpuntorpagii Ta cryptography and steganography, signal
07 cTeraHorpadii, obpobneHHs i nepenadi processing and transmission, etc., principles,
CUrHaniB TOLLO, NPUHLUAW, METOOUN, MOHATTSA methods, concepts of cybersecurity and
Kibepbe3nekun Ta 3axucTy iHopMaLllii y information protection in educational and
HaBYaJIbHIN Ta NpodecinHin AianbHOCTI professional activities
3acTocoByBaTW 3HAHHA N PO3YMIHHA .
y \ POSYMIHHA Apply knowledge and understanding of
MaTeMaTUKN Ta i3UKN B NPOGECINHIN : o ;
NiANbHOCTI, hopManizyBaTh 3anadi mathematics and physics in professional
rPH . PR activities, formalize problems in the field of
npeaMeTHOI ranysi kibepbesnekn Ta 3axucTy . . ) )
08 IHOPMALLTT, (hOPMYNIOBATY X MATEMATIYH cybersecurity and information protection,
P ! pMy . _ Y | formulate their mathematical formulation and
MOCTaHOBKY Ta obupaTu pauioHaNbHMUA MeToA4 . ,
. choose a rational solution method
BUPILLEHHS
3HaTn Ta 3aCTOCOBYBaTWN 3aKOHOLABCTBO Know and apply the legislation of Ukraine and
fPH YKpaiHn Ta Mi>XHapo4Hi BUMOIn, MPaKTUKMK i international requirements, practices and
09 |CTaHAapTy 3 MeTolo 34incHeHHA npodpecinHoi | standards in order to carry out professional
OianbHOCTI B ranysi kibepbesnekn Ta 3axucTy activities in the field of cybersecurity and
iHopMauii information protection
BukopucToByBaTu cyyacHi iHhopMaLuinHi Use modern information technologies,
[PH | TexHonorii, meToan i mogeni kibepbesnekn Ta| methods and models of cybersecurity and
10 | cucTeM 3axuUCTy iHopMauii ona 3gincHeHHs | information protection systems to carry out
npoecCinHoT AiaNbHOCTI professional activities
MnaHyBaTK NiaoroToBKy Ta 3abe3nedyyBaTun Plan preparation and ensure continuity of
fPH HernepepBHicTb BisHec-npouecie B business processes in organizations in
11 opraHisauisix 3rigHo 3i BCTaAHOBIEHOO accordance with the established cybersecurity
nosiTukoto Kibepbesnekn 3 ypaxyBaHHAM policy, taking into account information
BMMOI [0 3aXUCTy iHdopMauil protection requirements
3acTocoByBaTu MeToAM Ta 3acobum 3axucT : .
iH(pg Mauii B iH('%o MaLiHIX Ta y Apply methods and means of information
rPH . pr opmal protection in information and information and
iHpOpMaLiNHO-KOMYHIKaLiNHUX cucTeMax - . ;
12 communication systems in accordance with

BigMOBiAHO 0O BCTAHOBJIEHOT NOJITUKMN
iHpopMaLinHoi 6e3nekn

the established information security policy
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BnpoBag>kyBaTun, HanalwTOBYBaTH,
CYyNpoOBOA KYBaTW Ta NigTPUMyBaTuU
PYHKLiOHYBaHHSA NPOrpaMHnNX i MporpamHo-
anapaTHUX KOMIMJIEKCIB i CUCTEM

Implement, configure, maintain and support
the functioning of software and hardware-
software complexes and cybersecurity and

lPH . i information protection systems as necessary
Kibepbe3nekun Ta 3axUCTy iH(opMaLlii K o . ;
13 L . procedures for the functioning of information
HeobxigHi npoueanypu ona hyHKLiIOHYBaHHS . : L
) ) S o and information and communication systems
iHpopMaUiHUX 1 iHhopMaLinHO- . N
. o and/or the infrastructure of the organization as
KOMYHiKaUinHnx cuctem Ta/abo 3 whole
iHbpaCTPYKTYypW opraHizauii B Linomy
BupiwyBaTu 3agaudi ynpaBaiHHA npouecamMmu
BiAHOBJIEHHS WUITATHOrO (PyHKLIIOHYBaHHSA Solve the tasks of managing the processes of
iHpopMaUinHUX Ta iHhopMaUinHo- restoring the normal functioning of information
fPH KOMYHiKaLUiHNX CUCTEM 3 BUKOpUCTaHHAM | and information and communication systems
14 npouenyp pe3epByBaHHSA 3rigHoO using backup procedures in accordance with
BCTAHOBNEHOI MONiTUKK 6esneku i the established security policy and ensure the
3abesnevyyBaTu PyHKLIOHYBaHHSA functioning of special software for information
crneuianbHOro nporpaMHoro 3abesneveHHs protection and recovery
LLOA0 3aXUCTY Ta BiAHOBAEHHS iHpopmaLil
36”pKaTM”T'MzﬁHF?°6a”::T”J'1:6?(';?”'eZ'L?::)?.FaT” Collect, process, store, and analyze critical
P A AnA L y peanisaul data to prove the implementation of cyber
[1PH Kibep3arpos, npoBoANTK aHani3 Ta . . L2
: . i threats, conduct analysis and investigation of
15 nocnig)XeHHs KibepiHUMAEHTY 3 MeToto S .
. . a cyber incident in order to promptly restore
onepaTMBHOIO BiAHOBJIEHHA (PYHKUIOHYBaHHS o . :
: o the functioning of the information system
iHpopMaUinHOI cuctemmn
fPH BupiwyBaTun 3agadi BNIpoBaA)XeHHSA Ta Solve the problems of implementing and
16 CyrnpoBoAYy KOMMNEKCHUX CUCTEM 3aXUCTY maintaining complex information protection
iH(hopMaLii B iH(hbopMaLinHMX cncTeMax systems in information systems
3abe3nevyyBaTn PYHKLIOHYBAHHSA CUCTEM Ensure the functioning of the organization's
ynpaBniHHSA Kibepbe3nekoto i 3axmucTom cybersecurity and information protection
fPH iHbopMaUil opraHisauii, BKJOYa4m nepcoHan| management systems, including personnel
17 |T@ ynpaBfiHHA Hacnigkamm peanisauii 3arpo3 and management of the consequences of
iHpopMaUinHin 6e3neui B KpN30OBUX information security threats in crisis situations,
CUTYyauisix, Ha OCHOBI 34iNCHeHHA Npouenyp | based on the implementation of quantitative
KiJIbKICHOT i AKICHOT OLLIHKWN pU3KKiB and qualitative risk assessment procedures
Ananisysatu, 3acrocosyBaTn METOAN Ta Analyze and apply methods and means of
[1PH 3acobun KpunTorpadivHoOro 3axumcTy o ; :
18 iHbopMaLlii Ha 06'eKTax iHhOPMALLMHOI cryptographic information protection at
pMall . . pMall information activity facilities
OiaNbHOCTI
BUDILLIYBATY 33084 LLOAO OpraHisaLi Ta Solve problems related to the organization and
PiLLy A LLoA0 op H control of the state of cryptographic
[TPH | KOHTpPOJIIO CTaHy KpunTorpagivyHoro 3axmcTy : . . : ? .
19 iHhOPMALLTi, 30Kpema BiANOBIAHO N0 BAMOT information prgtectlon, in partlcular in
' . accordance with the requirements of
HOPMaTUBHUX OOKYMEHTIB
regulatory documents
Bu3Ha4vaTu 3arposun cTBopeHHA TexHiYHux | ldentify threats of creating technical channels
KaHaniB BUTOKY iHopMaLii Ha 06’ekTax for information leakage at information activity
iHopMauinHoi aianbHOCTI; BNnpoBaaxxyBaTu | facilities; implement means and measures for
rPH 3acobu i 3ax04n TEXHIYHOIO 3aXNCTy technical protection of information from
20 |iHdopMmaLil Big BUTOKY TexHiYHUMK KaHanamu,| leakage through technical channels, carry out

NPoBOANTM 0B6CNYroByBaHHSA i KOHTPOJIb CTaHy
anapaTHux 3acobiB 3axucTy iHpopMaLii Ta

KOMMJIEKCiB TEXHIYHOrO 3aXUCTy iHhopMauii

maintenance and control of the condition of
information protection hardware and technical
information protection complexes
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BrnkoHyBaTn BMpoBaA>XEHHS, NiATPUMKY,
aHaniz eeKTNBHOCTI CUCTEM BUABJIEHHS
HeCaHKLiOHOBaAHOIro AoCTyny, Ain 3
iHbopMaLli€eto B iHpopMaLUinHin cncTemi,
BPa3JIMBOCTEN, MOXXJIMBMX 3arpo3
iHbopMaUIiMHOMY NPOCTOPY 1 iHopMaLiNnHW
pecypcam Ta BUKOPUCTOBYBATK KOMIMJIEKCH
3axucTy ons 3abesneyeHHs HeobXigHOro
PiBHS 3aXuULLEHOCTI iHpopMauii B
iHbopMaUINHNX cncTemax

rPH
21

Implement, support, and analyze the
effectiveness of systems for detecting
unauthorized access, actions with information
in the information system, vulnerabilities, and
possible threats to the information space and
information resources, and use protection
complexes to ensure the required level of
information security in information systems

M

BupiwyBaTu 3aga4di po3pobkun, BNpoBanXeHHS

To solve the problems of development,

lPH | Ta cynpoBOAY CUCTEM MOHITOPUHIY O)Xepen implementation and support of monitoring
22 Hebe3ne4yHNX CUrHaniB pPi3HOi Qi3NYHOI systems of sources of dangerous signals of
npmpoamn various physical nature
30iNCcHIOBATY aHani3 Ta 06pobky curHanis . .
AR - Analyze and process signals of various
[1PH | pi3HOI i3n4HOI MPUPOLAN 3 BUKOPUCTAHHAM . :
g X physical nature using the latest methods of
23 HOBITHIX M@TOAiB CTaTUCTUYHOrO, o .
. statistical, spectral and structural analysis
CNEeKTPanbHOro Ta CTPYKTYPHOro aHani3y
3acTocoByBaT! HOPMaTUBHI LOKYMEHTHU B Apply regulatory documents in the field of
fPH rany3si TexHiYHoro 3axucTy iHdopmMauii npn | technical information protection when solving
24 BUpiWLEHHI 3aga4 po3pobkn, BnpoBagxeHHs |problems of development, implementation and
Ta CynpoBoAYy KOMMJIEKCHUX CUCTEM 3aXUCTY support of complex information protection
iHchopMaulii systems
8 - PecypcHe 3abe3nevyeHHs peanisauii nporpamm / Resource provision for programme
implementation

KappoBe 3abe3ne

yeHHs / Staffing

BignosigHO A0 KagpOBUX BUMOTI OO0
3abe3neyvyeHHs NPoBagXeHHS OCBITHbLOI
OiNbHOCTI ong BignosigHoro pisHa BO,
3aTBepa)xeHux MNoctaHoBoto KabiHeTy MiHicTpis
YKpaiHum Big 30.12.2015 p. Ne 1187

(B YMHHIM pegakuii).

In accordance with the personnel requirements
for ensuring the implementation of educational
activities for the corresponding level of HE,
approved by the Resolution of the Cabinet of
Ministers of Ukraine dated 12.30.2015 No. 1187
(in the actual version).

MaTepianbHO-TexHiYHe 3abe3neve

HHA / Material-technical support

BiaonoBigHO A0 TEXHOMIOTIYHUX BUMOI LLLOA0
MaTepiasbHO-TeXHiI4YHOro 3abesnevyeHHs
OCBITHbOI AiANILHOCTI BiAMoOBiAHOro piBHA BO,
3aTBepoxeHux NoctaHosoto KabiHeTy MiHicTpis
Ykpainm Big 30.12.2015 p. Ne 1187

(B YMHHIN pepakuii).

BukopucTtaHHsa obnagHaHHS o1 NPoBeAEHHS
nekuin y oopmaTi npeseHTauin, mepexxesux
TEXHOOrin, 30KpeMa Ha naaTdopmi
ONCTaHUiNHOro HaB4YaHHs Sikorsky.

In accordance with the technological
requirements for the material and technical
support of educational activities of the
corresponding level of HE, approved by the
Resolution of the Cabinet of Ministers of Ukraine
dated 12.30.2015 No. 1187

(in the actual version).

Use of equipment for conducting lectures in the
format of presentations, network technologies,
in particular on the Sikorsky distance learning
platform.

IHdbopmMauinHe Ta HaBYaIbHO-MeTOoAUYHe 3abe3neueHHs / Information and methodical support of the
al process

education

BionoBigHO 4,0 TEXHOJIOTIYHNX BUMOI OO0
HaBYaJ/IbHO-METOANYHOIro Ta iHopMaLiNHOro
3abe3neYeHHs OCBITHbLOI AiA/IbHOCTI
BianoBigHOro piBHa BO, 3aTBEpAXEHUX
MocTaHoBo KabiHeTy MiHicTpiB YKpaiHu Bif
30.12.2015 p. Ne 1187 (B 4MHHIN pepakuii).
KopucTtyBaHHS HaykoBo-TexHiYHow 6ibnioTekoto
KMl im. Irops Cikopcbkoro.

In accordance with the technological
requirements for educational, methodological
and informational support of educational
activities of the corresponding level of HE,
approved by Resolution of the Cabinet of
Ministers of Ukraine dated 12.30.2015 No. 1187
(as amended).

Use of the Scientific and Technical Library of Ihor
Sikorsky Kyiv Polytechnic Institute.
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9 - AkapemMiyHa MobBinbHicTb / Academic mobility

HauioHanbHa kpeguTHa MobinbHicTb / National credit mobility

Y4yacTb CTyAEHTIB B MpOrpaMax akageMmiyHoi
MOBINIbHOCTI, MOXXJIMBICTb YKNIaAEHHS yroa
OLEep>XaHHSA CTyAeHTaMn MNoABiNHUX OUMNOMIB

Participation of students in academic mobility
programs, the possibility of concluding
agreements for students to receive double
diplomas

MixxHapoaHa kKpeauTHa MobinbHicTb / International credit mobility

MOXXNUBICTb YKNaAEHHA yro npo Mi>XHapoaHy
akageMivyHy MobinbHICTb, MPo NoAaBiNHe
OVNIOMYBaHHSA, NPO TpUBai Mi>XHapPOHi
NpoeKTH

The possibility of concluding agreements on
international academic mobility, on double
graduation, on long-term international projects

HaB4aHHs iHO3eMHuXx 3p06yBadiB BO / Study of Foreign applicants of HE

HaB4yaHH$ iHO3eMHUX 3006yBadiB BO, Ki
onaHoBytoTb Ol 3a NnporpamMamMn Mi>KHapogHOI
akKageMivyHoi MobifIbHOCTi, HaBYaHHA MOXXe
MPOBOANTUCH aHMNINCbKOI abo yKpaiHCbKOLO
MOBOIO, 3@ YMOBM BONOAiIHHA 3006yBavYeM MOBOIO
HaBYaHHS Ha PiBHI He HuxX4e B2.

The training of foreign higher education
students who master the OP under international
academic mobility programs can be conducted
in English or Ukrainian, provided the student has
a language proficiency of no lower than B2.
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2. MEPEJIIK KOMMOHEHTIB OCBITHbOI MPOrPAMMN / COMPONENTS of EDUCATIONAL

PROGRAMME
dopMa
KpeguTiB | nigcymMkoBoro
Kopn/Code OcBIiTHI kOoMMoOHeHTU NporpamMu/Components EKTC/ECTS| koHTponto/Final
credits |control measure
form
HOPMATWBHI ocBiTHi koMnoHeHTU/Required (standard) components
0O60B’5A3KOBi KOMMOHEHTW LMKY 3arasibHoi nigrotoBku/General training cycle
30 01 SF(S?;L?Z:Ka MOBa 3a npodecinHmm cnpamyBaHHaMm / Ukrainian Language for Professional 2.0 3anik / Final test
3002 IcTopia Hayku i TexHikn / History of Science and Technology 2.0 3anik / Final test
30 03 OcHoBu 3p0poBoro cnocoby xutTts / Fundamentals of a Healthy Lifestyle 3.0 3anik / Final test
30 04 MpakTn4HM Kypc iHo3eMHoi moBu / Foreign Language
30 04.1 MpaKTu4YHMM Kypc iHo3eMHOoi moBU. YacTuHa 1 / Foreign Language. Part | 3.0 3anik / Final test
30 04.2 MpaKTU4YHWI Kypc iHoO3eMHOi MoBU. YacTuHa 2 / Foreign Language. Part Il 3.0 3anik / Final test
30 05 OcHoBW ekoHOMiKM / Foundations of Economics 2.0 3anik / Final test
30 06 BXXK[ Ta umsinbHun 3axmcT / Safety of Life and Civil Defence 2.0 3anik / Final test
30 07 MaTemaTuyHuM aHani3 / Mathematical Analysis
30 07.1 MaTemaTu4HuM aHani3. YactmHa 1 / Mathematical Analysis. Part 1 6.0 Ek3ameH / Exam
30 07.2 MaTemaTu4yHuUM aHani3. YactuHa 2 / Mathematical Analysis. Part 2 6.0 Ek3ameH / Exam
30 08 ®i3nka / Physics
30 08.1 ®i3nka. YactuHa 1 / Physics. Part 1 5.0 3anik / Final test
30 08.2 ®i3nka. YactuHa 2 / Physics. Part 2 6.0 Ek3ameH / Exam
3009 -I{/Iea(;ﬁieﬂr‘r?awtl?claair)g;)act-:—;tT(?sMaTeMaTMqHa cTaTucTumka / Probability Theory and 3.0 3anik / Final test
30 10 OuckpeTHa MmaTemaTumKa / Discrete Mathematics 5.0 Ek3ameH / Exam
3011 MporpamyBaHHs / Programming
3011.1 MporpamysBaHHs. YacTuHa 1 / Programming. Part 1 5.0 Ek3ameH / Exam
3011.2 MporpamysBaHHs. YacTuHa 2 / Programming. Part 2 4.0 3anik / Final test
3012 Anrebpa Ta reomeTpis / Algebra and Geometry 5.0 Ek3ameH / Exam
3013 BcTyn po kibepHeTuyHoi 6e3nekn / Introduction to cyber security 4.0 3anik / Final test
30 14 OcHoBYM KOMM'tOTEPHUX Mepex / Basics of computer networks 4.0 3anik / Final test
3015 ApxiTekTypa KoMn'toTepHux cuctem / Architecture of computer systems 4.0 Ek3ameH / Exam
30 16 OnepauinHi cuctemn / Operating Systems 5.0 Ek3ameH / Exam
3017 CucteMHa iHxeHepis / Systems Engineering 5.0 Ek3ameH / Exam
30 18 KpunTtorpadgia Ta cteraHorpadis / Cryptography and steganography 4.0 3anik / Final test
3019 |E01 Flex information protection systems. design. implementation. support -+ | 40 | 3anix/Final test
30 20 YnpasniHHA iHbopMauinHoto 6e3nekoto / Information security management 5.0 Ek3ameH / Exam
30 21 rlpaKTI/I.HHVIVI KypcC iHO3eMHOI MOBM NpodecinHoro cnpsiMyeBaHHsA / Foreign Language for
Professional Purposes
3021 | e eateasiona bormoss pore oo ST 1]
30212 | i guage for Professional Purposespartll oo e 2 3.0 | Exsamen/Exam
30 22 Eri:;c\;vclg(é)gczl(i OCHOBM HayKoBoro nisHaHHA / Philosophical Foundations of Scientific 2.0 3anik / Final test
3023 IHpopmauinHa 6e3neka / Information Security 2.0 3anik / Final test
3024 MNepepannaomHa npakTuka / Pre-diploma Practice 6.0 3anik / Final test
3025 IOunnnomHe npoekTyBaHHSA / Bachelor Thesis 6.0 3axucT / Defence
O60B’A3KOBIi KOMIMOHEHTW LMKy NpodecinHoi niarotoeku /Professional training cycle
o 01 dDiznyHM nabopaTopHUn NpakTukKyM / Physical laboratory practice 4.0 3anik / Final test
o 02 OcHoBu Teopii Kin / Fundamentals of Circuits Theory 6.0 Ek3ameH / Exam
1o 03 Teopia curHanis / Theory of signals 7.0 Ek3ameH / Exam
0 04 Teopis curHanie. Kypcosa poboTa / Theory of signals. Coursework 1.0 3anik / Final test
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®dopma
KpeowuTiB | miaCyMKoOBOro
Kon/Code OcBIiTHI kOoMMoHeHTK nNporpamu/Components EKTC/ECTS| koHTponto/Final
credits |control measure
form
1o 05 AHanorosa cxemMoTexHika / Analog circuitry 4.0 3anik / Final test
10 06 Lindpposa cxemoTexHika / Digital circuitry 5.0 Ek3ameH / Exam
o 07 MeTponorisa Ta BuMiptoBaHHA / Metrology and measurement 5.0 Ek3ameH / Exam
10 08 CMCTeMM nepefaBaHHs Ta NpuiMaHHA iHopmaLii / Information transmission and 6.0 ExsameH / Exam
reception systems
110 09 CI/ICTeIV!VI nepefaBaHHA Ta NpUNMaHHA iHopMauii. Kypcosa poboTa / Information 1.0 3anik / Final test
transmission and reception systems. Coursework
o 10 !Vle'rop,m Ta 3acobun TEeXHIYHOro 3aXMCTy iHcbopmaLii / Methods and means of technical 4.0 3anik / Final test
information protection
no 11 TenekoMyHikauUinHi cnctemm i Mmepexi / Telecommunication systems and networks 4.0 Ek3ameH / Exam
no 12 TexHiyHi 3acobu oxopoHun 06’exTiB / Technical means of protection of objects 5.0 Ek3ameH / Exam
10 13 Telequ 3aco6bum oxopoHu 06’ekTiB. KypcoBa poboTa / Technical means of protection of 1.0 3anik / Final test
objects. Coursework
10 14 MpoeKTyBaHH:A CMCTeM TeXHI4HOro 3ax1CTy iHdopMaLii / Design of technical 4.0 3anik / Final test
information protection systems
o 15 TeopeTylHHl OCHOBM 3axuUcTy iHdopMaLii / Theoretical foundations of information 4.0 3anik / Final test
protection
BWBIPKOBI ocBiTHI komnoHeHTuU/Elective components
BubipkoBi KOMNOHEHTM UNKIY 3aranbHoi niarotoBkn/General training cycle
3B 01 OcBITHIn KoMnoHeHT 1 3Y-KaTanory / Educational Component 1 GU-Catalogue 2.0 3anik / Final test
3B 02 OcBITHIn kKoMnoHeHT 2 3Y-KaTtanory / Educational Component 2 GU-Catalogue 2.0 3anik / Final test
BubipkoBi KOMNOHEHTW UKKNY npodecinHoi nigroToBku/Professional training cycle
nB 01 OcCBIiTHin KoMnoHeHT 1 ®-KaTanory / Elective Educational Component 1 from P- 4.0 3anik / Final test
Catalogue
B 02 OCBIiTHin KOMNOHeHT 2 ®-kaTanory / Elective Educational Component 2 from P- 4.0 3anik / Final test
Catalogue
B 03 OCBIiTHin KOMNoHeHT 3 ®-kaTanory / Elective Educational Component 3 from P- 4.0 3anik / Final test
Catalogue
B 04 OCBIiTHin KOMNOHeHT 4 ®-kaTanory / Elective Educational Component 4 from P- 4.0 3anik / Final test
Catalogue
B 05 OCBIiTHin KOMNOHeHT 5 ®-kaTanory / Elective Educational Component 5 from P- 4.0 3anik / Final test
Catalogue
1B 06 OCBITHIn KOMNOHeHT 6 ®-kaTanory / Elective Educational Component 6 from P- 4.0 3anik / Final test
Catalogue
8 07 OCBITHIn KOMNOHeHT 7 ®-kaTanory / Elective Educational Component 7 from P- 4.0 3anik / Final test
Catalogue
B 08 OCBITHIn KOMNOHeHT 8 ®-kaTanory / Elective Educational Component 8 from P- 4.0 3anik / Final test
Catalogue
B 09 OCBITHIn KOMNOHeHT 9 ®-kaTanory / Elective Educational Component 9 from P- 4.0 3anik / Final test
Catalogue
fB 10 OCBITHIn KOMNOHeHT 10 ®-kaTanory / Elective Educational Component 10 from P- 4.0 3anik / Final test
Catalogue
B 11 OCBITHIn KOMNOHeHT 11 ®-kaTanory / Elective Educational Component 11 from P- 4.0 3anik / Final test
Catalogue
fB 12 OCBITHIn KOMNOHeHT 12 ®-kaTanory / Elective Educational Component 12 from P- 4.0 3anik / Final test
Catalogue
fB 13 OCBITHIn KOMNOHeHT 13 ®-kaTanory / Elective Educational Component 13 from P- 4.0 3anik / Final test
Catalogue
M8 14 OCBITHIn KOMNOHeHT 14 ®-kaTanory / Elective Educational Component 14 from P- 4.0 3anik / Final test
Catalogue
3aranbHun obcar HopMaTUBHUX KoMMnoHeHTIB Ol/Total scope of the required 180
components:
3aranbHuim obcar BnbipkoBmnx komrnoHeHTiB OlM/Total scope of the elective 60
components:
O6car ocBiTHIX KOMMNOHEHTIB, W0 3abe3neyytoTb 3400yTTA KOMNETEHTHOCTEN
BMU3Ha4veHnx CBO/Total scope of the educational components aimed at acquisition of 180
competencies specified in the Higher Education Standard:
3ATAJIbHUI OBCAr OCBITHBLOI MPOMPAMWU/TOTAL SCOPE OF THE EDUCATIONAL
PROGRAMME 240
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3. CTPYKTYPHO-JIOFN4YHA CXEMA OCBITHbOI MPOrPAMU / STRUCTURAL-AND-LOGICAL
SCHEME OF THE EDUCATIONAL PROGRAMME
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5. ®OPMA ATECTALLII 306YBAYIB BULLLOi OCBITU / THE FORM OF ATTESTATION FOR
DEGREE PURSUERS

ATecTauisa 3800yBayiB BULLOT OCBITU 3a OCBITHLO-NPOGECINHOW0 NporpaMmo «CUCTEMU TEXHIYHOIO
3axXnUCTy iHbopMaLii» 30iNCHI0ETLCA Y POPMi BUKOHAHHS EANHOMO AEep>XXaBHOro KeasiikaLinHoro
icnuTy Ta NybaiyHOro 3axmcTy KBanigikauinHoro NpoekTy/poboTn. ATecTalia 3aBepLUYETLCS
BMOa4velo JOKYMEHTY BCTAHOBJIEHOMO 3pa3ka NMpo NPUCBOEHHA KBasidpikauii bakanaspa 3
Kibepbesnekn Ta 3axuCTy iHpopMaLii.

Ha aTecTauito BUHOCMTbLCS CYKYMHICTb 3HaHb, YMiHb, HaBUYOK, iHLWIMX KOMNEeTeHTHOCTen, HabyTux
0coboto y npoueci HaB4YaHHA. [Jo aTecTaLlii 4ONYCKAOTbLCA CTYAEHTU, AKi BUKOHaAN BCi BUMOT K
nporpamMmu NiaroToOBKW.

KBanicikauinHa poboTa nepeBipAeTbCSA Ha MaariaT Ta NicNa 3aXUCTy PO3MILLLYETbCS B peno3nTopil
HayKOBO-TexXHiI4YHOI 6ibnioTekn yHiBepcmTeTy 411 BiIbHOrO JocTyny.

Certification of higher education applicants under the educational and professional program
"Systems of technical protection of information" is carried out in the form of a unified state
qualification exam and public defense of a qualification project/work. The attestation ends with the
issuance of a document of the established model on the awarding of the bachelor's qualification in
cyber security and information protection.

The totality of knowledge, abilities, skills, and other competencies acquired by a person during the
training process is submitted to the certification. Students who have fulfilled all the requirements of
the training program are admitted to attestation.

The qualification work is checked for plagiarism and after protection is placed in the repository of the
scientific and technical library of the university for free access.



22/23

6. MATPULA BIAMNOBIAHOCTI MPOrPAMHUX KOMMNETEHTHOCTEA KOMMOHEHTAM
OCBITHbOI MPOrPAMU / COMPLIANCE MATRIX OF PROGRAMME COMPETENCIES WITH
PROGRAMME COMPONENTS
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7. MATPULUA 3ABE3NEYEHHA MPOrPAMHUX PE3YJIbTATIB HABYHAHHA BIANOBIAHUMU
KOMMOHEHTAMU OCBITHbOI MPOrPAMMN / COMPLIANCE MATRIX OF PROGRAMME
LEARNING OUTCOMES WITH PROGRAMME COMPONENTS
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