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EBonouia OMN/Evolution of the EP

Miprotoeka 3006yBayiB 3a 0CBiTHbO-NpodecinHow nporpamoto (OMM) «CUCTEMM TEXHIYHOIO 3aXNCTY
iHpopMaUii» nepworo (bakanaBpCbKOro) piBHA BMLLOI OCBITK 3a creuianbHicTio 125 Kibepbesneka
Ta 3axucT iHopMauii nposoanTbcsa 3 2017 poky. Po3pobka OIMM novanacs B 2016 poui Ta
BpaxoByBasia baraTopiyHU AOCBIA NiIArOTOBKMU (haxiBLIB B rasysi TEXHIYHOro 3axuUcTy iHpopmMauir (3
2000 poky) BMknagadaMmu kadenp isanko-TexHiyHnx 3acobiB 3axmncTy iHhopMauii Ta iHPopMaLinHOi
6esneku.

MpoTsarom 2016-2020 poky npoBognnacsa nocnigoBHa moaepHisauis OMIM onsa BpaxyBaHHSA
TeHAeHLUin po3BUTKY ranysi kibepHeTn4yHoi Ta iHpopmaLinHoi 6e3nekn B YKpaiHi Ta CBiTi, a TakoxX
Bi4MOBIAHOCTI CTaHAapTaM BULWLOI OCBiTKU B rany3i 125 Kibepbesneka. 3miHm OMM 6ynn cnpsamMoBaHi
Ha NpuUBeOEeHHS 3MICTY Ta HAaNOBHEHHSA OCBITHIX KoMnoHeHTiB Ol 4o BMMOr cTaH4apTy BULLOI
OCBiTW, PO3LWINPEHHS MOXAMBOCTeN 3006yBadiB WoA0 hopMyBaHHSA iHOUBIAYaIbHOT TPAaEKTOPIT
HaBYaHHS Ta 3aJly4aHHI0O HOBUX pobOTOAaBLIB B AKOCTi CTENKXO1AepiB 3a NPOrpamMoto NiaroTOBKY
(30kpema TOB “CamMcyHr EnekTpoHikc YkpaiHa KomnaHi”, [lep>XaBHOi Ciy>kK6bu 3 Haa3BNYaNHUX
cuTyauin Ta Cny>xbun 30BHiLLIHLOT PO3BiAKWN YKpaiHW).

CyTTee oHoBneHHs OMMM Biabynocs y 2022 poui y 3B'A3Ky 3 HabyTTAM Pi3NKO-TEXHIYHOIO IHCTUTYTY
cTaTycy HaB4asibHO-HAyKOBOro iHCTUTYTY. BHeceHO 3MiHM y CKNag NPOEKTHOIrpynu Ta cKknag
CTenkxongepis. TakoXX BpaxoBaHO 3MiHM LWOA0 NPUAATHOCTI A0 NpaueBaallTyBaHHA 3rigHO 3MiHK
Ne10 po Hep>xaBHoro knacudikatopy npodgecin AK 003:2010. BpaxosaHo lMocTaHoBY Big 19 TpaBHSA
2021 p. Ne 497 w040 BHECEHHS EONHOMNO AEP>XKAaBHOM0 KOMMJAEKCHOI 0 iCAUTY 3i crneuiasbHOCTI A0
aTecTauii 3006yBadiB BMLLOI OCBITK Ta NMocTaHoBYKabiHeTy MiHicTpiB YKpaiHu Big 24 6epesHsa 2021
p. Ne 365 «[po BHECEeHHSA 3MiH 00 NnocTaHoBM KabiHeTy MiHicTpiB YkpaiHu Big 30 rpyaHs 2015 p. Ne
1187 Mpo 3aTBepaA>XeHHAJliLEH3iIMHNX YMOB NMPOBaAXeHHS OCBIiTHLOI AiANIbHOCTI».

HacTynHe oHOBIEHHS OCBITHLOI Nporpamu Biabynocs y 2023 poui y 3B’A3Ky 3i 3MiHO Ha3BU
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cnevuianbHOCTI. BHeCeHO KopeKkTuMBM y BiANoOBiAHOCTI 3 BUMoramu lNMoctaHoBu KabiHeTy MiHicTpis
YKpaiHu Big 16.12.2022Ne 1392 “lNpo BHeCEHHS 3MiH [0 Nepesiky rajaysen 3HaHb i crieuiasbHOCTEN,
3a AKUMU3OINCHIOETBLCSA NiarotToeka 3400yBayiB BMLLOI OCBITN"” BHECEHO 3MiHM Y CKNag
CTenkxongepis.

AKTyanbHa pegakuisa OMNM nigrotosneHa y 2024 poui. BHeceHo 3MiHM A0 nepeniky OCBITHIX
KOMIMOHEHTIB, WO BiAHOCATLCA A0 UMKAIB 3arajibHoi Ta NpodecinHoi NigroToBKN. 30KpEMa,
36iNbLUEHO KiNbKICTb KPeanTIB A1 OCBITHIX KOMMNOHEHTIB, BUBYEHHSA KOTPUX 3aKiHYYETbLCS 3a/1iKkoM
abo icnntoM. TakoXX BUJIyHEeHO OCBITHIi KOMMOHEHTU «lHopMaUinHi TexHonorii», «Anrebpa Ta
reomeTpia 2», «OCHOBM MOAEIIOBAaHHA CMCTEM 06pOBKUN aKyCTUYHUX CUFHANIB», «TE@XHIYHUA 3aXUCT
iHpopMaLii» Ta «[poeKTyBaHHA CUCTEM TEXHIYHOro 3aXuUcTy iHhopMauii» oaa nocuneHHs
MiAroToBKM 3a pyHAAMEHTaJIbHUMU KypCaMmn 3 KypCy 3arasibHol Ta npodecinHoil
nigroToBKM.BpaxoBaHO 3MiHM A0 CTaHOApPTY BMLLOI OCBiTW 3a creuianbHicTio 125 «Kibepbesneka»
ranysi sHaHb 12 «lHopMaUuinHi TexHoNOrii» Ana nepworo (bakanaBpCbKOro) piBHA BULLOT OCBITH,
3aTBEPO)KEHOro Haka3oM MiHicTepcTBa OCBITU | Hayku YKpaiHu Big 04.10.2018 Ne1074.

Training of applicants for the educational professional program (EPP) "Technical information
protection systems" of the first (bachelor) level of higher education in the specialty 125 Cyber
security and information protection has been held since 2017. The development of the EPP began in
2016 and took into account many years of experience in training specialists in the field of technical
information protection (since 2000) by teachers of the departments of physical and technical means
of information protection and information security.

During 2016-2020, the EPP was continuously modernized to take into account the development
trends of the field of cyber and information security in Ukraine and the world, as well as compliance
with the standards of higher education in the field of 125 Cyber Security. The changes in the EPP
were aimed at bringing the content and content of the educational components of the EPP to the
requirements of the higher education standard, expanding the EPPortunities of applicants to form an
individual learning trajectory, and attracting new employers as stakeholders in the training program
(in particular, Samsung Electronics Ukraine Company LLC, the State Emergency Service situations
and the Foreign Intelligence Service of Ukraine).

A significant update of the EPP took place in 2022 in connection with the Institute of Physics and
Technologies acquiring the status of an Educational and Scientific Institute. In addition, changes in
the composition of the project group and the composition of stakeholders took places. Also taken
into account are the changes regarding suitability for employment according to Amendment No. 10
to the State Classifier of Professions DK 003:2010. Taking into account Resolution No. 497 of May 19,
2021 regarding the introduction of a unified state comprehensive exam in a specialty for certification
of higher education applicants and Resolution of the Cabinet of Ministers of Ukraine No. 365 of March
24,2021 "On Amendments to the Resolution of the Cabinet of Ministers of Ukraine of December 30,
2015 No. 1187 On the approval of the Licensing conditions for the conduct of educational activities.

The next update of the educational program took place in 2023 due to a change in the name of the
specialty. Corrections were made in accordance with the requirements of the Resolution of the
Cabinet of Ministers of Ukraine dated 16.12.2022 No. 1392 "On making changes to the list of fields of
knowledge and specialties for which higher education applicants are trained" Changes were made to
the composition of stakeholders.

The current version of the EPP was prepared in 2024. Changes have been made to the list of
educational components related to cycles of general and professional training. In particular, the
number of credits for educational components, the study of which ends with a credit or an exam, has
been increased. Educational components "Information technologies", "Algebra and geometry 2",
"Fundamentals of modeling acoustic signal processing systems", "Technical protection of
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information" and "Design of technical information protection systems" were also removed to
strengthen training in fundamental courses from the course of general and professional
training.Changes to the standard of higher education in the specialty 125 "Cybersecurity" of the field
of knowledge 12 "Information technologies" for the first (bachelor) level of higher education,
approved by the order of the Ministry of Education and Science of Ukraine dated 04.10.2018 No.

1074, are taken into account.
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1. NIPO®JIb OCBITHbOI MPOrPAMWU/ EDUCATIONAL PROGRAMME PROFILE

1 - 3aranbHa iHdopmauina/General information
Ha""J?BHeanchl’;'gﬁ I/eKXta'!f:I:lMM National Technical University
NoBHa Ha3Ba 3BO Ta HaB4aJIbHOro y! ey vKpall . |of Ukraine «lgor Sikorsky Kyiv
. . . «KUWIBCbKUI NOMITEXHIYHWIA . )
nigpo3giny/Full name of Higher . . . Polytechnic Institute»,
SR IHCTUTYT iMeHi Irops )
education institution and . Educational and Research
N Cikopcbkoro», HaB4asibHO- : .
faculty/institute o . . Institute of Physics and
HaYKOBUIM (Di3UKO-TEXHIYHU
. Technology
IHCTUTYT
CTyniHb BULLOT OCBITW Ta Ha3Ba CtyniHb 6bakanaBpa Bachelor Degree
H6akanaBp 3 kibepbe3nekn Ta| Bachelor of Cybersecurity

and Information Protection

Systems of Technical
Protection of Information
Bachelor diploma, 240 credits
ECTS, training period 3 years

KBanidikauii/Higher education degree
3axnUCTy iHopMau,il

and qualification title
OdpininHa Ha3ea Ol/Educational CncTemMm TEXHIYHOI0O 3aXNCTy
iHpopMaLil

programme official title
Ounnom 6bakanaspa, 240

Tun D'Mn?OMg;r?dOSSZFCSZ/DIploma KpeauTie EKTC, TepMiH
yp P HaB4YaHHSA 3 pokun 10 Micauis 10 months
AKpeauToBaHO 3a Accredited by MOES,
HasaBHicTb akpeguTauii/Prior cneuianbHicTio, cepTudikaT | cetificate No Y[ 11017498
accreditation Y1 11017498 Big 2023-06-07| from 2023-06-07 valid to
nincHunin oo 2028-07-01 2028-07-01
. . HPK YkpaiHn - 6 piBeHb NQF of Ukraine - 6 level
LUukn, piBeHb BO/OEfdl_lIJEatlon cycle, level QF-EHEA - nepiuni uuin QF-EHEA - 1 cycle
EQF-LLL - 6 piBeHb EQF-LLL - 6 level
- HasBHicTb NoBHOI 3aranbHoi | Complete general secondary
MepenymoBu/Prerequisites - : ;
cepenHbOl OCBITHU education
dopmn 3006yTTS O.CBITI/I/ Forms of OuHa (aeHHa); full-time:
Education
MoBa(wn) BVlKn.auaHHﬂ./Language (s) of YKpaiHCbka Ukrainian
instruction

Ohy%al0)

IHTepHeT-afapeca po3miweHHsa ON /URL| https://osvita.kpi.ua/125_OPP
B STZI

of the educational program
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2 - MeTa ocBiTHbOI nporpamu/Educational programme purpose

MeTot OCBITHBLOI NporpamMm € NigroToBKa
haxiBuiB, 34aTHUX BUpiWLyBaTW CKNaOHi 3apaui
B ranysi kibepHeTunyHoi 6e3nekun ocobncTocTi,
CMiNIbHOTW, CYCMiNbCTBa Ta AEPrKaBu,
BcebiyHOro npodecinHoro, iHTenekTyanabHoro,
CoLia/IbHOro Ta TBOPYOro Po3BUTKY 0COBUCTOCTI
Ha HaMBULLNX PiIBHAX AOCKOHAIOCTi B OCBIiTHbLO-
HayKOBOMY CepeaoBuLLi.

3 Li€lo MeTolo OCBITHA NporpaMa nepeabayvac:
1. dyHOoamMeHTanbHY NiAroTOBKY (haxiBLiB B
ranysi matTemMaTukm, isumku, gpinocodii npupoan
Ta CyCninbLCTBa;

2. FapMOHi30BaHy cnevianizoBaHy MigroToBKy
(haxiBuiB B ranysi iHpopmaLinHo-
KOMYHIKaLiNnHUX CUCTEeM pi3HOI i3NYHOI
npupoan: Big KNacM4HOi TepMOONHAMIKN i
eNeKTPoaAMHaMIK/ 00 KBAaHTOBOI rpaBignHaMiKum
i XpoMOgNHaMIKW;

3. CneuianizoBaHy rapMoHi30BaHy MNiAroToBKY
axiBUiB B rany3i KOHTUHYaIbHOI, ANCKPETHOI
Ta KBaHTOBOI 06pobkKM iHhopMaLii
MaTeMaTU4YHUMUN Ta PiI3NYHUMK MeTodaMKn Ta
3acobamuy;

4. [apMOHIi30BaHy MiXKAMUCUUMAIHAPHY
opraHi3auinHo-eKOHOMI4YHY Ta HOPMaTUBHO-
npaBoBYy NiAroTOBKY (haxiBLiB, 34aTHUX
CTBOPIOBATM HOBI CTapTanu Ta yCrillHO
KOHKYPYBaTW Ha BUCOKOTEXHOJIOTIYHMUX PUHKaX
npawi;

MixxguncunnniHapHy negarori4yHO-NCUXoNorivyHy
MigroToBKy haxiBuiB O/ MOOaNbLLUOIO
CaMOpPO3BUTKY i MpaLi B Pi3HNX raay3ax oCBiTH,
HayKn Ta iHXXeHepii.

The purpose of the educational program is to
train specialists capable of solving complex
problems in the field of cyber security of the
individual, community, society and the state,
comprehensive professional, intellectual, social
and creative development of the individual at
the highest levels of excellence in the
educational and scientific environment.

For this purpose, the educational program
provides:

1. Fundamental training of specialists in the field
of mathematics, physics, philosophy of nature
and society;

2. Harmonized specialized training of specialists
in the field of information and communication
systems of various physical nature: from
classical thermodynamics and electrodynamics
to quantum gravidynamics and
chromodynamics;

3. Specialized harmonized training of specialists
in the field of continuous, discrete and quantum
information processing by mathematical and
physical methods and means;

4. Harmonized interdisciplinary organizational,
economic and regulatory training of specialists
capable of creating new startups and
successfully competing in high-tech labor
markets;

Interdisciplinary pedagogical and psychological
training of specialists for further self-
development and work in various fields of
education, science and engineering.
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3 - XapakTepucTuka ocBiTHbOi nporpamu/ Educational programme characteristics

NMpenmeTHa obnacTb/Subject area

0O6’ekTN NpodhecinHol AisNbHOCTI BUMYCKHUKIB:
¢ 06'eKTN iHhpopMaTM3aLil, BKJOYaOYK
KOMM'IOTEpPHi, aBTOMaTN30BaHi,
TeneKoMyHiKauinHi, iHpopMaLinHi,
iHbopMaUinHO-aHaNiTUYHI, iIHHOpMaLINHO-
TeneKoMyHiKauinHi cuctemun, iHhopmauinHi
pecypcu i TexHonorii;

* TexHonorii 3abe3neyeHHs 6e3snekn
iHopMaUii;

* npouecu ynpasniHHA iHhopMaLinHoto Ta/abo
Kibepbesnekoto 06’eKTiB, WO MignaraoTb
3axuCTy.

Llini HaBYaHHA MigroToBKa axiBuiB, 34aTHUX
BMKOPUCTOBYBAaTW i BMPOBaA>XyBaTW TEXHONOTII
iHpopmauinHoi Ta/abo kibepbesneku.
TeopeTndHnIi 3MIiCcT npegMeTHoi 0bnacTi
3HaHHA

* 3aKOHOAaB40i, HOPMaTUBHO-NPaBOBOi 6a3u
YKpaiHu Ta BUMOI BiAMOBIOHMX MiXXHapOAHUX
CTaHOapTiB | NPaKTUK WOA0 34iNCHEHHS
npodecinHoi AianbHOCTI;

* MPMHUWMMIB CyNnpoBOAY CUCTEM Ta KOMIMJIEKCIB
iHpopmauinHoi Ta/abo Kibepbesneku;

* Teopii, Mogenen Ta NPUHLMNIB ynpaBaiHHSA
[OCTyrnoM o iHpopMauinHnux pecypcis;

* Teopii cncTeM ynpaBaiHHA iHpopMauinHOW
Ta/abo kibepbe3nekoto;

e MeTofiB Ta 3acobiB BUABJIEHHS, YNPaBNiHHA Ta
igeHTungikauii pu3nkis;

* MeToAiB Ta 3acobiB OLiHIOBaHHSA Ta
3abe3neyvyeHHs HeobXiAHOro piBHA 3aXULLEHOCTI
iHopmMaUii;

* MeToAiB Ta 3acobiB TeEXHIYHOro Ta
KpunTorpadivyHoOro 3axncTty iHpopMauil;

* Cy4YaCHUX iHPOPMaLINHO-KOMYHIiKaLiNnHNX
TEXHONOrin;

* Cy4aCHOro nporpaMHo-anapaTHOro
3abe3neyvyeHHs iHPOpPMaLiNHO-KOMYHIKaLiNnHUX
TEXHONOrin;

* aBTOMATU30BaHNX CUCTEM MPOEKTYBAHHSA
MeToaun, METOOUKN Ta TEXHONOTIi:

* MeToawn, METOAMKMN Ta iHpopMaLUinHO-
KOMYHIKaLiNHi TexXHoNOrIT Ti iHWi TexHonorii
3abe3nevyeHHs iHopmMauinHoi Ta/abo
Kibepbesneku.

IHCTpyMeHTKn Ta obnagHaHHSA:

e cucTemMm po3pobku, 3abesneyeHHs,
MOHITOPUHIY Ta KOHTPOJIIO NpoueciB
iHpopmauinHoi Ta/abo kibepbesneku;

* Cy4acHe nporpamMmHo-anapaTHe 3abe3nevyeHHs
iHPOPMaLINHO-KOMYHIKaLiNHNX TEXHOOTIRA.

Objects of professional activity of graduates:

* objects of informatization, including computer,
automated, telecommunication, information,
information-analytical, information-
telecommunication systems, information
resources and technologies;

* information security technologies;

* information and/or cyber security
management processes of objects subject to
protection.

The purpose of training is to train specialists
who are able to use and implement information
and/or cyber security technologies.

Theoretical content of the subject area
Knowledge

* the legislative, regulatory and legal framework
of Ukraine and the requirements of relevant
international standards and practices regarding
the implementation of professional activities;

* principles of supporting information and/or
cyber security systems and complexes;

* theories, models and principles of managing
access to information resources;

* theories of information and/or cyber security
management systems;

* methods and means of detection,
management and identification of risks;

* methods and means of assessment and
ensuring the required level of information
security;

* methods and means of technical and
cryptographic protection of information;

* modern information and communication
technologies;

* modern hardware and software of information
and communication technologies;

* automated design systems

Methods, techniques and technologies:

* Methods, techniques and information and
communication technologies and other
technologies for ensuring information and/or
cyber security.

Tools and equipment:

* systems of development, provision, monitoring
and control of information and/or cyber security
processes;

* modern hardware and software of information
and communication technologies.

OpieHTauis

Ol/Aspect

OcBiTHbO-NpodecinHa

Educational professional

OcHoBHu# ¢okyc OMN/Main focus
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OCHOBHI (hOKyCU Nporpamu:

1. NocuneHa NiAroToBKa B ranysi AUCKpPeTHOI
MaTEeMaTUKN Ta KBAHTOBOI iHPOPMaTUKK;

2. MocnneHa NigroToBKa B rasysi MexaHiku,
€/IeKTPOHIKN, pafioTEXHIKW, aKyCTUKN,
OMNTOENEKTPOHIKK;

3. MocnneHa NigroToBKa B rasaysi AUCKPETHOI
06pobku iHopMaLii Noriko-maTeMaTUYHUMN
MeTodaMu Ta i3NKOo-TEXHIYHUMK 3acobamu;
4. dyHpaMeHTaslbHa NiAroToBKa WoOA40
NpPoeKTyBaHHS, po3pobku, BNPOBa)XEHHS Ta
CynpoBOAY KOMMIEKCHNX CUCTEM 3aXUCTY
iH(bopMaUii, WO UMPKYIOE Ha 06’eKkTax
iHpOpMaLINHOT OiANbHOCTI Oep>XaBHOI Ta
NpuBaTHOI (POPMU BNACHOCTI;

5. NocuneHa NiaAroToBKa B ranya3i
Mi>KQNCUUMNIIHAPHOIO CUCTEMHOIO aHanisy 3
METO CTBOPEHHS KOMMJIEKCHUX CUCTEM
3axXUCTy iHPOpPMaLiNHMUX NOTOKIB Y
KOMYHiKaUiNnHNX Mepexxax;

6. Cunabycm Ta meToanyHe 3abe3neyvyeHHs
nigroToBky 3406yBaYiB BULLLOT OCBITU WOPIYHO
nepernagatTbCs 3 METOK BpaxXyBaHHSA HOBUX
HayKOBO-TEXHONOriYHUX 3000y TKIiB y ranysi
KibepHeTn4HoI 6e3nekuy;

7. Wnpoke 3any4yeHHA 3000yBayiB BULLOT OCBITH
00 y4acTi y NpoBigHUX MiIXKHapOAHUNX
KOHpepeHuiax B ranysi kibepHeTnyHoi 6esnekn;
8. MNpoBeaeHHS LWOPiIYHMX KOH(EPEHLLN Ta
oniMniag 3 HOBUX HaMpPsAMKIB KibepHeTU4HOT
6e3nekun 3 MeTolo HaB4YaHHSA 3006yBadiB BNLLOT
OCBIiTV po3pobui iHoMBIAYaNbHUX CTapTanis Ha
eTani NiaroToBkKW KBanidikauinHoi poboTn.
KntoyoBsi crioBa: KibepHeTnyHa 6e3neka,
TexHi4Hi 3acobun 3axncTy iHpopMaLii, TEXHIYHUA
ayauT, NPOeKTYBaHHA Ta CTBOPEHHS
KOMMJIEKCiB TEXHIYHOrO 3aXUCTy iHhopMaLii

The main focuses of the program:

1. Enhanced training in the field of discrete
mathematics and quantum informatics;

2. Enhanced training in mechanics, electronics,
radio engineering, acoustics, optoelectronics;

3. Enhanced training in the field of discrete
processing of information using logical-
mathematical methods and physical-technical
means;

4. Fundamental training on the design,
development, implementation and support of
complex systems for the protection of
information that circulates on the objects of
information activity of state and private
ownership;

5. Enhanced training in the field of
interdisciplinary system analysis with the aim of
creating complex systems for the protection of
information flows in communication networks;
6. Syllabuses and methodological support for the
training of higher education applicants are
revised annually in order to take into account
new scientific and technological achievements in
the field of cyber security;

7. Wide involvement of higher education
students in participation in leading international
conferences in the field of cyber security;

8. Holding of annual conferences and olympiads
on new areas of cyber security for the purpose
of training higher education students to develop
individual startups at the stage of preparation
for qualification work.

Keywords: cyber security, technical means of
information protection, technical audit, design
and creation of technical information protection
complexes

OcobnusBocTi

OlN/Features

1. Mepexin Big CTaHOAPTHUX METOAIB KJACUYHOT
MaTEMaTUKKN Ta KIaCU4HOI Pi3NKN 4O KBAHTOBO-
MeXaHi4YHMX Ta KBaHTOBO-064MCAOBaIbHUX
HanNpPsMKIiB PO3BUTKY Cy4YacCHOI MaTeMaTUYHOI
QiznKkny;

2. [ocnneHa nigroToBKa B ranay3i NpMpoaHMYmnx
HayK (MaTeMaTukKun, Qi3NKKN), a TaKoXK TEXHIYHUX
HayK (NporpamyBaHHs, 06pobkn curHanie pisHoi
i3nyHoi Nprupoan, po3pobka Ta onTuMizauis
MPUCTPOIB 3axXUCTYy iHopMauii);

3. ®dyHOaMeHTaNlbHa MigroToBKa Wono
NMpPoOeKTyBaHHSA, po3pobku, BNPOBaL)XEHHS Ta
CyrnpoBoAYy KOMMAEKCHUX CUCTEM 3axXUCTy
iH(opMaLii, WO UMPKYIOE Ha 06’'eKkTax
iHbOpMaLINHOI AiANbHOCTI Oep>XaBHOI Ta
npmBaTHOI POPMU BJIACHOCTI;

4. Npoxoa>XeHHS NPaKTUK Ha NPOBiAHNX
nignpuMeEMCTBax ranay3si 3axucTty iHdopmauii.

1. Transition from standard methods of classical
mathematics and classical physics to quantum-
mechanical and quantum-computational
directions of development of modern
mathematical physics;

2. Enhanced training in the field of natural
sciences (mathematics, physics), as well as
technical sciences (programming, signal
processing of various physical nature,
development and optimization of information
protection devices);

3. Fundamental training regarding the design,
development, implementation and support of
complex information protection systems
circulating on the objects of information activity
of state and private ownership;

4. Internship at leading enterprises in the field of
information protection.
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4 - NMpupaTHiCTb BUNYCKHUKIB A0 NpaueBsiallTyBaHHA Ta noganbworo HaB4yaHHsA/ Eligibility
of graduates for employment and further study

MpupaTHicTb A0 npauesnawTyBaHHA/Eligibility for employment

BionosigHo o [lep>xaBHOro kKnacndikatopy
npodecin K 003:2010 3i 3miHoto Ne10
BUMYCKHUKM MOXYTb MpauoBaTh Ha Nocapax,
L0 BigNOBiAaloTb KnacudikauinHum
YrpyrnoBaHHAM:

2139.2 (baxiBeub 3 TEXHIYHOIr0 3aXMUCTYy
iHop™MaUii

3121 daxiseub 3 iHpopMaLiNHUX TEXHOOTIN.
3139 daxiBeub i3 opraHizauii 3axucTy
iHpopMaLii 3 0bMeXeHUM JoCTynoM;

daxiBeub i3 opraHizauii iHpopmaUinHOi be3neku
Mo>XyTb npautoBaTn axiBUsAMM i3 3aXNCTY
iHbopMaUii B cknagi iHpopMaLinHnNX
JenapTaMeHTIB nignpnemcTs Ta 6aHkiB,
CcniBpobiTHMKaMu cnyxb 3axmcTy iHopmaLii;
ayaumTopaMu iHopMaLuinHoi Ta KibepHeTnYHoi
b6e3nekun, agMiHicTpaTopaMu iHpopMaLinHOI Ta
KibepHeTnyHOI 6e3neKkn, NPoeKkTyBalbHUKaAMM
CUCTEM 3axucTy iHopmMauii B KibepnpocTopi;
pPO3p0BbHNUKaMN NPOrpaMHNX Ta NPOrpaMHo-
anapaTHux 3acobiB 3axUCTy iHGopMaLii B
KibepnpocTopi, aHaniTukamm Kibepbesnekn B
yCTaHOBaXxX Aep»XaBHoI Ta iHWnx opm
BJIACHOCTI, cneuianictamu 3 3abe3nevyeHHs
Kibepbesneku B KibepdiznyHNX cuctemax,
30KkpeMa, 06’eKTax KpUTUYHOI iIHDPaCTPYKTYypW.

According to the State Classifier of Professions
DK 003:2010 with Amendment No. 10,
graduates can work in positions corresponding
to the classification groups:

2139.2 specialist in technical information
protection

3121 Specialist in information technologies.
3139 Specialist in the organization of
information protection with limited access;
Specialist in the organization of information
security

They can work as information protection
specialists in the information departments of
enterprises and banks, employees of information
protection services; auditors of information and
cybernetic security, administrators of
information and cybernetic security, designers
of information protection systems in cyberspace;
developers of software and software and
hardware means of information protection in
cyberspace, cyber security analysts in
institutions of state and other forms of
ownership, specialists in ensuring cyber security
in cyber physical systems, in particular, objects
of critical infrastructure.

Mopanbwe HaBYaHHA/Further study

MpoaoB>XXeHHS OCBITY 3a
apyruMm(marictepCbKnM) piBHEM BULLOT OCBITU

Continuation of education at the second
(master's) level of higher education

5 - BuksapgaHHA Ta ouiHioBaHHA/Teaching and assessment

BuknapaHHa Ta HaBYaHHA/Teaching and studying

Mporpamoto nepeabaveHo
CTy[EeHTOLEeHTpOBaHe HaB4YaHHA. BuknagaHHs
MPoOBOAUNTbLCA Y Takux hopmax: nekuii,
MPaKTUYHI Ta CEMIHAPCbKIi 3aHATTS,
KOMM'IOTEPHI MpakKTUKyMu i nabopaTopHi
poboTu; KypcoBi NpoekTn i poboTun; TexHoNoriga
3MillaHOr0 HaBYaHHSA, MPaKTUKN; BUKOHAHHS
OUMAOMHOI0 NMPOeKTY i AnnaoMHol poboTu

The program provides for student-centered
learning. Teaching is carried out in the following
forms: lectures, practical and seminar classes,
computer workshops and laboratory works;
course projects and works; mixed learning
technology, practices; completion of the diploma
project and thesis

OuiHloBaHHsA/Assessment

OUuiHIOBaHHSA 3HaHb CTYAEHTIB 34iNCHIOETLCA Y
BiANOBIAHOCTI A0 MNONOXXEHHSA NPO CUCTEMY
OLiHIOBaHHSA pe3ynbTaTiB HaB4YaHHA KIl im.
Irops CikOpCbKOro 3a yciMma BugaMm ayamuToOpHOI
Ta Mo3aayanTopHoi poboTun (BXigHW, MOTOYHUN,
KaneHJapHWUn, NiACYMKOBUN KOHTPOb);
€K3aMeHW, 3anikun, iHauBiayanbHi 3aBAaHHS
TOLLO.

Assessment of students' knowledge is carried
out in accordance with the Regulation on the
system of assessment of learning outcomes of
Ilhor Sikorsky Kyiv Polytechnic Institute for all
types of classroom and extra-auditory work
(incoming, current, calendar, final control);
exams, assessments, individual tasks, etc.
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6 - NMporpamMHi kKoMmneTeHTHOCTI/Programme competencies

IHTerpanbHa KoMmneTeHTHicTb/Integral competence

30aTHICTb pO3B'A3yBaTU CKNadHi cneuianizoBaHi
3a4a4i Ta NpakTUYHi npobnemMn y ranysi
3abe3nevyeHHs iHopMaLinHoi 6e3neku i/abo
Kibepbesneku, O XapaKTepmn3yTbCs
KOMMIEKCHICTIO Ta HEMOBHO BM3HAYEHICTIO YMOB

The ability to solve complex specialized tasks
and practical problems in the field of
ensuring information security and/or cyber
security, which are characterized by
complexity and incomplete determination of
conditions

3aranbHi komneteHTHOCTI (3K)/General competencies

3K 30aTHICTb 3aCTOCOBYBaTU 3HAHHA Y Ability to apply knowledge in practical
01 NPaKTUYHNX CUTYyaLUisax. situations
3K | 3HaHHSA Ta po3yMiHHA npegMeTHoi obnacTi Ta | Knowledge and understanding of the subject
02 PO3yMiHHSA Npodecii. area and understanding of the profession
3K 34aTHICTb NpodecinHo cnifikyBaTuUCA Ability to communicate professionally in
03 | AePxasHolo Ta iHO3eMHOI MOBaMu K yCHO, [national and foreign languages both orally and
TakK i MMCbMOBO. in writing
3K BMiHHA BMABNATK, cTaBuTK Ta BupiwysaTu | Ability to identify, pose and solve problems in
04 | npobnemu 3a NnpoecCinHUM CNpAMyBaHHSAM. a professional manner
3K 30aTHICTb A0 nowyky, obpobneHHs Ta Ability to search, process and analyze
05 aHanisy iHdopmauil. information
3OaTHICTb peani3y.BaT|/| CBOI npasa i 060B’'A3KMN The ability to realize one's rights and
AIK 471€Ha CYCniNbeTea, yCBIAOMIIOBATY responsibilities as a member of society, to be
3K HIHHOCTI FDOMaM'-;CbKor.O (BiNbHOrO aware of the values of a civil (free democratic)
06 He%%h;ichKHﬁgI:‘;l%c;zoc:ayﬁonll'gbpf;::mziy society and the need for its sustainable
BEpXOBEHCTBA NpaBa, Npas | cBo6o. mom;le i development, the rule of law, the rights and
! s freedoms of a person and a citizen in Ukraine
rpoMagsiHMuHa B YKpaiHi.
3?2;?5&" igﬁ&:{apTHv: Tfa;ESgHLﬁrgg?:iMi The ability to preserve and multiply moral,
! . ' : . cultural, scientific values and achievements of
AOCATHEHHS CycrniNibcTBa Ha OCHOBI PO3YMIHHA society based on an understanding of the
r|F;CeL?wpe“TTH?)]?gﬁKJ?:gTNi”?‘?n\(f)liccTu,e; ypgg?;;gm hi;tory and lpatterns _of development of the
3K CUCTEMI 3HaHb MPo npl;lpo,uy i cycninbeTeo Ta subject area, its place in the general system of
07 Y PO3BUTKY CYCRINLCTBA, TeXHIKM | knowledge about nature and society and in
TEXHOJIOriN BI/IKOpI/ICTOByBaT;/I pi3Hi BUAK Ta the develppment of soc?ety, techniques and
bopmu pyioso]‘ aKTUBHOCT] AN aKTUBHOMO technologies, to use various types and forms
. of motor activity for active recreation and
Bi4MOYMHKY Ta BEAEHHS 340P0BOro cnocoby leading a healthy lifestyle
KUTTS.
30aTHICTb yXBaJlloBaTW pilUeHHA Ta AiaTn, The ability to make decisions and act in
3K OOTPUMYIOYM NPUHLUMNY HENMPUNYCTUMOCTI  |accordance with the principle of inadmissibility
08 Kopynuii Ta 6yab-aKMX NposiBiB of corruption and any manifestations of
Heno0bpoYeCcHOCTI dishonesty
daxosi komneteHTHOCTI (PK)/Professional competencies
30aTHICTb 3aCTOCOBYBaTK 3aKOHOAABYY Ta The ability to apply the legislative and
HOpMaTMBHO-NMpPaBoBY Ha3y, a TakKoX regulatory framework, as well as state and
@K | pep>xaBHi Ta Mi>KHapOAHiI BUMOIM, NPAKTUKN i international requirements, practices and
01 |cTaHpapTX 3 MEeTOI 34iNncHeHHS npodecinHoi | standards in order to carry out professional
AianbHOCTI B ranysi iHpopmauinHoi Ta/abo activities in the field of information and/or
Kibepbesneku. cyber security
BHaTH'CT!’ AO BUKOPWNCTAHHA 'II:|Cb0pMaLI,IVIHO- Ability to use information and communication
oK KOMYHIKGLIMHIX TEXHONOTIN, Cy4acHNX technologi dern methods and models of
02 mMeToAiB i Moaenen iHbopMauinHoi 6e3nekn echnologies, moder :
. information security and/or cyber security
Ta/abo kibepbesneku.
3aaTHicTi 20 DUKOpCTarIA MPOTRANHUX T3 | Ability to use software and software-hardware
DK 3aXMCTY IHOPMALLT B IHGOPMALLiTiHO- complexes of information protection means in
03 information and telecommunication

TeNeKOMYHiKauinHnx (aBTOMaTU30BaHUX)
cncrTemMax.

(automated) systems
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3paTHiCTb 3abe3nedyyBaTun HeEMepPepBHICTb

Ability to ensure business continuity in

(gﬁf 6i3Hecy 3rigHO BCTaHOBJIEHOI MOMITUKN accordance with established information
iH(bopMaUinHoi Ta/abo Kibepbesneku. and/or cyber security policies
3AaTHICTL 3a6e3nequaTv! saxncer 'HEDOpMaLL"’ The ability to ensure the protection of
wo obpobnaeTbcs B iHhopMaUinHo- . . D .
. e information processed in information and
K TeNeKOMYHiKauinHnX (aBTOMaTU30BaHUX) L
) . | telecommunication (automated) systems for
05 | cnctemax 3 MeToOlo peasizauii BCTaHOBEHOI . ) .
. ) co the purpose of implementing the established
NoNiTUKK iHopMaULinHoi Ta/abo . ; . .
) information and/or cyber security policy
Kibepbesneku.
30aTHICTb BiAHOBJIOBATU LUTATHE The ability to restore the normal functioning of
PYHKLIOHYBaHHSA iHHOPMaLiNHNX, information, information and
oK iHOPMaLINHO-TENEKOMYHIKaLiMHNX telecommunication (automated) systems after
06 | (aBTOMaTM30BaHUX) CUCTEM NicnsA peanisauii | the implementation of threats, cyber attacks,
3arpos, 34incHeHHs KibepaTak, 360iB Ta failures and failures of various classes and
BiMOB Pi3HUX KJlaCiB Ta NOXOA)KEHHHA. origins
3}J,aTHICTb.BI'IpOBa)J,)KyBaTI/I Ta 3abe3nevyBaTun The ability to implement and ensure the
PYHKULIOHYBaHHSA KOMMJIEKCHUX CUCTEM . . : ;
i functioning of complex information protection
®K |3axucTy iHhopMaLii (komnnekcn HopMaTUBHO-

systems (complexes of legal, organizational

07 NpaBoOBUX, OPraHi3aLinHUX Ta TEeXHIYHMX hnical h
3acobiB i MeTOLIB, NpoLenyp, NPAKTUYHUX and technica means and met ods,
M L procedures, practical techniques, etc.)
MPUNOMIB Ta iH.)
oK 30aTHICTb 34iNCHIOBATU npouenypu Ability to carry out incident management
08 ynpaBAiHHSA iHUMAEHTaMK, NpoBOANTN procedures, conduct investigations, provide
po3caigyBaHHS, HagaBaTW iM OLiHKY. them with an assessment
. 3'u'.aTH'CTb SAINCHIoBaTH npoq)e§|MHy The ability to carry out professional activities
@K | pianbHICTb Ha OCHOBI BNPOBa>XXeHOI CUCTEMU . . .
. . " based on an implemented information and/or
09 ynpaBAiHHA iHpopMauinHoto Ta/abo :
: cyber security management system
Kibepbesnekoto.
30aTHICTb 3aCTOCOBYBATW METOAMN Ta 3acobu Ability to apply methods and means of
OK KpunTtorpagivyHOro Ta TeXHIYHOro 3axXnCTy . . )
10 IHOPMALLIT Ha 06'€KTax IHOPMALIAHOT cryptographic and technical protection of
X . information at objects of information activity
OisnbHOCTI.
3AaTHICTL BIKOHYBATN MOHITOPWHI MPOLIECIB The ability to monitor the functioning of
PYHKLIOHYBaHHSA iHOpMaLiNnHNX, . . . )
: 4 . i information, information and
DK iIH(bOpMaLiNHO-TeNIeKOMYHIKaLinHNX I .
. telecommunication (automated) systems in
11 (aBTOMaTM30BaHUX) CUCTEM 3riAHO

BCTAHOBMEHOI MONITUKMK iHOopMaLinHOi Ta/abo
Kibepbesneku.

accordance with the established policy of
information and/or cyber security

30aTHICTb aHanisyBaTwu, BUSBAATU Ta
OLiHIOBATW MOXXJ/INBI 3arpo3un, ypasamBoCTi Ta

The ability to analyze, detect and evaluate
possible threats, vulnerabilities and

OK nectabinisyodi YNAHHUKN iHOPMaLinHOMY destabilizing factors to the information space
12 |npocTopy Ta iHpopMaLinHum pecypcam 3rigHo| and information resources in accordance with
3 BCTQHOBJ/IEHOK MOJITUKOI iHpOpMaLiNHOT the established policy of information and/or
Ta/abo kibepbezneku. cyber security
30aTHICTb JocnigXKyBaTn eheKTUBHICTb The ability to investigate the effectiveness of
OK poboTu gaBayviB curHaniB pi3Hoi iznyHoi  |signal transmitters of different physical nature,
13 npupoaun, NpoBOANTM iX OMTUMI3aLito ANd to carry out their optimization for given
3afaHux ymos poboTu operating conditions
30aTHICTb BUSABASATU Ta SIOKaNilyBaTun The ability to identify and localize sources of
OK hxepena Hebe3neyHUxX CMrHaniB B yMOBax dangerous signals in conditions of limited a
14 obMeXXeHOCTi anpiopHNX OaHMX WOAOo iX priori data regarding their characteristics and
XapaKTepPUCTUK Ta i3nyHoi npmupoaun physical nature
340aTHICTb NPOBOANTU CNeLuianbHi The ability to conduct special research of
OK nocnigeHHst 06'ekTiB iHhopMaLiHOI objects of information activity in accordance
15 OitNbHOCTI 3rigHO HOPMaTUBHUX aKTIB B with normative acts in the field of technical

rasy3i TeXHiYHOro 3axmcTy iHopMauil

information protection
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7 - NMporpamMHi pesynbtTatn HaB4aHHA (MPH)/ Programme learning outcomes

3acTocoBYyBaTU 3HaHHSA Aep>XaBHOI Ta

Apply knowledge of state and foreign

MPH . ) .
01 iHO3EMHUX MOB 3 MeTOolo 3abe3neyeHHs languages in order to ensure the effectiveness
edheKTUBHOCTI NpodhecCinHOl KOMYHiKaLii. of professional communication
OpraHizoByBaTu BRacHy npogecinH . . o
. Pr Y ynp cp y Organize one's own professional activity,
BiANbHICTb, 06MpaTh oNTUManbHIi METOAM Ta . .
\ choose optimal methods and ways of solving
[1PH cnocobu po3B’sA3yBaHHSA CKNaOHUX L .
. complex specialized tasks and practical
02 creuianizoBaHMX 3a4ay Ta NPAKTUYHUX : . L
S . problems in professional activity, evaluate
npobnem y NnpodecinHin QisnbHOCTI, . ;
: » ; their effectiveness
OUiHIOBATW iXHI0O €EKTUBHICTD.
BukopmncToByBaTu pe3ynbTaTu CaMOCTINHOIrO .
nou_|p < a:ani3 ga CyI/IHTe3 iHtbopMaLT 3 Use the results of independent search,
[1PH i3Hv|yx ﬁlme en }J,/nﬂ edaeKTMzHoro piLueHHﬂ analysis and synthesis of information from
03 P PKED pruer various sources for the effective solution of
cneuianizoBaHnX 3ajay NpogecCinHoi o . L
. X specialized tasks for professional activity
DianbHOCTI.
AHanisyBaTun, aprymeHTyBaTn, npunMaTu - .
nisy pry , yBar P Analyze, argue, make decisions when solving
PiLLEHHS NpY PO3B’'A3aHHI CKIagHUX o :
o complex specialized tasks and practical
cneuianizoBaHMX 3aday Ta NPakKTUYHNX X ) o ;
rpPH TV . ) problems in professional activity, which are
npobsiem y NpodhecinHin QisNbHOCTI, AKi : . i
04 : characterized by complexity and incomplete
XapaKTepMU3YTbCA KOMIMJIEKCHICTIO Ta S s .
. . . determination of conditions, be responsible for
HEMOBHOIO BM3HAYeHICTIO YMOB, BignoBigaTn -
N o the decisions made
32 NPUAHATI pilLeHHS.
fPH ApanTyBaTUCHA B YMOBax 4acTol 3MiHU Adapt in the conditions of frequent changes in
05 TEXHOOr i NpodecinHol AiaNbHOCTI, the technologies of professional activity,
MPOrHo3yBaTu KiHLEeBUIM pe3ynbTar. predict the final result
rPH KpnTU4YHO OCMUCOBATM OCHOBHI Teopil, Critically understand the main theories,
06 | MPvHUMMK, MeToAN i NOHATTA Yy HaB4YaHHi Ta |principles, methods and concepts in education
npogecinHin JisNbHOCTI. and professional activity
LiaTn Ha OCHOBi 3aKOHOOaBY0Il Ta Act on the basis of the legislative and
fPH HOpMaTMBHO-NMpPaBoBoi Ba3n YKpaiHu Ta BUMOr regulatory framework of Ukraine and the
07 BiAMNOBIAHMX CTAaHAAPTIB, Y TOMY 4YUCAi requirements of relevant standards, including
Mi>XXHapoAHUX B ranysi iHpopmauinHoi Ta /abo | international ones in the field of information
Kibepbesneku. and/or cyber security
FoTyBaTM Npono3unuii 40 HOPMAaTUBHUX aKTIB
rPH Y P tit A PMaTNBHI Prepare proposals for regulatory acts on
wono 3abesnevyeHHs iHPopMaLUinHoi Ta /abo oo . .
08 ; ensuring information and/or cyber security
Kibepbesneku.
BrnpoBag)xyBaTu npouecu, o 6asyoTbCcs Ha .
HaLF:iOHan"IbIZVIX T3 Mﬁmia ouul-l-mx CTgHD,a Tax Implement processes based on national and
rPH . poaH HAapTax, international standards for detection,
BUSIBJIEHHS, iAeHTuUikauii, aHaniy Ta . e :
09 . . R identification, analysis and response to
pearyBaHHS Ha iHUMOEHTW iHDOopMaLiNHOI ; . RN
! information and/or cyber security incidents
Ta/abo Kibepbesnekn.
rPH ByvKoOHYBaTV aHani3 Ta AEKOMMO3ULLIO Perform analysis and decomposition of
10 | iHdopMaUuinHO-TesleKoMYHiKauinHux cucteM. | information and telecommunications systems
fPH BukKoHyBaTK aHasli3 3B'S13KiB MiX Perform analysis of connections between
11 iHOopMaUinHMMKM NMpouecamMmn Ha BigaaneHux | information processes on remote computer
ob4yncnoBasbHUX CUCTEMAX. systems
MPH . .
12 Po3pobnaTtmn mogeni 3arpo3 Ta NMopyLUHUKA. Develop threat and intruder models
AHanizyBaTu NpoeKkTn iHhopMauinHo- Analyze projects of information and
lMPH | TenekoMyHikauUinHUX cuctem 6asyro4mncb Ha telecommunication systems based on
13 CTaHOapTU30BaHUX TEXHOJIONiAX Ta standardized technologies and data
MPOTOKOJIax Nnepenadi gaHuX. transmission protocols
BupilwlyBaTun 3aBAaHHSA 3aXUCTy Nporpam Ta Solve the task of protecting programs and
iHdhopMauii, wo obpobnsaeTbCca B information processed in information and
[PH |iHopMaLinHo-TeneKkoMyHikauinHux cuctemax| telecommunication systems by means of
14 |nporpamMHo-anapaTHMMMK 3acobamun Ta fasaTu hardware and software and evaluate the

OLUiHKY pe3yfibTaTUBHOCTI AKOCTi MPUAHATNX
pilLleHsb.

effectiveness of the quality of the decisions
made
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BukopuncToByBaTuh Cy4acHe nNporpaMmHo-
lPH P y Y i€ nporpam Use modern software and hardware of
anapaTHe 3abe3neyvyeHHs iHHoOpMaLiHO- ; . Ao .
15 . oo I~ information and communication technologies
KOMYHiKaUiNnHNX TEXHOOriN.
. . Implement complex information protection
PeanizoByBaTn KOMMNAEKCHI CUCTEMU 3aXUCTY .
) systems in the automated systems (AS) of the
[PH iHpopMaLil B aBTOMaTU30BaHUX CUCTEMaX
16 | (AC) opraHi3sauii (nignpnemcTtea) BignoBigHo

organization (enterprise) in accordance with
the requirements of regulatory and legal
documents

3abe3neyvyyBaTi NpoOLLECU 3aXUCTY Ta
yHKLiOHYBaHHSA iHoOpMaLinHo-
TesIeKOMYHiKaLuinHux (aBTOMaTN30BaHNX)
CUCTEM Ha OCHOBI MPaKTUK, HABUYOK Ta
fPH 3HaHb, WOMO CTPYKTYPHNX (CprKTypHo-
17 J'IOI'I‘-IHI/IX).CXGM, Tonosorii Mepexi, Cy4acHnx
apXiTEKTYp Ta Mopenen 3axucTy
€NIeKTPOHHUX iH(hopMaUinHNX pecypcis 3
Bipobpa>keHHAM B3aEMO3B'A3KIB Ta
iHbopMaUINHNX NOTOKIB, NpoLEeciB Ans
BHYTPILLUHIX | BigAgaN€HNX KOMIMOHEHT.
fPH BI/IKOpI/I(?TOByBaTVI nporpamHi Ta NporpaMHo-
1g |2@mapaTHi KoMmnieKcK 3axncTy iHpopMaLinHNX

00 BUMOIr HOPMaTUBHO-MPaBOBKX ,D,OKyMeHTiB.

To ensure the processes of protection and
functioning of information and
telecommunication (automated) systems
based on practices, skills and knowledge
regarding structural (structural-logical)
schemes, network topology, modern
architectures of information resources with a
reflection of relationships and information
flows , processes for internal and remote
components.

Use software and software-hardware

! protection complexes information resources
pecypcis.
fPH 3acTocoByBaTuK Teopil Ta MeToam 3axucty ansa| Apply protection theories and methods to
19 3abe3nevyeHHs 6e3nekun iHopmaulii B ensure information security in information and
iHOpMaLINHO-TENIEeKOMYHIKaLiMHNX CucTemMax telecommunication systems
3abesneyvyyBaTu PyHKLIOHYBaHHSA I .
. y (PyHKUIOHY To ensure the functioning of special software
cneuianbHOro NporpaMHoro 3abesne4vyeHHs, : ; :
MPH | wono 3axncTy iHbopmaLii Bia pyiHyiouMx for the protection of information from
A . . destructive software influences, destructive
20 MporpaMHNX BNJIMBIB, PYNHYIO4YNX KOLIB B L . .
) . ) o codes in information and telecommunication
iH(bOpMaLiNHO-TeNeKOMYHIKaLinHnX
systems
cucTemax.
BupiwyBaTun 3agaydi 3abesnedyeHHs Ta Solve tasks of provision and support
cynposoay (B.T. Yucni: ornaj, TecTyBaHHSA,
MPH

(including: review, testing, accountability) of
nig3BiTHICTB) cucTeMun ynpasniHHA goctynoM | the access control system in accordance with
21 3rilHO BCTAaHOBMEHOI NONITUKN Be3nekn B

the established security policy in information
iHpopMaLuinHUX Ta iHhopMaLinHo- and information and telecommunication
TeNeKoOMYHIKauinHux cnctemMax. systems
BupiwyBaTu 3agadi ynpasniHHA npouenypamm

To solve the problems of management of
ineHTUdiIKauii, aBTeHTUgIKauil, aBTopm3auii | procedures of identification, authentication,
lMPH | npoueciB i KOpUCTyBa4iB B iHpoOpMaLinHO- authorization of processes and users in
22 TeNleKOMyHiKauinHNX cuctemax 3rifgHo information and telecommunication systems in
BCTAHOBEHOI MONITUKM iHopMaLinHoi i\abo

accordance with the established policy of
Kibepbesneku. information and/or cyber security
PeanizoByBaTun 3ax04un 3 NPOTULII OTPUMAHHIO
HeCaHKLiOHOBAHOIro A4OCTYyNy A0 Implement measures to prevent unauthorized
[1PH iH(popMaLinHUX pecypcis i NnpoLecis B access to information resources and processes
23 iHpopMaLuinHUX Ta iHhopMaLinHo- in information and information and
TeNeKOMyHiKauinHnx (aBToMaTU30BaHUX) telecommunication (automated) systems
cucTemax.
B”P'L”yBaTV' 3alasl ynpasiiHHa DOCTYNOM A0 | - g6 the problems of managing access to
iH(bOpMaLUiNHUX pecypciB Ta NPoLLECIB B ; ' .
) e . " information resources and processes in
rPH 'HCDOpM‘."]L“V'!{”X Ta IH(opMaLHO- information and information and
24 TeNeKOMYyHiKauinHnx (aBToMaTuU30BaHUX)

cucTeMax Ha OCHOBI Mogesnien ynpasiHHSA
0OCTynoM (MaHgaTHUX, ANCKPELiNHKX,
POJIbOBUX).

telecommunications (automated) systems
based on access control models (mandatory,
discretionary, role-playing)
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3abe3nevyyBaTun BBEOAEHHS NiA3BITHOCTI
CUCTEMM yMNpaBAiHHA OOCTYNOM 00
€NeKTPOHHUX iIHPOPMaLINHNX pecypciB i

Ensure the introduction of accountability of
the access management system to electronic
information resources and processes in

[MPH | npoueciB B iHhopMaUinHUX Ta iHhopMaLinHo- . ; ) :
poul qo pMaLl hopmal information and information and
25 TeNeKOMyHiKauinHnx (aBToMaTU30BaHUX) o
X telecommunication (automated) systems
CUCTEMaXx 3 BUKOPUCTaHHAM XKypHanis . . . ; .
o . using logs registration of events, their analysis
peecTpauii noAdin, ix aHanisy Ta BCTAaHOB/IEHUX ) .
and established protection procedures
npoueayp 3axmucTy.
BnpoBag)xyBaTu 3axonun Ta 3abesnedysaTtu Implement measures and ensure the
peanisauito Npouecis nonepen>XeHHs implementation of processes of prevention of
[Py | ©TPVMaHHIO HeCaHKLiOHOBAHOro gocTtyny i unauthorized access and protection of
26 3aXuCTy iHhopMaUinHNX, iHpopMaLinHO- information, information and
TesNleKOMYyHiKauinHnx (aBTOMaTNU30BaHMUX) telecommunication (automated) systems
CMCTEM Ha OCHOBI eTafloHHOI Moaeni B3aemogii| based on the reference model interaction of
BiAKPUTUX CUCTEM. open systems
BupiwyBaTn 3aga4i 3aXMCcTy NOTOKIB AaHUX B S
piy Aa’ ncry Kis A Solve the problems of data flow protection in
[1PH iHpopMaUinHKUX, iIHpopMaLiNHO- ) . . !
. - information, information and
27 TesIeKOMYHiKaLuinHux (aBTOMaTN30BaHNX) o
telecommunication (automated) systems
cucTemax.
AHanizyBaTu Ta NPOBOANTMN OLiHK .
YE . POBOA HIHKY .| Analyze and evaluate the effectiveness and
e(heKTUBHOCTI Ta PiBHSA 3aXULLEHOCTI pecypcis . .
. o v level of security of resources of different
Pi3HMX KNaciB B iHQOpMaUinHKX Ta L7 . ; .
. e X .y classes in information and information and
[1PH IHPOPMaLINHO-TENIeKOMYHIKaLiMHNX S
. telecommunication (automated) systems
28 (aBTOMaTM30BaHMX) CUCTEMAX B XOA4i . ) 4
NPOBEAEHHS BUNPOGYBaHb 3riIHO during tests in accordance with the
, ! : A established policy of information and/or cyber
BCTAHOBNEHOI MONITUKMK iHopMaLinHOi Ta\abo .
. security
Kibepbesneku.
30iNCHIOBATY OLHIOBAHHA MOXXJINBOCTI To evaluate the possibility of realizing
peanizauii noTeHuinHMx 3arpo3s iHdbopMauii, | potential threats to information processed in
fPH o obpobnaeTbCcs B iHQOPMaLINHUX Ta information and information and
29 iH(bOpMaLiNHO-TENEeKOMYHIKaLiNnHNX telecommunication systems, the effectiveness
cncteMax, epeKTUBHOCTI BUKOPUCTaHHS of the use of protective equipment complexes
KOMMAeKciB 3acobiB 3axMCTy B yMOBax in the conditions of the realization of threats of
peani3auii 3arpos pi3HUX Knacie various classes
fPH 34iNCHIOBATMW OLHIOBAHHA MOXXJIMBOCTI Assess the possibility of unauthorized access
30 HEeCaHKLiOHOBAHOIro AOCTyNy 00 e/leMeHTiB to elements of information and
iH(bOopMaLiNHO-TeNeKOMYHIKaLiNHNX CUCTEM. telecommunication systems
fPH 3acTocoByBaTK Teopil Ta MeToam 3axucty ansa|Apply security theories and methods to ensure
31 3abe3nevyeHHs 6e3nNeKkn enemMeHTIB element security information and
iHopMaLiNHO-TesIeKOMYHIKaUinHUX CUCTEM. telecommunication systems
BupiwyBsaTu 3agadi ynpasniHHa npouecaMmn | Solve the tasks of managing the processes of
fPH BiJHOBJIEHHS WITATHOroO PyHKLIiOHYBaHHA [restoring the normal functioning of information
32 iHbopMaLUinHO-TeNnekoMyHikauinHnx cuctem 3 | and telecommunication systems using backup
BUKOPUCTaHHAM rnpouenyp pesepByBaHHA | procedures in accordance with the established
3rigHO BCTaHOBJIEHOI NONITUKN Be3nekn. security policy
rPH BupiwyBaTun 3anayi 3abesnevyeHHs To solve the problems of ensuring the
33 6e3nepepBHOCTI Bi3HeC nNpoueciB opraHisauii continuity of business processes of the
Ha OCHOBI Teopii pM3KKiB. organization on the basis of risk theory
. . Participate in the development and
MpuiimMaTK y4acTb y po3pobui Ta . : . . :
: o VI implementation of an information security
rPH BMpoOBag KeHHi cTpaTeril iHpopMaLuinHOI . :
. . \ and/or cyber security strategy in accordance
34 | 6e3nekn Ta/abo kKibepbesneku BiANOBIAHO 4O

uinen i 3aBgaHb opraHisaduii.

with the goals and objectives of the
organization
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BupiwyBaTun 3agayi 3abe3nedyeHHs Ta
CynpoBOAY KOMMIEKCHNX CUCTEM 3aXUCTY
iHbopMaUii, a TakoXX npoTuaii
HeCaHKLiOHOBaHOMY OOCTyny A0

Solve the tasks of providing and supporting
complex information protection systems, as
well as countering unauthorized access to

rpPH iHhopMaLifHMX pecypcis | NpoLiecis B information resources and processes in
35 ; i Yl " information and information-
iH(popMaUiNHUX Ta iHGopMaLiNHO- L .
) oo telecommunication (automated) systems in
TeNeKOMyHiKauinHnx (aBToMaTU30BaHUX) . . )
) . ) accordance with the established policy of
cucTemax 3rigHo BCTaHOBJIEHOI MONITUKN : . :
X e : information and/or cyber security
iHbopMauinHoi i\abo Kibepbesnekn.
rPH BuaBnatn Hebe3neyHi cMrHanm TeXHiYHUX : .
) Detect dangerous signals of technical means
36 3acobis.
BumiptoBaTn napameTpun HebesneyHux Ta Measure the parameters of dangerous and
3aBaf0BMX CMMHaiB Nifg 4ac interfering signals during the instrumental
iIHCTPYMEHTa/IbHOr0 KOHTPOJIIO NPOLIECiB control of information protection processes
rPH 3axXMCTy iHpopMaLii Ta BU3Ha4YaTun and determine the effectiveness of
37 |eeKTnBHICTb 3axXNCTy iHOpMaUil Big BUTOKY information protection against leakage
TexHiYHMMN KaHanamum BignosigHo oo Bumor |through technical channels in accordance with
HOPMaTUBHUX OOKYMEHTIB CUCTEMU the requirements of regulatory documents of
TEeXHIYHOro 3axmncTy iHpopMauii the technical information protection system
I[HTepnpeTyBaTu pe3ynbTaTn NMPoOBeAeHHA Interpret the results of special measurements
cneuianbHUX BUMipOBaHb 3 BUKOPUCTAHHAM using technical means, control of the
fPH TeXHi4YHUX 3acobiB, KOHTPOJO XapaKTEPUCTUK characteristics of information and
38 iH(POpPMaLiNHO-TENTIEKOMYHIKaLiMHUX CUCTEM telecommunication systems in accordance
BiAMOBIAHO A0 BMMOI HOPMATUBHMX with the requirements of regulatory
OOKYMEHTIB CUCTEMMN TEXHIYHOI0 3aXUCTY documents systems of technical protection of
iHpopMauii information
MpoBoanTn aTecTauito (cnupatouncb Ha 06nik | Carry out attestation (based on accounting
rpH | T@ 06CTEXEHHS) PEXUMHUX TEPUTOPIN (30H), and survey) of regime territories (zones),
39 MPUMiLLEeHb TOLLO B YMOBaX A04ep)XaHHA premises, etc. under the conditions of
pPeXuMy CEeKPEeTHOCTI i3 hikCyBaHHAM compliance with the secrecy regime, recording
pe3ynbTaTiB y BiAMNOBIAHNX OOKYMeHTax the results in the relevant documents
IHTepnpeTyBaTh pe3ysbTaTn NPOBEAEHHS .
PrpeETY pesy poBeA Interpret the results of special measurements
cneuianbHUX BUMipOBaHb 3 BUKOPUCTAHHAM ) ,
: . using technical means, control of ITS
[PH | TexHi4HUX 3acobiB, KOHTPOJIO XapaKTEPUCTUK e :
. . characteristics in accordance with the
40 ITC BigNoBiAHO 00 BUMOI HOPMATUBHUX .
. . requirements of regulatory documents of the
OOKYMEHTIB CUCTEMMN TEXHIYHOI0 3aXUCTY A . :
) technical information protection system
iHpopMaUil
3abe3neyvyyBaTun HeMepepBHICTb NpoLec - -
y =Mepep b npouecy Ensure the continuity of the event and incident
rPH Be[leHHSA )KYpHaNiB peecTpaLii noin Ta .
. : . logging process based on automated
41 IHUMOEHTIB Ha OCHOBI aBTOMATU30BaHNX
procedures
npouenyp
fPH BnpoBag)xyBaTu npoLecu BUSABJIEHHS, Implement the processes of detection,
42 ineHTUdIKauii, aHanily Ta pearyBaHHs Ha identification, analysis and response to
iHUMaeHTn iHpopMauinHoi i/abo kibepbesnekn| information and/or cyber security incidents
3acTocoByBaTW HaUiOHasbHI Ta MiXKHapoOHi . . .
yBe H - apon Apply national and international regulatory
rPH peryJoyi akTn B cdepi iHpopMaLinHol . ; . : ;
! acts in the field of information security and/or
43 6e3nekn Ta/ abo kibepbeznekn gna . ) . S
. ) X cyber security to investigate incidents
po3cnigyBaHHSA iIHUNOEHTIB
BupiwyBaTun 3apgayi 3abesnevyeHHs To solve the problems of ensuring the
b6e3nepepBHOCTI BizHec-npoueciB opraHisauii continuity of the organization's business
IPH | Ha oCHOBIi Teopil pU3KNKiB Ta BCTaHOBJIEHOI processes on the basis of risk theory and the
44 CUCTEMM ynpaBAiHHA iHPOpPMaLinHoW established information security management
6e3neKoto, 3rigHo 3 BiTYN3HAHUMU Ta system, in accordance with domestic and
Mi>KHapoOHUMM BMMOraMun Ta CTaHAapTamMum international requirements and standards
3acTocoByBaTU Pi3HI Kacu NoaiTUK
rPH iHbopMauinHoi 6e3nekun Ta/ abo Apply different classes of information security
45 Kibepbesneku, wo 6a3yoTbCs Ha pU3NK- and/or cyber security policies based on risk-

OPIEHTOBAHOMY KOHTpPOJIi 4OCTYynNy A0
iHhbopMaUiNHMX aKTKBIB

based access control to information assets
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30iNCHIOBATK aHani3 Ta MiHIMi3aLito puU3uKiB

Analyze and minimize the risks of information

MPH . o iy L, X
46 06pobku iHopMaUuii B iHhopMaLinHo- processing in information and
TeNleKOMYHiKaUinHUX CucTemMax telecommunication systems
BupiwyBaTun 3agadi 3axucTy iHpopmauii, wo | Solve the problems of protecting information
fPH 06pobnsieTbCsa B iHhopMaLUinHO- processed in information and
47 TeNeKoOMYyHiKauinHux cuctemax 3 telecommunication systems using modern
BUKOPUCTAHHAM Cy4YaCHUX MeTofAiB Ta 3acobis methods and means of cryptographic
KpunTtorpadiYHOro 3axmcTy iHopMauil protection of information
BukoHyBaTV BNPOBaO XEHHS Ta NiATPUMKY
CUCTEeM BUSABJIEHHS BTOPrHEHb Ta Implement and support intrusion detection
fPH BMKOPMUCTOBYBATU KOMMOHEHTU systems and use cryptographic protection
48 KpunTorpagivyHoro 3axucTty anag components to ensure the required level of
3abe3nevyeHHs HeobxigHOro piBHA information security in information and
3aXULLLEHOCTI iHopMaLii B iHopMaLinHo- telecommunication systems
TeNeKoMYyHiKaLinHUxX cnctemax
3abe3neyvyBaTun HanexxHe MYHKLIOHYBaHHS Ensure the proper functioning of the
[1PH CUCTEMUN MOHITOPUHTY iHOPMaLiNnHNX monitoring system of information resources
49 pecypciB i npoueciB B iHopMaLinHO- and processes in information and
TeJIeKOMYHIiKaLinHUX cucteMax telecommunication systems
3abe3nevyBaTu hYHKLIOHYBaHHSA MPOrpaMHuX S
y (yHKLUIOHY porpa Ensure the functioning of software and
Ta NporpaMHo-anapaTHUX KOMIJIEKCIB :
rpPH . o ; software-hardware complexes for detecting
BUSABJIEHHSA BTPOrHEHb Pi3HUX PiBHIB Ta Knacis : . :
50 intrusions of various levels and classes
(CTAaTUCTUYHUX, CUTHATYPHMX, CTaTUCTUYHO- - ) o .
(statistical, signature, statistical-signature)
CUFHATYPHUX)
NigTpuMmyBaTM Npaue3faTHICTb Ta oo . -
ATPUMy PauUesa Maintain operational efficiency and ensure
[1PH 3abe3nevyBaTi KOHMIrypyBaHHsa cuctem : : . . . .
; i configuration of intrusion detection systems in
51 BUABJZIEHHA BTOPrHeHb B iHpopMaLinHo- . ; A
) o information and telecommunication systems
TeNleKOMYHiKaLlinHUX cuctemax
BukopucToByBaTu iIHCTPYMEHTapIin gns o .
lPH MOHiTE)) MHT yn ouecis E)i/H(bo M%uiDlﬂHo- Use tools for monitoring processes in
52 PUIHTY TP . P information and telecommunication systems
TeNeKoOMYyHiKalinHUX CucTemMmax
lPH | BupiwyBaTu 3ajadi aHanisy nporpaMHoOro Solve problems of software code analysis for
53 KOAY Ha HasiBHICTb MOXJ/IMBUX 3arpos3 the presence of possible threats
YceigomntoBaTy LiHHOCTI FPOMagsHCbLKOro To be aware of the values of civil (free
fPH (BiIbHOr0 Ae€MOKpaTMYHOro) CycnifnbCcTBa Ta democratic) society and the need for its
54 HeobXiOHICTb NOro CTasoro PO3BUTKY, sustainable development, the rule of law, the
BEpPXOBEHCTBA MNMpaga, NpaB i ceobon ntoaunHu i| rights and freedoms of a person and a citizen
rpoMagsiHMHa B YKpaiHi in Ukraine
BupiwyBaTun 3afa4di po3pobkn, BNpoBagXeHHS To solve the problems of development,
lMPH | Ta cynpoBOAY CUCTEM MOHITOPUHIY O)Xepen implementation and support of monitoring
55 Hebe3ne4yHNX CUrHaniB Pi3HOI Pi3NYHOI systems of sources of dangerous signals of
npupoamn various physical nature
34incHioBaTK aHani3 Ta 06pobky curHanis . .
SR o Analyze and process signals of various
[TPH | pi3HOT pi3n4HOT NPpNPOAN 3 BUKOPUCTAHHAM . :
o X physical nature using the latest methods of
56 HOBITHIX METOAIB CTaTUCTUYHOIO, L .
. statistical, spectral and structural analysis
CNEKTPanbHOro Ta CTPYKTYPHOro aHanisy
3acTocoByBaTW HOPMATUBHI JOKYMEHTU B Apply regulatory documents in the field of
fPH rasysi TexHidHoro 3axumcTy iHdopmauii npu | technical information protection when solving
57 BUpiLLEeHHI 3aaa4 po3pobku, BnpoBaaxeHHs |problems of development, implementation and

Ta CynpoBoAY KOMMJEKCHUX CUCTEM 3aXUCTY
iHbopmMauil

support of complex information protection
systems
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8 - PecypcHe 3abe3nevyeHHsa peanisauii nporpamu/ Resource provision for programme
implementation

KappoBe 3abe3neuyeHHs/Staffing

BignosigHO A0 KagpOBUX BUMOT LLOAO0
3abe3neyvyeHHs NPoBag)XeHHS OCBITHbLOI
OiNbHOCTI ong BignosigHoro piBHA BO,
3aTBepa)xeHux MNoctaHoBoto KabiHeTy MiHicTpis
YKpaiHum Big 30.12.2015 p. Ne 1187

(B YMHHIN pegakuii).

In accordance with the personnel requirements
for ensuring the implementation of educational
activities for the corresponding level of HE,
approved by the Resolution of the Cabinet of
Ministers of Ukraine dated 12.30.2015 No. 1187
(in the actual version).

MaTepianbHO-TexHiYHe 3abe3ney

eHHs/ Material-technical support

BignoBigHO 00 TEXHONMOrMIYHMX BUMOT LL,OAO
MaTepiasbHO-TeXHi4YHOro 3abesnevyeHHs
OCBITHbOI AiSANILHOCTI BiAMoOBiAHOro piBHA BO,
3aTBepoxeHux MNoctaHoBoto KabiHeTy MiHicTpis
YkpaiHu Big 30.12.2015 p. Ne 1187

(B YMHHIN pepakuii).

BukopucTtaHHa obnagHaHHA ona NnpoBeneHHs
neKuin y dpopmaTi npe3eHTauin, mepexesux
TEXHO0rin, 30KpeMa Ha naaTdopmi
ONCTaHUiNHOro HaB4YaHHs Sikorsky.

In accordance with the technological
requirements for the material and technical
support of educational activities of the
corresponding level of HE, approved by the
Resolution of the Cabinet of Ministers of Ukraine
dated 12.30.2015 No. 1187

(in the actual version).

Use of equipment for conducting lectures in the
format of presentations, network technologies,
in particular on the Sikorsky distance learning
platform.

IHdbopMauiHe Ta HaBYabHO-MeTOoAMYHe 3abe3neuy

education

eHHAa/ Information and methodical support of the
al process

BionoBigHO 4,0 TEXHOJIOTIYHUX BUMOI LLOA0
HaBYaJ/IbHO-METOANYHOro Ta iHopMaLiNHOro
3abe3nevyeHHs OCBITHbOI AiA/IbHOCTI
BianoBigHOro piBHa BO, 3aTBEpAXEHUX
MocTaHoBow KabiHeTy MiHicTpiB YKpaiHu Bif
30.12.2015 p. Ne 1187 (B 4MHHIN pepakuii).
KopucTtyBaHHA HaykoBo-TexHi4HOW b6ibnioTekoto
KMl im. Irops Cikopcbkoro.

In accordance with the technological
requirements for educational, methodological
and informational support of educational
activities of the corresponding level of HE,
approved by Resolution of the Cabinet of
Ministers of Ukraine dated 12.30.2015 No. 1187
(as amended).

Use of the Scientific and Technical Library of Ihor
Sikorsky Kyiv Polytechnic Institute.

9 - AkapeMiyHa mobGinbHicTb/Academic mobility

HauioHanbHa KpeauTHa Mo6in

bHicTb/National credit mobility

Y4yacTb CTyAEeHTIB B MpOrpaMax akageMiyHoi
MOBINIbHOCTI, MOXXJIMBICTb YKJIaAEeHHS yrof
OLEepP>XaHHSA CTyAeHTaMn MNoABiNHUX OUMNIOMIB

Participation of students in academic mobility
programs, the possibility of concluding
agreements for students to receive double
diplomas

MixxHapoaoHa KpeauTHa MObGiNIbH

icTb/International credit mobility

MOXXNUMBICTb YKNAAEHHA yrof npo Mi>XHapoaHy
akageMivyHy MobinbHICTb, MPo NoAaBiNHe
OVNIOMYBaHHSA, NPO TpUBai Mi>XHapPOHi
NpoeKTH

The possibility of concluding agreements on
international academic mobility, on double
graduation, on long-term international projects

HaB4yaHHsa iHO3eMHuX 3p060yBaviB BO/Study of Foreign applicants of HE

HaB4yaHHS iHO3eMHUX 3006yBadviB BO, ki
onaHoBytoTb Ol 3a NnporpamMamMy MiXKHapogHOI
akKageMivyHoi MobifIbHOCTi, HaBYaHHA MOXXe
MPOBOANTUCH aHININCbKO abo yKpaiHCbKOLO
MOBOIO, 3@ YMOBM BONOAiIHHA 3006yBavYeM MOBOIO
HaB4YaHHS Ha PiBHI He HuxX4e B2.

The training of foreign higher education
students who master the OP under international
academic mobility programs can be conducted
in English or Ukrainian, provided the student has
a language proficiency of no lower than B2.
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2. NEPEJIIK KOMMOHEHTIB OCBITHbOI MPOrPAMWU/COMPONENTS of EDUCATIONAL

PROGRAMME
dopMa
KpeguTiB | nigcymMkoBoro
Kopn/Code OcBIiTHI kOoMMoOHeHTU NporpamMu/Components EKTC/ECTS| koHTponto/Final
credits |control measure
form
HOPMATWBHI ocBiTHi koMnoHeHTU/Required (standard) components
0O60B’5A3KOBi KOMMOHEHTW LMKY 3arasibHoi nigrotoBku/General training cycle
30 01 SF(S?;L?Z:Ka MOBa 3a npodecinHmm cnpamyBaHHaMm / Ukrainian Language for Professional 2.0 3anik / Final test
3002 IcTopia Hayku i TexHikn / History of Science and Technology 2.0 3anik / Final test
30 03 OcHoBu 3p0poBoro cnocoby xutTts / Fundamentals of a Healthy Lifestyle 3.0 3anik / Final test
30 04 MpakTnyHM Kypc iHo3eMHoi moBu / Practical Foreign Language Course
30 04.1 EgiK]:erHHVIVI Kypc iHo3eMHoi MmoBu. YacTuHa 1/ Practical Foreign Language Course. 3.0 3anik / Final test
30 04.2 EapliKszquﬁ Kypc iHo3eMHoi MoBK. YacTuHa 2 / Practical Foreign Language Course. 3.0 3anik / Final test
30 05 OcHoBM ekoHOMiKK / Foundations of Economics 2.0 3anik / Final test
30 06 BXX[ Ta umsinbHWn 3axucT / Safety of Life and Civil Defence 2.0 3anik / Final test
30 07 MaTemaTnyHuUM aHani3 / Mathematical Analysis
3007.1 MaTemaTuyHUM aHani3. YactmHa 1 / Mathematical Analysis. Part 1 6.0 Ek3ameH / Exam
30 07.2 MaTemaTuyHuM aHani3. YactuHa 2 / Mathematical Analysis. Part 2 6.0 Ek3ameH / Exam
30 08 ®i3nka / Physics
30 08.1 ®i3nka. YactuHa 1 / Physics. Part 1 5.0 3anik / Final test
30 08.2 ®i3nka. YactuHa 2 / Physics. Part 2 6.0 Ek3ameH / Exam
30 09 -I:—llea?‘:ﬁieﬂn'l];lalvtl?cBaingtoactT;tTcasMaTEMaTMqHa cTaTucTtuka / Probability Theory and 3.0 3anik / Final test
3010 OunckpeTHa MmaTemaTuKka / Discrete Mathematics 5.0 Ek3ameH / Exam
3011 MporpamyBaHHs / Programming
30 11.1 MporpamyBaHHs. YacTuHa 1 / Programming. Part 1 5.0 Ek3ameH / Exam
3011.2 MNporpamysaHHs. YacTuHa 2 / Programming. Part 2 4.0 3anik / Final test
3012 Anrebpa Ta reomeTpis / Algebra and Geometry 5.0 Ek3ameH / Exam
3013 BcTyn no kibepHeTuyHoi 6e3nekn / Introduction to cyber security 4.0 3anik / Final test
30 14 OcHoBYM KOMM'tOTePHUX Mepex / Basics of computer networks 4.0 3anik / Final test
3015 ApxiTekTypa KoMn'toTepHux cuctem / Architecture of computer systems 4.0 Ek3ameH / Exam
30 16 OnepauirHi cuctemn / Operating Systems 5.0 Ek3ameH / Exam
3017 CucTeMHa iHxeHepis / Systems Engineering 5.0 Ek3ameH / Exam
30 18 KpunTorpadisa Ta cteraHorpadis / Cryptography and steganography 4.0 3anik / Final test
3019 maton ptection sebeme dobon maemereabon o "R/ | a0 | anis Finaltest
30 20 YnpasniHHS iHbopMauinHoto 6e3nekoto / Information security management 5.0 Ek3ameH / Exam
30 21 MpakTUYHUN KypC iHO3€MHO'I'.MOBVI npodecinHoro cnpamyBaHHa / Practical Foreign
Language Course for Professional Purposes
30211 | e Couran for reroasnot Py pare ™
30212 | e e maras for roromsnot Py a2/
30 22 Eri‘zsvclgté)gczKi OCHOBW HaykoBoro nisHaHHSA / Philosophical Foundations of Scientific 2.0 3anik / Final test
3023 IH(hopmauinHa 6e3neka / Information Security 2.0 3anik / Final test
3024 MepepavnnomMHa npakTuka / Pre-diploma Practice 6.0 3anik / Final test
3025 OunnomHe npoekTyBaHHA / Bachelor Thesis 6.0 3axucT / Defence
0O60B’A3KOBIi KOMIMOHEHTW UMKy NpodecinHoi niarotoeku /Professional training cycle
1o 01 Di3znyHu nabopaTopHUn NpakTukym / Physical laboratory practice 4.0 3anik / Final test
o 02 OcHoBsu Teopii Kin / Fundamentals of Circuits Theory 6.0 Ek3ameH / Exam
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®dopma
KpeowuTiB | miaCyMKoOBOro
Kon/Code OcBIiTHI kOoMMoHeHTK nNporpamu/Components EKTC/ECTS| koHTponto/Final
credits |control measure
form
1o 03 Teopia curHanis / Theory of signals 7.0 Ek3ameH / Exam
0o 04 Teopis curHanie. Kypcosa poboTa / Theory of signals. Coursework 1.0 3anik / Final test
1o 05 AHanorosa cxemMoTexHika / Analog circuitry 4.0 3anik / Final test
1o 06 Lincdposa cxemoTexHika / Digital circuitry 5.0 Ek3ameH / Exam
o 07 MeTponoria Ta BuMiptoBaHHA / Metrology and measurement 5.0 Ek3ameH / Exam
10 08 CMCTEMI/I nepefaBaHHA Ta NpuinMaHHs iHpopmMalii / Information transmission and 6.0 EksameH / Exam
reception systems
110 09 CI/ICTeIV!VI nepefaBaHHA Ta NpUNMaHHA iHdopMauii. Kypcosa poboTa / Information 1.0 3anik / Final test
transmission and reception systems. Coursework
o 10 !Vle'ron,m Ta 3acobun TEeXHI4HOro 3axucTy iHdbopmaLii / Methods and means of technical 4.0 3anik / Final test
information protection
rno 11 TenekoMyHikKauUinHi cnctemm i Mmepexi / Telecommunication systems and networks 4.0 Ek3ameH / Exam
no 12 TexHi4Hi 3acobn oxopoHun 06’exTiB / Technical means of protection of objects 5.0 Ek3ameH / Exam
10 13 Telequ 3acobu oxopoHu 06’ekTiB. KypcoBa poboTa / Technical means of protection of 1.0 3anik / Final test
objects. Coursework
1o 14 _I'IpoeKTy_BaHHﬂ CUCTEM TeXHIYHOro 3axuncTy iHpopmauii / Design of technical 4.0 3anik / Final test
information protection systems
o 15 |TEOPETUHHI 0CHOBYM 3aXMCTy iHopMaui / Theoretical foundations of information 4.0 3anik / Final test
protection
BWBIPKOBI ocBiTHI komnoHeHTuU/Elective components
BubipkoBi KOMNOHEHTU UUKIY 3aranbHoi niarotoBkn/General training cycle
3B 01 OcBIiTHIn koMnoHeHT 1 3Y-KaTanory / Educational component 1 GU-Catalogue 2.0 3anik / Final test
3B 02 OCBITHIn KoMNoHeHT 2 3Y-KaTanory / Educational component 2 GU-Catalogue 2.0 3anik / Final test
Bunbipkosi KOMNOHEHTU LUKy npodecinHoi niarotosku/Professional training cycle
rnB 01 OcCBITHIn kKoMnoHeHT 1 ®-KaTasnory / Educational Component 1 from P-Catalogue 4.0 3anik / Final test
rne 02 OCBITHIn KOMNoOHeHT 2 ®-KaTasnory / Educational Component 2 from P-Catalogue 4.0 3anik / Final test
rB 03 OcBiTHIN koMnoHeHT 3 ®-kaTanory / Educational Component 3 from P-Catalogue 4.0 3anik / Final test
B 04 OCBITHIn KOoMNOHeHT 4 ®-kaTanory / Elective Educational Component 4 from P- 4.0 3anik / Final test
Catalogue
B 05 OCBITHIn KOMNOHEHT 5 ®-kaTanory / Elective Educational Component 5 from P- 4.0 3anik / Final test
Catalogue
1B 06 OcBIiTHin koMnoHeHT 6 ®-kaTasory / Elective Educational Component 6 from P- 4.0 3anik / Final test
Catalogue
B 07 OcCBIiTHin KoMNoHeHT 7 ®-kaTanory / Elective Educational Component 7 from P- 4.0 3anik / Final test
Catalogue
1B 08 OcCBIiTHin KoMnoHeHT 8 ®-kaTasnory / Elective Educational Component 8 from P- 4.0 3anik / Final test
Catalogue
B 09 OcCBIiTHin KOMNoHeHT 9 ®-kaTasnory / Elective Educational Component 9 from P- 4.0 3anik / Final test
Catalogue
nB 10 OcCBIiTHIn KoMNoHeHT 10 ®-kaTanory / Elective Educational Component 10 from P- 4.0 3anik / Final test
Catalogue
nB 11 OCBIiTHin KOMNOHeHT 11 ®-kaTanory / Elective Educational Component 11 from P- 4.0 3anik / Final test
Catalogue
nB 12 OCBIiTHIn KOMNOHeHT 12 ®-kaTanory / Elective Educational Component 12 from P- 4.0 3anik / Final test
Catalogue
nB 13 OCBITHin KOMNOHeHT 13 ®-kaTanory / Elective Educational Component 13 from P- 4.0 3anik / Final test
Catalogue
M8 14 OCBIiTHin KOMNOHeHT 14 ®-kaTanory / Elective Educational Component 14 from P- 4.0 3anik / Final test
Catalogue
3aranbHun o6car HopMaTMBHUX KoMMNoHeHTiB Ol/Total scope of the required 180
components:
3aranbHuin obcar BnbipkoBmnx komnoHeHTIB OlN/Total scope of the elective 60
components:
O6csAr oCBiTHIX KOMMOHEHTIB, WO 3abe3nevyyoTb 3400yTTA KOMNETEHTHOCTEN
Bu3Ha4eHux CBO/Total scope of the educational components aimed at acquisition of 180
competencies specified in the Higher Education Standard:
3ATAJIbHUI OBCAr OCBITHLOI MPOMPAMU/TOTAL SCOPE OF THE EDUCATIONAL
PROGRAMME 240
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3. CTPYKTYPHO-JIOTN4YHA CXEMA OCBITHbOI MPOrPAMU/STRUCTURAL-AND-LOGICAL
SCHEME OF THE EDUCATIONAL PROGRAMME
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5. ®OPMA ATECTALII 30,06YBA4IB BULL,OI OCBITU/ THE FORM OF ATTESTATION FOR
DEGREE PURSUERS

ATecTauisa 3800yBayiB BULLOT OCBITU 3a OCBITHLO-NPOGECINHOW0 NporpaMmo «CUCTEMU TEXHIYHOIO
3axXnUCTy iHbopMaLii» 30iNCHI0ETLCA Y POPMi BUKOHAHHS EANHOMO AEep>XXaBHOro KeasiikaLinHoro
icnuTy Ta NybaiyHOro 3axmcTy KBanigikauinHoro NpoekTy/poboTn. ATecTalia 3aBepLUYETLCS
BMOa4velo JOKYMEHTY BCTAHOBJIEHOMO 3pa3ka NMpo NPUCBOEHHA KBasidpikauii bakanaspa 3
Kibepbesnekn Ta 3axuCTy iHpopMaLii.

Ha aTecTauito BUHOCMTbLCS CYKYMHICTb 3HaHb, YMiHb, HaBUYOK, iHLWIMX KOMNEeTeHTHOCTen, HabyTux
0coboto y npoueci HaB4YaHHA. [Jo aTecTaLlii 4ONYCKAOTbLCA CTYAEHTU, AKi BUKOHaAN BCi BUMOT K
nporpamMmu NiaroToOBKW.

KBanicikauinHa poboTa nepeBipAeTbCSA Ha MaariaT Ta NicNa 3aXUCTy PO3MILLLYETbCS B peno3nTopil
HayKOBO-TexXHiI4YHOI 6ibnioTekn yHiBepcmTeTy 411 BiIbHOrO JocTyny.

Certification of higher education applicants under the educational and professional program
"Systems of technical protection of information" is carried out in the form of a unified state
qualification exam and public defense of a qualification project/work. The attestation ends with the
issuance of a document of the established model on the awarding of the bachelor's qualification in
cyber security and information protection.

The totality of knowledge, abilities, skills, and other competencies acquired by a person during the
training process is submitted to the certification. Students who have fulfilled all the requirements of
the training program are admitted to attestation.

The qualification work is checked for plagiarism and after protection is placed in the repository of the
scientific and technical library of the university for free access.
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6. MATPULA BIAMNOBIAHOCTI MPOrPAMHUX KOMMNETEHTHOCTEA KOMMOHEHTAM
OCBITHbOI MPOrPAMU/COMPLIANCE MATRIX OF PROGRAMME COMPETENCIES WITH
PROGRAMME COMPONENTS
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7. MATPULUA 3ABE3NEYEHHA MPOrPAMHUX PE3YJIbTATIB HABYHAHHA BIANOBIAHUMU
KOMMOHEHTAMU OCBITHbOI MPOrPAMN/ COMPLIANCE MATRIX OF PROGRAMME
LEARNING OUTCOMES WITH PROGRAMME COMPONENTS
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