MIHICTEPCTBO OCBITU I HAYKU YKPATHU
HAIIIOHAJIBHUHM TEXHIYHUH YHIBEPCUTET VKPATHU
«KUIBCBKHUH NOJITEXHIYHUN IHCTUTYT
imeni Irops Cikopcbkoro»

3ATBEP/IDKEHO
Buenoro panoro
KIII im. Irops Cikopcbkoro

SYSTEMS OF TECHNICAL PROTECTION OF
INFORMATION

OCBITHBO-ITIPO®ECIMHA TPOT'PAMA
nepmoro (0akaJaBpcbKOro) piBHsl BULLOT OCBITH

3a cnewiajabHicTio 125 KiGep0Oe3neka Ta 3axuct iHpopmauii

rajy3i 3HaHb 12 Indopmaniiini TexHo0TIi
KBaJi}pikamis bakanasp 3 ki0ep0e3neku Ta 3aXUCTy
iHpopmanii

Beeneno B aito 3 2023/2024 HaB4. poky
HaKa30M peKTopa
KIII im. Irops Cikopcbkoro

Bin (£ 04 2023 p. Ne M L/; ‘:/[j /.g 02,3

Kwuis — 2023



INPEAMBYIJIA

PO3POBJIEHO npo€eKTHOIO rpynoo:

Kepisnuk npoekmmnoi epynu.

Hosikos Ouekciit MukoJiaiioBuy,
nupekTop HapuansHo-Haykororo @izuko-TexHIUHOTO IHCTUTYTY,

1.T.H., mpodecop

Ynenu npoexmmuoi epynu:
Jlanne /Imurpo Bonoagumuposuy,
3aBijlyBau Kadeapu indopmariiiiHoi 6e3neku, 1.1T.H., mpodecop,

+ Mauycekuii €Bren AHJpiitoBuY,
npodecop kadeapu inhopmaniiiHoi 6e3nexu, 1.1.H., Ipodecop,

Jlyuenko Bonogumup MuxonaioBud,
Jo1IeHT Kadeapu iHpopmMaliitHoi Oe3neKH, K.T.H., JOLEHT

[Iporonos JImutpo OnekcaHapoBuY,
JoueHT Kadeapu inopmariinoi 6e3neku, K.T.H., JOLUEHT

3a miAroToBKy 3700yBauiB BMINOI OCBITH 3a OCBITHBOIO IPOTPaMoI0 BijmoBizae kadeapa
iHgopMauiiHoi Oe3nexku

MNOTrOJKEHO:
HaykoBo-metouunoro komicieto KITI im. Irops Cikopepkoro 3i cenianabHocti 125
Tomoa HMKY 125
) Lé“/’\f Jimutpo JIAHJIE
(np@é&on Nel/2023 Big «10» ciuas 2023 p.)

Metoauynoro pagoro KIII im. Irops Cikopebkoro

FOHWW‘ panu
( Araroxniit MEJIbBHUYEHKO

" - _
(mpotokon Ne 4/ Bin«/9» L7 2023 p.)




BPAXOBAHO:
(baxoBy eKCIepTH3y CTEUKXOJAEPIB:

IIpeacraBHuKH po0OTOAABLIB!
Moxonbko Onekciit AHaToNiiHOBHY, K.(.-M.H.,
R&D mgupexrop 3 iHdopmarliiiiHoi 6e3mexu,
TOB “Camcynr Enextponike Ykpaina Kommnani”,
YKpaiHCHKUM LIEHTP JOCHIIIKEHb Ta pO3p0o00K Samsung

ConogitoB €Breniit BanepiiioBuy,
HavanpHuk YnpasniHHs 1HQOpMaLiiTHUMU TEXHOJIOT1SIMU
Ciy>»x0u 30BHIIIHBOT PO3BIIKU Y KpaiHU

ABpees Irop Bonongumuposudy,

TTOJIKOBHUK CJIY»KOU ITUBUTBHOTO 3aXHCTY,

Hauansuuk LleHTpy onepaTUBHOTO 3B’ 53Ky,
TEJIEKOMYHIKaIlIHHIX CUCTEM Ta iHGOPMAIlIHHUX TEXHOJIOT1iI
JlepkaBHOIT CITy>KOM 3 HaI3BUYAMHUX CUTYaIIli

IIpencTaBHUKM CTYI€HTCHKHUX OPraHi3amii:
3i6apos JImutpo, B.o. rosnosu [Ipodporopo HH DTI,
CTyIIeHT 4 Kypcy OakanaBpary
3a crienianbHicTIO 125 KiGepOesneka

XKyxoscrkuii Ctanicnas,
CTYJIEHT 4 Kypcy OakaiaBpaTy
3a crienianbHicTIO 125 KiGepOesneka

Penien3ii-BiAryKH CTEHKXOIIEPIB TOAAIOTHCS.

OCBITHIO MTporpamMy OHOBIICHO Y 3B’S3KYy 31 3MiHOIO Ha3BU CHEMiaIbHOCTI. BHEceHO Kopek-
TUBHU Yy BiANOBiAHOCTI 3 BuMoramu [loctanoBu KaGinety MinictpiB Ykpainu Bin 16.12.2022
Ne 1392 “IIpo BHeceHHS 3MiH A0 MEpeiKy raigy3edl 3HaHb 1 CIEUiabHOCTEH, 3a SKUMU
3IIMCHIOETHCS TATOTOBKA 3/100yBayiB BUIOT OCBITH BHECEHO 3MiHU y CKJIaJ] CTEUKXOJe-

piB

OcBiTHIO TIporpamMy OOTOBOPEHO TICHISI HAIXOJKEHHS BCIX MOOaKaHb Ta MPOIO3UIIINA BiJl
po0oToaBIIiB, 3100yBayiB 1 BUIIYCKHUKIB OCBITHBOI Mporpamu. CXBaJIeHO Ha PO3UIMPEHO-
My 3acifanHi kadenpu iHpopmartiitnoi 0esnexu (Ne10/2022 Bix «28» rpyans 2022 poky).
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1. IPO®IL/Ib OCBITHbOI IPOTPAMU

«CucreMH TeXHIYHOIO 3axXucTy iH(pOpManin»
3i cenianbHocTi 125 KiGepOe3neka Ta 3axuct iHopmaii

1 — 3araabHa indopMmanis

IloBHa Ha3Ba 3BO HamionaneHuil TeXHIYHUNA YHIBEPCUTET Y KpaiHU

Ta IHCTUTYTY/ “KuiBcbkuit mositexHiyHui 1HCTUTYT iMeH1 Iropst Cikopcbkoro™
bakynpTeTy HaBuanpHO-HayKOBHH (Di3MKO-TEXHIUHUI IHCTUTYT

CrymiHp BUIIOI Crymniap — 6akanaBp

OCBITH Ta Ha3Ba KBamigikaris — 6akanaBp 3 kibepOe3neku Ta 3axucty iHpopmarii
KkBaidikaIii MOBOIO

OpHTiHAITY

Pisens 3 HPK HPK VYkpainu — 6 piBeHb

QF-EHEA — nepmmii nuki
EQF-LLL — 6 piBenb

Odiniitna Ha3Ba CucremMu TEXHIYHOTO 3aXUCTY iHpOpMaIii

OCBITHBOI ITPOTPaMH

Tun gumiomy Ta Junnom OakanaBpa, onuHUYHAK, 240 KpeauTiB,

00CsT OCBITHBOT TepMiH HaBuaHHs 3 poku 10 micsii

porpamu

HasBHicTb Ceprudikar akpeauranii cneniansaocti Y1 11010979,
aKpeauTanii mivicanit 7o 01.07.2028

[TepenymoBu [ToBHa 3aranpHa CepeHs OCBiTa

Moga(un) BuKIaganHs | YKpaiHChKa

Tepmin aii ocBiTHBOI | Jlo HAcTYmHOT akpeuTAaIii

Iporpamu
InTepuet-anpeca https://osvita.kpi.ua/node/103. (po3ain «OCBITHI IpOrpamMu»),
HOCTiIHOTO http://is.ipt.kpi.ua/navchalni-programi-2

PO3MIIIIEHHS

OCBITHBOI ITPOrpamMu

2 — MeTa ocBiTHBOI MpOrpamMu

MeTo10 OCBITHBOT MPOrpaMH € MiArOTOBKa (axiBIliB, 3JaTHUX BUPILIYBAaTH CKIIAJHI 3a/1a4l B raiys3i
KiOepHeTHYHOI Oe31eKH 0COOMCTOCTI, CIIIJIBHOTH, CYCIIIbCTBA Ta JepKaBH, BCEOIYHOTO podeciifHo-
o, IHTEJIEKTYaIbHOI'0, COL[1aJIbHOIO Ta TBOPYOT'O PO3BUTKY OCOOMCTOCTI Ha HAWBUIIUX PIBHAX J10C-
KOHAJIOCTI B OCBITHBO-HAYKOBOMY CE€PEIOBHUIIII.

3 11i€10 METOI0 OCBITHS Mporpama mnepeadavac:

1. ®dynnameHTanbHy MiArOTOBKY (axiBIiB B raly3i MaTeMaTHKH, Gi3uky, dinocodii npupoau ta
CYCIIIIbCTBA;

2. T'apMoOHi30BaHy crierfiaizoBaHy MiATOTOBKY ()axXiBIIiB B Tay3i iHpopMaIiitHO-KOMyHIKaI[iTHIX
CHCTEM pi3HOT (Pi3UYHOT MPUPOIHU: Bi KIIACUYHOI TEPMOJUHAMIKH 1 €JIEKTPOAMHAMIKU 10 KBaH-
TOBO1 TPaBIIMHAMIKH 1 XpPOMOIMHAMIKH;

3. CrerianizoBaHy rapMOHI30BaHy MiATOTOBKY ()axiBIIiB B Tady3i KOHTHHYaJIbHOI, JUCKPETHOI Ta
KBaHTOBO1 00poOKu iHpopMaIlii MaTeMaTUYHUMU Ta (PI3UYHUMU METOJIaMH Ta 3ac00aMu;

4. T'apMOHI30BaHy MDKAMCUUILTIHAPHY OpraHi3aliiHO-eKOHOMIYHY Ta HOPMAaTHBHO-TIPABOBY IiJI-
roTOBKY (axiBI[iB, 3JJaTHUX CTBOPIOBATH HOBI CTApTaIly Ta YCIIIIHO KOHKYPYBaTH Ha BUCOKOTE-
XHOJIOTTYHHUX pUHKAX Mpall;

5. MibKaucIuIIIiHapHy MeIaroriYHO-TICHXOJIOTIYHY MiITOTOBKY (paxXiBIlIB JIJIS TIOIAIBIIIOTO CaMO-
PO3BHTKY i Ipaili B pi3HUX rajly3sX OCBITH, HAYKHU Ta 1HXXEHePii.




3 — XapaKTepuCcTHKA OCBITHBOI MporpamMu

[IpeameTHa obGnacTh

O06’exTu ipodeciitHOT AISUTPHOCTI BUITYCKHUKIB:

e 00'exTHn iH(OpMaTH3aIlii, BKIIOUYAIOUN KOMITIOTEPHI, aBTOMAaTH30BaH1, Te-
JIeKOMYHIiKaIliiHi, iHpopmaniiiai, inhopmariiiHo-aHaniTuyHi, iHpopma-
[IHHO-TEJICKOMYHIKaIlIiHI CHCTeMH, 1H(POPMAIIiiHI pecypcH 1 TEXHOJIOTI,

® TEXHOJIOTI 3a0e3neueHHs 0e3nexku iHdopmarrii;

® [IPOIIECH YIIPaBIiHHA 1HPOPMAIIHHOK Ta/abo KibepOe3nekor 00’ €KTIB,
10 MiJIATAI0Th 3aXKCTY.

il HaB4aHHS MiATOTOBKA (axiBIIiB, 3JaTHUX BUKOPHUCTOBYBATH 1 BIIPOBa-

JOKYBaTH TEXHOJIOTIT iHpopMalliifHoi Ta/abo KidoepOe3neK.

TeopeTuuHuit 3MIiCT IpeaMeTHOT 00JIacTi

3HaHHSA

® 3aKOHO/IaBUOi, HOPMAaTHBHO-NPABOBOi 0a3u YKpaiHU Ta BUMOT BiJIINOBI/-
HUX MDKHAPOJIHUX CTAHAAPTIB 1 MPAKTHK MO0 3MIMCHEHHS TPodeciitHOT
TISIIBHOCTI;

e TIPUHIIMIIIB CYIPOBOJY CHCTEM Ta KOMIUIEKCIB iHpopMarliitHoi Ta/abo
KibepOe3neku;

e Teopii, MoJeNiel Ta MPUHIUIIB YIIPABIiHHS IOCTYIIOM J10 iHPOpMaIitHIX
pecypcis;

e Teopii cucTeM ynpapiiHHs iHQOpMaIiitHOIO Ta/abo KibepOe3neKoro;

® METOJIiB Ta 3ac00iB BUSABIICHHSI, YIIPABIIHHS Ta iICHTU(IKAIlIT PU3HKIB;

® METOJIB Ta 3aCO0IB OI[IHIOBAHHS Ta 3a0e3INeYCeHHS HEOOX1THOTO PiBHS 3a-
XHUIIEHOCTI 1H(popMaIlii;

® METO/iB Ta 3aC00iB TEXHIYHOTO Ta KpunTorpadiuHoro 3axucry iHpopma-
1ii;

® CydYacHHX 1IH(QOPMaIIHO-KOMYHIKAI[IHHUX TEXHOJIOTIH;

® Cy4acHOI0 IpOrpaMHO-anapaTHoOro 3abe3neyeHHs iHpopMmaliiHo-
KOMYHIKAI[IHHUX TE€XHOJIOTIH;

® ABTOMATH30BAHHUX CHCTEM MPOCKTYBAHHS

MeTtoau, METOIUKH Ta TEXHOJIOTII:

e Merou, METOJUKH Ta iHPOPMALIHHO-KOMYHIKALIHHI TEXHOJIOTI Ti 1HII1
TEXHOJIOT11 3a0e3neueHHs iHpopMalliitHoi Ta/abo KidbepOe3neK.

[HcTpymenTH Ta o0nagHaHHS:

® CHCTeMH PO3pOOKH, 3a0e3MeueHHs, MOHITOPUHTY Ta KOHTPOIIIO MPOILIECiB
1H(opMariifHoi Ta/abo KibepOe3neKu;

e CydYacHe MporpaMHO-anapaTHe 3a0e3neueHHs iHpopMalliiftHo-
KOMYHIKAI[iHHUX TEXHOJIOT1H.

OpieHrallis OCBITHBOL
IpOrpaMu

OcsiTHbO-TIpO(eciitHa




OcHoBHUil Pokyc OcHoBHI (OKyCH POrpamMu:

OCBITHBOI TTpOrpamMu 1. Tlocwiiena miAroTOBKA B TaJTy31 IUCKPETHOI MaTEeMaTUKHU Ta KBAHTOBOI
iHpOpMaTHKH;

2. TlocuneHa miroToBKa B rajay3i MeXaHiKH, eJIEKTPOHIKH, PaIIOTEXHIKH,
AKyCTHKH, ONITOCTICKTPOHIKH;

3. Ilocunena miaroToBKa B raay3i JUCKPETHOT 00poOKH iHGOpMAaIIii JIOT1KO-
MaTeMaTHYHUMHU METOJaMH Ta (i3UKO-TEXHIYHIUMHU 3aCO0aMH;

4. ®dynaaMeHTalbHA MirOTOBKA 100 MMPOSKTYBAHHS, PO3POOKH, BITPOBa-
JDKEHHS Ta CYIIPOBOJIy KOMIUIEKCHUX CHCTEM 3aXUCTy iHpopmaii, 1o
IUPKYJIO€ Ha 00’ ekTax iH(OpMAaIIHHOT AISUIBHOCTI Iep KaBHOT Ta MpUBa-
THOI ()OpMH BIIACHOCTI,

5. Ilocunena miAroToBKa B raiay3i MDKIUCIUTIIIHAPHOTO CUCTEMHOTO aHa-
i3y 3 METOI0 CTBOPEHHS KOMIUIEKCHUX CHCTEM 3aXUCTY 1H(POpMaiiHUX
MOTOKIB Y KOMYHIKAI[IHHUX MepekKax;

6. Cunabycu Ta MeToIM4YHE 3a0€31eUeHHs MiArOTOBKH 3100yBadiB BUIIOL
OCBITH IOPIYHO MEPETISIIAIOTHCS 3 METOK BpaXyBaHHS HOBHX HayKOBO-
TEXHOJIOTIYHUX 3100y TKIB y raiy3i KioepHEeTHYHOI O€31eKH;

7. llIupoke 3amyueHHs 37100yBadiB BUIO OCBITH JI0 YYacCTi y MPOBITHUX
MDKHApPOJHUX KOH(EPEHIIIAX B ray3i KibepHEeTHIHOT Oe3MeKy;

8. IlpoBeneHHs MOpIYHUX KOH(PEPEHIIIH Ta OJIIMITia/l 3 HOBUX HAIPSMKIB
KiOepHeTHUHOT O€3MeKH 3 METOI HaBYaHHS 3/100yBaviB BUIIOi OCBITH
PO3poO0IIi IHAMBITyallbHUX CTAPTaIliB HA eTari MiArOTOBKH KBamidika-
iHHOT pOOOTH.

Knrouoni croBa: kibepHeTnuHa Oe3reka, TeXHIuHi 3acodu 3axucTy iHpopma-
i1, TEXHIYHUHA ayTUT, TIPOCKTYBAaHHS Ta CTBOPEHHS KOMITJICKCIB TEXHIYHOTO
3axMcTy iHpopMartii

Ocob6muBocTi 1. Ilepexin BiJ cTaHAAPTHUX METO/IB KJIACUYHOT MATEMAaTUKH Ta KIACUYHOT

porpamu (13MKH 10 KBAaHTOBO-MEXaHIUYHUX Ta KBAHTOBO-OOUNCITIOBAIbHUX Ha-
MPSIMKIB PO3BUTKY CYYacHOT MaTeMaTU4HO1 (i3UKHU;

2. TlocwuiieHa miaroToBKa B Taly3i MPUPOTHUYMX HAYK (MaTeMaTHKH, (i3u-
KH), a TAKOX TEXHIYHUX HayK (MporpaMyBaHHs, OOpOOKH CUTHAIIB Pi3-
HOT (13UYHOT PUPOAU, PO3pOOKaA Ta ONTUMI3ALIIS IPUCTPOIB 3aXUCTY
iHpopMmaii);

3. dynpaMeHTaIbHA MIATOTOBKA MO0 MTPOEKTYBAHHS, pO3pOOKH, BIPOBa-
JDKEHHS Ta CYIIPOBOJly KOMIUIEKCHUX CHCTEM 3aXUCTy iHpopMallii, 1110
LUPKYJIIO€ HA 00’ €KTax 1HPOpMaIIiHOI TISIBHOCTI AepKaBHOI Ta pHUBa-
THOI ()OpMH BJIACHOCTI;

4. Tlpoxo/KeHHs MPAKTUK Ha IPOBITHUX MIIPUEMCTBAX rally31 3aXUCTY
iHpopMaii.




4 — TlpuaaTHicTh BUNYCKHUKIB /10 NPAaNeBJIANITYBAHHS T MOIAJbIIOT0 HABYAHHSA

[IpunaTHicTs 10 Bianmosiano o [epskaBHoro knacudikatopy npodecii JIK 003:2010 3i
npaueBitamTyBaHds | 3MiHO0 Nel( BUIYCKHHUKH MOXYTh IPAIFOBaTH Ha MOCagax, 1o

BIJINMOB1Iat0OTh KJIACU(DIKAIIHHAM yIPyTOBAaHHSM:

2139.2 daxiBenp 3 TEXHIYHOTO 3aXUCTY iH(pOpMaIii

3121 daxiBenp 3 iHHOpMAIIHHAX TEXHOJIOTIH.

3139 daxiBens i3 opranizaiii 3axucty iHpopmarii 3 00MeKEHUM JTOCTYTIOM;
daxiBerp 13 oprasizaiii iHpopMaiiiiHoi 0e3nexn

MoxxyTb npairoBaT GaxiBLUSIMHM 13 3aXUCTy 1HGOopMaIii B ckiazi iHhopma-
[iHKUX JenapTaMeHTIB MiANPHUEMCTB Ta OaHKIB, CHIBPOOITHUKAMU CITYkKO 3a-
XUCTY 1HOpMaIlii; aynuropamu iHGOpMaIiiHOT Ta KIOEPHETUYHOT O€3IeKH,
aJMiHicTpaTopamH iH(pOopMamiifHOI Ta KIOepHETUYHOT O€3MeKH, MPOCSKTYBaIb-
HUKaMU CHUCTEM 3aXHUCTy iHpopMarlii B KibeprpocTopi; po3poOHUKAMH IPO-
rpaMHUX Ta IPOrpaMHO-anapaTHUX 3aco0iB 3axucTy iH(popmarii B Kibeprpo-
CTOpi, aHATITHKaMH KiOepOe3IeK B yCTaHOBAX JCP)KaBHOI Ta 1HIINUX (HOpM
BJIACHOCTI, crieianictamMmu 3 3a0e3nedeHHs Kibepoesneku B KidephizmaHmx
cUcTeMax, 30KpeMa, 00’ €eKTax KPUTUYHOT iHPpaCTPYKTYpH.

[Moganbuie HaBuaHHs | [Ipo1oBKeHHS OCBITH 32 IPYTUM (MaricTepchbKUM) piBHEM BHIIOT OCBITH

5 — BukJjagaHHs TA OLIHIOBAHHSA

Buxnananus ta [Tporpamoro nieped6aueHo CTyICHTOIICHTPOBAHE HAaBYaHHsI. Bukamanus

HaB4YaHHA

MIPOBOJIUTHCS Y TaKUX (hopMax: JISKIIii, IPaKTUYHI Ta CEMiHAPCHKI 3aHATTS,
KOMIT IOTEPHI IPAKTUKYMH 1 J1a00paTopHi poOOTH; KypCOBi MPOEKTH 1 poOo-
TH; TEXHOJIOTiS 3MIIIAHOTO HABYAHHS, IPAKTUKN; BAKOHAHHS JTUTUIOMHOTO
IPOCKTY 1 IMTUIOMHOI poboTH

O1iHIOBaHHS OLiHIOBaHHS 3HaHb CTYACHTIB 3/IIHCHIOETHCS Y BiAMOBIAHOCTI 110 TTomoxeHHs

po cucTteMy ouiHoBaHHs pe3ynbTariB HapuaHHA KIII im. Iropst Cikopebkoro
3a yciMa BUJIaMH ay/IUTOPHOI Ta 103aayAUTOPHOI poOOTH (BXiIHU,
MMOTOYHUMN, KaJICHJAPHUH, MJICYMKOBUN KOHTPOJIb); €K3aMEeHH, 3aI1KH, 1H-
JUBITyalibHI 3aBJIaHHS TOUIO.

6 — IlporpamMHi KOMIIETEHTHOCTI

[nTerpansHa 3/1aTHICTh PO3B’A3yBaTH CKJIa/IHI CIIEiani30BaH1 3a/1a4l Ta MPaKTUYHI po-
KomnereHTHicTh Onemu y ranysi 3abe3nedyeHHs iHpopmaniiHoi 6e3nexu 1/abo kibepoesnexu,

10 XapaKTEPU3YIOThCSI KOMIUIEKCHICTIO Ta HEMOBHOK) BU3HAUEHICTIO YMOB.

3araabni komnerentHocti (K3)

K3 1

3/1aTHICTh 3aCTOCOBYBATH 3HAHHS Y IPAKTHYHUX CUTYALlIsIX.

K3 2

3HaHHs Ta PO3yMiHHS IpeaMeTHOi 001acTi Ta po3yMiHHs npodecii.

K3 3

3aatHICTh TPO(DECIITHO CIIUTKYBATHCS JIEPKABHOIO T4 1HO3EMHOIO MOBaMHU SIK YCHO, TaK 1
MHCHMOBO.

K3 4

BMiHHS BUSIBISITH, CTABUTH Ta BUPINIYBAaTU IpobsieMu 3a IpodeciiHUM CIpSIMYBaHHSIM.

K35

31aTHICTh A0 OLIYKY, 00poOJIeHHs Ta aHasi3y iHhopMallii.

K3 6

3/aTHICTD peaii3yBaTH CBOI MpaBa i 000B’SI3KH SIK YJ€HA CYCHUIbCTBA, YCBIIOMIIIOBATH
LIHHOCT1 FPOMAJISTHCHKOTO (BUTILHOTO IEMOKPATUYHOT0) CYCIILCTBA Ta HEOOX1HICTh
HOro CTamoro po3BUTKY, BEPXOBEHCTBA MpaBa, Mpas 1 CBOOO I JIFOJUHH 1 TPOMAsTHUHA B
YkpaiHi;

K3 7

3naTHICTB 30epiratu Ta MPUMHOXKYBAaTH MOPaJIbHi, KyJlIbTypHi, HAyKOBI IIIHHOCTI 1 JOCSAT-
HEHHS CYCIIJIbCTBA HA OCHOB1 PO3YMIHHS 1CTOPIi Ta 3aKOHOMIPHOCTEH PO3BUTKY NpeaMe-
THOI 001acTi, i MicId y 3araibHii cUCTeMi 3HaHb [P0 MPUPOJY 1 CYCIITIBCTBO Ta Y PO3-
BUTKY CYCIUJIbCTBA, TEXHIKU 1 TEXHOJIOT1H, BUKOPUCTOBYBATH Pi3HI BUIU Ta POPMH pyXo-
BO1 aKTUBHOCTI JJIsl aKTUBHOT'O BIATOYMHKY Ta BEIEHHS 3J0POBOr0 CIIOCO0Y KHUTTS.
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®daxoBi komnereHTHOCTI (KD)

Kol

3IaTHICTh 3aCTOCOBYBATH 3aKOHOAABYY Ta HOPMAaTHBHO-TIPABOBY 0a3y, a TAKOX JEprKaB-
Hi Ta MDKHAPOIHI BUMOTH, MPAKTHKH 1 CTAHJAPTH 3 METOIO 31IHCHEHHS IPpOoQeciiHol Tis-
JILHOCTI B Tary3i iHpopMalliitHoi Ta/abo KibepOe3neku.

Ko 2

31aTHICTh A0 BUKOPUCTAHHS 1H(POpMaIitHO-KOMYHIKAI[ITHUX TEXHOJIOT1H, CyYaCHUX Me-
TOMIB 1 MozieJIel iHpopMaliifHOT Oe31eKn Ta/abo KibepOe3neKHy.

Ko 3

3/1aTHICTh A0 BUKOPUCTAHHS MPOTPaMHHX Ta MPOrPaMHO-arapaTHUX KOMILIEKCIB 3aC00iB
3axucTy iHdopmarlii B iHpopMaIifHO-TeJIEKOMYHIKAIIHHUX (aBTOMaTH30BaHUX ) CUCTE-
Max.

Ko 4

3naTHICTh 3a0e3MeuyBaTi HelepePBHICTh O13HECY 3TiTHO BCTAHOBJICHOT MOMITUKH 1H)O-
pMartiitHoi Ta/abo kibepbe3meku

K®5

3narHicTh 3a0e3neuyBaTy 3axXucT iHopmMartii, 1o o0pooIsieThes B iHGOpMaIifHO-
TEJICKOMYHIKAIIMHUX (aBTOMATH30BAaHMX ) CHCTEMaX 3 METOIO pealtizailii BCTAHOBJICHOT
MOITHKY 1H(OpMaIliiHOoi Ta/abo KibepOe3neKy.

Ko 6

31aTHICTh BIAHOBIIOBATHU IITaTHE QYHKI[IOHYBaHHS 1H(MOpMaLiiHUX, iHpOpMaLiifHO-
TEJIEKOMYHIKaliHHUX (aBTOMAaTU30BAaHKX) CUCTEM IICIIS peai3allii 3arpos , 31iiCHEHHS
kibeparak, 3001B Ta Bi]IMOB Pi3HUX KJIACiB Ta MOXO/KCHHSI.

Ko7

31aTHICTH BIIPOBA/KYBATH Ta 3a0e3neuyBaTy (GyHKIIOHYBAaHHS KOMIUIEKCHUX CUCTEM
3axucTy iHdopMaIlii (KOMIUIEKCH HOPMAaTHBHO-TIPABOBUX, OpraHi3alliiHUX Ta TEXHIYHUX
3ac00iB i METO/IiB, IPOLIEYP, MPAKTHYHHX MPUHOMIB Ta iH.)

J O

31aTHICTh 31ICHIOBATH MPOIIEypU YIPABIIHHS 1HIIMICHTAMU, IPOBOIUTH PO3CIIiIyBaH-
Hsl, HAJIaBaTH iM OIIIHKY.

K®9

31aTHICTH 3A1ICHIOBATH POQECiiiHy AiSUIbHICTh HA OCHOBI BIPOBAPKEHOT CUCTEMH YTI-
pasiiHHs iHQOpMaIiiiHO Ta/abo KibepOe3neKoro.

Ko 10

31aTHICTh 3aCTOCOBYBATH METOM Ta 3aCO0M KPUNTOTpadiuHOro Ta TEXHIYHOI'O 3aXUCTY
iHpopmanii Ha 00’ exkTax iHGOPMALIHHOT TiSUTBHOCTI.

Ko 11

3/1aTHICTh BUKOHYBAaTH MOHITOPUHT MpolieciB (PyHKIIOHYBaHHS iHpopMaLiiHuX, iHPOp-
MaliiHO-TEeJIeKOMYHIKAIIMHUX (aBTOMaTHU30BaHUX) CUCTEM 3T1JHO BCTAHOBJIEHOT MOJITH-
K4 iHpopManiiHoi Ta/abo KibepOe3neKkH.

K® 12

3/1aTHICTh aHaJlI3yBaTH, BUSBJISATH Ta OLIIHIOBATH MOXJIMBI 3arpo3H, ypa3JIMBOCTI Ta Je-
cTabu113y104l YNHHHUKH 1H(opMaliifHoMy IpocTopy Ta iHpOpMaLifHIM pecypcaM 3T1THO
3 BCTAHOBJICHOIO MOJIITHKOIO 1H(hOpMaIliitHoi Ta/abo kibepOe3nexu.

K® 13

3/1aTHICT AOCHIIKYBaTH €()eKTUBHICTh pOOOTH JJaBauiB CUTHAIIB Pi3HOI (P13UYHOI MpHU-
PO, MPOBOJIUTH iX ONTUMI3ALIIO JUIS 33JJAHUX YMOB POOOTH

Ko 14

3/1aTHICTh BUSBIISATH Ta JOKaJI3yBaTH JpKepesia HeOe3MeUHNX CUTHAIIB B yMOBax oOMe-
’KEHOCTI alPIOPHUX JAHUX LI0JI0 iX XapaKTePUCTHK Ta (i3UYHOT IPUPOIU

K® 15

3/1aTHICTh IPOBOJIUTH CHELialIbHI OCTIIKEHHS 00’ €KTiB 1HOpMaLIHOT JISIIBHOCTI 3T1-
JTHO HOPMATUBHUX aKTiB B rajly3i TEXHIYHOI0 3aXHUCTy iH(opMmarii

7 — IlporpamMHi pe3yjibTaTH HABYAHHS

ITPH 1

3acToCOBYBaTH 3HAHHS JEPKABHOI Ta iIHO3EMHUX MOB 3 METOIO 3a0e3meueHHs e()eKTHB-
HOCTI TpodeciitHol KoMyHIKaIii

I1PH 2

Oprani3zoByBaTH BiacHy NMpodeciiHy MisIbHICTh, 00MpPaTH ONTUMATBHI METO/IA Ta CITO-
coOM pO3B’A3yBaHHS CKJIQJHUX CIIEIiajli30BaHMX 3a/1a4 Ta MPAKTHUYHUX MPOOJIeM y Mpo-
(eciiiHiii AisTTBHOCTI, OL[IHIOBATH iXHIO €()EKTUBHICTb

ITPH 3

BukopucTtoByBatH pe3yapTaT CaMOCTIHHOTO TIONIYKY, aHaII3y Ta CHHTE3Y 1H(pOopMaIIii 3
PI3HUX JDKepen a7si epeKTUBHOTO PIllIeHHs CTieliaTi30BaHuX 3a/1a4




ITPH 4

AHani3yBaTH, apryMeHTYBaTH NPUIMAaTH PIiIlIEHHs IPU PO3B’sI3aHHI CKJIaIHUX CTIeLiati-
30BaHMX 33/1a4 Ta MPAKTUYHUX MIPoOIeM y npodeciiiHiil TisIbHOCTI, SKI XapaKTepu3y-
IOThCSl KOMITJIEKCHICTIO Ta HETIOBHOKO BU3HAYCHICTIO YMOB, BIIMOBIIaTH 3a MPUIHATI Pi-
ICHHS

IIPH 5

AnantyBaTucs B YMOBAxX 4acTOi 3MiHU TEXHOJIOT1H pogeciiftHol NisIbHOCTI, TPOTHO3Y-
BaTH KiHIIEBUI pe3ybTaT

ITPH 6

KpuTHuHO OCMUCITIOBATH OCHOBHI TEOPil, IPUHIUITH, METO/IH 1 TIOHATTS y HABYaHHI Ta
npodeciiiHiil JisSTBHOCTI

ITPH 7

JlisiTi HAa OCHOBI 3aKOHOZABYO{ Ta HOPMAaTUBHO-TIPABOBOI 0a3u YKpaiHH Ta BUMOT BiJ-
MOBIJIHUX CTaHAAPTIB, Y TOMY YHCJII MDKHApOIHUX B raiy3i iHpopmariiifHoi ta /abo Ki-
OepOesnexu

ITPH 8

['oTyBaTH npomno3uiii 10 HOPMAaTUBHUX AKTIB 110710 3a0e3neveHHs iHpopmaniiHoi Ta
/abo kibepOe3neku

ITPH 9

BrpoBapkyBatu nporiecy, mo 0a3yrThCsl Ha HAIllOHAIbHUX Ta MIXXHAPOTHUX CTaHAap-
Tax, BUSIBJIICHHS, 1eHTU(]IKAIli1, aHAI3y Ta pearyBaHHs Ha
iHIMIeHTH iHpOopManiifHoi Ta/abo KibepOesneku

ITPH 10

BuxonyBaTtu aHani3 Ta A€KOMIIO3UILIII0 1HPOPMAIIHHO-TEIEeKOMYHIKAlIMHUX
CHCTEM

I[TPH 11

BukonyBartu aHaii3 3B’s13KiB MiXk iH(QOpMaIitHIMHU TIpoIIecaMy Ha BiIaIeHUX 009HC-
JFOBAJIbHUX CUCTEMAax

IIPH 12

Po3pobasiti Mozeni 3arpo3 Ta MopyUIHUKa

I1PH 13

AmnarnizyBaTH MpoeKTH iH(popMaIitHO-TeeKOMYHIKaI[ITHUX cucTeM 0a3yrouuch Ha CTa-
H/IapPTU30BAHUX TEXHOJIOTISX Ta MPOTOKOJIAX Mepenadi JaHuX

IIPH 14

BupimryBatu 3aBianHs 3aXUCTy Iporpam ta indopmaiiii, o o6pobiseTbes B iHpopma-
L1HHO-TEJIEeKOMYHIKAIIMHUX CHCTeMax MporpaMHO-anapaTHUMU 3aco0aMu Ta JaBaTh
OIIIHKY PE3yJIbTATUBHOCTI SIKOCTI IPUIHATUX PIillIEHb

ITPH 15

BukopucroByBaTH cyyacHe porpamMHo-anaparHe 3a0e3nedeHHs iHpopMaiiiHo-
KOMYHIKaLIHUX TE€XHOJIOT1H

IIPH 16

PeanizoByBaTH KOMITJIEKCHI CUCTEMH 3aXUCTY 1H(OpPMAaLlll B aBTOMAaTH30BaHUX CUCTEMAX
(AC) opranizarii (mianpUeMcTBa) BIAMOBIIHO JJO BAMOT HOPMAaTUBHO-TIPABOBHX JIOKY-
MEHTIB

IIPH 17

3abe3mneuyBaT MPOIECH 3aXUCTY Ta PYHKIIOHYBaHHS 1HPOPMAIIfHO- TEJIEKOMYyHIKa-
IMHUX (ABTOMATU30BAHKMX) CUCTEM Ha OCHOBI MPAKTHK, HABUUOK Ta 3HAHb, 11010 CTPY-
KTYpHUX (CTPYKTYpHO-JIOT1YHHUX) CXEM, TOIOJIOTIT MEepeKi, CydacCHUX apXiTeKTyp iH-
(dhopMalliiHuX pecypciB 3 BiIOOpaKEHHSIM B3a€EMO3B’SI3KiB Ta iH()OPMAIIfHUX TTOTOKIB,
MIPOIIECIB TSI BHYTPIMIHIX 1 BIIAJICHUX KOMITOHEHT; Ta MOJIEJICH 3aXHUCTY EIEKTPOHHUX
TaHUX

ITPH 18

BukopucToByBaTH MporpamHi Ta NporpaMHo-anapaTHi KOMIUIEKCH 3aXUCTY
iHpopMaliifHuX pecypciB

IIPH 19

3acTOCOBYBAaTH TE€OPii Ta METOIN 3aXUCTY /I 3a0e3nedeHHs Oe3neku iHdopmarii B iH-
(hopmarlitHO-TeIEKOMYHIKAI[IHHUX CUCTEMaX

ITPH 20

3abe3nedyBaTy (PYyHKIIIOHYBAaHHS CIIELIATBHOTO MPOrpaMHOro 3abe3MeyeHHs, m0/10 3a-
XHCTY iH(opMalii Bil pyHHYIOUYHX MPOrpaMHUX BIUIMBIB, PyHHYIOUHMX KOJIIB B iHpOpMa-
IMHO-TEJICKOMYHIKAIIMHIX CHCTEMax
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I1PH 21

BupimyBaru 3agaui 3a0e3nedeHHs Ta CynpoBoay (B.T. YHCIi: OIS, TECTyBaHHS, Mi3Bi-
THICTb) CUCTEMH YIPABIIHHS JOCTYIIOM 3TiIHO BCTAHOBJIECHOI MOJITUKU OE3MEKH B iH-
dhopmariiinux Ta iHpOpMaIIITHO-TeIEKOMYHIKAIIIHHUX CHCTeMaxX

ITPH 22

Bupimrysatu 3amadi ynpasimiHHS OpoleaypaMu i1eHTudikaiii, aBreHTrdikaiii, aBTopu-
3alii mpoIeciB i KOPUCTYBayiB B iH(OPMAIIITHO- TEIEKOMYHIKAaLlIHHUX CHCTEMax 3TiIHO
BCTAaHOBJICHOT MOJITHKH iH(OpMaIiitHoi 1\abo kibepOe3nexn

ITPH 23

PeanizoByBaTH 3ax0/111 3 MPOTH/Ii1 OTPUMAHHIO HECAHKIIIOHOBAHOTO JOCTYITY 110 iH(DOP-
MaIiifHUX pecypciB i mporeciB B iHpopManiifHuX Ta iH(popmariiitHo-
TEJICKOMYHIKAIIHUX (aBTOMATH30BaHMX ) CHCTEMaX

IIPH 24

Bupimrysatu 3aiadi ynpaBiiHHS JOCTYIIOM JI0 iH(GOpMaIliiHIX pecypciB Ta MPOIIECIiB B
iHopMmariifHuX Ta iHGOpMaIiHHO-TEIEKOMYHIKAIIHHUX (aBTOMATH30BaHHUX )
CHCTEMax Ha OCHOBI MOJIeJNIeH yIpaBIiHHS TOCTYIOM (MaHAATHUX, TUCKPEIIHHUX,
POJIbOBHX)

ITPH 25

3abe3neuyBaTu BBEACHHS M1I3BITHOCTI CUCTEMH YIIPABIIIHHS JOCTYIIOM JI0 €IEKTPOHHUX
iH(hOopMaLIfHUX pecypciB 1 mpoleciB B iHdopMaliiHuX Ta iH(opMaLiiHo-
TEJIEKOMYHIKaliHHUX (aBTOMAaTU30BaHMX) CUCTEMAaX 3 BUKOPHCTAHHIM KYPHAJIIB
peecTparii mofii, ix aHami3y Ta BCTAHOBJICHHUX MPOLEAYP 3aXHCTy

IIPH 26

BrpoBampkyBatu 3axo/u Ta 3a0e3reuyBaT peasi3allito MpoieciB MOnepePKEHHS OTPHU-
MaHHIO HECaHKI[I0HOBAHOTO JIOCTYITY 1 3aXUCTy iH(popMmaliitHuX, iHbopMaliiHo-
TEJIEKOMYHIKaliHHUX (aBTOMAaTH30BaHMX) CUCTEM HA OCHOBI €TaJIOHHOT MOJIEI
B3a€MO/IiT BIAKPUTUX CHCTEM

ITPH 27

BupimryBatu 3agaui 3aXyUcTy MOTOKIB JaHUX B iHGOpMaIiiHuX, iH(OpMaLiiHO-
TEJIEKOMYHIKaLiHHUX (aBTOMAaTU30BaHMUX) CUCTEMaX

ITPH 28

AmHainizyBaTH Ta IPOBOANTH OIIHKY €(heKTUBHOCTI Ta PiBHS 3aXHUILEHOCTI pecypciB pi3-
HUX KJIaciB B iH(opMaIliiiHuX Ta iHpopMaLiiHO- TETEKOMYHIKAIIfHUX (aBTOMaTH30Ba-
HUX) CUCTeMaXx B XOJ1 MPOBEJICHHS BUIIPOOYBaHb 3T1IHO BCTAHOBJICHOT MOJITUKH 1H-
dopmarriitHoi Ta\abo kibepoOesmnexu

ITPH 29

3a1iicHIOBATH OLIIHIOBAHHS MOXJIMBOCTI peasizallii MOTeHIIHHUX 3arpo3 iH(opMaiiii, 1o
00pobmseThes B iHpOpMaLiHHUX Ta iH(OpMaIiiHO-TeIeKOMYHIKallIMHUX CUCTeMaX,
e(eKTUBHOCTI BUKOPHCTaHHsI KOMIUIEKCIB 3ac001B 3aXMCTy B yMOBax peaiizallii 3arpos
PI3HUX KJaciB

ITPH 30

3/11CHIOBATH OL[IHIOBAHHS MOKJIMBOCTI HECAHKIL[IOHOBAHOI'O JOCTYIY /10 €JIEMEHTIB 1H-
(dhopMalliiHO-TeTIeKOMYHIKAIIITHIX CUCTEM

I1PH 31

3acTOCOBYBATH TE€OPii Ta METOJIM 3aXUCTY JJIs 3a0€3MeUeHHs OC3MEeKH SJIEMEHTIB
1H(pOopMaLlIHHO-TEIEKOMYHIKAIITHUX CUCTEM

IIPH 32

BupimyBaru 3agaui ynpapiaiHHs IPOLECAMU BiAHOBJIEHHS IITAaTHOTO (DYHKI[IOHYBaHHS
iH(pOpMaliifHO-TeIeKOMYHIKALIHHIX CHCTEM 3 BUKOPUCTAHHSIM IIPOLEAYP PEe3epBYBaHHS
3T1IHO BCTAHOBJIEHOI MOJITHKU Oe3MeKn

[1PH 33

Bupimrysartu 3agaui 3a0e3neueHHs 6e3nepepBHOCTI O13HeC MpOIIeciB opraxizaiiii Ha oc-
HOBI TeOpii pU3HKIB

IIPH 34

[TpuiimMaTu ydacTb y po3poOlli Ta BIIpOBaKeHHI cTpaterii iHdopMarlliiinoi 0e3nexku
Ta/ab0 kibepOe3eKu BIAMOBIAHO /10 IUICH 1 3aBjaHb OpraHizarlii

ITPH 35

BupimyBaru 3agaui 3a0e3mne4eHHs Ta CynpoBOAY KOMITJIEKCHUX CUCTEM 3axXUCTy 1H(Op-
Mallii, a TaKOX MPOTUAIl HECAHKIIIOHOBAHOMY JIOCTYIIY J10 iH(hOpMaIiitHUX pecypciB 1
nporeciB B iHQopManiifHuX Ta iHQOpMaliifHO- TeTeKOMYHIKallHUX (aBTOMaTH30Ba-
HHUX) CHCTEMax 3T1IHO BCTAHOBJICHOT MOMITUKH iHpOpMaIiliHoi i\abo KibepOe3neKu

11




IIPH 36

Bussiisitu HeOe3neyHi CUTHAIM TEXHIYHUX 3aC001B

ITPH 37

BumiproBatu napameTpu HeOe3MEUHUX Ta 3aBaJJOBUX CUTHAJIIB i/l 4ac iHCTPYMEHTAJIb-
HOT'O KOHTPOJIIO MPOIIECIB 3aXUCTy iH(opMarllii Ta Bu3Ha4yaTH €EeKTHUBHICTh 3aXUCTY 1H-
dhopwmartii Bii BATOKY TEXHIYHUMHU KaHaJIaM{ BIMOBITHO O BUMOT HOPMAaTUBHUX JIOKY-
MEHTIB CUCTEMHU TEXHIYHOTO 3aXUCTy iH(OpMaLii,

ITPH 38

[HTEpIIpeTyBaTH pE3yIbTAaTH MPOBEICHHS CIEiaJbHUX BUMIPIOBAaHb 3 BAKOPHCTAHHSIM
TEXHIYHUX 3aC001B, KOHTPOIIO XapaKTEPUCTHK 1H(OPMAIi HHO-TEICKOMYHIKAIlIHHUX CH-
CTEM BIAMOBIHO 10 BUMOT HOPMATUBHUX JJOKYMEHTIB

CHCTEMH TEXHIYHOTO 3aXUCTy iH(popMmaii

ITPH 39

[IpoBoauTH aTecTaliro (CIUPAKYUCH HA 00K Ta 00CTEKEHHS) PSKUMHUX TEPUTOPIi
(30H), MPUMIIIIEHb TOIIO B YMOBaX JIOJACPKAHHS PEKUMY CEKPETHOCTI 13 (hIKCYBaHHSIM
PE3YJIBTATIB y BIAMOBITHUX JOKYMEHTAX

ITPH 40

[HTepnpeTyBaTH pE3yNbTATH MIPOBEACHHS CIICIIAIbHUX BUMIPIOBAHb 3 BUKOPUCTAHHSIM
TEXHIYHUX 3ac001B, KOHTpOII0 xapakTepucTuk [TC BiAMOBIIHO 0 BUMOT HOPMATUBHHUX
JOKYMEHTIB CUCTEMH TEXHIYHOTO 3aXHUCTy iHhopMarlii

ITPH 41

3abe3nedyBaTy HEMIEPEPBHICTH MPOLIECY BEACHHS JKypHAIIB peecTpalii noii Ta iHIu-
JICHTIB Ha OCHOB1 aBTOMAaTHU30BaHUX MTPOLIEAYP

[1PH 42

BnpoBamxyBaTu npoiiecu BUsSBICHHS, 11eHTU(IKaIli1, aHaTi3y Ta pearyBaHHs Ha 1HIIU-
neHTH iHGopmariitHoi i/a00 kibepoe3neku

ITPH 43

3acToCcOBYBAaTH HALlIOHAJBHI Ta MIXKHAPO/IHI PEryIIO0Yi akTh B cepi iHopmartiiiHoi
6e3neku Ta/ abo KibepOe3neku i Po3CiliTyBaHHs 1HIIUICHTIB

[1PH 44

BupimyBatu 3agaui 3a0e3neueHHs 6e3nepepBHOCTI Oi3HEC-TIPOIIECiB OpraHizallii Ha oc-
HOBI TeOpii pU3HKIB Ta BCTAHOBIICHOI CUCTEMH YIPaBJIiHHS iH(OpMaIiifHOO Oe3eKoro,
3TiHO 3 BITYU3HSHUMH Ta MI>XKHAPOJHUMHU BUMOTAMH Ta CTaHIapTaMH

ITPH 45

3acToCcOBYBATH Pi3HI KJIaCH MOJITHK 1H(OpMaIiitHOi 6e3neku Ta/ abo kibepOe3neku, 1o
0a3yI0ThCSl Ha PU3HK-OPIEHTOBAHOMY KOHTPOJIi IOCTYIY 10 1H(POPMaLiHIX aKTHBIB

ITIPH 46

3n1iCHIOBATH aHaJi3 Ta MIHIMI3alll0 PU3UKIB 00poOKH iHPOpMaIlii B
1HpOopMaliifHO-TeIeKOMYHIKaLIHHIX cHcTeMax

[1PH 47

BupimyBaru 3agaui 3axucty iHpopmailii, o o6po0asieTses B iHGOpMariitHo-
TEJIEKOMYHIKAIlIHHUX CCTeMax 3 BUKOPUCTAHHSAM Cy4aCHUX METO/IIB Ta 3aC001B KpHUII-
TorpagiqyHOro 3axXucTy iHpopmarii

ITPH 48

BukoHyBaTu BIpoBaKEHHS Ta MIATPUMKY CUCTEM BUSBJIEHHS BTOPTHEHb Ta BUKOPHC-
TOBYBaTH KOMIIOHEHTH KPUITOTpadiuHOro 3aXUCTy Ui 3a0e3neueHHs] HeoO0XiJHOro pi-
BHS 3aXUIIEHOCTI 1HpopMaIllii B iH(pOpMaLIHHO-TEIEKOMYHIKAIITHUX CUCTEMax

[1PH 49

3abe3nedyBaTy HaJle)KHE (DYHKIIIOHYBAHHS CUCTEMH MOHITOPUHTY 1H(OpMAaIiiiHUX pe-
CypciB 1 po1ieciB B iH(OopMaIliifHO-TeIeKOMYHIKallIHHUX CUCTEMaXx

[TPH 50

3ale3neuyBaT (PyHKIIIOHYBaHHS MPOTPaMHUX Ta MPOTrpaMHO-allapaTHUX KOMILJIEKCIB
BUSBJICHHSI BTPOTHEHb PI3HUX PIBHIB Ta KJIACiB (CTATUCTUYHUX, CHTHATYPHHUX, CTATUCTH-
YHO-CUTHATYPHUX)

[IPH 51

[TinTpuMyBaTH Mpane3aTHICTh Ta 3a0e3neuyBaTu KOH(PIrypyBaHHS CUCTEM BHUSBICHHS
BTOPTHEHb B IHPOPMAIIHO-TEIEKOMYHIKALIHHUX CHCTEMaX

I1PH 52

BuxopucTtoByBaTu iHCTpyMEHTAapii i1 MOHITOPUHTY MPOIIECIB B 1HPOpMAIiITHO-
TEJIEKOMYHIKallIHHUX CUCTeMax

ITPH 53

Bupimrysatu 3agaui aHaiizy nporpaMHoOro Koy Ha HasiBHICTh MOXJIMBHX 3arpo3
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ITPH 54

VY CBiIOMITIOBATH IIIHHOCTI TPOMASTHCHKOTO (BUTBHOTO IEMOKPATUYHOTO)
CYCHUIbCTBA Ta HEOOXIAHICTh HOTO CTAaJIOr0 PO3BUTKY, BEPXOBEHCTBA IpaBa, MpaB 1 CBO-
001 JTFOIMHY 1 TpOMaJTHUHA B Y KpaiHi

IIPH 55

BupinryBatu 3a1a4i po3poOKH, BIPOBAKEHHS Ta CYIIPOBOLy CHCTEM MOHITOPHUHTY
JpKepes HeOe3MeUyHNX CUTHAIIIB Pi3HOi (Di3UYHOT TPUPOaN

ITPH 56

3aiificHIOBaTH aHaIIi3 Ta OOPOOKY CUTHATIB Pi3HO1 (hI3UYHOI IPUPOIN 3 BUKOPUCTAHHIM
HOBITHIX METO/IiB CTATUCTHYHOT'O, CIIEKTPAILHOTO Ta CTPYKTYPHOT'O aHAI3Y

I1PH 57

3acTOoCOBYBAaTH HOPMATUBHI JOKYMEHTH B Tajly31 TEXHIYHOTO 3aXUCTY iHpOpMaLii npu
BUpIILICHH] 3a/1a4 PO3POOKH, BIIPOBAPKEHHS Ta CYIIPOBOLY KOMIUIEKCHUX CUCTEM 3aXHC-
Ty iHdOopMmarrii

8 — PecypcHe 3a0e3neveHHs peajizanii nporpamMmu

KanpoBe 3abe3neucHHs

BiamoBigHO 10 KaJpOBUX BUMOT IIIOI0 3a0€3MEYCHHS TPOBAKEHHS
OCBITHBOI JiSTILHOCTI /17151 BizmoBigHOTO piBHA BO, 3aTBepHKeHNX
[TocranoBoro Kabinery MinictpiB Ykpainu Bix 30.12.2015 p. Ne 1187
(B uMHHIN penakiiii).

MarepiaabHO-TeXHIUHE
3a0e3nedeHHs

BiamoBigHO 10 TEXHOJIOTTYHUX BUMOT 11010 MaTepiaJIbHO-TEXHIYHOTO 3a-
Oe3IeueHHs OCBITHBOI TisSTILHOCTI BinmoBigHOTO piBHsA BO, 3aTBepmkeHUX
ITocranoBoro Kabinery MinictpiB Ykpainu Bix 30.12.2015 p. Ne 1187

(B yMHHIN penaxiii).

Bukopucranns obnagHaHHs 11 MPOBEASHHS JIEKIiH y hopmati
Mpe3eHTAIlill, MEpeKEeBUX TEXHOJIOTiH, 30KpeMa Ha TiaTopmi
JTUCTaHIIHHOTO HaBuaHHA Sikorsky.

Iadopmarriiine Ta
HaBYAJILHO-METOJYHE

BiamoBigHO 40 TEXHOIOTIYHUX BUMOT IIOA0 HABYAIILHO-METOAMYHOTO Ta
iH(pOopMaLifHOTO 3a0€3NeUYCHHS OCBITHBOI JTisSUTBHOCTI BiIIOBITHOTO PiBHS

3a0e3MeUeHHS BO, 3atBepmxenux IloctanoBoro KabGinery MinicTpiB Ykpainu Bij
30.12.2015 p. Ne 1187 (B uuHHIN penakiiii).
Kopucrysanus HaykoBo-TexniuHoro 016miotexoro KIII im. Irops
CiKOpChKOTO.
9 — AkanemiuHa MOOITBbHICTH
Hamionanena VY4acTh CTyJIEHTIB B ITporpamax axkaJeMiqyHOT MOOUTbHOCTI, MOXKJIMBICTb YK-
KpeAUTHA MOOUIBHICTS | JIAJICHHSI YTOJl OJIEp’KaHHs CTYAGHTaMU TOJIBINHUX JIUIIJIOMIB
MixHapoaHa MosuBiCTh YKIIaJIEHHS YTOJl PO MIXKHAPOIHY aKaJeMiuHy MOOIJIbHICTD,

KpeJIMTHAa MOOUIBHICTh

PO MOJIBIMHE TUILIOMYBAHHSI, PO TPUBAJIl MIKHAPO/IHI IPOEKTH

HaBuanns iHO3eMHHX
3100yBayviB BUIIO1
OCBITH

HaBuanns iHo3eMHuX 3100yBadiB BO, siki omanoBytoTs OII 3a mporpamamu
MDKHApOJJIHOI aKaJIeMIYHO1I MOO1TFHOCTI, HaBUYaHHSI MOXKE€ TPOBOJIUTHUCH aH-
IIIHACHKOI0 200 YKPaTHCHKOIO MOBOIO, 32 YMOBH BOJIO/IIHHS 37100yBayeM Mo-
BOIO HaBYaHHsI HA piBHI He HIK4e B2.
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2. IEPEJIIK KOMIIOHEHT OCBITHbLOI IPOTPAMHU

KomnoneHTH 0cBiTHROI IpOTrpamMu S dopma
Kon v/n (HaBYAJIbHI TUCIMIUTIHH, TPAKTHUKH, KIHBKIC.TB MiJICYMKOBOT'O
AU KpEANTiB
kBasidikariiina podora) KOHTPOJIIO
1 2 | 3 4
1. HOPMATMUBHI ocBiTHi KOMIIOHEHTH
1.1. IlukJy 3arajibHOI MATOTOBKH
301 VYkpaincbka MOBa 32 IpodeciiHUM CIPSIMYBaHHSIM 2 3anik
302 IcTopist HAyKK Ta TEXHIKH 2 3aimik
303 OCHOBH 3/I0POBOTO CTIOCO0Y JKUTTS 3 3anik
304.1 [TpakTuyamii Kypc iHo3eMHOi MoBH. YacTuHa 1 3 3anik
30 4.2 [TpakTruHmii Kypc iH03eMHOI MOBU. YacTuHa 2 3 3aimik
305 OCHOBHU €KOHOMIKH 2 3amik
306 BXX ]I Ta nuBiIbHUN 3aXUCT 2 3amk
30 7.1 Marematnununii anamis. Yacruna 1 6,5 Ex3amen
307.2 Marematnunuii anamniz. Yactuna 2 55 Ex3amen
30 8.1 ®izuka. Yactuna 1 45 3aiik
30 8.2 ®izuka. Yactruna 2 55 Ex3amen
309 Teopist IMOBIpHOCTI Ta MaTeMaTUYHA CTATUCTHKA 2,5 3amik
30 10 JluckperHa MareMaTuka 45 Ex3amen
30 11.1 | IlporpamyBanns. Yactuna 1. CTpyKTYpHHI miaxina 45 Ex3amen
30112 H.pOl."paMyBaHH}I.qaCTI/IHa 2. O0’€KTHO-OpP1€EHTOBAHMIA 35 Saix
T TX 1T
30 12.1 | Anrebpa ta reometpisi. Yactuna 1 4,5 Ex3amen
30 12.2 | Anrebpa ta reometpis. Yactruna 2 3 3anik
30 13 Betyn o xibepHeTH4HOi 6e3neKu 2 3amik
30 14 [HpopmaniiiHi TeXHOJIOTi 3 3anik
30 15 | OcHOBH KOMIT'IOTEPHHX MEPEK 3 Bartik
3016 | ApxiTekTypa KOMII IOTEPHUX CHCTEM 4 Ex3amen
30 17 OmnepartiiiHi CUCTEMH 4 Ex3amen
30 18 TeopeTnuHi 0CHOBHM 3axHCTy 1H(OpMAIil 4 Ex3amen
30 19 CucremHa iHKeHepis 6,5 3amnik
30 20 Kpunrorpadis ta creranorpadis 3,5 3amik
3021 KommiekcHi cucteMu 3axucty in)oquuiI: 4 Exsamen
MIPOEKTYBAHHSI, BIIPOBA/HKEHHS, CYTPOBIJ
3022 | Vopasniuans iHdopMaiiiiHo0 6e3MeKor0 2 3aiik
30 23.1 [IpakTuHuii Kypc 1IH03eMHOT MOBH TpodeciiiHOro 3 Saix
cnpsimyBanHsi. Yactuna 1
30 232 [IpakTuHuii Kypc 1HO3eMHOT MOBH TpodeciiiHOro 3 Ex3amMen
crnpsimyBaHHsi. YactuHa 2
3024 dinocodhchKi OCHOBH HAYKOBOT'O Mi3HAHHS 2 3amik
30 25 [Hdpopmariiina 6e3nexa 2 3amik
30 26 [lepenaunuioMHa npakTUKa 6 3amik
30 27 JIMIIIOMHE IPOEKTYBAHHS 6 3amik
1.2. luka npodeciiiHoi miAroTOBKH
I10 1 ®i3uuHuil 1a00paTOPHUN MPAKTUKYM 3 3amik
1O 2 OcHOBH Teopii KiT 75 Ex3amen
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1 2 3 4
1O 3 Teopis curnamnis 4.5 Ex3amen
I10 4 Teopis curnanis. Kypcosa po6ota 1 3anik
o 5 OCHOBU MOZETIOBaHHS . 3 arix

crcTeM 00poOKH aKyCTUYHUX CUTHANIB
I10 6 AHaoroBa cXeMOTEXHiKa 4 Ex3zamen
110 7 I{udposa cxemoTexHiKa 5 Ex3amen
I10 8 MeTpoJiorisi Ta BUMipIOBaHHS 5 Exk3amen
110 9 Cucremu niepelaBaHHs Ta MPUKUMaHHS iHGopMarlii 5 Ex3amen
10 10 Cuctemu niepeaBanHs Ta NpuiiMaHHA iH(popMarIii. 1 Sazix
Kypcosa pobota
ITO 11 | Meroau Ta 3acobu TEXHIYHOTO 3aXUCTy iH(popmarii 4 Ex3amen
I1O 12 | TexHiuaui 3axucT iHGOpMAaIIii 3 3aimik
1O 13 | TenmekoMyHiKalliiiHi CUCTEMH 1 Mepexi 3 3anik
I1O 14 | TexniuHi 3ac00M OXOpOHH 00’ €KTIB 4 Ex3amen
I1O 15 | Texniuni 3acobu 0xopoHu 00’ekTiB. KypcoBuii mpoekt 15 3amik
I10 16.1 HpoquyBaHHa cucrem 3 3anik
TEXHIYHOro 3axucTy iHpopmanii. Yactuna 1
1O 16.2 HpoquyBaHHa cucrem 3 Ex3amen
TEXHIYHOro 3axucTy iHpopmauii. Yactuna 2
2. BUBIPKOBI ocBiTHI KOMIIOHEHTH
2.1. Iluki 3arajibHoOI MiArOTOBKH
(BudipkoBi 0CBITHI KOMIIOHEHTH 3 3arajibHO YHiBepcutercbkoro Karajory)
3B 1 Ocgitniii komnonent 1 3Y-Karanory 2 3amik
3B 2 OcsitHit komnoneHT 2 3Y-Karanory 2 3anik
2.2. Iuka npodeciiiHoi NiATOTOBKH
(Bu0ipkoBi 0CBITHI KOMIIOHEHTH 3 Mik(paKyJIbTEeTCbKOro/(paKyIbTeTCHKOro/
kadenpanbuoro KaraJoris)
IIB1 OcgitHiii komnoHeHT 1 ®-Karanory 4 3anik
1B 2 OcsaiTHii komnoHeHT 2 ®@-KaTasory 4 3anik
I1B 3 OcgitHii komnoHeHT 3 ®-Karanory 4 3anik
I1B 4 OcaiTHii komnoHeHT 4 ®-KaTtasory 4 3anik
1B 5 OcaiTHii komnoHeHT 5 ®-KaTasory 4 3anik
IIB 6 OcgiTtHii komnoHeHT 6 P-Karanory 4 3anik
1B 7 OcsaiTHii komnoHeHT 7 ®@-KaTasory 4 3anik
I1B 8 OcgitHiii komnoHeHT 8 P-Karanory 4 3anik
1B 9 OcaiTHii komMnoHeHT 9 ®@-KaTtasory 4 3anik
I1B 10 OcgitHiii komnoHeHT 10 d-Katanory 4 3amik
I1B 11 OcgitHiii komnoHeHT 11 ®-Katanory 4 3amik
I1B 12 OcsaiTHs komnoHeHTa 12 ®-Karanory 4 3anik
I1B 13 OcsitHs komnonenta 13 ®d-Katanory 4 3amik
I1B 14 OcsaiTHs kKomnoHeHTa 14 ®-Karanory 4 3anik
3aranbHUN 00CAT 000B’I3KOBHX KOMIIOHEHT: 180
3aranpHUI 00CAT BHOIPKOBHX KOMIIOHEHT: 60
OO6csr OCBITHIX KOMIIOHEHTIB, 110 3a0€3MeUyI0Th
. 180
3100yTTsI KOMIETEHTHOCTEH, Bu3HaueHnx CBO
3ATAJIBHUM OBCST OCBITHBOI ITPOT'PAMHU 240

15




3. CTPYKTYPHO-JIOTTYHA CXEMA OCBITHbOI IPOTPAMU

- Beryn 1o kiSeprernaroi
i rexsonorii )
Geanexn

7 cenectp

4. POPMA ATECTAILI 3/J0BYBAYIB BHUILIOi OCBITU

ArecTariisi 37100yBauiB BHUILOI OCBITH 3a OCBITHBO-TIpOodeciiiHoo mporpaMoro «CrucreMu Tex-
HIYHOTO 3aXUCTy iH(popMalii» 3IiHCHIOETECS Yy (POpMI BUKOHAHHS €IMHOTO JIep’KaBHOTO KBasli(hika-
IHHOTO 1ICHUTY Ta MyOJIIYHOIO 3aXUCTy KBali(iKaliiHOTO MPOEKTy/poOOTH. ATecTallis 3aBepiry-
€ThbCS BUJAUYCIO JIOKYMEHTY BCTAHOBJICHOTO 3pa3Ka Mpo MPHUCBOEHHS KBaidikarii 6akamaBpa 3 Ki-
OepOe3mneku Ta 3aXUCTy iHPopMaIlii.

Ha arecrariito BUHOCUTbCS CYyKYITHICTh 3HaHb, yMiHb, HABUYOK, 1HIINX KOMIETEHTHOCTEH, Ha-
OyTnx ocoboro y mporieci HaBuaHHs. Jlo aTecTariii JOMyCcKalOThCsS CTYACHTH, SKI BAKOHAIN BCl BU-
MOTH MPOrpaMH i ArOTOBKH.

Kaanigixkariitna poboTa nepeBipsSeThCs Ha IJIariat Ta Miciis 3aXUCTy PO3MIIIYETHCS B PEIIO3H-
TOpii HAYKOBO-TEXHI4YHO{ 010I10TE€KN YHIBEPCUTETY JUJIsl BUTBHOTO JOCTYILY.
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5. MATPUILIA BIAIIOBIAHOCTI IPOTPAMHUX KOMIIETEHTHOCTEHU

KOMIIOHEHTAM OCBITHBLOI [IPOTPAMH
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6. MATPULIA 3ABE3IIEYEHHA ITIPO'PAMHUX PE3YJIbTATIB HABYAHHA

KOMIIOHEHTAMM OCBITHLOI IPOTPAMU
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