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NMPEAMBYJIA /| PREAMBLE

PO3POEBJIEHO / ELABORATED:
KepisHuk rpynu/Team leader:
Hogikos Onekciin Mukonaosun4/Oleksii NOVIKOV
AO.T.H., npocecop, anpekTop Hae4yanbHo-HaykoBoro @isnKo-TexHi4HOro iHCTUTYTY/
Dr. Sc, Full Professor,Director of Educational and Research Institute of Physics and Technology
YneHn rpynn/Team members:
Nanpge OmuTtpo Bonogumupoewnd/ Dmytro LANDE
A.T.H., npocecop, 3aBigysay Kacdenpw iHhopmauinHoi 6e3nekn/Dr. Sc, Full Professor,
Head of the department of information security
Mauvycbknin EBreH AHgpinosmny/Eugene MACHUSKY

A.T.H., npodecop, npodecop kadenpw iHbopmauinHoi 6eznekn/Dr. Sc, Full Professor, Professor of
the department of information security

CTbonoukiHa IpnHa BanepiisHa/lryna STOPOCHKINA

K.T.H.,A0LeHT Kathenpw iHpopmauinHoi 6e3neku/PhD, Professor of the department of information
security

lMporoHoe OMuTpo OnekcaHgposny/Dmytro PROGONOV

K.T.H., DOUEeHT, foueHT Kacdegpw iHbopmauinHoi 6e3nekn/PhD, Associate Professor,Professor of the
department of information security

NOrog>XeHoO / AGREED:

HaykoBO-MeToAM4YHa KOMICia yHiBepcuTeTy 3i cneuiansHocTi 125 Kibepben3enka Ta 3axmcT
iHchopmauii (npoTokon Ne 1 Big 02.01.2025)/ The Scientific and Methodological Commission of the
University on speciality 125 Cybersecurity and information protection (minutes of meeting Ne 1 of
02.01.2025)

Nonoea HMKY-125/Chairman of the SMCU-125

Omutpo JNAHOE / Dmytro LANDE

MeTogu4yHa paga KIlim. Iropsa Cikopcekoro (npotokon Ne 3 Big 09.01.2025 p.)/
The Methodological Council of Igor Sikorsky Kyiv Polytechnic Institute (minutes of meeting Ne 3 of
09.01.2025)

lMonopa Metoau4yHoi pagn/Chairman of the Methodological Council
=

ensackoea TeTsaHa / Tetiana Zheliaskova
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BPAXOBAHO / CONSIDERED:

Haka3 NeHO/1/263/24 Bipg 08.04.2024 p. «[MNpo opraHizauito Ta njaHyBaHHSA OCBITHLOrO NpoLecy Ha
2024-2025 HaB4YasIbHUIN PiK».

MpoeKT Haka3y "lNpo BHECEHHS 3MiH 00 AesKUX CTaHOapTiB BMwoi ocsiTn" Big 02.05.24 p..

Mono>eHHs NpPo po3pobreHHs, 3aTBEPAXKEHHS, MOHITOPUHI Ta nNepernsg ocBiTHiX nporpam B Kl iMm.
Irops CikopcbKoro.

Mono>XeHHs Npo peani3auito NpaBa Ha BiNbHUM BUBIp HaBYasbHUX aucuunniid 3g06yBavYaMmu BULLLOI
ocgiTy KMl im. Irops CikopCbKoro.

Knacudgikatop npodecin OK 003:2010 (3mMiHM BHeceHO Haka3om MiHekoHOMikM Nel410 Bifg
16 ci4Ha 2024 p.).

Moba>kaHHA | NpoNo3KnLi CTENKXoNAepiB:

KoBanbyyk AHApin Onerosu4,KepiBHUK HanpsaMKY BiAKpUTUX iHHOBaUin Samsung R&D Institute
Ukraine (SPUKR), BignoBiganbHWiA 3a CriBNpauio 3 yHiBEpCcUTETaMU

MNosTta Ceprin PycnaHoBun4y,0OnepauinHnin AUPEKTOP MiXXKHaApPOAHOI KoMMNaHii 3 Kibepbesnekun ISSP

KyZiH AHTOH Muxannosun4,l 0N10BHWI eKCrepT ynpasniHHA 6e3nekn iHpopMaLil nenapTaMeHTy
6e3nekn HauioHanbHoOro 6aHkKy YKpaiHu, naypeaT [ep>KaBHOI Npemii YKpaiHW B ranysi HayKu i
TEeXHIKN, 0OKTOP TEXHIYHUX HAYK, CTAPLLUUA HAayKOBUIN CMiBPOBITHUK

Konomoeub Onbra,ctyneHTka 1 Kypcy bakanaBpaTy 3a cneuianbHicTio 125 Kibepbesneka Ta 3axucT
iHopMauil

F'ymeHiok Oner, BunyckHuk Of, cTyaeHT 1 KypCy MarictpaTypwu 3a creuiasbHicTio 125
Kibepbesneka Ta 3axucT iHhopMauii

MpockypHsa AHHa,CTyAeHTKa 3 Kypcy 6bakanaBpaTy 3a cneuianbHicTio 125 Kibepbesneka Ta 3axucT
iHpopMauii, Flonosa ctyapaau HH OTI

Order No. NOD/263/24 dated April 8, 2024 "On the organization and planning of the educational
process for the 2024-2025 academic year."

Draft order "On Amendments to Some Higher Education Standards" dated 05.02.24.

Regulations on the development, approval, monitoring and revision of educational programs at KPI
named after Igor Sikorsky.

Regulations on the exercise of the right to free choice of academic disciplines by higher education
applicants of KPlI named after Igor Sikorsky.

Classifier of professions DK 003:2010 (amended by Order of the Ministry of Economy No. 1410 of
January 16, 2024).

Stakeholders' wishes and suggestions:

Andriy Olegovich Kovalchuk, Head of Open Innovation at Samsung R&D Institute Ukraine (SPUKR),
responsible for cooperation with universities
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Poyata Serhiy Ruslanovych, Operations Director of the international cyber security company ISSP
Anton Mykhailovych Kudin, Chief Expert of the Information Security Department of the Security
Department of the National Bank of Ukraine, Laureate of the State Prize of Ukraine in the Field of
Science and Technology, Doctor of Technical Sciences, Senior Researcher

Olga Kolomoets, 1rd year bachelor's student in the specialty 125 Cyber security and information
protection

Oleg Humenyuk, graduate of OP, 1st year master's student, majoring in 125 Cybersecurity and
information protection

Proskurnya Anna, 3rd year undergraduate student majoring in 125 Cybersecurity and information
protection, Chair of the Student Council of the NN FTI

Esosnouia ON / Evolution of the EP

MigrotoBky 3a nporpamMmoto «CncTtemMm, TEXHONOrIi Ta MaTeEMaTUYHI MeToaun Kibepbesnekun»
po3rno4daTo B 2018 p., konn ii 6yno yTBOPEHO Ha OCHOBI AoCBiAy 6araTopivyHOI NiAroTOBKU
6akanaspiB 3a HanpsiMoM be3neka iHPOPMaLINHUX Ta KOMYHIKaLiMHNX CUCTEM, i3 BpaxyBaHHSAM
Cy4YaCHUX TeHOEHUiN B ranysi.

B 2020 p. nporpamy 6ys0 3Ha4YHO YOOCKOHAJIEHO, B YaCTUHIi BBeAeHHS BUBIPpKOBOCTI gucumuniiH, Ta
BrpoBag)xeHHs P-kaTasorie. 3Ha4yHy yBary 6yno npuaineHo nigCunNeHHIo NPakTUYHO-OPIEHTOBAHUX
ONCUMNMiH, SKi BiANOBIAalOTL BUMOramM pMHKY npaui 3a crneuianbHicTio (KibepHeTnyHa be3neka,
be3neka onepauinHMX CUCTEM Ta MEpPEeXX TOLLO).

B ubOMY X poLi BpaxoBaHO TakKi npono3uuii ctenkxongepis: 36iNbWINTK Pi3HOMaHITHICTb
NpodeCinHO-0PIEHTOBAHUX ANCUMMNAIH (CTyOeHTn) npn 36epeXxeHHi Hacn4yeHoi hyHaaMeHTasbHOl
cknagoBoi (poboTomasui). JONOBHUTKY NJlaH CyYaCHUMW aKTyaslbHUMW AUCUUNAiHaMK 3a axom,
30KpeMa “YnpaBniHHS iHUnaeHTamMum KoMn'toTepHoil 6e3nekun “, “3BopoTHa po3pobka Ta aHani3
LWKiANMBOrO NporpamMHoro 3abesneyeHHs”, “3axucTt nporpamMHoro 3abesneyeHHa"
(ctenkxongepupoboTtonaBui, ctyneHTn). B Ol 6yno BHECEHO TakKoXX HACTYMHi 3MiHW: 3pobuTun
060BS'3KOBMMM ANCLNMNIHN, AKi NepenbadvatoTb HagbaHHSA KOMNETEHTHOCTeN, nepeabayeHnx
CtaHpapToM Buwoi ocBiTr 3a 125 Kibepbesneka (cepen HMX KOMMNIEKCHI CUCTEMU 3aXUCTy
iH(hopMaLii: MpPoeKTyBaHHSA, BNPOBaAXXEHHS, CYNnpoBif); YaCTUHY NPUPOAHNYMX Ta
yHOaMeHTaNbHUX AUCUUMNAIH nepeHecTn ao 610KiB BUBIPKOBUX ONCUIMIIIH, MOOEPHI3YyBaBLLW iX
HanoBHeHHS 3rigHo npodgino 125 Kibepbesneka. 3anponoHyBaTn CNUCOK BUBIPKOBUX AUCLUNAIH A0
PaKynbTeTCbKOro/KaenpanbHOro katanaoris.

Y 2021 p. BpaxoBaHO Taki Nnpono3uuii cTtenkxongepis: 36inbwnT obcarn gucumnnnid, aKi
BiAMOBIAalOTb 3a HAabyTTA KAOYOBUX aXOBUX KOMMETEHTHOCTEN (30KpeMa, 3BOPOTHa po3pobka Ta
aHani3 WKigaamBoro nporpamMmHoro 3abesneyeHHs); BUHECTN OAUCUUMIIIHN, SKi He € HeobxigHMK ans
3abe3nevyeHHs KoMMeTeHTHOCTeN cTaHaapTy 125 Kibepbesneka, 0o cknany subipkoBux (3okpema,
Teopis iHbopMaUuii Ta KOAYBaHHSA), 3MIHUTK 06CArK Ta CKNag ryMaHiTapHUX SGUCLUMNAIH, TaKUM
YMHOM, Wo6K BOHWM BigNOBiAanN HeobXiAHNM KOMMETEHTHOCTAM CTaHaapTy (ancunnnaiHm OCHoBM
300poBOro cnocoby XunTts, OCHOBN EKOHOMIKW, MPaBOBi AUCUMMIHM Ta iH.)

Y 2022 p. OCBiTHIO NpPOrpamMy OHOBJIEHO Y 3B'A3KY 3 HAabyTTAM Pi3MKO-TEXHIYHUM IHCTUTYTOM
cTaTycy HaB4anbHO-HayKoBUN Di3NKO-TEXHIYHUI IHCTUTYT. BHECEHO 3MiHUM ¥ CKNlad MPOEKTHOI
rpynu Ta cknag ctenkxongepis. BHeceHO KopekTMBM LWoA0 NpUAaTHOCTI A0 NpaueBawTyBaHHSA
3rigHo 3miHKM NelO oo OeprxaBHOro knacudikatopy npodecin K 003:2010. BpaxoBaHo NocTaHoOBY
KMY Big 19.05.2021 Ne497 Mpo aTecTauito 3g06yBayiB haxoBoi NepeaBULLOI OCBITK Ta CTYMEHIB
BULLOT OCBITWN Ha NepioMy (bakanaBpCbKoMy) Ta APYroMy (MaricTepcbkoMmy) piBHAX y dopmi EOKI.
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Y 2023 p. OCBiTHIO NpOrpaMy OHOBJIEHO Y 3B'S3KY 3i 3MiHOI Ha3BW creLiasbHOCTI. BHeceHo
KOPEKTUBW y BiAMNOBIAHOCTI 3 BUMOramu NoctaHosn KabiHeTy MiHicTpiB YKpaiHu Big 16.12.2022 Ne
1392 “lNpo BHECEHHSA 3MiH A0 NMepeniky raay3en 3HaHb i cneuiaibHOCTEN, 3a AKMMU 30iNCHIOETLCS
nigrotoeka 3406yBayiB BMLWOI OCBITN”

Y 2024 p. BBEAEHO HACTYMHi 3MiHW: ONTUMI30BaHO CKAag AWUCLUMMAIH, 30KpeMa AesKi 3 HUX
nepeHeceHo A0 BUbBipKoBMX (TexHiYHUI ayanT), TeopeTuyHi OCHOBMK 3axUCTy iHOopMaLii 3aMiHEHO
Ha YnpaBniHHS iH(opMaUinHoo 6e3neKoto, KOMMNETEHTHOCTI NpeaMeTy IHpopMaLUinHi TexHonorii -
BUpileHo 3abe3neynTun B cknagi iHwmx IT-opieHTOBaHMX ancumniid. Obcarn ek3ameHauinHnx
ancunnnid 36inbweHo o 5 KpeduTis, 3 METOANYHUMN LiNAMU BUPIBHAHO 06CArn gncumnnid go
LifloYncenbHUX 3Ha4YeHb; 3 MeTot BbaflaHCyBaHHA HaBaHTa)XeHHSA Ha 3400yBayiB CKOperoBaHo
KiNbKiCTb €K3aMeHiB Yy Cecii: 2-3 ek3aMeHW. 3anpoBaa)xeHo 3abe3nevyeHHss HOBOi KOMMETEHTHOCTI:
«30aTHICTb YXBaslloBaTW PilleHHS Ta AiATW, LOTPUMYIOHYUCH NPUHLNAY HENPUNYCTUMOCTI Kopynuii
Ta 6yAb-aKMX iHWKX NPOSBIB HEJ0OPOYECHOCTI».

Y 2025 6yno BpaxoBaHO 3MiHW A0 CTaHAaApTYy BULLOT OCBITU 3i cneuianbHOCTi 125 «Kibepbesneka»
Ons nepworo (6bakanaBpCbKOro) piBHS BULLOT OCBITW, 3aTBEPOXEHOIro Haka3oM MiHicTepcTBa 0OCBITU
i HayKun YKpainm Big 29.10.2024 Ne1547.

Training under the program "Systems, technologies and mathematical methods of cyber security"
was started in 2018, when it was formed on the basis of the experience of many years of bachelors
education in the direction of Security of information and communication systems, taking into account
modern trends in the field.

In 2020, the program was significantly improved, in particular in introduction of disciplines
selectivity, and introduction of F-catalogues. Considerable attention was paid to practical-oriented
disciplines strengthening that meet the requirements of the labor market by specialty (Cybernetic
security, Security of operating systems and networks, etc.).

In the same year, the following proposals of stakeholders were taken into account: to increase the
variety of professionally oriented disciplines (students) while maintaining a strong fundamental
component (employers). Supplement of the plan with modern relevant disciplines by specialty, in
particular "Management of computer security incidents", "Reverse engineering and analysis of
malicious software", "Software protection" (stakeholders, employers, students). The education
programme was also changed as follows: make mandatory disciplines that involve the acquisition of
competencies provided for by the Standard of Higher Education for 125 Cyber Security (among them
Complex information protection systems: design, implementation, maintenance); transfer part of the
natural and fundamental disciplines to the blocks of selective disciplines, modernizing their content
according to profile 125 Cybersecurity; to propose a list of selective disciplines to the
Faculty/departmental catalog.

In 2021, the following proposals of stakeholders are taken into account: increase the scope of
disciplines responsible for acquiring key professional competencies (in particular, reverse
engineering and analysis of malicious software); to include disciplines that are not necessary to
ensure the competences of standard 125 Cybersecurity into selective ones (in particular, Theory of
information and coding), to change the scope and composition of humanities disciplines so that they
correspond to the necessary competencies of the standard (disciplines Basics of a healthy lifestyle,
Fundamentals economics, legal disciplines, etc.)

In 2022, the education programme was updated in relation with the Physical and Technical Institute
acquiring the status of Educational and Scientific Physical and Technical Institute. Changes were
made to the composition of the project group and the composition of stakeholders. Corrections were
made regarding suitability for employment in accordance with Amendment No. 10 to the State
Classifier of Professions DK 003:2010. The Decree of the CMU dated 05/19/2021 No. 497 On the
certification of applicants of professional preliminary education and degrees of higher education at



6/22

the first (bachelor's) and second (master's) levels in the form of unified state qualification exam is
taken into account.

In 2023, the educational program was updated in connection with the change in the name of the
specialty. Corrections have been made in accordance with the requirements of the Resolution of the
Cabinet of Ministers of Ukraine dated 16.12.2022 No. 1392 "On Amendments to the List of Fields of
Knowledge and Specialties for which Higher Education Candidates are Trained"

In 2024, the following changes were introduced: the composition of disciplines was optimized, in
particular, some of them were transferred to selective ones (Technical audit), the Theoretical
foundations of information protection were replaced by Information security management, the
competence of the subject Information technologies was decided to be provided as part of other IT-
oriented disciplines. The volume of examination subjects has been increased to 5 credits, with
methodical goals, the volume of subjects has been equalized to integer values; in order to balance
the load on students, the number of exams per session has been adjusted: 3 exams are
recommended. Provision of a new competence was introduced: "The ability to make decisions and
act in accordance with the principle of inadmissibility of corruption and any other manifestations of
dishonesty."

In 2025 changes to the higher education standard in specialty 125 "Cybersecurity" for the first
(bachelor's) level of higher education, approved by order of the Ministry of Education and Science of
Ukraine dated October 29, 2024 No. 1547, were also taken into account during EPP update.
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1. NPO®JIb OCBITHbOI MPOrPAMM / EDUCATIONAL PROGRAMME PROFILE

1 - 3aranbHa iHdopmMauia / General information

MoBHa Ha3Ba 3BO Ta HaBYasbLHOro
nigpo3ainy/Full name of Higher
education institution and
faculty/institute

HauioHanbHU TEXHIYHWUNA
yHiBepcuTeT YKpaiHu
«KWIBCbKUI MONITEXHIYHNN
IHCTUTYT iMeHi Irops
Cikopcbkoro», HaB4abHO-
HayKOBUN (Pi3NKO-TEXHIYHMIA
IHCTUTYT

National Technical University
of Ukraine «lgor Sikorsky Kyiv
Polytechnic Institute»,
Educational and Research
Institute of Physics and
Technology

CTyniHb BULLOT OCBITW Ta Ha3Ba
KBanigikauii/Higher education degree
and qualification title

CtyniHb 6bakanaBpa
H6akanaBp 3 Kibepbe3nekn Ta
3axnUCTy iHopMau,il

Bachelor Degree
Bachelor of Cybersecurity
and Information
ProtectionBachelor of
Cybersecurity and
Information Protection

OdiuinHa Ha3Ba Ol/Educational
programme official title

CucteMmn, TexHonorii Ta
MaTeMaTU4yHi MeToaun
Kibepbesneku

Systems, Technologies and
Mathematical Methods of
Cyber Security

Tun gunnomy Ta obcar Ol/Diploma
type and EP scope

Ounnom 6akanaspa, 240
kKpeauTtie EKTC, TepMiH
HaB4YaHHSA 3 pokun 10 Micauis

Bachelor diploma, 240 credits
ECTS, training period 3 years
10 months

HasaBHicTb akpeguTauii/Prior
accreditation

AkpeaonToBaHO 3a
creuianbHicTio, cepTudikaT
Y[ 11017498 Big 2023-06-07

nincHunin oo 2028-07-01

Accredited by MOES,
cetificate No Y[, 11017498
from 2023-06-07 valid to
2028-07-01

LUwnkn, pieeHb BO/Education cycle, level
of HE

HPK YkpaiHn - 6 piBeHb
QF-EHEA - nepwwnin unkn
EQF-LLL - 6 piBeHb

NQF of Ukraine - 6 level
QF-EHEA - 1 cycle
EQF-LLL - 6 level

MepepnymoBu/Prerequisites

HasBHICTb MOBHOI 3arasibHOI
cepenHbOl OCBITHU

Complete general secondary
education

dopmun 3006yTTa ocBiTU/ Forms of
Education

OyHa (peHHa); 3ao4.;

full-time; part-time;

MoBa(u) BnknagaHHs/Language (s) of
instruction

YKpaiHCbKa

Ukrainian

IHTepHeT-agpeca po3miweHHsa O /URL
of the educational program

https://osvita.kpi.ua/125_OPP
B_STMMKB

2 - MeTa ocBiTHbOI nporpamu / Educational programme purpose

MigroToBKa axiBLiB, 34aTHNX

Training of specialists capable of using and

BUKOPUCTOBYBATW i BMPOBaA)XyBaTN TEXHONOTIT
iHpopMaUuinHoi Ta/abo Kibepbesnekn Ta 3axmCTy
iHopMaLii; @ TaKOXX HOBITHI TeXHONOrIT Ta
MaTeMaTWU4Hi MeToaun, NPOBOAUTU iIHHOBALINHY
OiANbHICTb B ranysi 3axXucTy iHGopMauii i
KibepHeTn4Hoi 6e3nekun; 3abesneyeHHs
nornnéneHoi yHAaMeHTaNbHOI NiArOTOBKY;
rapMOHINHICTb, 6araToBMMIPHICTb OCBITU;
iHTerpauisi HayKoBO-iHHOBaL,iNHOI Ta
MPaKTUYHOI AiASIbHOCTI | HABYa/IbHOrO NpoLuecy;
Opi€HTaLifA Ha Mi>)KHapoOHi BUMOrun B cdepi
Kibepbesneku; opieHTaLis Ha BUMOTN PUHKY
nmpaui Ta gyaJibHy OCBITY.

implementing information and / or cybersecurity
technologies; as well as the latest technologies
and mathematical methods, of carrying out
innovative activities in the field of information
security and cyber security; of providing in-
depth fundamental training. The main education
principles are: harmony, multidimensionality of
education; integration of scientific-innovative
and practical activity and educational process;
focusing on international requirements in the
field of cybersecurity and labor market
requirements, implementing the dual education.
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3 - XapakTepucTuKa ocBiTHbOI nporpamu / Educational programme characteristics

MpeameTHa o6nacTtb / Subject area

O6’eKTU BUBYEHHS:

. TexHonorii kibepbesnekn Ta 3axncTy
iHopMaUii;
. npouecun ynpasniHHA Kibepbe3nekotw Ta

3axucTtoM iHdbopMaLlii; 06’ekTun iHopmaLinHoi
OiNbHOCTI, B TOMY 4Ynchi iHopMaUinHi Ta
iHpOpMaLINHO-KOMYHIiKaLiNHI cuctemu,
iHOpMaUINHI pecypcn i TeXHONOrIT.

Llini HaBYaHHA MigroToBKa axiBuiB, 34aTHUX
BMKOPUCTOBYBAaTW i BMPOBaA>XyBaTW TEXHONOTII
Kibepbesnekun Ta 3axucTy iHpopmauii Ta
po3B’A3yBaTW CKNaAHi 3adadi y ranysi
Kibepbesnekun Ta 3axucTy iHpopmauii.
TeopeTunyHMi 3MiCT NpegMeTHOI obaacTi
MpUHUWNN, KOHUENLIi, Teopii 3aXUCTY XXNTTEBO
Ba)XKJ/INBUX iHTEpPECiB Nt0gNHK, CyCnifibTCBa,
Oep>xaBu Nif 4ac BUKOPUCTAHHSA
KibepnpocTopy, 3a Akoro 3abesneyvyytoTbCs
CTanMn Po3BUTOK iH(POPMaALINHOIo CyCcnifibCTBa
Ta UMdpPOBOro KOMYHIKaTUBHOIO CepenoOBMLLA,
CBOEYaACHE BUABJIEHHS, 3anobiraHHS i
HenTpanisauis peanbHUX i NOTEHUINHNX 3arpo3
HauioHanbHINn 6e3neui YKkpaiHn y KibepnpocTopi.
MeToaun, METOONKW Ta TEXHONOFIi:

* MeToAu, METOAUKW Ta TEXHONOrIT pO3B’'si3aHHA
TEOPETUYHUX | MPAKTUYHUX 3a0a4 Kibepbeznekn
Ta 3axXUCTy iHopMaLUil.

IHCTpyMeHTU Ta obsagHaHHA:

¢ 3aco6u, NPUCTPOI, MepeXxHe YCTaTKyBaHHS,
npukKJaagHe Ta cneuianizoBaHe NnporpamMHe
3abe3nevyeHHs, iHQOpPMaLINHI cuctemmn Ta
KOMMJIEKCU MPOEKTYBaHHSA, MOAESOBaHHS,
KOHTPOJ10, MOHITOPUHrY, 36epiraHHsA, 06pobku,
BifobparkeHHs Ta 3axXUCTy AaHUX
(iHbopMaUinHNX MOTOKIB)

Objects of study:

. cybersecurity and information protection
technologies;
. cybersecurity and information protection

management processes; objects of information
activity, including information and information
and communication systems, information
resources and technologies..

Training objectives

To train specialists capable of using and
implementing cybersecurity and information
protection technologies and solving complex
problems in the field of cybersecurity and
information protection..

Theoretical content of the subject area
Principles, concepts, theories of protecting the
vital interests of man, society, and the state
when using cyberspace, which ensure the
sustainable development of the information
society and the digital communicative
environment, as well as the timely detection,
prevention, and neutralization of real and
potential threats to the national security of
Ukraine in cyberspace

Methods, techniques and technologies of:
- methods, techniques and technologies for
solving theoretical and practical problems of
cybersecurity and information protection
Tools and equipment:

- tools, devices, network equipment, application
and specialized software, information systems
and complexes for designing, modeling,
controlling, monitoring, storing, processing,
displaying and protecting data (information
flows).

OpieHTauis

on / Aspect

OcBiTHbO-NpodecinHa

Educational professional

OcHoBHu# ¢okyc Ol / Main focus
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Bazosuin cpokyc Ol - cncTtemmn, TexXHoNOrii Ta
MaTeMaTu4Hi meToan kKibepbesnekn, 3acobn Ta
3axoaun 3axucTty. HabyTTs Taknx 3HaHb:
3aKOHO4aBY0i, HOpMaTMBHO-NpPaBoBoi 6a3n
YKpaiHn Ta BUMOT BigMNoOBiOHWUX MiXKHapOOHUX
CTaHAapTiB i NPaKTUK LWOAO 34iINCHEHHS
npodecinHoi AianbHOCTI; NPUHLKUNIB CyNpOoBOAY
CUCTEM Ta KOMIIEKCIB iH(hopMaLUinHoi Ta/abo
Kibepbesneku; Teopii, Mogenen Ta NPUHLKNNIB
ynpaeJliHHA AOCTYNOM A0 iHhopMaLinHKX
pecypciB; Teopii cncTtem ynpasiHHS
iHpopMauinHoto Ta/abo Kibepbesnekoio;
MeTonAiB Ta 3acobiB BUABNEHHS, YyNpaBiiHHA Ta
ineHTUgIKauii pu3nkie; metonis Ta 3acobiB
OLiHIOBaHHA Ta 3abe3nevyeHHs HeobxigHoOro
piBHSA 3aXULLEHOCTI iHpopMaUii; meTogiB Ta
3acobiB TexHi4YHOro Ta KpunTorpadiyHoro
3axuCTy iHopmMaLii.

KntoyoBi cnoBa: KibepHeTuyHa 6e3neka, 3axmcT
iH(bopMaUii, iHpopMaLiNnHO- TeIEKOMYHIiKaUinHi
CUCTEMU, NPOrpaMHi Ta anapaTHi 3acobu
3axuCTy iHopMaLii, cncTemu i TexHonorii
Kibepbesnekn, MaTeMaTNYHI MeTOAN
Kibepbe3nekn, NPOTUAIA WKiAJINBOMY
nporpamMHomy 3abe3neyeHHto

The basic focus of EP - systems, technologies
and mathematical methods of cybersecurity,
means and measures of protection. Acquisition
of the following knowledge: legislative,
regulatory and legal framework of Ukraine and
the requirements of relevant international
standards and practices for the implementation
of professional activities; principles of
supporting information and/or cybersecurity
systems and complexes; theory, models and
principles of managing access to information
resources; theory of information and/or
cybersecurity management systems; methods
and means of detecting, managing and
identifying risks; methods and means of
assessing and ensuring the required level of
information security; methods and means of
technical and cryptographic information
protection.

Keywords: cyber security, information and
telecommunication systems, software and
hardware for information protection,
cybersecurity systems and technologies,
mathematical methods of cybersecurity,
malware protection.

Oco6nusocTi OnN / Features

1. rpyHTOBHa pyHAaMeHTasibHa NigroToBKa y
MOEAHAHHI i3 Cy4aCHOlo NpogdecinHow
NiAroTOBKOW, sIKa [0O3BOJISE MPOBOANTM
iHHOBAUINHY OiSNbHICTbL | NpayBaTh 3
HayKOEMHMMUN TexHonorismm kKibepbesnekuy;

2. NPOXOO>KEHHS nMepenannaoMHOT NPakKTUKN Ha
6a3i NianprMeMcTB- NapTHepPIiB Ta y4acCTb
CTYOEHTIB Y BUKOHAHHI CMiJiIbHUX HayKOBO-
DOCNIOHNX NPOEKTIB HA 3aMOBJIEHHS YCTAHOB Ta
npoBigHMx IT- KoMnaHin YKpaiHm 3a axom;

3. niagrotoBka 40 AyaJibHOI OCBITU B
MaricTpaTypi.

1. fundamental training in combination with
modern professional training, which allows to
carry out innovative activities and work with
science-intensive cybersecurity technologies;
2. undergraduate practice on the basis of
partner companies and student participation in
the implementation of joint research projects
commissioned by institutions and leading IT
companies of Ukraine in the specialty;

3. preparation for dual education in master's
degree.
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4 - NMpupaTHICTb BUNYCKHUKIB 0,0 NpaueBsaliTyBaHHA Ta NOAANbLUIOro HaB4YaHHSA /
Eligibility of graduates for employment and further study

MpupaTHicTb Ao npaueBnawTtyBaHHA / Eligibility for employment

Ha nocaawn y CTpyKTypHUX Nigpo3ainax
yCTaHOB/NigNpuUeEMCTB/OpraHisauin, aKi
nepenbayatoTb HASABHICTb BULLLOT OCBITW 3i
crneuianbHocTi 125 Kibepbesneka Ta 3axucT
iHbopmauii. BignoBigHo oo ep)xaBHOro
knacudikaTopy npodecin K 003:2010 3i
3MiHOt Nel0 BUMNYCKHUKW MOXXYTb NpaLuoBaTy
Ha rnocajax, Lo BignoBifaloTb
KnacudikauinHUM yrpyrnoBaHHAM:

3139 daxiBeub i3 opraHizauii 3axucTy
iHpopMaLii 3 0bMeXeHUM JoCTynoM;

daxiBeub i3 opraHizauii iHpopmaUinHOi be3neku
3121 daxiseub 3 iHpoOpMaLiNHUX TEXHOOTIN.
2139.2 AHaniTUK CUCTeM 3axuncTy iHopmauii Ta
OUIHKW Bpa3/IMBOCTEN

2139.2 AHaniTuk 3arpo3 6e3neku

2132.2 Po3p0obHMK cucTeM 3axUCTy iHopMaLlii.
2149 lNpodbecioHanu i3 opraHizauii
iH(bopMaLinHoT 6e3nekun

For positions in structural divisions of
institutions/enterprises/organizations that
require higher education in specialty 125
Cybersecurity and Information
Protection.According to the State Classifier of
Professions DK 003:2010 with Amendment No.
10, graduates can work in positions
corresponding to the classification groups:
3139 Specialist in the organization of
information protection with limited access;
Specialist in the organization of information
security

3121 Specialist in information technologies.
2139.2 Analyst of information protection
systems and vulnerability assessment
2139.2 Security threat analyst

2132.2 Developer of information protection
systems.

2149 Professionals from the organization of
information security.

Mopanbwe HaB4yaHHA / Further study

MpoOoB>XXeHHS OCBITY 3@ APYrvM
(MaricTtepcbkuM) piBHEM BULLOI OCBITH

Continuation of education at the second
(master's) level of higher education

5 - BuknapaHHA Ta ouiHioBaHHA / Teaching and assessment

BuknapaHHa Ta HaBYaHHA/Teaching and studying

Mporpamoto nepeabaveHo
CTy[EeHTOLEeHTpOBaHe HaB4YaHHA. BuknagaHHs
MPoOBOAUNTbLCA Y Takux hopmax: nekuii,
MPaKTUYHI Ta CEMIHAPCbKIi 3aHATTSH,
KOMM'IOTEPHI MpakKTUKyMu i nabopaTopHi
poboTu; KypcoBi NpoekTun i poboTun; TexHoNoriga
3MillaHOr0 HaBYaHHSA, MPaKTUKN; BUKOHAHHS
OUMAOMHOI0 MPOEeKTY i AnnaoMHol poboTu

The program provides for student-centered
learning. Teaching is carried out in the following
forms: lectures, practical and seminar classes,
computer workshops and laboratory works;
course projects and works; mixed learning
technology, practices; completion of the diploma
project and thesis

OuiHoBaHHA / Assessment

OUuiHIOBaHHSA 3HaHb CTYLAEHTIB 34iNCHIOETLCA Y
BiANOBIAHOCTI A0 MNONOXXEHHSA NPO CUCTEMY
OLiHIOBaHHSA pe3ynbTaTiB HaBYaHHA KIl im.
Irops CikOpCbKOro 3a yciMma BuaaMm ayamuToOpHOI
Ta Mo3aayanTopHoi poboTun (BXigHWU, MOTOYHUN,
KaneHgapHWn, NiACYyMKOBUN KOHTPOb);
€K3aMeHW, 3aMikun, iHanBigyasbHi 3aBAaHHS
TOLLO.

Assessment of students' knowledge is carried
out in accordance with the Regulation on the
system of assessment of learning outcomes of
Ilhor Sikorsky Kyiv Polytechnic Institute for all
types of classroom and extra-auditory work
(incoming, current, calendar, final control);
exams, assessments, individual tasks, etc.
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6 - NMporpamMHi KoMmneTeHTHOCTI / Programme competencies

IHTerpanbHa KoMneTeHTHicTb / Integral competence

30aTHICTb pO3B'A3yBaTU CKNadHi cneuianizoBaHi
3a4avi i npakTUyHi Nnpobnemn y ranysi
Kibepbesneku Ta 3axuUCTy iHopMaLil

The ability to solve complex specialized tasks
and practical problems in the field of
cybersecurity and information protection

3aranbHi kKomneteHTHocTi (3K)

/ General competencies

3K 30aTHICTb 3aCTOCOBYBaTU 3HAHHA Y Ability to apply knowledge in practical
01 MPaKTUYHUX CUTYaLLiaX situations
3K | 3HaHHA Ta po3yMiHHA npeameTHoi obnacTi Ta | Knowledge and understanding of the subject
02 po3yMiHHA npodecii area and understanding of the profession
3K | 3paTHIicTb crnifikyBaTuUCA gepxxasHoto Mosoto | Ability to communicate in national language
03 AK YCHO, TakK i NMMCbMOBO both orally and in writing
3K . . . Ability to communicate in foreign language
30aTHICTb CNiNKyBaTUCb iIHO3EMHOK MOBOIO . L
04 both orally and in writing
3K | 3naTHICTL BUNTNCA | OBOJIOAIBATY CY4aCHNMM Ability to learn and master modern knowledge
05 3HaHHAMN
30aTHICTb peanisysaTu CBOI Npasa i 060B’sA3KM The ability to realize one's rights and
AK YJIeHa CyCninbCTBa, YCBiAOMIIOBATH o ;
. . . responsibilities as a member of society, to be
LiHHOCTI rpOMaAsAHCbLKOr o (BifIbHOro o \
3K . aware of the values of a civil (free democratic)
AEMOKPATMYHOr0) CycninbCTBa Ta : . .
06 i . society and the need for its sustainable
HeobXiQHICTb NOro CTasioro PO3BUTKY, X
. .| development, the rule of law, the rights and
BEepXOBEHCTBa MNpaBa, npas i ceobon NognHu i iy . .
. freedoms of a person and a citizen in Ukraine
rpoMagsHuHa B YKpaiHi
30aTHICTb yXBaJslloBaTU PilUEHHSA Ta AiATw, The ability to make decisions and act in
3K | BOTPMMYIOYMCb NPUHLMNY HENPUNYCTUMOCTI |accordance with the principle of inadmissibility
07 Kopynuii Ta 6yab-aKMX iHWKWX NMPOSABIB of corruption and any other manifestations of
HenobpoyYeCHOCTI dishonesty
3ga;|-1|:3cgib sﬁﬁﬂra:’; T:an%';"iHoixH(g:?TTimi The ability to preserve and multiply moral,
P » KyNIbTYPHI, Hay H . cultural, scientific values and achievements of
DOCATHEHHSA CYCMiIbCTBa Ha OCHOBI PO3YMiHHS . ;
) ; _ society based on an understanding of the
iCTOpii Ta 3aKOHOMIPHOCTEN PO3BUTKY !
. kg . history and patterns of development of the
npeamMeTHOi obnacTi, Ti Micus y 3aranbHin . . .
3K CUCTEMI 3HaHb NP MPUPOAY | CYCRINLCTBO Ta subject area, its place in the general system of
08 PO NnpnpoAay 1 cycninibet knowledge about nature and society and in
Yy PO3BUTKY CYCMiNbCTBA, TEXHIKMW i ) X
oo o the development of society, techniques and
TEXHOJIOT i, BAKOPUCTOBYBATW Pi3Hi BUAN Ta : .
. . technologies, to use various types and forms
opMM pyxoBOi aKTUBHOCTI AN aKTUBHOIO o ! .
BIANOUNHKY Ta BefleHHS 300POBOro CNOCoby of motor act!V|ty for actlve.recreatlon and
leading a healthy lifestyle
KUTTS
daxosi komneteHTHOCTI (PK) / Professional competencies
30aTHICTb 3aCTOCOBYBaTK 3aKOHOABYY Ta The ability to apply the legislative and
oK HOpPMaTMBHO-NpPaBoBY 6a3y, a TaKoX regulatory framework, as well as state and
01 [ep>XaBHi Ta Mi>KHApPOAHI BUMOIM, NPAKTUKN i international requirements, practices and
CTaHAapTW 3 MeTolo 34iNcHeHHs npodecinHoi | standards in order to carry out professional
LiSiNbHOCTI activities
oK 30aTHICTb BUKOPUCTOBYBaTW iHOPMaLinHi Ability to use information technologies,
02 TexHoNorii, Cy4acHi metTogwn i mogeni modern methods and models of cybersecurity
Kibepbesnekn Ta CUCTEMU 3aXUCTY iHhopMaLii and information protection systems
oK 34aTHICTb 3abe3nevyyBaTn HEMEPEPBHICTb Ability to ensure business continuity in
03 6i3Hecy 3rigHO BCTAaHOBAEHOI MONITUKMN accordance with established cybersecurity and
Kibepbe3nekun Ta 3axucTy iHopMaLlii information protection policies
3naTHicTb 3abe3nevyBaTun 3axucT iHQopMauii | Ability to ensure information protection in
oK B iH(bopMaUinHUX Ta iHpopMaLiHO- information and information and
04 KOMYHIKaUinHNX cnctemax 3rigHo communication systems in accordance with

BCTAHOBNEHOI MONUTUKKN Kibepbesnekn i
3axXucTy iHhopMmauii

established cybersecurity and information

protection policies
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30aTHICTbL BigHOBMOBAaTU PYHKLiOHYBaHHS
iHbopMaUinHNX Ta iHpopMaLinHo-

The ability to restore the functioning of
information and information and

K KOMYHiKaLinHUX CUCcTeM micna peanisauii communication systems after the
05 yHIKal . R implementation of threats, cyberattacks,
3arpos, 3aincHeHHs KibepaTak, 360iB i BiaMoB . ; X
: . failures and failures of various classes and
Pi3HUX KNaciB Ta NOXOOXKEHHS .
origins
3[aTHICTb BNpoBaAXXyBaTu Ta 3abe3nevyBaTu Ability to implement and ensure the
PYHKLIOHYBaHHSA KOMMNEKCHNX CUCTEM functioning of complex information protection
®K | 3axXMCTy iHopMaLii (KoMnaekc HOpMaTUBHO- systems (a complex of regulatory,
06 MPaBOBUX, OpraHi3aLiMHNX Ta TEXHIYHNX organizational and technical means and
3acobiB i MmeToaiB, Npouenyp, NPaKTUYHMX methods, procedures, practical techniques,
MPUNOMIB TOLLO) etc.)
30aTHICTb 34INCHIOBATM NpodecinH - . N
. A Alnc pod cinHy Ability to carry out professional activities
@K | [iAaNbHICTb HAa OCHOBI BNPOBaA>XeHOol cuctemMu : . .
. i - based on an implemented information and
07 yrnpasaiHHA iHpopMaUINHOW Ta )
. cybersecurity management system
Kibepbesnekoto
oK 34aTHICTb 3aCTOCOBYBaTU MeToAM Ta 3acobu Ability to apply methods and means of
08 KpunTorpacdivyHoro 3axucTy iHpopmauii Ha cryptographic information protection at
06’eKkTax iHpopMaLiNHOT AiANbHOCTI information activity facilities
oK 30aTHICTb 3aCTOCOBYBaTU MeToaAM Ta 3acobu Ability to apply methods and means of
09 TexHiYyHoro 3axucTy iHdbopMauii Ha 06’ekTax [technical information protection at information
iHOpMaLINHOI AiSANbHOCTI activity facilities
30aTHICTb BUKOHYBATU MOHITOPUHI - o .
. oA oo yBaT op Ability to monitor information processes,
iHpopMaLinHKX NpoLeciB, aHanizyeBaTy, . X .
BUABNATK, OLLiIHIOBATU MOXKJ/INBI BPa3IMBOCTI analyze, identify, and assess possible
DK T oo P N vulnerabilities and threats to the information
Ta 3arposu iHpopMaLinHOMY NPOCTOpPY 1 . . ,
10 IHHOPMALLIHIM Pecypcam 3rigHo 3 space and information resources in
P Pecypc: o accordance with the established information
BCTAHOBJIEHOO MOJIITUKOI iHHOPMALINHOI . .
security policy
6e3nekn
30aTHICTb po3B’A3yBaTW 3aa4i 3a haxom i3 The ability to solve problems by profession
OK BUKOPUCTaAHHAM MaTeMaTUYHUX METOAIB, using mathematical methods, algorithms,
11 aNropuTMmiB, NPUKNAAHUX Ta CUCTEMHUX applied and system software solutions and
MPOrpaMHUX pilleHb Ta TEXHONOrIN technologies
30aTHICTb 00 NPOEKTYBaHHSA Ta po3pobku - . .
DK A Ao TP Y o3P Ability to design and develop software with
nporpamMHoro 3abesnevyeHHs 3 ypaxyBaHHAM ) : . X
12 security requirements in mind
BUMoOr besnekun
30aTHICTb 40 3BOPOTHOI po3pobku Ta aHani3 . .
A A P o3P y Ability to reverse engineer and analyze
K nporpamMHoro 3abe3neyeHHs, BUSIBJIEHHS . . ceps
° software, identify software vulnerabilities and
13 BPa3JIMBOCTEN Ta 3arpo3 nNporpaMHoro

3abe3neyeHHs

threats
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7 - NMporpaMHi pesynbtatyu HaB4aHHA (MPH) / Programme learning outcomes

BinbHO CninkyBaTUCA OEP>KABHOK MOBOIO YCHO

Communicate freely in the state language

MPH . - ) T .
01 Ta NMMCbMOBO MNPU BUKOHAHHI NpodecinHnx orally and in writing when performing
oboB’A3KiB professional duties
CninkyBaTuCH iHO3EMHOIO MOBOK 3 METOIO . : .
[1PH . .. | Communicate in a foreign language to ensure
3abe3nevyeHHs epeKTUBHOCTI NpodeciiHOI : . .
02 . effective professional communication
KOMYHiKaLlji
fPH 3acTocoByBaTy MNPUHLMA HENPUNYCTUMOCTI Apply the principle of inadmissibility of
03 Kopynuii Ta By Ab-aKUX iHWNX NPOABIB corruption and any other manifestations of
HenobpoyYeCcHOCTi y NpodecinHin AianbHOCTI dishonesty in professional activities
OpraHi3zoByBaTu BNacHy nNpogecinH . . . -
oprat y acHy Tp ® y Organize one's own professional activities,
BifNbHICTb, obupaTyn | BUKOPUCTOBYBaTHU :
. \ choose and use optimal methods and ways of
[MPH | onTuManbHi MeToan Ta cnocobun po3B’A3aHHSA . L
o X solving complex specialized tasks and
04 CKJIafiHUX creLiani3oBaHUX 3a4ay i . ; : N
o practical problems in professional activities,
npakTu4HMX npobnem y npodecinHin . .
. . . . . and evaluate their effectiveness.
OiANbHOCTI, OUiHIOBATU IXHIO eDEKTUBHICTb
AHanizyBaTu, apryMeHTyBaTW, NpunMaTmn - .
i3y pry , yBat P Analyze, argue, make decisions when solving
pilleHHS NpY PO3B’'A3aHHI CKAagHUX L \
A . complex specialized tasks and practical tasks
cneuianizoBaHMX 3aja4y i NPaKTUYHUX 3aBAaHb . . A, .
rPH VA X . in professional activities, which are
y NpOecCinHin AiANbHOCTI, AKi X ) .
05 ; characterized by complexity and incomplete
XapaKTepun3yrTbCA KOMMJIEKCHICTIO Ta ; o .
. . . certainty of conditions, be responsible for the
HEeMNOBHOIO BM3HA4YeHICTIO YMOB, BignoBigaTn g
N S decisions made
3a NPUNHATI piLLEeHHS
AfanTyBaTuUCS 40 HOBUX YMOB | TEXHOJIOTIN - .
rPH AaNTyBaTACA A M Adapt to new conditions and technologies of
NpoeCinHOT AiSNbHOCTI, MPOrHO3yBaTW X o . )
06 . N professional activity, predict the final result
KiHLLEeBUI pe3ynbTaT
3acTocoByBaTu 1 afanTyBaTu Teopii Apply and adapt the theories of information
iHpopMaUii Ta KogyBaHHSA, MaTEMAaTUYHOI and coding, mathematical statistics,
fPH CTaTUCTUKK, YNcen Kpuntorpagii Ta cryptography and steganography, signal
07 cTeraHorpadii, obpobneHHs i nepenadi processing and transmission, etc., principles,
CUrHaniB TOLLO, NPUHLUAW, METOOUN, MOHATTSA methods, concepts of cybersecurity and
Kibepbe3nekun Ta 3axucTy iHopMaLllii y information protection in educational and
HaBYaJIbHIN Ta NpodecinHin AianbHOCTI professional activities
3acTocoByBaTW 3HAHHA N PO3YMIHHA .
y \ POSYMIHHA Apply knowledge and understanding of
MaTeMaTUKN Ta i3UKN B NPOGECINHIN : o ;
NiANbHOCTI, hopManizyBaTh 3anadi mathematics and physics in professional
rPH . PR activities, formalize problems in the field of
npeaMeTHOI ranysi kibepbesnekn Ta 3axucTy . . ) )
08 IHOPMALLTT, (hOPMYNIOBATY X MATEMATIYH cybersecurity and information protection,
P ! pMy . _ Y | formulate their mathematical formulation and
MOCTaHOBKY Ta obupaTu pauioHaNbHMUA MeToA4 . ,
. choose a rational solution method
BUPILLEHHS
3HaTn Ta 3aCTOCOBYBaTWN 3aKOHOLABCTBO Know and apply the legislation of Ukraine and
fPH YKpaiHn Ta Mi>XHapo4Hi BUMOIn, MPaKTUKMK i international requirements, practices and
09 |CTaHAapTy 3 MeTolo 34incHeHHA npodpecinHoi | standards in order to carry out professional
OianbHOCTI B ranysi kibepbesnekn Ta 3axucTy activities in the field of cybersecurity and
iHopMauii information protection
BukopucToByBaTu cyyacHi iHhopMaLuinHi Use modern information technologies,
[PH | TexHonorii, meToan i mogeni kibepbesnekn Ta| methods and models of cybersecurity and
10 | cucTeM 3axuUCTy iHopMauii ona 3gincHeHHs | information protection systems to carry out
npoecCinHoT AiaNbHOCTI professional activities
MnaHyBaTK NiaoroToBKy Ta 3abe3nedyyBaTun Plan preparation and ensure continuity of
fPH HernepepBHicTb BisHec-npouecie B business processes in organizations in
11 opraHisauisix 3rigHo 3i BCTaAHOBIEHOO accordance with the established cybersecurity
nosiTukoto Kibepbesnekn 3 ypaxyBaHHAM policy, taking into account information
BMMOI [0 3aXUCTy iHdopMauil protection requirements
3acTocoByBaTu MeToAM Ta 3acobum 3axucT : .
iH(pg Mauii B iH('%o MaLiHIX Ta y Apply methods and means of information
rPH . pr opmal protection in information and information and
iHpOpMaLiNHO-KOMYHIKaLiNHUX cucTeMax - . ;
12 communication systems in accordance with

BigMOBiAHO 0O BCTAHOBJIEHOT NOJITUKMN
iHpopMaLinHoi 6e3nekn

the established information security policy
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BnpoBag>kyBaTun, HanalwTOBYBaTH,
CYyNpoOBOA KYBaTW Ta NigTPUMyBaTuU
PYHKLiOHYBaHHSA NPOrpaMHnNX i MporpamHo-
anapaTHUX KOMIMJIEKCIB i CUCTEM

Implement, configure, maintain and support
the functioning of software and hardware-
software complexes and cybersecurity and

lPH . i information protection systems as necessary
Kibepbe3nekun Ta 3axUCTy iH(opMaLlii K o . ;
13 L . procedures for the functioning of information
HeobxigHi npoueanypu ona hyHKLiIOHYBaHHS . : L
) ) S o and information and communication systems
iHpopMaUiHUX 1 iHhopMaLinHO- . N
. o and/or the infrastructure of the organization as
KOMYHiKaUinHnx cuctem Ta/abo 3 whole
iHbpaCTPYKTYypW opraHizauii B Linomy
BupiwyBaTu 3agaudi ynpaBaiHHA npouecamMmu
BiAHOBJIEHHS WUITATHOrO (PyHKLIIOHYBaHHSA Solve the tasks of managing the processes of
iHpopMaUinHUX Ta iHhopMaUinHo- restoring the normal functioning of information
fPH KOMYHiKaLUiHNX CUCTEM 3 BUKOpUCTaHHAM | and information and communication systems
14 npouenyp pe3epByBaHHSA 3rigHoO using backup procedures in accordance with
BCTAHOBNEHOI MONiTUKK 6esneku i the established security policy and ensure the
3abesnevyyBaTu PyHKLIOHYBaHHSA functioning of special software for information
crneuianbHOro nporpaMHoro 3abesneveHHs protection and recovery
LLOA0 3aXUCTY Ta BiAHOBAEHHS iHpopmaLil
36”pKaTM”T'MzﬁHF?°6a”::T”J'1:6?(';?”'eZ'L?::)?.FaT” Collect, process, store, and analyze critical
P A AnA L y peanisaul data to prove the implementation of cyber
[1PH Kibep3arpos, npoBoANTK aHani3 Ta . . L2
: . i threats, conduct analysis and investigation of
15 nocnig)XeHHs KibepiHUMAEHTY 3 MeToto S .
. . a cyber incident in order to promptly restore
onepaTMBHOIO BiAHOBJIEHHA (PYHKUIOHYBaHHS o . :
: o the functioning of the information system
iHpopMaUinHOI cuctemmn
fPH BupiwyBaTun 3agadi BNIpoBaA)XeHHSA Ta Solve the problems of implementing and
16 CyrnpoBoAYy KOMMNEKCHUX CUCTEM 3aXUCTY maintaining complex information protection
iH(hopMaLii B iH(hbopMaLinHMX cncTeMax systems in information systems
3abe3nevyyBaTn PYHKLIOHYBAHHSA CUCTEM Ensure the functioning of the organization's
ynpaBniHHSA Kibepbe3nekoto i 3axmucTom cybersecurity and information protection
fPH iHbopMaUil opraHisauii, BKJOYa4m nepcoHan| management systems, including personnel
17 |T@ ynpaBfiHHA Hacnigkamm peanisauii 3arpo3 and management of the consequences of
iHpopMaUinHin 6e3neui B KpN30OBUX information security threats in crisis situations,
CUTYyauisix, Ha OCHOBI 34iNCHeHHA Npouenyp | based on the implementation of quantitative
KiJIbKICHOT i AKICHOT OLLIHKWN pU3KKiB and qualitative risk assessment procedures
Ananisysatu, 3acrocosyBaTn METOAN Ta Analyze and apply methods and means of
[1PH 3acobun KpunTorpadivHoOro 3axumcTy o ; :
18 iHbopMaLlii Ha 06'eKTax iHhOPMALLMHOI cryptographic information protection at
pMall . . pMall information activity facilities
OiaNbHOCTI
BUDILLIYBATY 33084 LLOAO OpraHisaLi Ta Solve problems related to the organization and
PiLLy A LLoA0 op H control of the state of cryptographic
[TPH | KOHTpPOJIIO CTaHy KpunTorpagivyHoro 3axmcTy : . . : ? .
19 iHhOPMALLTi, 30Kpema BiANOBIAHO N0 BAMOT information prgtectlon, in partlcular in
' . accordance with the requirements of
HOPMaTUBHUX OOKYMEHTIB
regulatory documents
Bu3Ha4vaTu 3arposun cTBopeHHA TexHiYHux | ldentify threats of creating technical channels
KaHaniB BUTOKY iHopMaLii Ha 06’ekTax for information leakage at information activity
iHopMauinHoi aianbHOCTI; BNnpoBaaxxyBaTu | facilities; implement means and measures for
rPH 3acobu i 3ax04n TEXHIYHOIO 3aXNCTy technical protection of information from
20 |iHdopMmaLil Big BUTOKY TexHiYHUMK KaHanamu,| leakage through technical channels, carry out

NPoBOANTM 0B6CNYroByBaHHSA i KOHTPOJIb CTaHy
anapaTHux 3acobiB 3axucTy iHpopMaLii Ta

KOMMJIEKCiB TEXHIYHOrO 3aXUCTy iHhopMauii

maintenance and control of the condition of
information protection hardware and technical
information protection complexes
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BrnkoHyBaTn BMpoBaA>XEHHS, NiATPUMKY,
aHaniz eeKTNBHOCTI CUCTEM BUABJIEHHS Implement, support, and analyze the
HeCaHKLiOHOBaAHOIro AoCTyny, Ain 3 effectiveness of systems for detecting
iHbopMaLli€eto B iHpopMaLUinHin cncTemi, unauthorized access, actions with information
rpPH BPa3J/IMBOCTEN, MOXXJINBMX 3arpo3 in the information system, vulnerabilities, and
21 |iHdopMauinHoMy NpocTopy 1 iHdopMauinHmuMm | possible threats to the information space and
pecypcam Ta BUKOPUCTOBYBATU KOMIJIEKCU information resources, and use protection
3axucTy ons 3abesneyeHHs HeobXigHOro complexes to ensure the required level of
PiBHS 3aXuULLEHOCTI iHpopMauii B information security in information systems
iHbopMaUINHNX cncTemax
rPH Po3pobnatu nporpamHe 3abesneyeHHs 3 Solve problems of software code analysis for
22 ypaxyBaHHAM CTaHOapTiB 6e3nekn the presence of possible threats
34iMCHIOBATK 3BOPOTHY pO3pobKy Ta aHani3 . . .
A P Yy POSPOOKY 1 Carry out reverse engineering and analysis of
[1PH nporpamMHoro 3abe3neyeHHs, BUPilLYyBaTK 2 g .
. . malicious software using modern technologies
23 | 3apayi aHanisy nporpaMHoro 3abesnevyeHHs g
. and mathematical methods
Ha HasIBHICTb MOXXJIMBMX 3arpo3
rPH [ocnip>xyBaTun 3arposu Kibepbesnekun Ha Investigate cybersecurity threats for their
24 npegMeT MexaHi3MiB ix gii mechanisms of action
Po3pobnatu 3acobu Ta anropmTMu . .
Kipﬁep6e3neKV| 6a3 lO‘-IVICIE) Ha Develop cybersecurity tools and algorithms
[PH ! Yo based on mathematical methods, modern
MaTeMaTUYHOMY anapaTi, Cy4aCHMX . . .
25 | . - ! . . information technologies, and computer
iIHPOPMaLINHNX TEXHOJIOTIAX Ta apXiTEKTYpi ;
, systems architecture
KOMMN'IOTEPHUX CUCTEM

8 - PecypcHe 3abe3nevyeHHs peanisauii nporpammu / Resource provision for programme
implementation

Kappose 3abe3n

euyeHHs / Staffing

BignoBigHO 00 KagpoBMX BUMOT LLLOLO
3abe3nevyeHHs NpoBagXeHHS OCBIiTHbLOI
OianbHOCTI gna signosigHoro pisHsA BO,
3aTBepo)xeHux MNoctaHoBoto KabiHeTy MiHicTpis
Ykpainum Big 30.12.2015 p. Ne 1187 (B YMHHIN
penakuir).

In accordance with the personnel requirements
for ensuring the implementation of educational
activities for the corresponding level of HE,
approved by the Resolution of the Cabinet of
Ministers of Ukraine dated 12.30.2015 No. 1187
(in the actual version).

MaTepianbHo-TexHi4He 3ab6e3neueHHn / Material-technical support

BionoBigHO 4,0 TEXHOJIOMIYHNX BUMOI LLOA0
MaTepiaslbHO-TeXHIYHOro 3abesnevyeHHs
OCBITHBLOI AisNbLHOCTI BignosigHoro pisHsa BO,
3aTBepa)xeHux MNoctaHoBoto KabiHeTy MiHicTpis
YkpaiHu Big 30.12.2015 p. Ne 1187 (B YMHHIN
penakuii).

BukopucTtaHHa obnagHaHHA Ona NpoBeAeHHS
nekuin y oopMaTi npeseHTauin, mepexxesux
TexHoJI0rin, 30Kpema Ha naaTdopmi
ONCTaHUINHOro HaB4YaHHSA Sikorsky.

In accordance with the technological
requirements for the material and technical
support of educational activities of the
corresponding level of HE, approved by the
Resolution of the Cabinet of Ministers of Ukraine
dated 12.30.2015 No. 1187 (in the actual
version).

Use of equipment for conducting lectures in the
format of presentations, network technologies,
in particular on the Sikorsky distance learning
platform.

IHpopMauiHe Ta HaBYabHO-MeToAUYHe 3abe3neuyeHHs / Information and methodical support of the

education

al process

BignoBigHO 00 TEXHOMOMYHMX BUMOT LL,OAO
HaBYaJIbHO-MEeTOANYHOr0 Ta iHPOpPMaLiNHOIro
3abe3neyvyeHHs OCBITHbLOI AisA/IbHOCTI
BignoBigHoro pisHs BO, 3aTBepaXeHUX
MocTaHoBo KabiHeTy MiHicTpiB YKkpaiHu Big
30.12.2015 p. Ne 1187 (B YMHHIN pepakuii).
KopuctyBaHHA HaykoBO-TexHi4HO BibnioTekoto
KMl im. Irops CikopcCbKoro.

In accordance with the technological
requirements for educational, methodological
and informational support of educational
activities of the corresponding level of HE,
approved by Resolution of the Cabinet of
Ministers of Ukraine dated 12.30.2015 No. 1187
(as amended).

Use of the Scientific and Technical Library of Ihor
Sikorsky Kyiv Polytechnic Institute.
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9 - AkapemMiyHa MobBinbHicTb / Academic mobility

HauioHanbHa kpeguTHa MobinbHicTb / National credit mobility

Y4yacTb CTyAEHTIB B MpOrpaMax akageMmiyHoi
MOBINIbHOCTI, MOXXJIMBICTb YKNIaAEHHS yroa
OLEep>XaHHSA CTyAeHTaMn MNoABiNHUX OUMNOMIB

Participation of students in academic mobility
programs, the possibility of concluding
agreements for students to receive double
diplomas

MixxHapoaHa kKpeauTHa MobinbHicTb / International credit mobility

MOXXNUBICTb YKNaAEHHA yro npo Mi>XHapoaHy
akageMivyHy MobinbHICTb, MPo NoAaBiNHe
OVNIOMYBaHHSA, NPO TpUBai Mi>XHapPOHi
NpoeKTH

The possibility of concluding agreements on
international academic mobility, on double
graduation, on long-term international projects

HaB4aHHs iHO3eMHuXx 3p06yBadiB BO / Study of Foreign applicants of HE

HaB4yaHH$ iHO3eMHUX 3006yBadiB BO, Ki
onaHoBytoTb Ol 3a NnporpamMamMn Mi>KHapogHOI
akKageMivyHoi MobifIbHOCTi, HaBYaHHA MOXXe
MPOBOANTUCH aHMNINCbKOI abo yKpaiHCbKOLO
MOBOIO, 3@ YMOBM BONOAiIHHA 3006yBavYeM MOBOIO
HaBYaHHS Ha PiBHI He HuxX4e B2.

The training of foreign higher education
students who master the OP under international
academic mobility programs can be conducted
in English or Ukrainian, provided the student has
a language proficiency of no lower than B2.
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2. MEPEJIIK KOMMOHEHTIB OCBITHbOI MPOrPAMMN / COMPONENTS of EDUCATIONAL

PROGRAMME
dopMa
KpeguTiB | nigcymMkoBoro
Kopn/Code OcBIiTHI kOoMMoOHeHTU NporpamMu/Components EKTC/ECTS| koHTponto/Final
credits |control measure
form
HOPMATWBHI ocBiTHi koMnoHeHTU/Required (standard) components
0O60B’5A3KOBi KOMMOHEHTW LMKY 3arasibHoi nigrotoBku/General training cycle
30 01 SF(S?;L?Z:Ka MOBa 3a npodecinHmm cnpamyBaHHaMm / Ukrainian Language for Professional 2.0 3anik / Final test
3002 IcTopia Hayku i TexHikn / History of Science and Technology 2.0 3anik / Final test
30 03 OcHoBu 3p0poBoro cnocoby xutTts / Fundamentals of a Healthy Lifestyle 3.0 3anik / Final test
30 04 MpakTn4HM Kypc iHo3eMHoi moBu / Foreign Language
30 04.1 MpaKTu4YHMM Kypc iHo3eMHOoi moBU. YacTuHa 1 / Foreign Language. Part | 3.0 3anik / Final test
30 04.2 MpaKTU4YHWI Kypc iHoO3eMHOi MoBU. YacTuHa 2 / Foreign Language. Part Il 3.0 3anik / Final test
30 05 OcHoBu ekoHOMiKKM / Foundations of Economics 2.0 3anik / Final test
30 06 BXXK[ Ta umsinbHun 3axmcT / Safety of Life and Civil Defence 2.0 3anik / Final test
30 07 MaTemaTuyHuM aHani3 / Mathematical Analysis
30 07.1 MaTemaTu4HuM aHani3. YactmHa 1 / Mathematical Analysis. Part 1 6.0 Ek3ameH / Exam
30 07.2 MaTemaTu4yHuUM aHani3. YactuHa 2 / Mathematical Analysis. Part 2 6.0 Ek3ameH / Exam
30 08 ®i3nka / Physics
30 08.1 ®i3nka. YactuHa 1 / Physics. Part 1 5.0 3anik / Final test
30 08.2 ®i3nka. YactuHa 2 / Physics. Part 2 6.0 Ek3ameH / Exam
3009 -I{/Iea(;ﬁieﬂr‘r?awtl?claair)g;)act-:—;tT(?sMaTeMaTMqHa cTaTucTumka / Probability Theory and 4.0 Exsamen / Exam
30 10 OuckpeTHa MmaTemaTumKa / Discrete Mathematics 5.0 Ek3ameH / Exam
3011 MporpamyBaHHs / Programming
3011.1 MporpamysBaHHs. YacTuHa 1 / Programming. Part 1 5.0 Ek3ameH / Exam
3011.2 MporpamysBaHHs. YacTuHa 2 / Programming. Part 2 4.0 3anik / Final test
3012 Anrebpa Ta reomeTpis / Algebra and Geometry 5.0 Ek3ameH / Exam
3013 BcTyn po kibepHeTuyHoi 6e3nekn / Introduction to cyber security 4.0 3anik / Final test
30 14 OcHoBYM KOMM'tOTEPHUX Mepex / Basics of computer networks 4.0 3anik / Final test
3015 ApxiTekTypa KoMn'toTepHux cuctem / Architecture of computer systems 5.0 Ek3ameH / Exam
30 16 OnepauinHi cuctemn / Operating Systems 5.0 Ek3ameH / Exam
3017 YnpasniHHS iHbopMauinHoto 6e3nekoto / Information security management 5.0 Ek3ameH / Exam
30 18 CuctemHa iHxeHepisa / Systems Engineering 5.0 Ek3ameH / Exam
3019 KpunTtorpadis / Cryptography 5.0 Ek3ameH / Exam
3020 e e information protection systems. design. implementation support -+ | 40 | 3anix/Final test
30 21 rlpaKTI/I.HHVIVI KypcC iHO3eMHOI MOBM NpodecinHoro cnpsiMyeBaHHsA / Foreign Language for
Professional Purposes
3021 | e eateasiona bormoss pore oo ST 1]
30212 | i guage for Professional Purposespartll oo e 2 3.0 | Exsamen/Exam
30 22 Eri:;c\;vclg(é)gczl(i OCHOBM HayKoBoro nisHaHHA / Philosophical Foundations of Scientific 2.0 3anik / Final test
3023 IHpopmauinHa 6e3neka / Information Security 2.0 3anik / Final test
3024 MNepepannaomHa npakTuka / Pre-diploma Practice 6.0 3anik / Final test
3025 IOunnnomHe npoekTyBaHHSA / Bachelor Thesis 6.0 3axucT / Defence
O60B’A3KOBIi KOMIMOHEHTW LMKy NpodecinHoi niarotoeku /Professional training cycle
o 01 ANropuTtMu Ta CTpyKTypu gaHux / Algorithms and Data Structures 4.0 3anik / Final test
o 02 Eg;){;sgo aHani3y WKignmeoro nporpamMHoro 3abesneyeHHs / Introduction to Malware 5.0 ExksaMeH / Exam
10 03 Bba3un paHnx Ta iHhopMauinHi cuctemn / Databases and Information Systems 4.0 3anik / Final test
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®dopma
KpeowuTiB | miaCyMKoOBOro
Kon/Code OcBIiTHI kOoMMoHeHTK nNporpamu/Components EKTC/ECTS| koHTponto/Final
credits |control measure
form
1o 04 OcHoOBYW TexHONOrin 3axmcTy iHdopMauii / Information protection basics 5.0 Ek3ameH / Exam
[0 05 3BO.pOTH.a po3pobka Ta aHani3 LLIIKiJJ,nI/IBOFO nporpamHoro 3abe3neyeHHs / Reverse 50 Exsamen / Exam
engineering and malware analysis
1o 06 Be3neka koMmn'toTepHux Mepex / Computer networks security 5.0 Ek3ameH / Exam
o 07 CnucTemMmn TexHiYHOro 3axmcTy iHdopMauii / Systems of information technical protection 4.0 3anik / Final test
1o 08 3axucT nporpamHoro 3abesneyeHHs / Software protection 5.0 Ek3ameH / Exam
1o 09 YnpaBniHHA iHUMAeHTaMun koMmn'toTepHoi 6e3nekn / Cybersecurity incidents control 5.0 Ek3ameH / Exam
o 10 Be3neka onepauiiHux cuctem / Operational systems security 5.0 Ek3ameH / Exam
rno 11 Teopisa pu3unkis / Risks Theory 5.0 Ek3ameH / Exam
1o 12 Ba3n paHux Ta iHopMaLiiHi cuctemn. Kypcosa poboTta / Databases and Information 1.0 3anik / Final test

Systems. Academic Year Paper

rno 13 AHani3 Ta MOHITOpuHr KibepHeTu4Hoi 6e3neku / Cybersecurity analysis and monitoring 5.0 Ek3ameH / Exam

BWBIPKOBI ocBiTHi komnoHeHTW/Elective components

BnbipkoBi KOMNOHEHTW LUKy 3aranbHoi niarotoskn/General training cycle

3B 01 OcBiTHIn kKoMnoHeHT 1 3Y-KaTtanory / Educational Component 1 GU-Catalogue 2.0 3anik / Final test

3B 02 OcBiTHIN komnoHeHT 2 3Y-KaTanory / Educational Component 2 GU-Catalogue 2.0 3anik / Final test

BnbipkoBi KOMMOHEHTW LMKy npodeciiHoi niarotosku/Professional training cycle

OCBIiTHIn KoMNoHeHT 1 ®-KaTanory / Elective Educational Component 1 from P-

B 01 4.0 3anik / Final test
Catalogue
B 02 OCBITHIn KOMNOHEHT 2 ®-kaTanory / Elective Educational Component 2 from P- 4.0 3anik / Final test
Catalogue
B 03 OcBiTHIn komnoHeHT 3 ®-kaTasory / Elective Educational Component 3 from P- 4.0 3anik / Final test
Catalogue
B 04 OCBIiTHin KOMNoOHeHT 4 ®-kaTasnory / Elective Educational Component 4 from P- 4.0 3anik / Final test
Catalogue
1B 05 OcCBIiTHin KoMNoHeHT 5 ®-kaTasnory / Elective Educational Component 5 from P- 4.0 3anik / Final test
Catalogue
1B 06 OCBIiTHin KOMNOHeHT 6 ®-kaTasnory / Elective Educational Component 6 from P- 4.0 3anik / Final test
Catalogue
8 07 OcCBIiTHin KoMNoHeHT 7 ®-kaTanory / Elective Educational Component 7 from P- 4.0 3anik / Final test
Catalogue
1B 08 OcCBIiTHin kKoMNoHeHT 8 ®-kaTanory / Elective Educational Component 8 from P- 4.0 3anik / Final test
Catalogue
B 09 OCBIiTHin KOMNoHeHT 9 ®-kaTanory / Elective Educational Component 9 from P- 4.0 3anik / Final test
Catalogue
nB 10 OCBIiTHin KOoMNoHeHT 10 ®-kaTanory / Elective Educational Component 10 from P- 4.0 3anik / Final test
Catalogue
nB 11 OCBIiTHIn KOMNOHeHT 11 ®-kaTanory / Elective Educational Component 11 from P- 4.0 3anik / Final test
Catalogue
nB 12 OCBIiTHin KOMNOHeHT 12 ®-kaTanory / Elective Educational Component 12 from P- 4.0 3anik / Final test
Catalogue
nB 13 OCBITHIn KOMNOHeHT 13 ®-kaTanory / Elective Educational Component 13 from P- 4.0 3anik / Final test
Catalogue
nB 14 OCBIiTHIn KOMNOHeHT 14 ®-kaTanory / Elective Educational Component 14 from P- 4.0 3anik / Final test
Catalogue
3arasnbHun o6car HopMaTMBHUX KoMNoHeHTIB Ol/Total scope of the required 180
components:
3aranbHuin obcar Bnbipkosmnx komnoHeHTIB Ol/Total scope of the elective 60
components:
O6csAr oCcBiTHIX KOMMOHEHTIB, WO 3abe3nevyyoTb 3400yTTA KOMNETEHTHOCTEN
BMU3Ha4veHnx CBO/Total scope of the educational components aimed at acquisition of 180
competencies specified in the Higher Education Standard:
3ATAJIbHUI OBCAT OCBITHBOI MPOrPAMU/TOTAL SCOPE OF THE EDUCATIONAL 240

PROGRAMME
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3. CTPYKTYPHO-JIOFN4YHA CXEMA OCBITHbOI MPOrPAMU / STRUCTURAL-AND-LOGICAL
SCHEME OF THE EDUCATIONAL PROGRAMME

1 cem 2 cem 3 cem 4 cem 5 cem 6 cem 7 cem 8 cem

3001 3015 N 30 09 3005
)\

3003

30 04

3011

3012

3013

MNnB 03 MNB 09

B 02 rNB 08
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5. ®OPMA ATECTALLII 306YBAYIB BULLLOi OCBITU / THE FORM OF ATTESTATION FOR
DEGREE PURSUERS

ATecTauia 3p00yBayiB BULLOT OCBITU 3a OCBITHLO-NpoOgECinHOW0 NporpamMoto «CncTtemMu, TexHonorii
Ta MaTeMaTU4Hi meToaun Kibepbesnekn» 3QINCHIOETLCS Y (POPMi BUKOHAHHSA EAMHOIO Aep>XaBHOIro
KBasidikauinHoro icnuTy Ta NybnaiyHOro 3axmcTy KBasidikauiiHoro npoekTy/poboTu.

KBanidikauinHa poboTa nepenbaya€e po3B’'A30K cneLianizoBaHOro 3aBAaHHa TeopeTnyHoro abo
MPaKTUYHOro CNpsMyBaHHSA B rasysi kibepbesneku Ta 3axucTty iHdhopMaldlii.

ATecTalis 3aBepLlUYETHCA BUAA4Ye0 JOKYMEHTY BCTAHOBJIEHOIO 3pa3ka Npo NPUCBOEHHS
kBanigikauii bakanaspa 3 Kibepbesnekun Ta 3axmcTy iHHOPMaLLii.

Ha aTecTauito BUHOCMTbLCS CYKYMHICTb 3HaHb, YMiHb, HaBUYOK, iHLIMX KOMNEeTeHTHOCTeN, HabyTux
0coboto y npoueci HaB4YaHHA. [Jo aTecTaLlii 4ONYCKAOTLCA CTYAEHTU, AKi BUKOHaN BCi BUMOT K
nporpaMmu NiaroToOBKW.

KBanicikauinHa poboTa nepeBipAETbCS Ha NMaariaT Ta NicNa 3aXUCTy PO3MILLLYETbCS B peno3nTopil
HayKOBO-TEeXHiI4YHOI 6ibnioTekn yHiBepcuTeTy OS5 BiIbHOro AoCTyny (3a BUKJOYEHHSAM pobiT wwo
MiCTATb iHpopMaLito 3 o0bMeXXeHM OOCTYNOM).

Certification of higher education applicants under the educational and professional program
“Systems, technologies and mathematical methods of cybersecurity” is carried out in the form of a
unified state qualification exam and public defense of a qualification project/work. The attestation
ends with the issuance of a document of the established model on the awarding of the bachelor’s
qualification in cyber security and information protection.

The totality of knowledge, abilities, skills, and other competencies acquired by a person during the
training process is submitted to the certification. Students who have fulfilled all the requirements of
the training program are admitted to attestation.

The qualification work is checked for plagiarism and after protection is placed in the repository of the
scientific and technical library of the university for free access.



21/22

6. MATPULA BIAMNOBIAHOCTI MPOrPAMHUX KOMMNETEHTHOCTEA KOMMOHEHTAM
OCBITHbOI MPOrPAMU / COMPLIANCE MATRIX OF PROGRAMME COMPETENCIES WITH
PROGRAMME COMPONENTS

30|30[30]|30|30|30(30]30]30|30|30]30]30|30|30|30|30|30|30|30]30|30|30|30|30]|rno|rno\|rnojrno\rnojrnojrno\rno\|rno|rno\rno|rno\rno
01102103|04|05(06|07108(09|1011112|13|14|15]|16117(18(|19)|20|21(22(23]|24125|01 |02 |03 |04 |05 |06 |07 |08 |09 |10 (11 (12|13
Kx|x| |x Xx x| x [ x x| x| x x| x{x|{x|x|x|x xIx|x|x{x|x|x|x|{x|x|x|x|x|x|x
x| x| |x xIxIx|xIxxx|x|x|xxxx|x|x|x| Ix|x|x|x{x{x|x|x|x|x|x|x|x|x|x
3K

Kl x X x| x

3K

o X X x| x

SEIx x| [x|x| [x|x|x|x|x|[x]| |x|x]|x x| |x x|x|x| |x X
3K

o X x| x|x|x

3K

X X | x x| x|x

3K

x| x| x x| |x|x

oK X |x X x| x|x X x| x| x
g’zK xIx| Ix|x| |x|x X xIx|x| [x|x|x|x|x|x x| |x|x
oK X X | x X x| x|x X|x| [x X | x| x|x
oK X X | x X x| x|x x|x| [x|x|x| |x|x|x
oK x| x| x|x xIx| Ix|x| |x|x x|x| |x
g’é‘ x|x| x| |x x| x X | x| x

OK]

o X X |x x| x X X
DK

o x| |x X X X |x X

dK

o X x| x X

DK

o x| |x|x X x| x x| |x x{x|x| |x
ox x{x|x|x|x|x|x| |x X | x x{x|x|x|[x| [x X X
DPK

o X |x X X |x

K X x|x| |x X

13




22/22

7. MATPULUA 3ABE3NEYEHHA MPOrPAMHUX PE3YJIbTATIB HABYHAHHA BIANOBIAHUMU
KOMMOHEHTAMU OCBITHbOI MPOrPAMMN / COMPLIANCE MATRIX OF PROGRAMME
LEARNING OUTCOMES WITH PROGRAMME COMPONENTS

30[30]30[30[30[30[30[30[30[30[30]30[30]30[30]30[30[30]30[30[30[30]30[30]30]0]moHo[HolHolHolo|Ho|rolrololHolno
01]02(03]04|05|06|07|08(09(10(11|12]13|14|15|16(17(18|19(20|21|22|23|24|25(01 (02 |03 |04 (05 |06 |07 |08 |09 (10|11 |12 |13

0Pt x x| |[x|x

et X X X|x

DErl X x| x

oo x| |x|x|x X|x X X|x

e X X X|x

ol Ix x| |x X X X|x

oo X X X X|x X

el x| x X x| x

pert X|x X x| x|x X x| x|x

A x| x| |x|x| [x|x|x] |x x| x|x| | x|x|x|x|x|x x| |x|x

e x| |x|x X x| x|x x|x| |x x| x|x|x

1P x| [x|x| |x|x X x| x|x x|{x| |x|x|x| |x|x|x

e x| x|x x| x x|x| |x x| |x

e x| x|x X|x x|x| |x x|x| |x

en x| x X X

fikH x| |x X|x X x| x X

e X x| x x| |x

e X x| x x| |x X

7 x

s x| x X

oo x|x| |x x| x X

Do X X x| x|[x| |x X X

D x|x| |x X

oo x|x| |x X X

Der X x| x|x X x| x| x
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