National Technicai
University of Ukraine
"igor Sikorsky

iyiv Politechnic institute”

APPROVED

oy the Academic Council

of 1gor Sikorsky Kyiv Pohrach =iz '=*ityra
{minutes of meeting Ne of 2

Chairmar of the Acadennc Coundcil
Mykhailo ILCHENKOC

HawioHansHKi TexXniaHWA
yHipepcuTeT YKpainn

"KUIBCEKUHA NONITEXRIMKHKWE IHCTUTYT
imenl irops Cikopcskoro"

;
i

CUCTEMW, TEXHOSOM T TA MATEMATUY M mie 1 Uiy

KIBEPBE3MEKW
SYSTEMS, TECHNOLOGIES AND MATHEMATICAL METHODS OF CYBER SECURITY

OCBITHbO-MPOPECIHA NMPOIPAMA / PROFESSIONAL EDUCATIONAL PROGRAMME
€[EBO iD: 57830

Mepwnia (SakanaeCoxkni} PiBeHb BWLLC OCBITH
CreyianbHicTe: 125 KiGepbesneka Ta 3axucT
iHOopMaui
lany3b 3HaHe: 12 - IHdopMauinkt TexHosori
Kganidixz.disn: dakanasp 3 Kibepbesnekw 1a 3axucTy
indopmalih

fero B 4o 3 2024/2025 H
a

30M peKTC™ ™ M ~iL 2024 p.

The first {(bachelor) level of higher ecucation
Speciality: 125 Cyber Security anc information
protection
Knowledge branch: 12 - Information Technology
Quaiification: Bachelor of Cybersecurity and
information ProtectionBachelor of Cybersecurity and
information Protection

Enacted sinc~ "N AMANE ~onsnesis yegr
by rector’s ords

Kunis/Kyiv
2024

Y pa3i HaABHOCTI B ONUC 0CBiTHBLOT Nporpamu By ab-AKUX po36iKHOCTEN, Nepesary Mae TeKcT YKpaI}'i(?bKO)O Mo;;ol;Io /reva"
in case of any differences in interpretation of the information in the educational programme, the Ukrainian text shall p



o
X
N
htl

OPEAMBY IA/PREAMBLE

POIPCEBNEHO/ELABORATED:
Kepisnyk roynw/Team leacer:
ricsikos Onexcin Mukonanoeuy/Oleksii NOVIKOV
L.T.H., npoqoecbp, OnsekTop HardalibHO-HayKoBoro ®i3uko-TexXHIMHOro iIHCTUuTyTy/
Or. Sc, Full Prefessor, Director of Educaticonal and Research institute of Physics and Technology
Sedn rpynu/eam members:
Marge OmuToo Bonogumupoend/ Dmytro LANDE
5.7.m., IDOQECop, 3a.:aysay Kadenpy iddbopmauintol desnexy/Dr. Sc, Full Professor
Head of the department of information security

MayCorkui €8ren AHgpinicBrs/Eugene MACHUSKY

L.T.¥., MPCEETsD, NpCPecco Kabdenpy inbopMauinkc! besmexkin/Dr. Sc, Full Professor, Professsr of
he chdﬁ.fﬁe!!t of information security

Creonosxing louHz BeneniieHa/iryna STOPOCHKINA

K. T.H., 40uUedT Kagenpy indopmauinnol Beznekn/PhD, Professor of tne depariment of information
bt:f...,iz"ft\l

Mipororos dMunTeo Onekcangpoevd/Dmytro PROGONOV

K.T.m., BOUEHT, A0USeHT Kadeapy iHdopMmauinAgc Beznexkw/Phl, Assctiate Professor, Professor of the
cepartment of informaticn security

NOTOOMKEHO/AGREED:

HayKOBO-METOAMYEE KOMICIS yHIBepCUATETY 2 crnediarenocT! 125 Kibepbenzenka Ta 3axunlT
imcgopmanii {(npoTokoa Ne 3 Big 07.05.2024 p.}/ The Scientific and Methodoiogical Comrission of tne
University on speciality 125 Cybersecurity and informartion protection {minutes of meeting Ne 3
of37.05.2024)

Foace2 AMKY-125/Chairman of the SMCU-125

LamuTpo NAHLE / Dmytro LANDE

Metonsama pada Kithim, irops Cikoooskore {(peTokes Ne 7 8ig £9.05.2024 p.Y/

The Methogoiogicat Council of igor Sikorsky Kyiv Polytechnic institute {minutes of ineeting Ne 7 of
SO0 y :

50.05.20z4;

saauv/Chairrnan of the Methodologicar Coundch

v MESBHUHERKC / Anatolll MELNYCHENKS



3/26

BPAXOBAHO/CONSIDERED:

Haka3 NeHO/1/263/24 Bipg 08.04.2024 p. «[MNpo opraHizauito Ta njaHyBaHHSA OCBITHLOrO NpoLecy Ha
2024-2025 HaB4YasIbHUIN PiK».

MpoeKT Haka3y "lNpo BHECEHHS 3MiH 00 AesKUX CTaHOapTiB BMwoi ocsiTn" Big 02.05.24 p..

Mono>eHHs NpPo po3pobreHHs, 3aTBEPAXKEHHS, MOHITOPUHI Ta nNepernsg ocBiTHiX nporpam B Kl iMm.
Irops CikopcbKoro.

Mono>XeHHs Npo peani3auito NpaBa Ha BiNbHUM BUBIp HaBYasbHUX aucuunniid 3g06yBavYaMmu BULLLOI
ocgiTy KMl im. Irops CikopCbKoro.

Knacudgikatop npodecin OK 003:2010 (3mMiHM BHeceHO Haka3om MiHekoHOMikM Nel410 Bifg
16 ci4Ha 2024 p.).

Moba>kaHHA | NpoNo3KnLi CTENKXoNAepiB:

KoBanbyyk AHApin Onerosu4,KepiBHUK HanpsaMKY BiAKpUTUX iHHOBaUin Samsung R&D Institute
Ukraine (SPUKR), BignoBiganbHWiA 3a CriBNpauio 3 yHiBEpCcUTETaMU

MNosTta Ceprin PycnaHoBun4y,0OnepauinHnin AUPEKTOP MiXXKHaApPOAHOI KoMMNaHii 3 Kibepbesnekun ISSP

KyZiH AHTOH Muxannosun4,l 0N10BHWI eKCrepT ynpasniHHA 6e3nekn iHpopMaLil nenapTaMeHTy
6e3nekn HauioHanbHoOro 6aHkKy YKpaiHu, naypeaT [ep>KaBHOI Npemii YKpaiHW B ranysi HayKu i
TEeXHIKN, 0OKTOP TEXHIYHUX HAYK, CTAPLLUUA HAayKOBUIN CMiBPOBITHUK

Wpengep Mapis,4ned HMKY 125, BunyckHuus Ol, cTyaeHTKa 1 KypcCy MarictpaTypu 3a
cneuianbHicTio 125 Kibepbe3sneka Ta 3axucT iHopMauil

F'ymeHiok Oner, BunyckHuk Of, cTyaeHT 1 KypCy MarictpaTypwu 3a creuiasbHicTio 125
Kibepbesneka Ta 3axucT iHhopMauii

MpockypHsa AHHa,CTyAeHTKa 3 Kypcy 6bakanaBpaTy 3a cneuianbHicTio 125 Kibepbesneka Ta 3axucT
iHpopMauii, Flonosa ctyapaau HH OTI

Order No. NOD/263/24 dated April 8, 2024 "On the organization and planning of the educational
process for the 2024-2025 academic year."

Draft order "On Amendments to Some Higher Education Standards" dated 05.02.24.

Regulations on the development, approval, monitoring and revision of educational programs at KPI
named after Igor Sikorsky.

Regulations on the exercise of the right to free choice of academic disciplines by higher education
applicants of KPlI named after Igor Sikorsky.

Classifier of professions DK 003:2010 (amended by Order of the Ministry of Economy No. 1410 of
January 16, 2024).

Stakeholders' wishes and suggestions:

Andriy Olegovich Kovalchuk, Head of Open Innovation at Samsung R&D Institute Ukraine (SPUKR),
responsible for cooperation with universities
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Poyata Serhiy Ruslanovych, Operations Director of the international cyber security company ISSP
Anton Mykhailovych Kudin, Chief Expert of the Information Security Department of the Security
Department of the National Bank of Ukraine, Laureate of the State Prize of Ukraine in the Field of
Science and Technology, Doctor of Technical Sciences, Senior Researcher

Shrader Maria, member of NMCU 125, graduate of OP, student of the 1st year of the master's degree
in the specialty 125 Cyber security and information protection

Oleg Humenyuk, graduate of OP, 1st year master's student, majoring in 125 Cybersecurity and
information protection

Proskurnya Anna, 3rd year undergraduate student majoring in 125 Cybersecurity and information
protection, Chair of the Student Council of the NN FTI

EBosnouia OMN/Evolution of the EP

MigrotoBky 3a nporpamMmoto «CncTtemMm, TEXHONOrIi Ta MaTeEMaTUYHI MeToaun Kibepbesnekun»
po3rno4daTo B 2018 p., konn ii 6yno yTBOPEHO Ha OCHOBI AoCBiAy 6araTopivyHOI NiAroTOBKU
6akanaspiB 3a HanpsiMoM be3neka iHPOPMaLINHUX Ta KOMYHIKaLiMHNX CUCTEM, i3 BpaxyBaHHSAM
Cy4YaCHUX TeHOEHUiN B ranysi.

B 2020 p. nporpamy 6ys0 3Ha4YHO YOOCKOHAJIEHO, B YaCTUHIi BBeAeHHS BUBIPpKOBOCTI gucumuniiH, Ta
BrpoBag)xeHHs P-kaTasorie. 3Ha4yHy yBary 6yno npuaineHo nigCunNeHHIo NPakTUYHO-OPIEHTOBAHUX
ONCUMNMiH, SKi BiANOBIAalOTL BUMOramM pMHKY npaui 3a crneuianbHicTio (KibepHeTnyHa be3neka,
be3neka onepauinHMX CUCTEM Ta MEpPEeXX TOLLO).

B ubOMY X poLi BpaxoBaHO TakKi npono3uuii ctenkxongepis: 36iNbWINTK Pi3HOMaHITHICTb
NpodeCinHO-0PIEHTOBAHUX ANCUMMNAIH (CTyOeHTn) npn 36epeXxeHHi Hacn4yeHoi hyHaaMeHTasbHOl
cknagoBoi (poboTomasui). JONOBHUTKY NJlaH CyYaCHUMW aKTyaslbHUMW AUCUUNAiHaMK 3a axom,
30KpeMa “YnpaBniHHS iHUnaeHTamMum KoMn'toTepHoil 6e3nekun “, “3BopoTHa po3pobka Ta aHani3
LWKiANMBOrO NporpamMHoro 3abesneyeHHs”, “3axucTt nporpamMHoro 3abesneyeHHa"
(ctenkxongepupoboTtonaBui, ctyneHTn). B Ol 6yno BHECEHO TakKoXX HACTYMHi 3MiHW: 3pobuTun
060BS'3KOBMMM ANCLNMNIHN, AKi NepenbadvatoTb HagbaHHSA KOMNETEHTHOCTeN, nepeabayeHnx
CtaHpapToM Buwoi ocBiTr 3a 125 Kibepbesneka (cepen HMX KOMMNIEKCHI CUCTEMU 3aXUCTy
iH(hopMaLii: MpPoeKTyBaHHSA, BNPOBaAXXEHHS, CYNnpoBif); YaCTUHY NPUPOAHNYMX Ta
yHOaMeHTaNbHUX AUCUUMNAIH nepeHecTn ao 610KiB BUBIPKOBUX ONCUIMIIIH, MOOEPHI3YyBaBLLW iX
HanoBHeHHS 3rigHo npodgino 125 Kibepbesneka. 3anponoHyBaTn CNUCOK BUBIPKOBUX AUCLUNAIH A0
PaKynbTeTCbKOro/KaenpanbHOro katanaoris.

Y 2021 p. BpaxoBaHO Taki Nnpono3uuii cTtenkxongepis: 36inbwnT obcarn gucumnnnid, aKi
BiAMOBIAalOTb 3a HAabyTTA KAOYOBUX aXOBUX KOMMETEHTHOCTEN (30KpeMa, 3BOPOTHa po3pobka Ta
aHani3 WKigaamBoro nporpamMmHoro 3abesneyeHHs); BUHECTN OAUCUUMIIIHN, SKi He € HeobxigHMK ans
3abe3nevyeHHs KoMMeTeHTHOCTeN cTaHaapTy 125 Kibepbesneka, 0o cknany subipkoBux (3okpema,
Teopis iHbopMaUuii Ta KOAYBaHHSA), 3MIHUTK 06CArK Ta CKNag ryMaHiTapHUX SGUCLUMNAIH, TaKUM
YMHOM, Wo6K BOHWM BigNOBiAanN HeobXiAHNM KOMMETEHTHOCTAM CTaHaapTy (ancunnnaiHm OCHoBM
300poBOro cnocoby XunTts, OCHOBN EKOHOMIKW, MPaBOBi AUCUMMIHM Ta iH.)

Y 2022 p. OCBiTHIO NpPOrpamMy OHOBJIEHO Y 3B'A3KY 3 HAabyTTAM Pi3MKO-TEXHIYHUM IHCTUTYTOM
cTaTycy HaB4anbHO-HayKoBUN Di3NKO-TEXHIYHUI IHCTUTYT. BHECEHO 3MiHUM ¥ CKNlad MPOEKTHOI
rpynu Ta cknag ctenkxongepis. BHeceHO KopekTMBM LWoA0 NpUAaTHOCTI A0 NpaueBawTyBaHHSA
3rigHo 3miHKM NelO oo OeprxaBHOro knacudikatopy npodecin K 003:2010. BpaxoBaHo NocTaHoOBY
KMY Big 19.05.2021 Ne497 Mpo aTecTauito 3g06yBayiB haxoBoi NepeaBULLOI OCBITK Ta CTYMEHIB
BULLOT OCBITWN Ha NepioMy (bakanaBpCbKoMy) Ta APYroMy (MaricTepcbkoMmy) piBHAX y dopmi EOKI.
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Y 2023 p. OCBiTHIO NpOrpaMy OHOBJIEHO Y 3B'S3KY 3i 3MiHOI Ha3BW creLiasbHOCTI. BHeceHo
KOPEKTUBW y BiAMNOBIAHOCTI 3 BUMOramu NoctaHosn KabiHeTy MiHicTpiB YKpaiHu Big 16.12.2022 Ne
1392 “lNpo BHECEHHSA 3MiH A0 NMepeniky raay3en 3HaHb i cneuiaibHOCTEN, 3a AKMMU 30iNCHIOETLCS
nigrotoeka 3406yBayiB BMLWOI OCBITN”

Y 2024 p. BBEAEHO HACTYMHi 3MiHW: ONTUMI30BaHO CKAag AWUCLUMMAIH, 30KpeMa AesKi 3 HUX
nepeHeceHo A0 BUbBipKoBMX (TexHiYHUI ayanT), TeopeTuyHi OCHOBMK 3axUCTy iHOopMaLii 3aMiHEHO
Ha YnpaBniHHS iH(opMaUinHoo 6e3neKoto, KOMMNETEHTHOCTI NpeaMeTy IHpopMaLUinHi TexHonorii -
BUpileHo 3abe3neynTun B cknagi iHwmx IT-opieHTOBaHMX ancumniid. Obcarn ek3ameHauinHnx
ancunnnid 36inbweHo o 5 KpeduTis, 3 METOANYHUMN LiNAMU BUPIBHAHO 06CArn gncumnnid go
LifloYncenbHUX 3Ha4YeHb; 3 MeTot BbaflaHCyBaHHA HaBaHTa)XeHHSA Ha 3400yBayiB CKOperoBaHo
KiNbKiCTb €K3aMeHiB Yy Cecii: 2-3 ek3aMeHW. 3anpoBaa)xeHo 3abe3nevyeHHss HOBOi KOMMETEHTHOCTI:
«30aTHICTb YXBaslloBaTW PilleHHS Ta AiATW, LOTPUMYIOHYUCH NPUHLNAY HENPUNYCTUMOCTI Kopynuii
Ta 6yAb-aKMX iHWKX NPOSBIB HEJ0OPOYECHOCTI».

Training under the program "Systems, technologies and mathematical methods of cyber security"
was started in 2018, when it was formed on the basis of the experience of many years of bachelors
education in the direction of Security of information and communication systems, taking into account
modern trends in the field.

In 2020, the program was significantly improved, in particular in introduction of disciplines
selectivity, and introduction of F-catalogues. Considerable attention was paid to practical-oriented
disciplines strengthening that meet the requirements of the labor market by specialty (Cybernetic
security, Security of operating systems and networks, etc.).

In the same year, the following proposals of stakeholders were taken into account: to increase the
variety of professionally oriented disciplines (students) while maintaining a strong fundamental
component (employers). Supplement of the plan with modern relevant disciplines by specialty, in
particular "Management of computer security incidents", "Reverse engineering and analysis of
malicious software", "Software protection" (stakeholders, employers, students). The education
programme was also changed as follows: make mandatory disciplines that involve the acquisition of
competencies provided for by the Standard of Higher Education for 125 Cyber Security (among them
Complex information protection systems: design, implementation, maintenance); transfer part of the
natural and fundamental disciplines to the blocks of selective disciplines, modernizing their content
according to profile 125 Cybersecurity; to propose a list of selective disciplines to the
Faculty/departmental catalog.

In 2021, the following proposals of stakeholders are taken into account: increase the scope of
disciplines responsible for acquiring key professional competencies (in particular, reverse
engineering and analysis of malicious software); to include disciplines that are not necessary to
ensure the competences of standard 125 Cybersecurity into selective ones (in particular, Theory of
information and coding), to change the scope and composition of humanities disciplines so that they
correspond to the necessary competencies of the standard (disciplines Basics of a healthy lifestyle,
Fundamentals economics, legal disciplines, etc.)

In 2022, the education programme was updated in relation with the Physical and Technical Institute
acquiring the status of Educational and Scientific Physical and Technical Institute. Changes were
made to the composition of the project group and the composition of stakeholders. Corrections were
made regarding suitability for employment in accordance with Amendment No. 10 to the State
Classifier of Professions DK 003:2010. The Decree of the CMU dated 05/19/2021 No. 497 On the
certification of applicants of professional preliminary education and degrees of higher education at
the first (bachelor's) and second (master's) levels in the form of unified state qualification exam is
taken into account.

In 2023, the educational program was updated in connection with the change in the name of the
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specialty. Corrections have been made in accordance with the requirements of the Resolution of the
Cabinet of Ministers of Ukraine dated 16.12.2022 No. 1392 "On Amendments to the List of Fields of
Knowledge and Specialties for which Higher Education Candidates are Trained"

In 2024, the following changes were introduced: the composition of disciplines was optimized, in
particular, some of them were transferred to selective ones (Technical audit), the Theoretical
foundations of information protection were replaced by Information security management, the
competence of the subject Information technologies was decided to be provided as part of other IT-
oriented disciplines. The volume of examination subjects has been increased to 5 credits, with
methodical goals, the volume of subjects has been equalized to integer values; in order to balance
the load on students, the number of exams per session has been adjusted: 3 exams are
recommended. Provision of a new competence was introduced: "The ability to make decisions and
act in accordance with the principle of inadmissibility of corruption and any other manifestations of
dishonesty."
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1. NIPO®JIb OCBITHbOI MPOrPAMWU/ EDUCATIONAL PROGRAMME PROFILE

1 - 3aranbHa iHdopmauina/General information

MoBHa Ha3Ba 3BO Ta HaBYasbLHOro
nigpo3ainy/Full name of Higher
education institution and
faculty/institute

HauioHanbHU TEXHIYHWUNA
yHiBepcuTeT YKpaiHu
«KWIBCbKUI MONITEXHIYHNN
IHCTUTYT iMeHi Irops
Cikopcbkoro», HaB4abHO-
HayKOBUN (Pi3NKO-TEXHIYHMIA
IHCTUTYT

National Technical University
of Ukraine «lgor Sikorsky Kyiv
Polytechnic Institute»,
Educational and Research
Institute of Physics and
Technology

CTyniHb BULLOT OCBITW Ta Ha3Ba
KBanigikauii/Higher education degree
and qualification title

CtyniHb 6bakanaBpa
H6akanaBp 3 Kibepbe3nekn Ta
3axnUCTy iHopMau,il

Bachelor Degree
Bachelor of Cybersecurity
and Information
ProtectionBachelor of
Cybersecurity and
Information Protection

OdiuinHa Ha3Ba Ol/Educational
programme official title

CucteMmn, TexHonorii Ta
MaTeMaTU4yHi MeToaun
Kibepbesneku

Systems, Technologies and
Mathematical Methods of
Cyber Security

Tun gunnomy Ta obcar Ol/Diploma
type and EP scope

Ounnom 6akanaspa, 240
kKpeauTtie EKTC, TepMiH
HaB4YaHHSA 3 pokun 10 Micauis

Bachelor diploma, 240 credits
ECTS, training period 3 years
10 months

HasaBHicTb akpeguTauii/Prior
accreditation

AkpeaonToBaHO 3a
creuianbHicTio, cepTudikaT
Y[ 11017498 Big 2023-06-07

nincHunin oo 2028-07-01

Accredited by MOES,
cetificate No Y[, 11017498
from 2023-06-07 valid to
2028-07-01

LUwnkn, pieeHb BO/Education cycle, level
of HE

HPK YkpaiHn - 6 piBeHb
QF-EHEA - nepwwnin unkn
EQF-LLL - 6 piBeHb

NQF of Ukraine - 6 level
QF-EHEA - 1 cycle
EQF-LLL - 6 level

MepepnymoBu/Prerequisites

HasBHICTb MOBHOI 3arasibHOI
cepenHbOl OCBITHU

Complete general secondary
education

dopmun 3006yTTa ocBiTU/ Forms of
Education

OyHa (peHHa); 3ao4.;

full-time; part-time;

MoBa(u) BnknagaHHs/Language (s) of
instruction

YKpaiHCbKa

Ukrainian

IHTepHeT-agpeca po3miweHHsa O /URL
of the educational program

https://osvita.kpi.ua/125_OPP
B_STMMKB

2 - MeTa ocBiTHbOI nporpamu/Educational programme purpose

MigroToBKa axiBLiB, 34aTHNX

Training of specialists capable of using and

BUKOPUCTOBYBATW i BMPOBaA)XyBaTN TEXHONOTIT
iHpopMaUuinHoi Ta/abo Kibepbesnekn Ta 3axmCTy
iHopMaLii; @ TaKOXX HOBITHI TeXHONOrIT Ta
MaTeMaTWU4Hi MeToaun, NPOBOAUTU iIHHOBALINHY
OiANbHICTb B ranysi 3axXucTy iHGopMauii i
KibepHeTn4Hoi 6e3nekun; 3abesneyeHHs
nornnéneHoi yHAaMeHTaNbHOI NiArOTOBKY;
rapMOHINHICTb, 6araToBMMIPHICTb OCBITU;
iHTerpauisi HayKoBO-iHHOBaL,iNHOI Ta
MPaKTUYHOI AiASIbHOCTI | HABYa/IbHOrO NpoLuecy;
Opi€HTaLifA Ha Mi>)KHapoOHi BUMOrun B cdepi
Kibepbesneku; opieHTaLis Ha BUMOTN PUHKY
nmpaui Ta gyaJibHy OCBITY.

implementing information and / or cybersecurity
technologies; as well as the latest technologies
and mathematical methods, of carrying out
innovative activities in the field of information
security and cyber security; of providing in-
depth fundamental training. The main education
principles are: harmony, multidimensionality of
education; integration of scientific-innovative
and practical activity and educational process;
focusing on international requirements in the
field of cybersecurity and labor market
requirements, implementing the dual education.
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3 - XapakTepucTuka ocBiTHbOi nporpamu/ Educational programme characteristics

NMpenmeTHa obnacTb/Subject area

O6’eKTN NPOGECINHOI AiANbHOCTI BUNYCKHUKIB:
- 06'eKTU iHpopMaTM3aUii, BKIOYAOYN
KOMM'IOTEpPHi, aBTOMaTN30BaHi,
TenekoMyHikKauinHi, iHbopMauinHi,
iHbopMaUinHO-aHaNiTUYHI, iIHPopMaLiNHO-
TeNeKoMyHiKaLUinHi cnctemun, iHpopMauinHi
pecypcm i

TEeXHONOrii;

- TexHosorii 3abe3neyeHHs 6e3snekn
iHbopMaUii;

- npouecun ynpaeniHHSA iHpopMaLlinHoto Ta/abo
Kibepbesnekoto 06’eKTiB, WO MignaraoTb
3axuCTy.

Llini HaBYaHHA MigroToBKa axiBuiB, 34aTHUX
BMKOPUCTOBYBAaTW i BMPOBaA>XXyBaTW TEXHONOTII
iHpopmauinHoi Ta/abo kibepbesneku.
TeopeTunyHMi 3MiCT NpegMeTHOI obaacTi
3HaHHA

- 3aKOHOAaBY0i, HOPMaTUBHO-NPaBOBOi 6a3u
YKpaiHu Ta

BMMOI BiAMOBIAHNX MiI>XHAapPOAHUX CTaHAAPTIB i
NpakTuK

LWoA0 34iMCHEHHNA NPOoMdeCinHOI AiNbHOCTI;

- MPUHUWMIB CynpoBOoOYy CUCTEM Ta KOMIMJIEKCIB
iHpopmauinHoi Ta/abo Kibepbesneku;

- Teopil, Mogenen Ta NPMHUMNIB YNpPaBAiHHSA
OOCTynoM Ao

iH(bOpMaLiNHUX pecypciB;

- Teopil cncTem ynpasniHHSA iHQOpMaLinHO
Ta/abo

Kibepbesnekoto;

- MeTofiB Ta 3acobiB BUABJIEHHS, YNPaBJiHHA Ta
igeHTugikauii pu3nkis;

- MeTofiB Ta 3acobiB OLiHIOBaHHSA Ta
3abe3neyeHHs

HeobxioHOro piBHA 3axXuULLEHOCTI iHhopMaLlii;

* MeToAiB Ta 3acobiB TeEXHIYHOro Ta
KpunTorpadivyHoOro 3axmncTy iHpopMauil;

* CyYaCHUX iHOpPMaLiNHO-KOMYHIKaLiNnHUX
TEXHOOorin;

* Cy4aCHOro nporpaMHo-anapaTHOro
3abe3neyeHHs

* iHPOPMaLiINHO-KOMYHIKaLiNHUX TEXHOJIOTiN;
* aBTOMATW30BaHUX CUCTEM MPOEKTYBaHHS.
MeToaun, METOONKW Ta TEXHONOFIi:

e MeToau, MmeToamnKu, iHbopMaLinHo-
KOMYHIiKaLinHiI TexHoNOorii Ta iHWi TexHonorii
3abe3nevyeHHs iHopmMauinHoi Ta/abo
Kibepbesneku.

IHCTpyMeHTU Ta obsagHaHHA:

e cncTemMm po3pobku, 3abesneyeHHs,
MOHITOPUHIY Ta KOHTPOJIIO NpoueciB
iHpopmMauinHoi Ta/ abo kibepbesneku;

* Cy4acHe nporpamMHo-anapaTHe 3abe3nevyeHHs
iIHPOPMaLLiINHO-KOMYHIKaALINMHUX TEXHOJIOTIN.

Objects of professional activity of
graduates:

- informatization facilities, including computer,
automated, telecommunication, information,
information-analytical, information-
telecommunication systems, information
resources and

technologies;

- information security technologies;

- information management processes and / or
cybersecurity of protected objects.

Training objectives

Training of specialists capable of using and
implementing information and / or cybersecurity
technologies.

Theoretical content of the subject area
Knowledge of:

- legislative, regulatory framework of Ukraine
and

requirements of relevant international standards
and practices

regarding the implementation of professional
activities;

- principles of support of systems and complexes
information and / or cybersecurity;

- theories, models and principles of access
control

information resources;

- theory of management systems for
information/

cybersecurity;

- methods and means of detection, management
and

risk identification;

- methods and means of evaluation and
provision

the required level of information security;

- methods and means of technical and
cryptographic protection of information;

- modern information and communication
technologies;

- modern software and hardware;

- information and communication technologies.
Methods, techniques and technologies of:
- information and communication technologies
and other support technologies

- Cybersecurity.

Tools and equipment:

- systems for development, provision,
monitoring and control of information and / or
cybersecurity processes;

- modern software and hardware of information
and communication technologies.

OpieHTauis

Ol/Aspect

OcBiTHbO-NpodecinHa

Educational professional

OcHoBHu# ¢okyc OMN/Main focus
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Bazosuin cpokyc Ol - cncTtemmn, TexXHoNOrii Ta
MaTeMaTu4Hi meToan kKibepbesnekn, 3acobn Ta
3ax04u 3axucTy.

KntoyoBi croBa: KibepHeTuyHa 6e3neka, 3axmcT
iH(bopMaUii, iHopMaLUiNHO- TeIEKOMYHIiKaLUinHi
CUCTEMU, NPOrpaMHi Ta anapaTHi 3acobu
3axuCTy iHopMaLii, cncTemu i TexXHonorii
Kibepbesnekn, MaTeMaTNYHI MeTOAN
Kibepbesnekn, NpoTuAiS WKigINBOMY
nporpamMHomy 3abe3neyeHHto

The basic focus of EP - systems, technologies
and mathematical methods of cybersecurity,
means and measures of protection.
Keywords: cyber security, information and
telecommunication systems, software and
hardware for information protection,
cybersecurity systems and technologies,
mathematical methods of cybersecurity,
malware protection.

OcobnusBocTi

ON/Features

1. rpyHTOBHa pyHAaMeHTasibHa NigroToBKa y
MOEAHAHHI i3 Cy4aCHOo NpogecinHow
NiAroTOBKOW, sKa [O3BOJISE MPOBOANTM
iHHOBAUINHY OiSNbHICTbL | NpayBaTh 3
HayKOEMHMMUN TexHoNorismm Kibepbesnekuy;

2. NPOXOO>KEHHS nMepeaannaoMHOT NPakKTUKN Ha
6a3i NianprMeMcTB- NapTHepPIiB Ta y4acCTb
CTYOEHTIB Y BUKOHAHHI CMiJiIbHNX HayKOBO-
DOCNIOHNX NPOEKTIB HA 3aMOBJIEHHS YCTAHOB Ta
npoBigHMx IT- KoMnaHin YKpaiHm 3a axom;

3. niagrotoBka 40 AyaJibHOI OCBITU B
MaricTpaTypi.

1. fundamental training in combination with
modern professional training, which allows to
carry out innovative activities and work with
science-intensive cybersecurity technologies;
2. undergraduate practice on the basis of
partner companies and student participation in
the implementation of joint research projects
commissioned by institutions and leading IT
companies of Ukraine in the specialty;

3. preparation for dual education in master's
degree.

4 - NMpupaTHiICTb BUNYCKHUKIB A0 NpaueBJsialiTyBaHHA Ta noganbworo HaB4yaHHs/ Eligibility
of graduates for employment and further study

MpupaTHicTe po npauesnawtyBaHHA/Eligibility for employment

BignosigHo 0o dep>XaBHoro knacudgikatTopy
npodecin OK 003:2010 3i 3miHoto Ne10
BUMNYCKHUKN MOXXYTb MpaLoBaTu Ha nocanax,
L0 BigNOBIAaOTb KAacudikauinHum
YyrpynoBaHHAM:

3139 daxiseub i3 opraHizauii 3axucTy
iHpopMaLii 3 obMeXxeHuM JoCTynoM;

daxiBeub i3 opraHizauii iHpopmauinHoi 6e3nekn
3121 daxiBeub 3 iHpopMaLINHNX TEXHOOTIN.
2139.2 AHaniTUK CUCTEM 3axucTy iHpopmMauii Ta
OLiHKM Bpas3neocTen

2139.2 AHaniTuk 3arpos besnekun

2132.2 Po3p0obHUK CUCTEM 3axXMCTy iHhopMaLlii.
2149 lMpocpecioHanw i3 opraHisauii
iH(bopMaULinHoi 6e3nekun

According to the State Classifier of Professions
DK 003:2010 with Amendment No. 10,
graduates can work in positions corresponding
to the classification groups:

3139 Specialist in the organization of
information protection with limited access;
Specialist in the organization of information
security

3121 Specialist in information technologies.
2139.2 Analyst of information protection
systems and vulnerability assessment

2139.2 Security threat analyst

2132.2 Developer of information protection
systems.

2149 Professionals from the organization of
information security.

Mopanbwie HaByaHHA/Further study

MpoaoB>XXeHHS OCBITK 3a APYruUM
(maricTepcbkum) piBHEM BULLOT OCBITU

Continuation of education at the second
(master's) level of higher education
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5 - BuknapaHHsA Ta ouiHloBaHHA/Teaching and assessment

BuknapaHHa Ta HaBYaHHA/Teaching and studying

Mporpamoto nepeabayeHo
CTyOEeHTOLleHTpOBaHe HaBYaHHSA. BuknagaHHs
MPOBOANTLCA Yy Takux hopMax: nekuii,
MPaKTU4YHi Ta CEMIHAPCbKi 3aHATTS,
KOMM'I0TEePHI MpakTuKyMu i nabopaTopHi
poboTu; KypcoBi NpoekTu i poboTun; TeXHONOTIN
3MillaHOro0 HaBYaHHS, NPAKTUKN; BUKOHAHHS
OUMAOMHOr0 NMPOEKTY i AnnaoMHoi poboTu

The program provides for student-centered
learning. Teaching is carried out in the following
forms: lectures, practical and seminar classes,
computer workshops and laboratory works;
course projects and works; mixed learning
technology, practices; completion of the diploma
project and thesis

OuiHloBaHHA/Assessment

OUuiHIOBaHHSA 3HaHb CTYAEHTIB 34iNCHIOETLCA Y
BiANOBIAHOCTI A0 MNMONOXXEHHSA NPO CUCTEMY
OUiHIOBAHHSA pe3ynbTaTiB HaB4aHHSA Kl iM.
Irops CikOpCbKOro 3a yciMma BugaMun ayauToOpHOI
Ta Mo3aayanTopHOi poboTun (BXigHWU, MOTOYHUN,
KaneHJapHWUn, NiACYyMKOBUN KOHTPOb);
€K3aMeHW, 3aMikun, iHanBiAyasbHi 3aBAaHHSA
TOLLO.

Assessment of students' knowledge is carried
out in accordance with the Regulation on the
system of assessment of learning outcomes of
Ilhor Sikorsky Kyiv Polytechnic Institute for all
types of classroom and extra-auditory work
(incoming, current, calendar, final control);
exams, assessments, individual tasks, etc.
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6 - NMporpamMHi kKoMmneTeHTHOCTI/Programme competencies

IHTerpanbHa KoMmneTeHTHicTb/Integral competence

30aTHICTb pO3B'A3yBaTU CKNadHi cneuianizoBaHi
3a4a4i Ta NpakTUYHi npobnemMn y ranysi
3abe3nevyeHHs iHopMaLinHoi 6e3neku i/abo
Kibepbesneku, O XapaKTepmn3yTbCs
KOMMIEKCHICTIO Ta HEMOBHO BM3HAYEHICTIO YMOB

The ability to solve complex specialized tasks
and practical problems in the field of
ensuring information security and/or cyber
security, which are characterized by
complexity and incomplete determination of
conditions

3aranbHi komneteHTHOCTI (3K)/General competencies

3K
01

30aTHICTb 3aCTOCOBYBATW 3HAHHA Y
MPaKTUYHUX CUTYaLiaxX

Ability to apply knowledge in practical
situations

3K
02

3HaHHSA Ta PO3yMiHHA NpegMeTHOI obnacTi Ta
po3yMiHHA npodecii

Knowledge and understanding of the subject
area and understanding of the profession

3K
03

34aTHICTb NpodecinHo cnifikyBaTuUCA
AEep>KaBHOI Ta iIHO3eMHOK MOBaMU SK YCHO,
Tak i NMCbMOBO

Ability to communicate professionally in
national and foreign languages both orally and
in writing

3K
04

BMiHHA BNABASATN, CTaBUTK Ta BUPiLLYyBaTKU
npobnemu 3a npodecCinHMM CNpsiMyBaHHAM

Ability to identify, pose and solve problems in
a professional manner

3K
05

30aTHICTb A0 nowyky, obpobneHHs Ta
aHanisy iHopmauii

Ability to search, process and analyze
information

3K
06

30aTHICTb peanisyBaTun CBOi NpaBa i 060B’'A3KMK
SIK YJIeHa CyCcninbCTBa, YCBiAOMIOBATHU
LiIHHOCTI rpoMagsAHCbKOro (BiJlbHOrO
OEMOKpPaTUYHOro) cycninbCTBa Ta
HeobXigHICTb NOro CTasoro po3BUTKY,
BEPXOBEHCTBa NpaBa, NpaB i cBobo NOANHN i
rpomMagsiHMHa B YKpaiHi

The ability to realize one's rights and
responsibilities as a member of society, to be
aware of the values of a civil (free democratic)
society and the need for its sustainable
development, the rule of law, the rights and
freedoms of a person and a citizen in Ukraine

3K
07

3naTHicTb 36epiraTn Ta NPUMHOXYBaTU
MOpasbHi, KyNbTYPHi, HAYKOBI LLiHHOCTI i
[OCATHEHHSA CYCNiIbCTBa Ha OCHOBI PO3YMiHHS
iCTOpIii Ta 3aKOHOMIPHOCTEN PO3BUTKY
npeamMeTHoi obnacTi, Ti Micus y 3aranbHin
CUCTeMIi 3HaHb NPO MPUPOAY i CYCNiNbLCTBO Ta
Yy PO3BUTKY CYCMiNIbCTBa, TEXHIKN i
TEXHOJIOr i, BAKOPUCTOBYBATU Pi3Hi BUAKN Ta
opMn pyxoBOi aKTUBHOCTI ANS aKTUBHOIO
Bi4MOYMHKY Ta BEAEHHS 340P0BOro cnocoby
KUTTSA

The ability to preserve and multiply moral,
cultural, scientific values and achievements of
society based on an understanding of the
history and patterns of development of the
subject area, its place in the general system of
knowledge about nature and society and in
the development of society, techniques and
technologies, to use various types and forms
of motor activity for active recreation and
leading a healthy lifestyle

3K
08

30aTHICTb yXBaJlloBaTW pilUeHHA Ta AiaTn,
OOTPUMYIOYNCH MPUHLNMY HENPUNYCTUMOCTI
Kopynuii Ta 6yAb-9KMX iHWWX NMPOSABIB
Heno0bpoYeCcHOCTI

The ability to make decisions and act in
accordance with the principle of inadmissibility
of corruption and any other manifestations of
dishonesty

daxosi komneteHTHOCTI (PK)/Professional competencies

DK
01

30aTHICTb 3aCTOCOBYBaTK 3aKOHOAABYY Ta
HOpMaTMBHO-NMpPaBoBY Ha3y, a TakKoX
[ep>XaBHi Ta Mi>KHApPOAHI BUMOIM, NPAKTUKN i
CTaHAapTW 3 MeTOt0 34iNCHEHHSA NpodecCinHOI
OianbHOCTI B ranysi iHpopmauinHoi Ta/abo
Kibepbesneku

The ability to apply the legislative and
regulatory framework, as well as state and
international requirements, practices and
standards in order to carry out professional
activities in the field of information and/or
cyber security

OK
02

30aTHICTb 00 BUKOPUCTAHHSA iHOpMaLinHo-
KOMYHIKaLiNHNX TEXHONOr N, Cy4aCcHUNX
mMeToAiB i Moaenen iHbopMauinHoi 6e3nekn
Ta/abo kibepbesnekn

Ability to use information and communication
technologies, modern methods and models of
information security and/or cyber security

OK
03

30aTHICTb 40 BUKOPUCTAHHSA NPOrpaMHNX Ta
nporpamMHo-anapaTHMUX KOMMAEKCiB 3acobis
3axXuUCTy iHopMaLii B iH(hopMaLlinHO-
TeNeKOMYHiKauinHnx (aBTOMaTU30BaHUX)
cucrtemax

Ability to use software and software-hardware
complexes of information protection means in
information and telecommunication
(automated) systems
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3paTHiCTb 3abe3nedyyBaTun HeEMepPepBHICTb

Ability to ensure business continuity in

oK ) . . ! : : . .
04 6!3Hecy 3riAHO BCTAHOBEHOT MONITUKM accordance with establls.hed |nlfo.rmat|on
iHpopMaLinHoi Ta/abo Kibepbesneku and/or cyber security policies
3naTHicTb 3abe3nedvyBaT 3axXUCT iHbopMaLii, The ability to ensure the protection of
oK wo obpobnaeTbcs B iHhopMaUinHo- information processed in information and
05 TesNleKOMYyHiKauinHnx (aBTOMaTNU30BaHMUX) telecommunication (automated) systems for

cucTeMax 3 MeTOlo peanisauii BCTaHOBJIEHOI
noniTnkmM iHopMauinHoi Ta/abo kKibepbesnekn

the purpose of implementing the established
information and/or cyber security policy

OK
06

3[aTHICTb BiAHOBAOBATU WITaTHe
PYHKLIOHYBaHHSA iHHOPMaLiNHNX,
iHOPMaLINHO-TENEKOMYHIKaLiMHNX
(aBTOMaTM30BaHMX) CUCTEM NiCaS peanizauil
3arpos, 34incHeHHs KibepaTak, 360iB Ta
BiZAMOB Pi3HUX KJ1AaCiB Ta MOXOOXXEHHS

The ability to restore the normal functioning of
information, information and
telecommunication (automated) systems after
the implementation of threats, cyber attacks,
failures and failures of various classes and
origins

34aTHICTb BNpoBaa)KyBaTu Ta 3abe3nevyBaTu
(PYHKLIOHYBaHHA KOMMJIEKCHUX CUCTEM

The ability to implement and ensure the
functioning of complex information protection

@K |3axucTy iHhopMaLii (KoMnaekcn HopMaTUBHO- A
. L . systems (complexes of legal, organizational
07 NpaBoOBUX, OPraHi3aLinHUX Ta TEeXHIYHMX hnical h
3acobiB i MeTOLIB, NpoLenyp, NPAKTUYHUX and technica means and met ods,
M L procedures, practical techniques, etc.)
MPUNOMIB Ta iH.)
oK 30aTHICTb 34iNCHIOBATU npouenypu Ability to carry out incident management
08 ynpaBAiHHSA iHUMAEHTaMK, NpoBOANTN procedures, conduct investigations, provide
po3CnifyBaHHS, HagaBaTU iM OLHKY them with an assessment
. 3'u'.aTH'CTb SAINCHIoBaTH npoq)e§|MHy The ability to carry out professional activities
@K | pianbHICTb Ha OCHOBI BNPOBa>XXeHOI CUCTEMU . . .
. . " based on an implemented information and/or
09 ynpaBAiHHA iHpopMauinHoto Ta/abo :
: cyber security management system
Kibepbesnekoto
30aTHICTb 3aCTOCOBYBATW METOAMN Ta 3acobu Ability to apply methods and means of
OK KpunTtorpagivyHOro Ta TeXHIYHOro 3axXnCTy . . )
10 IHOPMALLIT Ha 06'€KTax IHOPMALIAHOT cryptographic and technical protection of
. . information at objects of information activity
DisgnbHOCTI
3AaTHICTL BIKOHYBATN MOHITOPUHI MPOLIECIB The ability to monitor the functioning of
PYHKLIOHYBaHHSA iHOpMaLiNnHNX, . . . )
: 4 . i information, information and
DK iIH(bOpMaLiNHO-TeNIeKOMYHIKaLinHNX I .
. telecommunication (automated) systems in
11 (aBTOMaTM30BaHUX) CUCTEM 3riAHO . . )
- . . VIR accordance with the established policy of
BCTAHOBMEHOI MONITUKMK iHOopMaLinHOi Ta/abo ; . :
. information and/or cyber security
Kibepbesneku
30aTHICTb aHanisyBaTwu, BUSBAATU Ta The ability to analyze, detect and evaluate
OLiHIOBATU MOXXJ/INBI 3arpo3un, ypasnumBoCTi Ta possible threats, vulnerabilities and
OK nectabinisyodi YNAHHUKN iHOPMaLinHOMY destabilizing factors to the information space
12 |npocTopy Ta iHpopMaLinHum pecypcam 3rigHo| and information resources in accordance with
3 BCTQHOBJ/IEHOKO MOJITUKO iHOpMaLiNHOT the established policy of information and/or
Ta/abo kibepbesnekn cyber security
34aTHICTb po3B’A3yBaTW 3a4a4i 3a paxom i3 The ability to solve problems by profession
OK BUKOPUCTAHHAM MaTeEMATUYHUX METOLIB, using mathematical methods, algorithms,
13 aNIroOpuUTMIB, NPUKNALHNX Ta CUCTEMHUX applied and system software solutions and
MPorpaMHUX pilleHb Ta TEXHOJIOrIN technologies
3[aTHICTb po3B’A3yBaTW 3aadi i3 The ability to solve problems of ensuring
3abe3neyeHHs KOHDIAEHUINHOCTI, WinicHOCTI, confidentiality, integrity, availability and
OK OOCTYMHOCTI Ta CNOCTepPEeXHOCTi iHpopMauil observability of information and its
14 Ta KepyBaHHSA HEID i3 BUKOPUCTAHHSAM management using modern technologies,
CydacHUX TexHonorin, mogenen Ta metoaie | models and methods of cyber security, taking
Kibepbe3neku i3 BpaxyBaHHAM BUMOT into account the requirements of regulatory
HOPMaTUBHUX OOKYMeHTIB Ta CTaHOapTiB documents and Standards
oK 30aTHICTb 00 ayauTy Kibepbesnekn Ability to audit cyber security of information
15 iHbopMaUINHNX CNCTEM, Ta YyNpPaBJliHHA systems, and information and cyber security
iHopMaLinHoto Ta KibepHeTnYyHow Be3nekoto management
OK 30aTHICTb A0 NPOEKTYBaHHSA Ta po3pobku Ability to design and develop secure
16 3axXnWEeHNX iHPOPMaLINHNX CUCTEM information systems
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OK
17

30aTHICTb 00 3BOPOTHOI po3pobku Ta aHanisy
nporpamMHoro 3abe3sneyeHHs

Ability to reverse engineering and software
analyzis
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7 - NMporpamMHi pesynbtTatn HaB4aHHA (MPH)/ Programme learning outcomes

3acTocoBYyBaTU 3HaHHSA Aep>XaBHOI Ta

Apply knowledge of state and foreign

MPH . ) .
01 iHO3EMHUX MOB 3 MeTOolo 3abe3neyeHHs languages in order to ensure the effectiveness
e(heKTUBHOCTI NpodhecCinHOI KOMYHiKaLii of professional communication
OpraHi3zoByBaTu BAacHy NpogecinH . , . L
. Pr Y ynp cp y Organize one’s own professional activity,
BiANbHICTb, 06MpaTh oNTUManbHIi METOAM Ta . .
, choose optimal methods and ways of solving
[1PH cnocobu po3B’sA3yBaHHSA CKNaOHUX L .
. complex specialized tasks and practical
02 creuianizoBaHMX 3a4ay Ta NPAKTUYHUX : . L
SV . problems in professional activity, evaluate
npobnem y npodecinHin QisnbHOCTI, . ;
. - i their effectiveness
OLiHIOBATN IXHIO eheKTUBHICTb
BrnkopucToByBaTM pe3ysbTaTu CaMOCTINHOIO Use the results of independent search,
IPH | nowyky, aHanisy Ta CMHTe3y iHdopMauii 3 analysis and synthesis of information from
03 Pi3HNX O)xepen onsa ePeKTUBHOrO pPilleHHS various sources for the effective solution of
cneuianizoBaHMx 3anau specialized tasks
AHaniszyBaTun, apryMeHTyBaTu NpunMaTn o .
13y pry ) yBa P Analyze, argue, make decisions when solving
PiLLEHHS NpY PO3B’'A3aHHI CKIagHUX o :
o complex specialized tasks and practical
cneuianizoBaHMX 3aday Ta NPakKTUYHNX X ) o ;
rpPH Lo . ) problems in professional activity, which are
npobsiem y NpodecinHin QisNbHOCTI, AKi : . i
04 : characterized by complexity and incomplete
XapaKTepM3yTbCA KOMIMJIEKCHICTIO Ta S s .
. . . determination of conditions, be responsible for
HEMOBHOIO BM3HAYeHICTIO YMOB, BignoBigaTn -
N R the decisions made
32 NPUNHATI PiLLEHHS
fPH ApanTyBaTUCHA B YMOBax 4acTol 3MiHU Adapt in the conditions of frequent changes in
05 TEXHOJIOoT i NpodecinHOl AianbHOCTI, the technologies of professional activity,
MPOrHO3yBaTW KiHLLEBUIN pe3ynbTaT predict the final result
rPH KpnTU4YHO OCMUCOBATK OCHOBHI Teopil, Critically understand the main theories,
06 | MPvHUMMW, MeToAN i NOHATTA Yy HaB4YaHHi Ta |principles, methods and concepts in education
npodecinHin AianbHOCTI and professional activity
HiaTn Ha oCcHOBi 3aKOHOA4aB4Y0il Ta Act on the basis of the legislative and
fPH HOpMaTMBHO-NMpPaBoBoi Ba3n YKpaiHu Ta BUMOr regulatory framework of Ukraine and the
07 BiAMNOBIAHMX CTAaHAAPTIB, Y TOMY 4YUCAi requirements of relevant standards, including
Mi>KHapoOHWMX B ranysi iHopmauinHoi Ta /abo| international ones in the field of information
Kibepbesneku and/or cyber security
FoTyBaTM Npono3unuii 40 HOPMAaTUBHUX aKTIB
rPH Y P tit A PMaTNBHI Prepare proposals for regulatory acts on
wono 3abesnevyeHHs iHPopMaLUinHoi Ta /abo oo . .
08 : ensuring information and/or cyber security
Kibepbesneku
BnpoBaa>kyBaTu npouecu, Lo 6a3yoTbcs Ha ;
HaLF:iOHan"IbIZVIX T3 Mﬁmia ouul-l-mx CTgHD,a Tax Implement processes based on national and
rPH . poAaH HAapTax, international standards for detection,
BUSIBJIEHHS, iAeHTUikauii, aHaniy Ta . e :
09 . . . identification, analysis and response to
pearyBaHHS Ha iHULMAEHTW iHhbopMaLiNHOI ; . RN
. information and/or cyber security incidents
Ta/abo kibepbesnekn
rPH ByvKoOHYBaTW aHani3 Ta AEKOMMO3ULLiIO Perform analysis and decomposition of
10 | iH(opMauinHo-TenekoMyHikauinHux cuctem | information and telecommunications systems
fPH BukKoHyBaTK aHasli3 3B'S13KiB MiX Perform analysis of connections between
11 iH(bopMaLUinHUMK Npouecammn Ha BiopaneHux | information processes on remote computer
ob4yncnoBasbHUX CUCTEMax systems
MPH . .
12 Po3pobnatu mogeni 3arpo3 Ta NOpPYyLLUHMKA Develop threat and intruder models
AHanizyBaTun NMpoeKTn iHpopMaLinHo- Analyze projects of information and
[PH | TenekoMyHikauinHMXx cncteMm 6asyoymncb Ha telecommunication systems based on
13 CTaHAapPTU30BaHUX TEXHOMOriAX Ta standardized technologies and data
MPOTOKOJIaX Nnepenadi gaHux transmission protocols
BupilwyBaTun 3aBAaHHSA 3aXUCTy Nporpam Ta Solve the task of protecting programs and
iHdhopMauii, wo obpobnsaeTbca B information processed in information and
MPH |iHbopMaLinHO-TeNeKOMYHiKauinHux cuctemax| telecommunication systems by means of
14 |nporpamHo-anapaTHMMMK 3acobamun Ta faBaTu hardware and software and evaluate the

OLHKY pe3ysibTaTUBHOCTI AKOCTi MPUAHATUX
piLeHb

effectiveness of the quality of the decisions
made
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BukopuncToByBaTuh Cy4acHe nNporpaMmHo-
lPH P y Y i€ nporpam Use modern software and hardware of
anapaTHe 3abe3neyvyeHHs iHHoOpMaLinHO- ; . Ao .
15 ! . Lo information and communication technologies
KOMYHiKaUiNHNX TeXHOOrin
. . Implement complex information protection
PeanizoByBaTn KOMMNAEKCHI CUCTEMU 3aXUCTY .
) systems in the automated systems (AS) of the
[PH iHpopMaLil B aBTOMaTU30BaHUX CUCTEMaX
16 | (AC) opraHi3auii (nignpnemcTtsa) BignoBigHo

organization (enterprise) in accordance with
the requirements of regulatory and legal
documents

To ensure the processes of protection and

00 BMMOIr HOPMaTUBHO-MPaBOBUX D,OKyMeHTiB

3abe3neyvyyBaTi NpoOLLECU 3aXUCTY Ta
yHKLiOHYBaHHSA iHoOpMaLinHo-

TeNeKoMyHiKauinHnx (aBToMaTU30BaHKX)
CUCTEM Ha OCHOBI MPaKTUK, HABUYOK Ta

functioning of information and
telecommunication (automated) systems

based on practices, skills and knowledge
fPH 3HaHb, WOAO CTPYKTYPHUX (CprKTypHo- regarding structural (structural-logical)
17 J'IOI'I‘-IHI'/IX) cxeM, Tornosorii Mepexi, cydacHnx gchemes, ngtwork tolpology, modern.
apxiTekTyp iHpopMaLinHnX pecypcis 3 architectures of information resources with a
Bipobpa>keHHAM B3aEMO3B'A3KIB Ta reflection of relationships and information
iHopMaLiNHKUX MOTOKIB, NpoLeciB ons flows , processes for internal and remote
BHYTPILIHIX i BiggaN€HNX KOMMOHEHT; Ta components; and electronic data protection
Moaenen 3aXUCTy eNeKTPOHHUX OaHUX models
MPH BMKOpMQTOByBaTM MpOrpaMHi Ta nporpamHo- Use software and software-hardware
anapaTHi KOMMAEeKCK 3aXUCTy iHhopMaLinHMNX . . .
18 . protection complexes information resources
pecypcis
fPH 3acTocoByBaTuK Teopii Ta MeTOAM 3axNCTy Ans Apply protect!on theori'es gnq methogis to
19 | 3a6e;|jequHﬂ 6e3r|eK.|/| |H§PopMaul| B ensure information selcurllty in information and
iHpopMaLINHO-TeNeKOMYHIKALIiNHNX cucTeMax telecommunication systems
3abesneyvyyBaTu PyHKLIOHYBaHHSA To ensure the functioning of special software
fPH cneuianbHOro NporpamHoro §a6e3uneuleHHﬂ, for th.e protection _of information from_
20 oo 3aXucTy IH(pO_pMaLI,IvI BIA PYyVHYHOHMX destru_ctllve softw_are influences, destr_uctl_ve
MporpaMHMX BNJIMBIB, PYNHYIO4YNX KOLIB B codes in information and telecommunication
iHPOPMaLiNHO-TEIEKOMYHIKaLiMHUX CUcTEMax systems
BupiwyBaTun 3agaydi 3abesnedyeHHs Ta Solve tasks of provision and support
cynposoay (B.T. Yucni: ornan, TecCTyBaHHS, (including: review, testing, accountability) of
[TPH | nig3BITHICTb) CMCTEMU yNpaBsliHHA AOCTYMNOM
21

the access control system in accordance with
the established security policy in information

and information and telecommunication
systems

To solve the problems of management of

3rilHO BCTAaHOBMEHOI NONITUKN Be3nekn B
iHpopMaLUinHMX Ta iHPOopPMaLinHO-
TesleKOMYHiKaLinHUX cucTtemMax

BupiwyBaTu 3afadi ynpasniHHA npouenypamm
ineHTUdiKauii, aBTeHTUdiKaLii, aBTopu3auii

procedures of identification, authentication,

MPH | npoueciB i KOpMCTyBa4iB B iHoOpMaLilHO- authorization of processes and users in
22 TeNleKOMYHiKauinHUX cuctemMax 3rigHo information and telecommunication systems in
BCTAHOBJIEHOI NONITUKWN iHPopMaLinHoi i\abo accordance with the established policy of
Kibepbesneku information and/or cyber security
PeanizoByBaTun 3ax04un 3 NPOTULII OTPUMaAHHIO
HeCaHKLiOHOBAHOIro A4OCTYyNy A0 Implement measures to prevent unauthorized

[1PH iHhopMaLiNHMX pecypciB i npouecis B
23

access to information resources and processes
in information and information and
telecommunication (automated) systems

iHpopMaLinHMX Ta iIHPOopPMaLinHO-
TeNeKOMYHiKauinHnx (aBToMaTU30BaHUX)
cncTemMax

BupiwyBaTun 3agadi ynpasaiHHA 4OCTYMNOM A0
iHpopMaLiNHNX pecypcCiB Ta npouecis B
iHpopMaUiNHMX Ta iHPopMaLinHO-

TeNleKOMYyHiKauinHnx (aBTOMaTU30BaHKX)

cucTeMax Ha OCHOBI Mogesniein ynpasiHHSA

0OCTynoM (MaHgaTHUX, ANCKPELiNHKX,
pPOJIbOBUX)

Solve the problems of managing access to
information resources and processes in
information and information and
telecommunications (automated) systems
based on access control models (mandatory,
discretionary, role-playing)

rPH
24
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3abe3nevyyBaTun BBEOAEHHS NiA3BITHOCTI
CUCTEMM yMNpaBAiHHA OOCTYNOM 00
eNIeKTPOHHUX iHhopMaLinHNX pecypciB i

Ensure the introduction of accountability of
the access management system to electronic
information resources and processes in

lPH | npoueciB B iHpopMaLinHUX Ta iHpopMauinHo- . : ; .
poul qo pMaLl hopmal information and information and
25 TeNeKOMyHiKauinHnx (aBToMaTU30BaHUX) o
X telecommunication (automated) systems
CUCTEMaXx 3 BUKOPUCTaHHAM XKypHanis . . . ; .
VR . using logs registration of events, their analysis
peecTpauii noAdin, ix aHanisy Ta BCTAaHOBJIEHUX ) .
and established protection procedures
npoueayp 3axmcTy
BnpoBag)xyBaTu 3axonun Ta 3abesnedysaTtu Implement measures and ensure the
peanisauito Npouecis nonepen>XeHHs implementation of processes of prevention of
[Py | ©TPVMaHHIO HeCaHKLiOHOBAHOro gocTtyny i unauthorized access and protection of
26 3aXUCTy iHhopMaLUinHKX, iIHopMaLinHO- information, information and
TeNeKOMYHiKauinHux (aBTOMaTU30BaHUX) telecommunication (automated) systems
CUCTEM Ha OCHOBI eTanoHHOI Moaeni B3aeMofii | based on the reference model interaction of
BiAKPUTUX CUCTEM open systems
BupiwyBaTn 3aga4i 3aXMCcTy NOTOKIB AaHUX B S
piy Aa’ ncry Kis A Solve the problems of data flow protection in
[1PH iHpopMaUinHKUX, iIHpopMaLiNHO- ) . . !
. - information, information and
27 TesIeKOMYHiKaLuinHux (aBTOMaTN30BaHNX) o
telecommunication (automated) systems
cucTemax
AHanizyBaTu Ta NPOBOANTMN OLiHK .
YE . POBOA HIHKY .| Analyze and evaluate the effectiveness and
e(heKTUBHOCTI Ta PiBHSA 3aXULLEHOCTI pecypcis . .
. o i level of security of resources of different
pi3HUX KNacie B iHQopMaLinHKX Ta L7 . ; .
. .o . . classes in information and information and
[1PH iIHPOPMaLINHO- TeIeKOMYHIKaLiNHUX S
) telecommunication (automated) systems
28 (aBTOMaTM30BaHMX) CUCTEMAX B XOA4i . ) 4
NPOBEAEHHS BUNPOGYBaHb 3riIHO during tests in accordance with the
, ! : A established policy of information and/or cyber
BCTAHOBNEHOI MONITUKMK iH(hopMaLinHOi Ta\abo .
. security
Kibepbesneku
30iNCHIOBATY OLHIOBAHHA MOXXJINBOCTI To evaluate the possibility of realizing
peanizauii noTeHuinHMx 3arpo3s iHdbopMauii, | potential threats to information processed in
fPH o obpobnaeTbCcs B iHQOPMaLINHUX Ta information and information and
29 iH(bOpMaLiNHO-TENEeKOMYHIKaLiNnHNX telecommunication systems, the effectiveness
cncteMax, epeKTUBHOCTI BUKOPUCTaHHS of the use of protective equipment complexes
KOMMAeKciB 3acobiB 3axMCTy B yMOBax in the conditions of the realization of threats of
peani3auii 3arpos pi3HUX Knacie various classes
fPH 30iNCHI0OBATW OLHIOBAHHS MOXXJINBOCTI Assess the possibility of unauthorized access
30 HEeCaHKLiOHOBAHOIro AOCTyNy 00 e/leMeHTiB to elements of information and
iHPOPMaLiNHO-TETIEKOMYHIKaLiMHUX CUCTEM telecommunication systems
fPH 3acTocoByBaTuK Teopil Ta MeToam 3axucty ansa|Apply security theories and methods to ensure
31 3abe3nevyeHHs 6e3nNeKkn enemMeHTIB element security information and
iHpOPMaLiNHO-TENEKOMYHIKaLIMHNX CUCTEM telecommunication systems
BupiwyBsaTu 3agadi ynpasniHHa npouecaMmn | Solve the tasks of managing the processes of
fPH BiJHOBJIEHHS WITATHOroO PyHKLIiOHYBaHHA [restoring the normal functioning of information
32 iHbopMaLinHO-TeNneKoMyHikauinHux cuctem 3 |and telecommunication systems using backup
BUKOPUCTaHHAM rnpouenyp pesepByBaHHA | procedures in accordance with the established
3rifHO BCTaHOBJIEHOI NONITUKN Be3nekn security policy
rPH BupiwyBaTun 3anayi 3abesnevyeHHs To solve the problems of ensuring the
33 6e3nepepBHOCTI Bi3HeC NpoueciB opraHisauii continuity of business processes of the
Ha OCHOBI Teopil pn3nKis organization on the basis of risk theory
. . Participate in the development and
MpuinmMaTK y4acTb y po3pobui Ta . : . . :
. L e implementation of an information security
rPH BMpOBag KeHHi cTpaTeril iHpopMaLuinHOI . :
) ! : and/or cyber security strategy in accordance
34 | 6e3nekn Ta/abo kKibepbesneku BiANOBIAHO 4O

uinen i 3aBoaHb opraHisauii

with the goals and objectives of the
organization
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BupiwyBaTun 3agayi 3abe3nedyeHHs Ta
CynpoBOAY KOMMIEKCHNX CUCTEM 3aXUCTY
iHbopMaUii, a TakoXX npoTuaii
HeCaHKLiOHOBaHOMY OOCTyny A0

Solve the tasks of providing and supporting
complex information protection systems, as
well as countering unauthorized access to

rpPH iHopMaLHMX pecypcis | NpoLiecis B information resources and processes in
35 ; i Yl o information and information-
iHpopMaUiNMHUX Ta iHGopMaLiNHO- L .
) o telecommunication (automated) systems in
TeNeKOMyHiKauinHnx (aBToMaTU30BaHUX) . . )
) . ) accordance with the established policy of
cucTemax 3rigHo BCTaHOBJIEHOI MONITUKN : . :
. e . information and/or cyber security
iHopMauinHoi i\abo Kibepbesnekn
rPH BuaBnatn Hebe3neyHi cMrHanm TeXHiYHUX : .
X Detect dangerous signals of technical means
36 3acobis
BumiptoBaTn napameTpun HebesneyHux Ta Measure the parameters of dangerous and
3aBaf0BMX CMMHaiB Nifg 4ac interfering signals during the instrumental
iIHCTPYMEHTa/IbHOr0 KOHTPOJIIO NPOLIECiB control of information protection processes
rPH 3axXMCTy iHpopMaLii Ta BU3Ha4YaTun and determine the effectiveness of
37 |eeKTnBHICTb 3axXNCTy iHOpMaUil Big BUTOKY information protection against leakage
TexHiYHMMN KaHanamum BignosigHo oo Bumor |through technical channels in accordance with
HOPMaTUBHUX OOKYMEHTIB CUCTEMU the requirements of regulatory documents of
TEeXHIYHOro 3axmncTy iHpopMauii the technical information protection system
I[HTepnpeTyBaTu pe3ynbTaTn NMPoOBeAeHHA Interpret the results of special measurements
cneuianbHUX BUMipOBaHb 3 BUKOPUCTAHHAM using technical means, control of the
fPH TeXHi4YHUX 3acobiB, KOHTPOJO XapaKTEPUCTUK characteristics of information and
38 iH(POpPMaLiNHO-TENTIEKOMYHIKaLiMHUX CUCTEM telecommunication systems in accordance
BiAMOBIAHO A0 BMMOI HOPMATUBHMX with the requirements of regulatory
OOKYMEHTIB CUCTEMMN TEXHIYHOI0 3aXUCTY documents systems of technical protection of
iHpopMauii information
MpoBoanTn aTecTauito (cnupatouncb Ha 06nik | Carry out attestation (based on accounting
rpH | T@ 06CTEXEHHS) PEXUMHUX TEPUTOPIN (30H), and survey) of regime territories (zones),
39 MPUMiLLEeHb TOLLO B YMOBaX A04ep)XaHHA premises, etc. Under the conditions of
pPeXuMy CEeKPEeTHOCTI i3 hikCyBaHHAM compliance with the secrecy regime, recording
pe3ynbTaTiB y BiAMNOBIAHNX OOKYMeHTax the results in the relevant documents
IHTepnpeTyBaTh pe3ysbTaTn NPOBEAEHHS .
PrpeETY pesy poBeA Interpret the results of special measurements
cneuianbHUX BUMipOBaHb 3 BUKOPUCTAHHAM ) ,
: . using technical means, control of ITS
[PH | TexHi4HUX 3acobiB, KOHTPOJIO XapaKTEPUCTUK e :
. . characteristics in accordance with the
40 ITC BigNoBiAHO 00 BUMOI HOPMATUBHUX .
. . requirements of regulatory documents of the
OOKYMEHTIB CUCTEMMN TEXHIYHOI0 3aXUCTY A . :
) technical information protection system
iHpopMaUil
3abe3neyvyyBaTun HeMepepBHICTb NpoLec - -
y =Mepep b npouecy Ensure the continuity of the event and incident
rPH Be[leHHSA )KYpHaNiB peecTpaLii noin Ta .
. : . logging process based on automated
41 IHUMOEHTIB Ha OCHOBI aBTOMATU30BaHNX
procedures
npouenyp
fPH BnpoBag)xyBaTu npoLecu BUSABJIEHHS, Implement the processes of detection,
42 ineHTUdIKauii, aHanily Ta pearyBaHHs Ha identification, analysis and response to
iHUMaeHTn iHpopMauinHoi i/abo kibepbesnekn| information and/or cyber security incidents
3acTocoByBaTW HaUiOHasbHI Ta MiXKHapoOHi . . .
yBe H - apon Apply national and international regulatory
rPH peryJoyi akTn B cdepi iHpopMaLinHol . ; . : ;
! acts in the field of information security and/or
43 6e3nekn Ta/ abo kibepbeznekn gna . ) . S
. ) X cyber security to investigate incidents
po3cnigyBaHHSA iIHUNOEHTIB
BupiwyBaTun 3apgayi 3abesnevyeHHs To solve the problems of ensuring the
b6e3nepepBHOCTI BizHec-npoueciB opraHisauii continuity of the organization’s business
IPH | Ha oCHOBIi Teopil pU3KNKiB Ta BCTaHOBJIEHOI processes on the basis of risk theory and the
44 CUCTEMM ynpaBAiHHA iHPOpPMaLinHoW established information security management
6e3neKoto, 3rigHo 3 BiTYN3HAHUMU Ta system, in accordance with domestic and
Mi>KHapoOHUMM BMMOraMun Ta CTaHAapTamMum international requirements and standards
3acTocoByBaTU Pi3HI Kacu NoaiTUK
rPH iHbopMauinHoi 6e3nekun Ta/ abo Apply different classes of information security
45 Kibepbesneku, wo 6a3yoTbCs Ha pU3NK- and/or cyber security policies based on risk-

OPIEHTOBAHOMY KOHTpPOJIi 4OCTYynNy A0
iHhbopMaUiNHMX aKTKBIB

based access control to information assets
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30iNCHIOBATK aHani3 Ta MiHIMi3aLito puU3uKiB

Analyze and minimize the risks of information

lPH . o iy L, X
46 06pobku iHopMaUuii B iHhopMaLinHo- processing in information and
TeNleKOMYHiKaUinHUX CucTemMax telecommunication systems
BupiwyBaTun 3agadi 3axucTy iHpopmauii, wo | Solve the problems of protecting information
fPH 06pobnsieTbCsa B iHhopMaLUinHO- processed in information and
47 TeNeKoOMYyHiKauinHux cuctemax 3 telecommunication systems using modern
BUKOPUCTAHHAM Cy4YaCHUX MeTofAiB Ta 3acobis methods and means of cryptographic
KpunTtorpadiYHOro 3axmcTy iHopMauil protection of information
BuKoOHyBaTW BNPOBag)XEHHSA Ta NigTPUMKY
CUCTEeM BUSABJIEHHS BTOPrHEHb Ta Implement and support intrusion detection
fPH BMKOPMUCTOBYBATU KOMMOHEHTU systems and use cryptographic protection
48 KpunTorpagivyHoro 3axucTty anag components to ensure the required level of
3abe3nevyeHHs HeobxigHOro piBHA information security in information and
3aXULLLEHOCTI iHopMaLii B iHopMaLinHo- telecommunication systems
TeNeKoMYyHiKaLinHUxX cnctemax
3abe3neyvyBaTun HanexxHe MYHKLIOHYBaHHS Ensure the proper functioning of the
[1PH CUCTEMUN MOHITOPUHTY iHOPMaLiNnHNX monitoring system of information resources
49 pecypciB i npoueciB B iHopMaLinHO- and processes in information and
TeJIeKOMYHIiKaLinHUX cucteMax telecommunication systems
3abe3nevyBaTu hYHKLIOHYBaHHSA MPOrpaMHuX S
y (yHKLUIOHY porpa Ensure the functioning of software and
Ta nporpaMHo-anapaTHUX KOMMJEKCIB :
rpPH . o ; software-hardware complexes for detecting
BUSIBJIEHHSA BTPOrHEHb Pi3HUX PiBHIB Ta Kiacis : . :
50 intrusions of various levels and classes
(CTaTUCTUYHMX, CUTHATYPHUX, CTAaTUCTUYHO- o ) o .
(statistical, signature, statistical-signature)
CUFHATYPHUX)
NigTpuMmyBaTM Npaue3faTHICTb Ta oo . -
ATPUMy patesa Maintain operational efficiency and ensure
[1PH 3abe3nevyBaTi KOHMIrypyBaHHsa cuctem : : . . . .
; i configuration of intrusion detection systems in
51 BUABJZIEHHA BTOPrHeHb B iHpopMaLinHo- . ; A
) o information and telecommunication systems
TeNleKOMYHiKaLlinHUX cuctemax
BukopucToByBaTu iIHCTPYMEHTapIin gns o .
lPH MOHiTE)) MHT yn ouecis E)i/H(bo M%uiDlﬂHo- Use tools for monitoring processes in
52 PUIHTY TP . P information and telecommunication systems
TeNeKoOMYyHiKalinHUX CucTemMmax
lPH | BupiwyBaTu 3ajadi aHanisy nporpaMHoOro Solve problems of software code analysis for
53 KOAY Ha HasiBHICTb MOXJ/IMBUX 3arpos3 the presence of possible threats
YceigomntoBaTy LiHHOCTI FPOMagsHCbLKOro To be aware of the values of civil (free
fPH (BiIbHOr0 Ae€MOKpaTMYHOro) CycnifnbCcTBa Ta democratic) society and the need for its
54 HeobXiOHICTb NOro CTasoro PO3BUTKY, sustainable development, the rule of law, the
BEpPXOBEHCTBA MNMpaga, NpaB i ceobon ntoaunHu i| rights and freedoms of a person and a citizen
rpoMagsiHMHa B YKpaiHi in Ukraine
34iNCHIOBaTM 3BOPOTHY po3pobKy Ta aHani3 . . :
Al POTHY PO3PODKY . Carry out reverse engineering and analysis of
lPH | wKignneoro nporpamHoro 3abesne4yeHHs i3 2 g .
L malicious software using modern technologies
55 3aCTOCYBaHHAM Cy4YaCHUX TEXHOJION N Ta g
) and mathematical methods
MaTeMaTU4YHUX MeTOoLiB
3acTocoByBaTU CyyYacHi MeToau Ta TeXHOoNOorii .
BY Y A . Apply modern methods and technologies of
rPH aHani3zy Ta MOHITOPUHIY KiBEpHETUNYHOI . ; o
. cyber security analysis and monitoring to
56 6e3nekn ong 3abesnevyeHHs ynpaBniHHSA ) . .
. . ensure information security management
iHpopMauiHoto 6e3nekoio
30iNCHIOBATM YNpaBJliHHA iHUMAEHTaMun o . .
rpPH A vynp HUA Manage security incidents using a risk-based
6e3nekun i3 3aCTOCyBaHHAM PU3MK-
57 . . approach
OpiEHTOBAHOIroO Niaxony
rPH BonogiTn npnHUnnamm npoekTyBaHHSA Ta To know the principles of design and system
58 CUCTEMHOI iHXXeHepil 3aXULWEHNX CUCTEM engineering of protected systems
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8 - PecypcHe 3abe3nevyeHHsa peanisauii nporpamu/ Resource provision for programme

impleme

ntation

KappoBe 3abe3neuyeHHs/Staffing

BignosigHO A0 KagpOBUX BUMOT LLOAO0
3abe3neyvyeHHs NPoBag)XeHHS OCBITHbLOI
OiNbHOCTI ong BignosigHoro piBHA BO,
3aTBepa)xeHux MNoctaHoBoto KabiHeTy MiHicTpis
YkpaiHu Big 30.12.2015 p. Ne 1187 (B YMHHIN
penakuii).

In accordance with the personnel requirements
for ensuring the implementation of educational
activities for the corresponding level of HE,
approved by the Resolution of the Cabinet of
Ministers of Ukraine dated 12.30.2015 No. 1187
(in the actual version).

MaTepianbHO-TexHiYHe 3abe3ney

eHHs/ Material-technical support

BignoBigHO 00 TEXHONMOrMIYHMX BUMOT LL,OAO
MaTepiasbHO-TeXHi4YHOro 3abesnevyeHHs
OCBITHbOI AiSANILHOCTI BiAMoOBiAHOro piBHA BO,
3aTBepoxeHux MNoctaHoBoto KabiHeTy MiHicTpis
YkpaiHu Big 30.12.2015 p. Ne 1187 (B YMHHIN
penakuir).

BukopucTtaHHa obnagHaHHA ona NnpoBeneHHs
neKuin y dpopmaTi npe3eHTauin, mepexesux
TEXHO0rin, 30KpeMa Ha naaTdopmi
ONCTaHUiNHOro HaB4YaHHs Sikorsky.

In accordance with the technological
requirements for the material and technical
support of educational activities of the
corresponding level of HE, approved by the
Resolution of the Cabinet of Ministers of Ukraine
dated 12.30.2015 No. 1187 (in the actual
version).

Use of equipment for conducting lectures in the
format of presentations, network technologies,
in particular on the Sikorsky distance learning
platform.

IHdbopMauiHe Ta HaBYabHO-MeTOoAMYHe 3abe3neuy
education

al process

eHHAa/ Information and methodical support of the

BionoBigHO 4,0 TEXHOJIOTIYHUX BUMOI LLOA0
HaBYaJ/IbHO-METOANYHOro Ta iHopMaLiNHOro
3abe3nevyeHHs OCBITHbOI AiA/IbHOCTI
BianoBigHOro piBHa BO, 3aTBEpAXEHUX
MocTaHoBow KabiHeTy MiHicTpiB YKpaiHu Bif
30.12.2015 p. Ne 1187 (B 4MHHIN pepakuii).
KopucTtyBaHHA HaykoBo-TexHi4HOW b6ibnioTekoto
KMl im. Irops Cikopcbkoro.

In accordance with the technological
requirements for educational, methodological
and informational support of educational
activities of the corresponding level of HE,
approved by Resolution of the Cabinet of
Ministers of Ukraine dated 12.30.2015 No. 1187
(as amended).

Use of the Scientific and Technical Library of Ihor
Sikorsky Kyiv Polytechnic Institute.

9 - AkapeMiyHa MOOGiINbH

ictb/Academic mobility

HauioHanbHa kpeauTHa MobGinbHicTb/National credit mobility

Y4yacTb CTyAEeHTIB B MpOrpaMax akageMiyHoi
MOBINIbHOCTI, MOXXJIMBICTb YKJIaAEeHHS yrof
OLEepP>XaHHSA CTyAeHTaMn MNoABiNHUX OUMNIOMIB

Participation of students in academic mobility
programs, the possibility of concluding
agreements for students to receive double
diplomas

MixHapogHa KpeguTHa MoOinbHicTb/International credit mobility

MOXXNUMBICTb YKNAAEHHA yrof npo Mi>XHapoaHy
akageMivyHy MobinbHICTb, MPo NoAaBiNHe
OVNIOMYBaHHSA, NPO TpUBai Mi>XHapPOHi
NpoeKTH

The possibility of concluding agreements on
international academic mobility, on double
graduation, on long-term international projects

HaB4yaHHsa iHO3eMHuX 3p060yBaviB BO/Study of Foreign applicants of HE

HaB4yaHHS iHO3eMHUX 3006yBadviB BO, ki
onaHoBytoTb Ol 3a NnporpamMamMy MiXKHapogHOI
akKageMivyHoi MobifIbHOCTi, HaBYaHHA MOXXe
MPOBOANTUCH aHININCbKO abo yKpaiHCbKOLO
MOBOIO, 3@ YMOBM BONOAiIHHA 3006yBavYeM MOBOIO
HaB4YaHHS Ha PiBHI He HuxX4e B2.

The training of foreign higher education
students who master the OP under international
academic mobility programs can be conducted
in English or Ukrainian, provided the student has
a language proficiency of no lower than B2.
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2. NEPEJIIK KOMMOHEHTIB OCBITHbOI MPOrPAMWU/COMPONENTS of EDUCATIONAL

PROGRAMME
dopMa
KpeguTiB | nigcymMkoBoro
Kopn/Code OcBIiTHI kOoMMoOHeHTU NporpamMu/Components EKTC/ECTS| koHTponto/Final
credits |control measure
form
HOPMATWBHI ocBiTHi koMnoHeHTU/Required (standard) components
0O60B’5A3KOBi KOMMOHEHTW LMKY 3arasibHoi nigrotoBku/General training cycle
30 01 SF(S?;L?Z:Ka MOBa 3a npodecinHmm cnpamyBaHHaMm / Ukrainian Language for Professional 2.0 3anik / Final test
3002 IcTopia Hayku i TexHikn / History of Science and Technology 2.0 3anik / Final test
30 03 OcHoBu 3p0poBoro cnocoby xutTts / Fundamentals of a Healthy Lifestyle 3.0 3anik / Final test
30 04 MpakTnyHM Kypc iHo3eMHoi moBu / Practical Foreign Language Course
30 04.1 EgiK]:erHHVIVI Kypc iHo3eMHoi MmoBu. YacTuHa 1/ Practical Foreign Language Course. 3.0 3anik / Final test
30 04.2 EapliKszquﬁ Kypc iHo3eMHoi MoBK. YacTuHa 2 / Practical Foreign Language Course. 3.0 3anik / Final test
30 05 OcHoBM ekoHOMiKK / Foundations of Economics 2.0 3anik / Final test
30 06 BXX[ Ta umsinbHWn 3axucT / Safety of Life and Civil Defence 2.0 3anik / Final test
30 07 MaTemaTnyHuUM aHani3 / Mathematical Analysis
3007.1 MaTemaTuyHUM aHani3. YactmHa 1 / Mathematical Analysis. Part 1 6.0 Ek3ameH / Exam
30 07.2 MaTemaTuyHuM aHani3. YactuHa 2 / Mathematical Analysis. Part 2 6.0 Ek3ameH / Exam
30 08 ®i3nka / Physics
30 08.1 ®i3nka. YactuHa 1 / Physics. Part 1 5.0 3anik / Final test
30 08.2 ®i3nka. YactuHa 2 / Physics. Part 2 6.0 Ek3ameH / Exam
30 09 -I:—llea?‘:ﬁieﬂn'l];lalvtl?cBaingtoactT;tTcasMaTEMaTMqHa cTaTucTtuka / Probability Theory and 4.0 Ek3ameH / Exam
3010 OunckpeTHa MmaTemaTuKka / Discrete Mathematics 5.0 Ek3ameH / Exam
3011 MporpamyBaHHs / Programming
30 11.1 MporpamyBaHHs. YacTuHa 1 / Programming. Part 1 5.0 Ek3ameH / Exam
3011.2 MNporpamysaHHs. YacTuHa 2 / Programming. Part 2 4.0 3anik / Final test
3012 Anrebpa Ta reomeTpis / Algebra and Geometry 5.0 Ek3ameH / Exam
3013 BcTyn no kibepHeTuyHoi 6e3nekn / Introduction to cyber security 4.0 3anik / Final test
30 14 OcHoBYM KOMM'tOTePHUX Mepex / Basics of computer networks 4.0 3anik / Final test
3015 ApxiTekTypa KoMn'toTepHux cuctem / Architecture of computer systems 5.0 Ek3ameH / Exam
30 16 OnepauirHi cuctemn / Operating Systems 5.0 Ek3ameH / Exam
3017 YnpasniHHA iHbopMauinHoto 6e3nekoto / Information security management 5.0 Ek3ameH / Exam
30 18 CucTeMHa iHxeHepis / Systems Engineering 5.0 Ek3ameH / Exam
3019 KpunTorpadisa / Cryptography 5.0 Ek3ameH / Exam
3020 aton patection sebeme dobon mmemareabon susor "%/ | a0 | enis Fialtest
30 21 MpakTnYHM Kypc iHO3€MHO'I'.MOBVI npodecinHoro cnpamysaHHs / Practical Foreign
Language Course for Professional Purposes
30211 | e Couran for reroasnot Py pare ™
30212 | e e maras for roromsnot Py a2/
30 22 Eri‘zsvclgté)gczKi OCHOBW HaykoBoro nisHaHHSA / Philosophical Foundations of Scientific 2.0 3anik / Final test
3023 IH(hopmauinHa 6e3neka / Information Security 2.0 3anik / Final test
3024 MepepavnnomMHa npakTuka / Pre-diploma Practice 6.0 3anik / Final test
3025 OunnomHe npoekTyBaHHA / Bachelor Thesis 6.0 3axucT / Defence
0O60B’A3KOBIi KOMIMOHEHTW UMKy NpodecinHoi niarotoeku /Professional training cycle
1o 01 |Anrop|/|TMV| Ta CTPYKTYypwn gaHux / Algorithms and Data Structures | 4.0 | 3anik / Final test
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®dopma
KpeowuTiB | miaCyMKoOBOro
Kon/Code OcBIiTHI kOoMMoHeHTK nNporpamu/Components EKTC/ECTS| koHTponto/Final
credits |control measure
form
1o 02 BcTyn Ao aHanisy wkianmeoro nporpamHoro 3abesnevyeHHs / Introduction to Malware 50 ExksaMeH / Exam
Analysis
1o 03 ba3n paHux Ta iHdopMaLinHi cuctemn / Databases and Information Systems 4.0 3anik / Final test
1o 04 OcHoBYW TexHONOrin 3axmcTy iHdopMauii / Information protection basics 5.0 Ek3ameH / Exam
[0 05 3BO.pOTH.a po3pobka Ta aHani3 LLIIKiJJ,nI/IBOFO nporpamHoro 3abe3neyeHHs / Reverse 50 Exsamen / Exam
engineering and malware analysis
1o 06 Be3neka koMmn'toTepHux Mepex / Computer networks security 5.0 Ek3ameH / Exam
o 07 CucTemMmn TexHIYHOro 3axucTy iHdopMauii / Systems of information technical protection 4.0 3anik / Final test
1o 08 3axucT nporpamHoro 3abesneyeHHs / Software protection 5.0 Ek3ameH / Exam
10 09 YnpaBniHHA iHUMAeHTaMn komn'toTepHoi 6e3nekn / Cybersecurity incidents control 5.0 Ek3ameH / Exam
o 10 Be3neka onepauiiHux cnctem / Operational systems security 5.0 Ek3ameH / Exam
no 11 Teopisa pu3sunkis / Risks Theory 5.0 Ek3ameH / Exam
o 12 ba3u paHnx Ta iHc_popmauiPlHi cuctemun. Kypcosa poboTa / Databases and Information 1.0 3anik / Final test
Systems. Academic Year Paper
rno 13 AHani3 Ta MOHITOpuHr KibepHeTu4Hoi 6e3nekn / Cybersecurity analysis and monitoring 5.0 Ek3ameH / Exam

BUWBIPKOBI ocBiTHi komnoHeHTW/Elective components

BnbipkoBi KOMNOHEHTW LUKAY 3aranbHoi niarotosku/General training cycle

3B 01 OcBiTHIn kKoMnoHeHT 1 3Y-KaTtanory / Educational component 1 GU-Catalogue 2.0 3anik / Final test
3B 02 OcCBIiTHIn koMnoHeHT 2 3Y-KaTanory / Educational component 2 GU-Catalogue 2.0 3anik / Final test
BnbipkoBi KOMMOHEHTW LMKy npodeciiHoi niarotosku/Professional training cycle
B 01 OcCBIiTHIn koMnoHeHT 1 ®-KaTanory / Educational Component 1 from P-Catalogue 4.0 3anik / Final test
B 02 OCBITHIn KOMNOHEHT 2 ®-kaTanory / Educational Component 2 from P-Catalogue 4.0 3anik / Final test
B 03 OCBIiTHIn KoMNoOHeHT 3 ®-kaTanory / Educational Component 3 from P-Catalogue 4.0 3anik / Final test
B 04 OCBITHIn KOMNOHEHT 4 ®-kaTanory / Elective Educational Component 4 from P- 4.0 3anik / Final test
Catalogue
B 05 OCBITHIn KOMNOHEHT 5 ®-kaTanory / Elective Educational Component 5 from P- 4.0 3anik / Final test
Catalogue
B 06 OCBITHIn KOMNOHEHT 6 ®-kaTanory / Elective Educational Component 6 from P- 4.0 3anik / Final test
Catalogue
B 07 OCBIiTHIn koMNoHeHT 7 ®-kaTanory / Elective Educational Component 7 from P- 4.0 3anik / Final test
Catalogue
B 08 OCBIiTHIn KOMNOHeHT 8 ®-kaTanory / Elective Educational Component 8 from P- 4.0 3anik / Final test
Catalogue
B 09 OCBITHIn KOMNOHEHT 9 ®-kaTanory / Elective Educational Component 9 from P- 4.0 3anik / Final test
Catalogue
fB 10 OCBIiTHIn koMNoHeHT 10 ®-kaTanory / Elective Educational Component 10 from P- 4.0 3anik / Final test
Catalogue
fB 11 OCBITHIn KoMNoOHeHT 11 ®-kaTanory / Elective Educational Component 11 from P- 4.0 3anik / Final test
Catalogue
fB 12 OCBITHIn KOMNOHEHT 12 ®-kaTanory / Elective Educational Component 12 from P- 4.0 3anik / Final test
Catalogue
M8 13 OcBIiTHIN koMnoHeHT 13 ®-kaTanory / Elective Educational Component 13 from P- 4.0 3anik / Final test
Catalogue
M8 14 OCBIiTHi KOMNOHeHT 14 ®-kaTanory / Elective Educational Component 14 from P- 4.0 3anik / Final test
Catalogue
3aranbHun obcar HopMmaTMBHUX KoMnoHeHTIB Ol/Total scope of the required 180
components:
3aranbHuin obcar BnbipkoBmnx komnoHeHTIB OlM/Total scope of the elective 60
components:
O6cAr 0CBITHIX KOMMOHEHTIB, WO 3abe3nevyyoTb 3400yTTA KOMNETEHTHOCTEN
Bu3Ha4eHux CBO/Total scope of the educational components aimed at acquisition of 180

competencies specified in the Higher Education Standard:

3ATANIbHUI OBCAr OCBITHLOI MPOrPAMU/TOTAL SCOPE OF THE EDUCATIONAL

PROGRAMME 240
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3. CTPYKTYPHO-JIOTN4YHA CXEMA OCBITHbOI MPOrPAMU/STRUCTURAL-AND-LOGICAL
SCHEME OF THE EDUCATIONAL PROGRAMME

1 cem 2 cem 3 cem 4 cem 5 cem 6 cem 7 cem 8 cem
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5. ®OPMA ATECTALII 30,06YBA4IB BULL,OI OCBITU/ THE FORM OF ATTESTATION FOR
DEGREE PURSUERS

ATecTauia 3p00yBayiB BULLOT OCBITU 3a OCBITHLO-NpoOgECinHOW0 NporpamMoto «CncTtemMu, TexHonorii
Ta MaTeMaTU4Hi meToaun Kibepbesnekn» 3QINCHIOETLCS Y (POPMi BUKOHAHHSA EAMHOIO Aep>XaBHOIro
KBanidikauinHoro icnuTy Ta NybnaiyHOro 3axmcTy KBasigikauiiHoro npoekTy/poboTun. ATecTauis
3aBepLUYETbCA BUOAYE0 JOKYMEHTY BCTaHOBEHOr0 3pa3ka Npo NPMCBOEHHSA KBanidikauii
bakanaspa 3 Kibepbesnekun Ta 3axucTy iHpopmaLii.

Ha aTecTauito BUHOCMTbLCS CYKYMHICTb 3HaHb, YMiHb, HaBUYOK, iHLWIMX KOMNEeTeHTHOCTen, HabyTux
0coboto y npoueci HaB4YaHHA. [Jo aTecTaLlii 4ONYCKAOTbLCA CTYAEHTU, AKi BUKOHaAN BCi BUMOT K
nporpamMmu NiaroToOBKW.

KBanicikauinHa poboTa nepeBipAeTbCSA Ha MaariaT Ta NicNa 3aXUCTy PO3MILLLYETbCS B peno3nTopil
HayKOBO-TexXHiI4YHOI 6ibnioTekn yHiBepcmTeTy 411 BiIbHOrO JocTyny.

Certification of higher education applicants under the educational and professional program
“Systems, technologies and mathematical methods of cybersecurity” is carried out in the form of a
unified state qualification exam and public defense of a qualification project/work. The attestation
ends with the issuance of a document of the established model on the awarding of the bachelor’s
qualification in cyber security and information protection.

The totality of knowledge, abilities, skills, and other competencies acquired by a person during the
training process is submitted to the certification. Students who have fulfilled all the requirements of
the training program are admitted to attestation.

The qualification work is checked for plagiarism and after protection is placed in the repository of the
scientific and technical library of the university for free access.
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6. MATPULA BIAMNOBIAHOCTI MPOrPAMHUX KOMMNETEHTHOCTEA KOMMOHEHTAM
OCBITHbOI MPOrPAMU/COMPLIANCE MATRIX OF PROGRAMME COMPETENCIES WITH
PROGRAMME COMPONENTS

30(30[30]|30|30|30(30]30]30|30|30]30]30|30|(30|30|30|30|30|30]30|30|30|30|30]|rno|rno\|rnojrno\rnojrnojrno\rno\|rno|rno\rno|rno\rno
01102103|04|05(06|07108|09|1011112|13|14|15]16117(18(|19)|20|21(22(23|24125|01 |02 |03 |04 |05 |06 |07 |08 |09 |10 (11 (12|13
oK x| x xIx|x|x|x|[x| [x|x|x|x|x|x| |x xIx|x| [x|x|x|x|{x|x|x|x| |x|x
x| x| |x xIx| IxIx|x|x|x|x|x|x|x|x|x xIx|xIx{x|x|x|x{x| |x| |x|x|x
3K

Kl x X x| x

o X x| Ix|x| x| |x|x| [x|x|x|x x|x| |x|x|x X X | x| x
SKIx|x| [x|x| |x X x|x|x| |x X
3’6‘ X x| |x X X|x|x|x X
3K

X x| x| x x| x

3K

Kl x X | x X
DK

o X X x| Ix|x x| x x|x x| x| x|x|x
g’sz X x| IxIx|x|x| [x|x|x| |x x|x|x| |x x| x| x| [x|x
oK X x|{x| |x X | x| x X | x
DPK

o X X |x X X
oK X x|x| [x|x x|x| [x| [x
DK

o X x| x x| |x X
OK]

o X X x| x| x X X
DK

o X|x x| x| |x
dK

o X X x| x x| x| |x
%‘ x|x|x|x| |x X x| x X X
ox X x| |x|x X | x X X | x X
oK x|x|x| |x|x| |x X X[ x| x|x X X x| |x
oK x| x| x|x|x|x x|x| |x x|{x|x| [x X X | x
A x| x x| |x|x x| x x|x{x{x| [x|x X
DK]

o X x| x

oK X x| |x X|x X | x X X
PK x| x x|{x| |x X X

17
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7. MATPULUA 3ABE3NEYEHHA MPOrPAMHUX PE3YJIbTATIB HABYHAHHA BIANOBIAHUMU

KOMMOHEHTAMU OCBITHbOI MPOrPAMN/ COMPLIANCE MATRIX OF PROGRAMME

LEARNING OUTCOMES WITH PROGRAMME COMPONENTS

30[30]30[30[30[30[30[30[30]30]30]30[30[30[30[30[30[30]30]30[30[30[30[30[30]nolnolnolnolnolnolnolnolnolnolnolrolno
011]02(03|04]|05|106]07108|09(10|11(12(13|14115|16117|18(|19|20|21(22(23(24(25|01 |02 |03 |04 |05 |06 |07 08|09 |10 (11 (12|13

o x x| | x X|x X x| x|x

ol Ix x| x| |x|x X X[ x|x x|x|x|x|x| |x X

ol X x| Ix|x|x|x|x|x|x|x X x| Ix|x|x X

ol Ix x| x| |x|x X X x| x| x X

ool Ix (x| x| |x X x| x| x

oerl e Ix x| |x x| |x|x| |x X x| [x|x|x X | x

oo X|x x| |x|x x| |x|x|x x| x X X X | x| x

MPH

ok X x| x X X X

pert x| |x x| x|x X | x X | x X

MPH

i x| |x|x|x|x x| |x|x|x x| x| x|x]|x X | x

e X X x| x X X | x

1P x| x|x X x| |x x| x X | x

’]g” X X x| x x| |x x| x

e X x| x x| x X X | x| x X | x

en X x| |x x| x|x| |x X

rNnPH

e x| x x| x X

rNnPH

e X x| x X

MPH

i X x|x| |x X | x

rNnPH

i x| x x| x X

MPH

o x|x| |x X x| |x

oo X x| x X x| x| |x|x

rNnPH

e X X x| x X x| x| |x

MPH

s xIx| |x|x x|{x| |x

oo X X X X x| x X X X

MPH

o X | x X X

MPH

26 XX

MPH

i X X x| x x| |x

gg” x|x| |x X X | x X X

rNPH

o X X x| x x| |x

s X X x|x| x| |x X X X

MPH

n X X x| x X

rNnPH

o X X x| x X
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