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NMPEAMBYJIA/PREAMBLE
PO3POBJIEHO/ELABORATED:

KepiBuuk rpynu/Team leader:

Konomoneys Mukona Muxonatiosuy, xanouoam mexHiYHUX HAVK, OO0YeHm,
ooyenm Cneyiarsroi xageopu Ne | 1C331 KIII im. leopa Cikopevkoeo/Mykola
Konotopets, candidate of technical sciences, associate professor, associate professor of
the Special department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

Unenu rpynu/Team members:

Isanuenxo Cepeitt  Onexcanoposuy, OOKmMop MexHIYHUX HAYK, npoghecop,
npogecop Cneyianenoi kageopu Ne | 1C331 KIII im. leopa Cikopcokoco / Serhii
Ivanchenko, doctor of technical sciences, professor, professor of the Special department
Ne [ ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

Onexciiyyk Aumon Muxoaaiioguy, OOKmMop MeXHIYHUX HAYK, 00YyeHm, npogecop
Cneyianvroi kagpeopu Ne 1 IC331 K111 im. leopsa Cikopcvkoco/Anton Oleksiichuk, doctor
of technical sciences, associate professor, professor of the Special department Ne |
ISCIP of the Igor Sikorsky Kyiv Polvtechnic Institute.

Camoiinos lzop Borooumuposuy, KaHouoam mexHiYHUX HAVK, OOYeHm, O0YyeHm
Cneyianonoi kageopu Ne | 1C331 K111 im. leopsa Cikopeskoeo/lThor Samoilov, candidate
of technical sciences, associate professor, associate professor of the Special department
Ne [ ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

Cmopuax Aumon Cepeiitosuy, kanouoam mexuiunux Hayk, doyenm CneyianvHol
kagpeopu Ne | IC331 K111 im. leops Cikopcvroeo/Anton Storchak, candidate of technical
sciences, associate professor of the Special department Ne | ISCIP of the Igor Sikorsky
Kviv Polytechnic Institute.

NOromXXeHO/AGREED:
HaykoBo-meToanuHa Komicis yHiBepcutery 3i cnenianbhocti 125 KibepOesneka Ta
3axucT iHpopmauii (mpotokon Ne 4 Bin« 30» k8/m g 20 24 p.)/ The Scientific and
Methodological Commission of the University on speciality 125 Cybersecurity and
information protection (minutes of meeting Ne { of 30.0¢ 202%)

['onoBa -125 (nnsa IC331)/Chairman of the SMCU-125 (for ISCIP)
¢/ Bunamucnas ['OJIb/Vladislav HOL

Meroauyna paga KIII im. Irops Cikopebkoro (mporokon Ne 2 Bin 09.05.24p.)/
The Methodological Council of Igor Sikorsky Kyiv Polytechnic Institute (minutes of
meeting Ne + of 09.05 2024)

["onor : HOT paau/Chairman of the Methodological Council
a ll nHaronit MEJIbBHUYEHKO/Anatoly MELNICHENKO
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JUCT MMOT'O/IZKEHHS / LETTER OF APPROVAL

besnexa nep:xxaBHuX iHpopManiiiHUX pecypciB
/ Security of state information resourse
OCBITHBO-IIPO®ECIAHA ITPOT'PAMA /
EDUCATIONAL PROFESSIONAL PROGRAMME
nepumoro (0akajaaBpcbKOro) piBHsi BUIIOI OCBiTH /
the first (bachelor) level of higher education

3a cneuiajabHicTIO/ 125 Kibep6e3nexa Ta 3axuct ingopmauii /

speciality 125 Cybersecurity and information
protection

rajaysi 3HaHb / 12 Indopmauiiini Texuomaorii /

knowledge branch 12 Information technologies

Ksanigikanis / bakanasp 3 kibepOe3nexku Ta 3axHCTy

Qualification indopmanii /

Bachelor's degree in cybersecurlty and
information protection

MO OJUKEHO / AFPROVED

['onoBa JlepaaBHgI gipy#kOu crienianbHOTO 3B’5A3Ky Ta 3axucTy YKpainu / Head of the
al Communications and Protection of Ukraine

Optt MUPOHEHKO / Yuriit MYRONENKO

NOTOI?’KEHO / APPROVED

Il,npemop I[enaTaM Yy BiliCbKOBOT OCBITH 1 Hayku MiHicTepcTBa 000poHH YKpainu /
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BPAXOBAHO/CONSIDERED:

1. Ilocmanosy Kabinemy Minicmpie Ykpainu 6i0 15 epyons 1997 poxy Ne 1410 “Ilpo
mpauncopmayiro cucmemu  8ilicbkogoi oceimu” (i3 3MIiHAMU, BHECEeHUMU 32I0HO 3
Ilocmanosoro KM Nel490 eio 30.12.2022 poky. Hab6pana uunnocmi 6io 04.01.2023).
https://zakon.rada.gov.ua/laws/show/1410-97-%D0%BF#Text

2. Haxa3z Minicmepcmea Oboponu Yxpainu 6io 15 ntomoeo 2024 poxy Ne 120 “Ilpo
3ameepodicenns llonosicenns npo ocobausocmi opeauizayii 0ceimHbL020 nNpoyecy y SUUUX
BILICLKOBUX HAB8UANbHUX 3aKaadax Minicmepcmea oboponu Ykpainu, iliCbKOBUX HABUANIbHUX
niopo3oinax 3axknadie suwoi oceimu, 3aKiadax axoeoi nepedsuuloi 6ilicbko6oi oceimu”.

3. Haxaz Aominicmpayii [epacasnoi cayxcou cneyianvHoz2o 36 ’s3Ky ma 3aXucmy
ingpopmayii Yrpainu 6io 23 ciuns 2024 poky Ne 38.

4. Ilpoexm naxazy MOH Ykpainu «llpo énecenns 3min 00 Oesskux cmanoapmie euujoi
oceimuy, a came 6 YACMUHI OONOGHEHHs NepeNiKy 3a2albHUX Komnemewmuocmeu 8
nyuxmom https://mon.gov.ua/news/mon-proponue-do-gromadskogo-obgovorennya-proekt-
nakazu-pro-vsesennya-zmin-do-deyakikh-standartiv-vishchoi-osviti

1. Resolution of the Cabinet of Ministers of Ukraine of 15 December 1997 No. 1410
“On Transformation of the Military Education System ”(as amended by Resolution of the
Cabinet of Ministers of Ukraine No. 1490 of 30 December 2022). Entered into force on
04.01.2023). https://zakon.rada.gov.ua/laws/show/1410-97-%D0%BF#Text

2. Order of the Ministry of Defence of Ukraine dated 15 February 2024 No. 120 “On
Approval of the Regulation on Peculiarities of Organisation of the Educational Process in
Higher Military Educational Institutions of the Ministry of Defence of Ukraine, Military
Educational Units of Higher Educational Institutions, Institutions of Professional Pre-Higher
Military Education .

3. Order of the Administration of the State Service for Special Communications and
Information Protection of Ukraine dated 23 January 2024 No. 38.

4. The draft order of the Ministry of Education and Science of Ukraine "On
Amendments to Some Standards of Higher Education”, namely, in the part of
supplementing the list of general competencies with 8th
points https://mon.gov.ua/news/mon-proponue-do-gromadskogo-obgovorennya-proeki-
nakazu-pro-vsesennya-zmin-do-deyakikh-standartiv-vishchoi-osviti.

Ocsimuvo-npogheciiiny npozpamy 002080peHO NICIsL  HAOXOONCEHHS  BCIX
nponosuyitl, N06ANCaHb i 3ay8adceHb 8i0 3000y8auie 8UWOI 0C8IMU, BUNYCKHUKIE MA
cmeltikxonoepis i cxeanerHo Ha 3acioanni Cneyianvroi xageopu Ne 1 IC331 KIII im.
leops Cikopcokoeo (npomoxon Ne 812 6io 29 keimus 2024 poky).

Esontouis OlN/Evolution of the EP:

2016 pix — 3anouamxosano OII be3neka depoicasrux ingopmayiiHux pecypcie 3 Memoio
ni020MOBKU  BUCOKOK8ANI(iKosaHux ¢haxisyie cmynens euwjoi oceimu 6axkaiagp 0
npoghecitinoi OisbHOCMI HA NOCAdax op2arie ma niopo30inie /lepiccneyss 'sasKy.

2019 pix — onosnenns Ol 3 memoro 8paxy8anHs:


https://zakon.rada.gov.ua/laws/show/1410-97-%D0%BF#Text
https://mon.gov.ua/news/mon-proponue-do-gromadskogo-obgovorennya-proekt-nakazu-pro-vsesennya-zmin-do-deyakikh-standartiv-vishchoi-osviti
https://mon.gov.ua/news/mon-proponue-do-gromadskogo-obgovorennya-proekt-nakazu-pro-vsesennya-zmin-do-deyakikh-standartiv-vishchoi-osviti
https://zakon.rada.gov.ua/laws/show/1410-97-%D0%BF#Text
https://mon.gov.ua/news/mon-proponue-do-gromadskogo-obgovorennya-proekt-nakazu-pro-vsesennya-zmin-do-deyakikh-standartiv-vishchoi-osviti
https://mon.gov.ua/news/mon-proponue-do-gromadskogo-obgovorennya-proekt-nakazu-pro-vsesennya-zmin-do-deyakikh-standartiv-vishchoi-osviti
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Haxazy Minicmepcmea oceéimu i nayku Yxpainu Nel074 6i0 4 aocosmus 2018 poxy npo
sameepodicenns Cmanodapmy suwoi oceimu 3a cneyianvricmio 125 “Kibepbesnexa” eany3i
3Hauo 12 “Inghopmayitini mexnonoeii” onsa nepuio2o (6akania8pcvko2o) pieHs U0l 0ceimu.

2023 pik — onosnenns Ol 3 memoro 8paxysanHs:

Ilocmanosu Kabinemy Minicmpie Yxpainu 6i0 16 epyons 2022 poxy Ne 1392 “IIpo
BHEeCeHHs1 3MIH 00 Nepeniky eany3ell 3HAHb [ ChneyiarbHocmell, 3a AKUMU 30IUCHIOEMbCS
nioecomoeka 3000y8auis euwuoi oceimu’”’;

Haxazy Minicmepcmea Exonomixu Ykpainu (Minexonomiku) 6io 29 epyous 2022 poxy
Ne 5573 “IIpo 3ameepooicenns 3minu Ne 11 0o mayionanvroco xnacughixamopa JIK
003:2010 . https://zakon.rada.gov.ua/rada/show/v5573930-22#n5;

Haxasz Minicmepcmea Exonomiku Ykpainu (Minexonomixu) 6io 25 scoemus 2021 poky
Ne 810-21 “Ilpo s3ameepooicenns 3minu Ne 10 0o Hayionanvnozo xnacugikamopa JIK
003:2010. https://zakon.rada.gov.ua/rada/show/v0810930-21#n45;

Ilocmanosu Kabinemy Minicmpie Ykpainu 6io 19 mpaeus 2021 poxy Ne 497 “ Ilpo
amecmauiro 3000y6auie cmynens (axosoi nepedsuuioi oceimu ma CmyneHis suujoi oceimu
Ha nepwiomy (6axKanaspcbkomy) ma Opyeomy (mMazicmepcokomy) pieHAX V Gopmi €Ourozo
oepoicasnoco  keanighikayiunoeo icnumy”. https://zakon.rada.gov.ua/laws/show/497-2021-
%D0%BF#Text;

Hakazy Aominicmpayii  [lepoicaenoi caysxcou cneyiaibHoeo 38’53KY ma 3aXUcmy
inpopmayii Yrpainu 6io 19 cepnus 2021 poxy Ne 507 “Incmpyxyis npo nopsook opeaHizayii
nposedeH s NPAKMU4HOI ma itlcbK080-npoecitinoi niocomosku 3000y8auis suwoi oceimu 8
3aknadi ocseimu Jlepoicasnoi cnyscou cneyianvbHo2o 38 ’A3Ky ma 3axucmy iHgopmayii
Yrpainu™.

bynu eneceni 3minu:

2019 pik — 6ionogiono gedenoco Cmanoapmy euwoi oceimu 3a cneyianrvhicmio 125
“Kibepbesnexa” eanysi swamv 12 “Inghopmayitini  mexuonocii” Onsa  nepuioco
(baxanaspcvkoeo) pieHsa suwjoi ocgimu.

2023 pik — 3mina Ha368uU cneyiaibHOCmi, 3a KO 30iUCHIOEMbCA Ni020MO8Ka 3000)6auie
suwoi oceimu 3 125 “Kibepoesnexa” na 125 “Kibepbesnexa ma 3axucm ingpopmayii”.

— 3MiHu noe’szami 3 yHeceHHAM 00 po3oiny 5 “KJIACH®DIKAL[IA TTPO®PECIH”
Hauionanvnozo Kiacugikamopa K 003:2010 6 npogheciiinux nazsax pobim yHeceHO:
Qaxiseyv 3 peacysamHs Ha IHYUOeHmu Kibepbesneku, Gaxiseyvb 3 MEXHIUHO20 3aAXUCY
iHgopmayii, haxiseyv 3 kpunmoepagiunozo 3axucmy iHgopmayii, haxiseyv cghepu 3axucmy
iHopmayir;

— amecmayito 3000y8auie cmynens uwoi oceimu Ha nepuiomy (6axKaiaspcbkomy) pieHi
nposooumu y opmi €OUHO20 0epAHCABHO20 K8aNiikayilino2o icnumy,

— 3MIHU NOG 'A3aHI 3 NOPAOKOM Op2aHizayii ma nPoeeoeHHAM HABYANLHOI NPAKMUKY ma
BILICLKOBO20  CMAMNCY8AHHA 0N 3000Y8ayi6 CMYNeHs 6UWoi 0cC8imu HA NePpULOMy
(baxanaspcokomy) pieHi 8 3axnaoax /lepacasroi ciyicou cneyiaibHoeo 36 13Ky ma 3aXucmy
iHopmayii YVrpainu.

2016 - the educational programme Security of State Information Resources was
launched to train highly qualified specialists with a bachelor's degree for professional
activities in the positions of the State Special Communications Service of Ukraine.

2019 - update of the EP to take into account:


https://zakon.rada.gov.ua/rada/show/v5573930-22#n5
https://zakon.rada.gov.ua/rada/show/v0810930-21#n45
https://zakon.rada.gov.ua/laws/show/497-2021-%D0%BF#Text
https://zakon.rada.gov.ua/laws/show/497-2021-%D0%BF#Text
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Order of the Ministry of Education and Science of Ukraine No. 1074 of 4 October 2018
on approval of the Standard of Higher Education in the speciality 125 “Cybersecurity ” of the
field of knowledge 12 “Information Technology” for the first (bachelor's) level of higher
education.

2023 - update of the EP to take into account:

Resolution of the Cabinet of Ministers of Ukraine dated 16 December 2022 No. 1392
“On Amendments to the List of Fields of Knowledge and Specialities in which Higher
Education Applicants are Trained ”;

Order of the Ministry of Economy of Ukraine (Ministry of Economy) dated 29
December 2022 No. 5573 “On Approval of Amendment No. 11 to the National Classifier DK
003:2010 . https://zakon.rada.gov.ua/rada/show/v5573930-22#n5;

Order of the Ministry of Economy of Ukraine (Ministry of Economy) dated 25 October
2021 No. 810-21 “On Approval of Amendment No. 10 to the National Classifier DK
003:2010 . https://zakon.rada.gov.ua/rada/show/v0810930-21#n45;

Resolution of the Cabinet of Ministers of Ukraine dated 19 May 2021 No. 497 “On
Certification of Applicants for Degrees of Professional Higher Education and Degrees of
Higher Education at the First (Bachelor's) and Second (Master's) Levels in the Form of a
Unified State Qualification Exam”. https://zakon.rada.gov.ua/laws/show/497-2021-
%D0%BF#Text;

Order of the Administration of the State Service for Special Communications and
Information Protection of Ukraine dated 19 August 2021 No. 507 “Instruction on the
Procedure for Organising Practical and Military Professional Training of Higher Education
Applicants at an Educational Institution of the State Service for Special Communications and
Information Protection of Ukraine .

Changes were made:

2019 - in accordance with the introduction of the Standard of Higher Education in the
specialty 125 “Cybersecurity ” of the field of knowledge 12 “Information Technology ” for the
first (bachelor's) level of higher education.

2023 - change of the name of the speciality in which higher education students are
trained from 125 “Cybersecurity ” to 125 “Cybersecurity and Information Protection .

- amendments related to the introduction of the following professional titles in section 5
“CLASSIFICATION OF PROFESSIONS” of the national classifier DC 003:2010: specialist
in response to cybersecurity incidents, specialist in technical information protection,
specialist in cryptographic information protection, specialist in information protection.

- certification of applicants for higher education degrees at the first (bachelor's) level
should be conducted in the form of a single state qualification exam;

- amendments related to the procedure for organising and conducting educational
practice and military internships for applicants for higher education at the first (bachelor's)
level in the institutions of the State Service for Special Communications and Information
Protection of Ukraine.



https://zakon.rada.gov.ua/rada/show/v5573930-22#n5
https://zakon.rada.gov.ua/rada/show/v0810930-21#n45
https://zakon.rada.gov.ua/laws/show/497-2021-%D0%BF#Text
https://zakon.rada.gov.ua/laws/show/497-2021-%D0%BF#Text
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1. NPO®INIb OCBITHLOI MPOrPAMWU/ EDUCATIONAL PROGRAMME

PROFILE

1 — 3aranbHa iHcopmauis/General information

[NoBHa Ha3Ba 3BO Ta
HaBYarsbHOro nigpo3giny/
Full name of HE institution and

HauioHanbHUN TEXHIYHUI
yHiBepcuTeT YkpaiHu
“KniBcbkuin NoRiTEXHIYHUIA

National Technical University of
Ukraine  "lhor  Sikorsky  Kyiv
Polytechnic Institute”, Institute of

faculty/institute iHCTUTYT  iMeHi  Irops | Special Communication and
Cikopcbkoro”, IHcTuTyT | Information Protection
crneuianbHOro 3B’A3Ky Ta
3axucTy iHopmaLii
CtyniHb BULWWOI OocBiTK Ta Ha3ea | CtyniHb BO — Gakanaep | Higher  education  degree -
kBanidikau,ii/ Keanidgikauis — 6akanasp | bachelor's degree
Higher education degree and 3 Kibepbesneku Ta | Qualification title - bachelor's
gualification title 3axucTy iHpopmaLii degree in cybersecurity and
information protection
OdpiuinHa Hassa Or1/ Besneka aepxasHux | Security of state information
Educational programme official | iHdoopmauiiHux pecypcie | resources
title
Twun gunnomy Ta obear Orl/ Ounnom Oakanaepa, | Bachelor's degree, educational
Diploma type and EP scope ocBiTHA cknagosa 240 | component 240 ECTS credits,

kpeautie EKTC, TepmiH
HaBYaHHA 3 pokn i 10,5
Micauis

duration of study 3 years and 10.5
months

IHpopmaList npo akpeguTauito /
Accreditation information of EP

CepTudikat npo
akpeauTauito cepia Y[l Ne
11017498. Nany3b 3HaHb:
12 IHpopMaLinHI
TEXHOIOTIi,
cneuianbHicTb: 125
Kibepbeaneka Ta 3axucT
iHdbopmauii y
HauioHanbHomy
TEXHIYHOMY YHiBEepcUTETI
YKkpaiHu «Kuniscbkui
NONITEXHIYHUA  IHCTUTYT
iMeHi lropsa CikopcbKoro.
Ctpok gii ceptudikaty go
1 nunHa 2028 poky.

Certificate of accreditation series

UD Ne 11017498. Field of
knowledge: 12 Information
technology, speciality: 125
Cybersecurity and information

protection at the National Technical
University of Ukraine ‘Igor Sikorsky
Kyiv Polytechnic Institute’. The
certificate is valid until 1 July 2028.

Linkn, piseHb BO/
Education cycle, level of HE

Livkn — nepwmn uunkn
HPK YkpaiHu — 6 piBeHb

QF-EHEA — first cycle
EQF-LLL - 6 level

MepeaymoBu/Prerequisites

NOBHOI
cepeaHboi

HasaBHicTb
3aranbHoi
OCBITU

Complete
education

general  secondary
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dopma 3000yTTs oceiTW/ Forms | [leHHa full-time form
of Education
Moga(n) BuknagaHHs/ YkpaiHCcbka Ukrainian

Language (s) of instruction

IHTepHeT-agpeca po3MilLeHHS
OIT/URL of the educational
program

(posgin
nporpamu’)/

https://osvita.kpi.ua/

https://osvita.kpi.ua/
"Educational programs")

(section
“OcBiTHI

2 — MeTa ocBiTHbOI nporpamu/Educational programme purpose

MeTolo OCBITHLO-NPOdECINHOI  Nporpamu
“besneka Aep>KaBHUX iHdbopMaLinHUX
pecypciB” € nigroToBka BMCOKOKBasiikoBaHNX
gaxiBuiB cTyneHs ©OakanaBpa B ranysi
Kibepbesnekn Ta 3axucTy iHpopmauii, 3aaTHMX
CaMOCTINHO po3B’A3yBaTu cKnagHi
chneuianisoBaHi 3agadi y ranysi BignosigHoOl
npodecinHol AianbHOCTI Ha nocagax OpraHis

Ta nigposainis [epkcneuss’sasky, o
nepenbavae 30iNCHEHHS po3pobKn,
BNPOBaMXEHHA W AOCHIMAXKEHHS Y  Pi3HUX

ranyssix noacbKol AianbHOCTI, HauioHanbHOI
€KOHOMIiKM Ta BUPOOHMLITBA B YMOBaX:

— HayKOBO-TEXHIYHOro Nporpecy Ta cranoro
PO3BUTKY CYCMiNbCTBA;

— iHTepHauioHanisauii ocBiTY;

— ypaxyBaHHs TpaHcdopmalii nocagoBux
000B’sI3KIB  BMIMYCKHUKIB LUNISAXOM B3aemogii 3
AoMiHicTpadieto Jepxcnewuss’a3ky;

— BcebiyHoro npodecinHoro, couianbHOoro,

iHTENEeKTyanbHOro Ta TBOPYOro  pPO3BUTKY
ocobucTocTi B OCBITHLO-NPOMECINHOMY
cepenoBuLLi.

MeTta OCBITHbO-NPOGECIAHOT nporpamu

Bignosigae ctpaterii po3sutky KMl im. Irops
Cikopcbkoro Ha 2020-2025 pokn wono
dopmyBaHHS CycninbCTBa ManbyTHLOrO Ha
3acajax KoHLenLil cTanoro po3BuTKy.

The purpose of the educational-professional
program “"Security of state information
resources" is to train highly qualified bachelor's
degree specialists in the field of cybersecurity
and information protection, capable of
independently solving complex specialized
tasks in the field of relevant professional
activities in the positions of bodies and units of
the State Special Communications Service of
Ukraine, which involves the development,
implementation and research in various fields of
human activity, national economy and
production in the conditions:

- scientific and technological progress and
sustainable development of society;

- internationalization of education;

- taking into account the transformation of
graduates'  job responsibilities  through
cooperation with the Administration of the State
Special Communications Service;

- comprehensive professional, social,
intellectual and creative development of the
individual in the educational and professional
environment.

The purpose of the educational-professional
program corresponds to the development
strategy of Igor Sikorsky Kyiv Polytechnic
Institute for 2020-2025 to form the society of the
future based on the concept of sustainable
development.

3 — XapakTepuctuka ocBiTHboI nporpamu/ Educational programme
characteristics

lpedmemHa obnacms/Subject area
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0O06’ekTV NpodeCiHOI AiSIbHOCTI BUNMYCKHUKIB:

Obijects of professional activity of graduates:

— o00ektn iHpopmaTu3auil, BKIHOYAYM

KOMM'IOTEPHI, aBTOMaTU30BaHi,
KOMYHiKaUinHi, iHdbopmauinHi, iHpopmauinHo-
aHaniTUyHi, iHdbOopMaLiNHO-KOMYHIKaLinHI

cuctemMu, iHpopmaLinHi pecypcu i TEXHOSOTIT;
—  TexHonorii  3abesnevyeHHs ~ Geaneku
iHopMmaLii;
— npouecu ynpaeniHHA  iHOpPMaLiNHOK
Ta/abo  kibepbeanekoo  0O’ekKTiB, Lo
NianaraTb 3axXUcTy.
Llini HaBYaHHA nigroToBKa doaxiBuiB, 34aTHUX
BMKOPUCTOBYBATU | BIPOBaAXKyBaTN TEXHOMNOTIT
iHdopmauinHoi Ta/abo kibepbesneku.
TeopeTnyHuii 3MiCT NnpeaMeTHoT obnacTi
3HaHHsA
— 3aKoHOAaB4Y0i, HOPMaTUBHO-NPAaBOBOI 6a3u
YKpaiHn Ta BUMOT BignoBigHUX MiKHaApPOAHWNX
CTaHOapTiB | MpakTUK LWoAO 34INCHEHHSA
NpodecCinHOT AiSNbHOCTI;
— nNpuvHUMMiB  cynpoBoAdy CUCTEM Ta
KOMMIieKkciB iHdbopMaUinHoi Tal/abo
Kibepbesneku;
— Teopil, Mogenen Ta NpUHUMNIB ynpasniHHA
AO0CTYyNnoMm [0 iHhopmaLifiHUX pecypciB;
— Teopii cucTemM ynpasniHHA iHHOPMAaLINHO
Ta/abo kibepbesnekoto;
— MeTodiB Ta 3acobiB  BUSABIEHHS,
ynpaBsniHHA Ta igeHTudiKauii pusnkis;
— MeTodiB Ta 3acobiB  ouiHIOBaHHA Ta
3abesneyeHHs HeobXxigHoro piBHSA
3axULWEHOCTI iIHdhopMaLii;
— wMeTodiB Ta 3acobiB  TexHiyHoro Ta
KpuntorpadivyHoro 3axucTy iHdopmauiii;
— Cy4acHUX iHOpMaLiNnHO-KOMYHiKaLiNnHNX
TEXHOJOrIN;
- Cy4acHoro nporpamHo-anapaTHoro
3abe3neyeHHs
— iHPopMaLiNHO-KOMYHIKaLinHNX TeXHOMOTIN;
— aBTOMATU30BaHNX CUCTEM NPOEKTYBAHHS.
MeToau, METOONKM Ta TEXHOOTII:
MeTtoan, METOONKMU, iHdbopmauinHo-
KOMYHIKaUiNHi TexHonorii Ta iHWi TexHonoril
3abe3neyeHHs iHbopMaLinHoT Tal/abo
Kibepbesneku.
IHCTPYMEHTU Ta 06nagHaHHS:
— cuctemum  po3pobkn,  3abesneveHHs,
MOHITOPUHIY ~ Ta  KOHTPOSO  MpoLeciB
iHdpopMauinHoi Ta/ abo kibepbesneky;
- cy4yacHe nporpamMHo-anapaTHe
3abe3neyeHHs  iHbopMaLinHO-KOMYHIKaLiMHMX
TEXHOJOrIN.

- objects of informatization, including computer,
automated, communication, information,
information and analytical, information and
communication systems, information resources
and technologies;

- technologies for ensuring information security;
- processes of managing information and/or
cybersecurity of objects to be protected.

Learning objectives training of specialists
capable of using and implementing information
and/or cybersecurity technologies.

Theoretical content of the subject area
Knowledge

- the legislative, regulatory and legal framework
of Ukraine and the requirements of relevant
international standards and practices for the
implementation of professional activities;

- principles of maintenance of information and/or
cybersecurity systems and complexes;

- theory, models and principles of access control
to information resources;

- theory of information and/or cybersecurity
management systems;

- methods and means of identifying, managing
and identifying risks;

- methods and tools for assessing and ensuring
the required level of information security;

- methods and means of technical and
cryptographic protection of information;

- modern information and communication
technologies;

- modern software and hardware;

- information-communication technologies;

- automated design systems.

Methods, technigues and technologies:
Methods, techniques, information and
communication  technologies and  other
technologies for ensuring information and/or
cybersecurity.

Tools and equipment:

- systems for developing, ensuring, monitoring
and controlling information and/or cybersecurity
processes;

- modern software and hardware of information
and communication technologies.
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Opienmauisi Oll/Aspect

OcsBiTHbO-NpodecinHa

Educational - professional

OcHosHul ¢pokyc Ofl/Main focus

BasoBuin hokyc OCBITHBOI MporpamMm — cucTeMm
Ta npouecun KibepnpocTopy, 3acobu Ta 3axogu
3axuUCTy OepxaBHUX iHpopmaLuinHnX pecypcis,
o LMPKYNIOOTh B iHbopmaLinHo-
KOMYHiKaUilHMX cuctemax Ta Ha ob’ekTax
iHdbopMaLiMHOT SiIANbHOCTI.

KniovoBi crnoea: AdepxaBHi  iHpopMauinHi
pecypcu, iHdbopMaLiMHO-KOMYHiKaLinHa
cuctema, iHdbopmauinHa Oesneka,

Kibepbesneka, Kibep3axucT, TEXHIYHUA 3axXUCT
iHcbopmallii, KpunTtorpadivHnm 3axucT
iHdopmaLlii.

The main focus of the educational program is on
cyberspace systems and processes, means and
measures to protect state information resources
circulating in information and communication
systems and information activity facilities.

Keywords: state information resources,
information and communication  system,
information  security, cybersecurity, cyber

defense, technical protection of information,
cryptographic protection of information.

Ocobnusocmi Ofl/Features

OcobnmBOCTi OCBITHLOI NporpamMu NoNAralTh B
HaCTynHOMY:

OCBITHA nporpama po3pobneHa 3
ypaxyBaHHAM BUMOr npodecinHnx ctaHgapTiB
BilicbkoBOro @axisud [epxcneuse’sasky, LWO
BM3HAYEHi  3aMOBHMKOM  Ha  MiAroTOBKY
BincbKoBUX haxiBuiB [depxcneLuss a3Ky;

— [0 BMKIIagaHHA OCBITHIX KOMMOHEHT
OCBITHBOI nporpamu 3anydvarTbcs daxiBLiB
[epxcneuss’a3ky, iHLWNX HaBYanbHUX 3aKknagis
Ta NPOBIAHMX KOMMNaHIA BignoBIiQHOrO CeKTopy
€KOHOMIKMU;

HaB4anbHa npakTUKa NpoBOAUTLCS B
TepuTopiansbHUX nigposainax depxcneuss’a3ky
abo B 3aknagi ocsiTM [lepxcneuss’siky
HayKoBO-neaaroriyHMmm npauiBHMKamMmm
3aknagy  ocsitu  [epxcneuss’asky, 6K
NPaKTUYHi 3aHATTS, BigNOBIAHO no
HaBYasibHOro NriaHy Ta CKNagaeTbes 3.

BINICbKOBE CTaXyBaHHA B BOCbMOMY
cemecTpi BigOyBaeTbCA B TepuTOpianbHUX
nigposginax  [Oepxcneuss’asky y  dopmi
iHaMBigyanbHOT CaMOCTINHOT po6oTun
(BukoHaHHA  3006yBayvamu  0b6OB’'A3KIB - Ha
NnepBUHHNX nocagax y nigpoaainax
[epxcneuss’da3ky) nig KepiBHULTBOM HayKOBO-
negaroriyHMX npauiBHUKIB  3aknagy OcCBITU
Hepxcneuss’'sisky abo  nocagoBux  OcCib
nigpo3ainis Oepxcneus3s’asky, Ha 06asi Akux

BOHO NMpPOBOANTLCA.

The features of the educational program are as
follows:

- the educational program is developed taking
into account the requirements of the
professional standards of the military specialist
of the State Service  for Special
Communications and Information Protection,
which are determined by the customer for the
training of military specialists of the State
Service for Special Communications and
Information Protection;

- the educational components of the educational
program are taught by specialists of the State
Service for Special Communications and
Information Protection of Ukraine, other
educational institutions and leading companies
of the relevant sector of the economy;

- training practice is conducted in the territorial
units of the State Service for Special
Communications and Information Services or in:
- military internship in the eighth semester takes
place in the territorial units of the State Service
for Special Communications and Information
Protection in the form of individual independent
work (performance of duties by applicants in
primary positions in the units of the State
Service for Special Communications and
Information Protection) under the guidance of
scientific and pedagogical staff of the
educational institution of the State Service for
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—  poBedeHHs  MNPaKTUYHUX  3aHATb
OpraHi3oBaHO 3 3aCTOCYBaHHSAM Cy4acHOro
obnagHaHHa JlabopaTopii TEXHIYHOro 3axmcTy
iHdopmauii CneuiansHoi kadegpu Ne 1 1C33lI
KMl im. Iropst Cikopcbkoro;

— nigrotoBka 3g06yBadiB BWLLOI OCBITM Ha
nepwomMy (6akanaBpCbKkOMy) PpiBHI  BULLOI
OCBITM 34INCHIOETBCA Y cTaTyci cTygeHTa — 1
piK, y cTaTyci KypcaHTa — 2 poku i 10,5 micsuis.

Special Communications and Information
Protection or officials of the units of the State
Service for Special Communications and
Information Protection, on the basis of which it
is conducted.

- Practical classes are organized with the use of
modern equipment of the Laboratory of
Technical Information Protection of the Special
department No. 1 of the ISCIP of Igor Sikorsky
Kyiv Polytechnic Institute;

- training of applicants for higher education at
the first (bachelor's) level of higher education is
carried out in the status of a student - 1 year, in
the status of a cadet - 2 years and 10.5 months.

4 — MpuaaTHICTb BUNYCKHUKIB A0 NpaueBnalwiTyBaHHsA Ta noAasnbLUoro
HaB4aHHs/ Eligibility of graduates for employment and further study

lMpudamHicme 0o npauesnawmysaHHs/Eligibility for employment

BignosigHo po [epxaBHoro knacudikaTopy
npodpecin K 003:2010 3i 3miHoto Ne10 Ta
3miHoto Ne11 BUMYCKHMKM MOXYTb npautoBaTu
Ha nocagax, WO BignosigatTb MpPoMeCinHiIn
Ha3Bi poboTK:

2139.2 daxiBeupb 3 pearyBaHHA Ha iHUMOEHTU
Kibepbesneky;

2139.2 daxiBeub 3 KpunTorpadivyHoOro 3axmcTty
iHdopmaLii;

2139.2 OdaxiBeub 3
iHdbopmaLlii;

2139.2 daxiseub chepun 3axmcTy iHdopmaLlii.

TEXHIYHOro 3axXucTy

3amoBHUKOM dhaxiBUIB 3i creuianbHOCTi 125
Kibepbeaneka Ta 3axucT iHopmalii BUCTynae
HepxaBHa cnyxba cneuianbHOro 38’a3ky Ta
3axucTy iHpopmadii YkpaiHu.

According to the State Classification of
Occupations DK 003:2010 with Amendment No.
10 and Amendment No. 11, graduates can work
in positions corresponding to the professional
title of the job:

2139.2  Cybersecurity incident response
specialist;
2139.2 Specialist in cryptographic information
security;
2139.2 Specialist in technical information
security;
2139.2 Specialist in the field of information
security.

The customer for specialists in the specialty 125
Cybersecurity and Information Protection is the
State Service for Special Communications and
Information Protection of Ukraine.

lNodanbwe Has4YaHHs/Further study

MaloTb npaBo NPOOOBXUTM HaBYaHHS Ha
Apyromy (marictepcbKOMy) piBHI BULLIOI OCBITMK.
HabyTtta gopaTtkoBMx KBanidikauinn B cuctemi
nicnaguMnIoOMHOI OCBITW.

They have the right to continue their studies at
the second (master's) level of higher education.
Acquisition of additional qualifications in the
system of postgraduate education.

5 — BuknagaHHsA Ta oudiHoBaHHA/Teaching and assessment

BuknadaHHsi ma Hag4aHHs/Teaching and studying

MpobnemHo-opieHTOBaHe Ta
LEeHTpoBaHe HaBYaHHS 3

CTYAEHTO-
HabyTTsIM

Problem-based and student-centered learning
with the acquisition of competencies sufficient to
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KOMMNETEHTHOCTEN, JOCTaTHIX ansa
NPoAYKYBaHHA igen, PO3B’A3aHHA CKMagHuUX
crieuianisoBaHux 3agayv y npodecinHin ranysi
Ta CaMOCTIIHOrO OTPUMMaHHA  MMUBUHHMX
3HaHb, fKe BKIO4Yae: nekuii, nadopaTtopHi,
NPaKTUYHI Ta ceMiHapCbki 3aHATTS, TEXHONOTI|
3MilLQHOrO0 HaBYaHHS, CaMOCTiiHY poboTy 3
BUKOPUCTAHHAM HayKOBO-TEXHIYHUX
iHbopMaULinHO-NITepaTypHUX ooxepen,
KOHCYnbTaUil i3 BMKNagadyamu, NPOXOOXKEHHS
HaBYyasibHOI  MpPaKTUKM  Ta  BINCbKOBOrO
CTaXXyBaHHS.

HaBuyaHHA 3aKiH4YyeTbCA CKMadaHHAM €AUHOro
OepxaBHoro  keanidpikauinHoro icnuty Ta
3axucTy kBarnidikauiniHoi poboTn/MpoekxTy.

generate ideas, solve complex specialized
problems in the professional field and
independently obtain in-depth knowledge, which
includes: lectures, laboratory, practical and
seminar classes, blended learning technologies,
independent work using scientific and technical
information and literary sources, consultations
with  teachers, internships and military
internships.

The program ends with a unified state
gualification exam and the defense of a
gualification paper/project.

OuiHrosaHHsIAssessment

OuiHoBaHHSA HaBYaIbHUX JOCArHEHb
3p06yBadviB BULLIOI OCBITU 3OINCHIOETLCA 3a
PENTUHIOBOIO CUCTEMOIO OLiHIOBaHHS
BignoBigHO A0 [1ONOXEHHA nMpo CUCTeEMY
OUuiHOBaHHA pesynbTaTiB HaBdaHHA B K1l im.
Iropa Cikopcbkoro (oo 100 6aniB) Ta 3a

LLIKasIok OLiHIOBaHHS YHiBepcutety
(“BigMiHHO”, “nyxe nobpe”, “nobpe”,
“3a00BiNbHO”, “OOCTaTHBO” Ta “HE3a40BINIBbHO”)
Pesynbtatu HaBYaHHS CTYOEHTa, Lo
BigOOpaxaloTb  OOCATHYTMA  HMM  PiBEHb
KOMMNETEHTHOCTEN BigHOCHO OYiKyBaHWUX,

iEeHTUMIKYIOTBCA Ta BUMIpIOIOTLCA Mig 4vac
KOHTPONbHUX 3axofiB (YCHUX | MUCbMOBUX
3anikiB Ta ek3aMmeHiB, TeCTyBaHHS TOLWO) 3a
OOMOMOroK KpUTEPIiB, WO KOpenwTbca 3
OMNUCOM OCBITHBOrO pPiBHA HauioHanbHOI pamMmku
KBanidikauin i XapakTepusylTb
CniBBigHOLUEHHS BMMOT Jo piBHS
KOMMETEHTHOCTEN | MNOKa3HMKIB OLiHK/N 3a
PENTUHIOBOIO LLIKASOH.

Evaluation of academic achievements of higher
education students is carried out according to
the rating system in accordance with the
Regulations on the system of evaluation of
learning outcomes in Igor Sikorsky Kyiv
Polytechnic Institute (up to 100 points) and
according to the University's evaluation scale
("excellent", "very good", "good", "satisfactory",
"sufficient” and "unsatisfactory")

The student's learning outcomes, which reflect
the level of competencies achieved by him/her
in relation to the expected ones, are identified
and measured during control measures (oral
and written tests and examinations, testing, etc.)
using criteria that correlate with the description
of the educational level of the National
Qualifications Framework and characterize the
correlation between the requirements for the
level of competencies and the assessment
indicators on the rating scale.

6 — NMporpamHi komneTeHTHOCTI/Programme competencies

IHmeeparnbHa komrnemeHmHicmae/Integral competence

3paTHicTb po3B’sA3yBaTu cKnagHi
cneuianisoBaHi 3agavi abo NpaKkTUYHi
3aBAaHHsa y ranysi kibepbesneku Ta 3axucty
iHbopMaLiii XapakTepu3yeTbCa KOMMMNEKCHICTIO
Ta HEBU3HAYeHICTIO YMOB, WO nepeabayae
rmMboke nepeoCMUCTIEHHS] HasiBHUX LiNiCHUX
3HaHb Ta/abo NpodeCINHOT NPaKTUKK.

The abilty to solve complex specialized
problems or practical tasks in the field of
cybersecurity and information protection and is
characterized by complexity and uncertainty of
conditions, which requires a deep rethinking of
existing holistic knowledge and/or professional
practice.
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3aezanbHi komnemeHm+yocmi (3K)/General competencies

3K 1. 3partHictb 3acTocoByBaTU 3HaHHS Y
NPaKTUYHMX CUTYaLsIX.

Ability to apply knowledge in practical situations.

3K 2. 3HaHHs Ta pO3yMiHHA NpeaMeTHOI
obnacTi Ta po3yMiHHsi Npodoecil.

Knowledge and understanding of the subject area
and understanding of the profession.

3K 3. 3patHictb npodiecinHo  crinkysaTucs
AepXXaBHOK Ta IHO3EMHOK MOBOHO SK YCHO, TaK
i MMCLMOBO.

Ability to communicate professionally in the state
and foreign languages, both orally and in writing.

3K 4. BwmiHHa BuSBNSTW, CcTaBUTM Ta
BUpiLLYyBaTM npobrnemmn 3a  npodeciiHim
CNPSIMyBaHHSAM.

Ability to identify, formulate and solve problems in
the professional field.

3K 5. 3patHictb [0 noLuyky, o6pobreHHs Ta
aHanisy iHdopmaLlil.

Ability to search for, process and analyze
information.

3K 6. 3patHicts peanisysat cBoi mpasa i
060B’A3KM AK yreHa CyCninbCTBA,
YCBiAOMIMIOBATM  LIHHOCTI  MPOMaOsAHCHKOro
(BINbHOTMO  AEMOKPATUYHOIO) CycninbCcTtBa Ta
HeOOXiOHICTb ~ MOTO  CTaroro  po3BUTKY,
BEPXOBEHCTBA Mpaea, npas i cBobon NoauvHn i
rpomMagsiHiHa B YKpaiHi.

Ability to realize one's rights and responsibilities
as a member of society, to realize the values of
civil (free democratic) society and the need for its
sustainable development, the rule of law, human
and civil rights and freedoms in Ukraine.

3K 7. 3partHicTb 36epirati Ta NPUMHOXYBATH
MOparibHi, KynbTypHi, HaAyKOBi  LUHHOCTi i
AOCArHEHHs1 CycninbCTBa Ha OCHOBI PO3YMIHHS
iCTOpil  Ta  3aKOHOMIPHOCTEN  PO3BUTKY
npegmMeTHol obnacti, 1i Micua y 3ararnbHin
CUCTEMI 3HaHb MPO NPUPOLAY i CycninbLCTBO Ta Yy
PO3BUTKY CYCNiNbCTBa, TEXHIKWM | TEXHOMOriN,
BMKOPUCTOBYBATW Pi3Hi BUAWM Ta hOPMU PYXOBOI
aKTVBHOCTI sl  aKTUBHOMO  BIiQMOYMHKY Ta
BEOEHHS 310POBOIO CroCOOY XUTTS.

Ability to preserve and increase moral, cultural,
scientific values and achievements of society
based on an understanding of the history and
patterns of development of the subject area, its
place in the general system of knowledge about
nature and society and in the development of
society, technology and technology, to use
various types and forms of physical activity for
active recreation and healthy lifestyle.

3K 8. 3patHictb yxBanoeaTtn pilleHHs Ta
AiFaTu, AOTPUMYHOYNCH npUHLMNY
HenpunycTUMOCTi  Kopynuil  Ta  Byab-AKux
iHLLUMX NPOsiBIB HeOOBPOYECHOCTI.

Ability to make decisions and act in accordance
with the principle of inadmissibility of corruption
and any other manifestations of dishonesty.

®axosi komrnemeHmHocmi (PK)/Professional competencies

PK 1. 3pgatHicTb 3acTocoByBaTH 3aKOHOLABYY
Ta HOpMaTMBHO npaBoBy 6a3dy, a TakoxX
AepXaBHi Ta MDKHApPOOHI BUMOMA, MPaKTUKK i
CTaHOapT! 3 METOK 3AIMCHEHHST NPOMECiNHOI

Ability to apply the legislative and regulatory
framework, as well as national and international
requirements, practices and standards in order to
carry out professional activities in the field of




AiAnbHOCTI B ranysi  iHpopmauinHoi  Ta/abo
Kibepbeanekn.
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information and/or cybersecurity.

®PK 2. 3patHicte [0 BUKOPUCTaHHS
iIHdbOpMaLINHO-KOMYHIKaLLINHX TEXHOSOrIN,
CydacHUX MeToAiB i moaernen iHopmauinHoT
Ge3neku Ta/abo kibepbeaneku.

Ability to use information-communication
technologies, modern methods and models of
information security and/or cybersecurity.

®K 3. 3gathict po  eukopuctanHs | Ability to use software and hardware complexes,
nporpamMHUX Ta  MporpaMHO  anapaTHUX information security tools in  information-
KOMMMekciB, 3acobiB 3axucTy iHcbopmauii B | COmmunication (automated) systems.
iHdbOpMAaLINHO-KOMYHIKaLLINHX

(aBTOMaTN30BaHNX) CUCTEMAX.

DK 4. 3paTHicTb 3abeaneyvyBaTtut Ability to ensure business continuity in
HenepepBHICTb 6i3Hecy 3rigHO BCTAHOBIEHOI accordance with the established information
MONITUKM iHpopMaLLiiHOT Ta/abo | and/or cybersecurity policy.

Kibepbeanekn.

®PK 5. 3patHicte 3abesnedysat  3axuct

iHdbopmaLlil, Lo 0bpobnseTbes B
IHGbOpPMAaLNHO-KOMYHIKaLINHMX

(aBTOMaTN30BaHMX) cuCTeMax 3  METOH
peanisavj BCTaHOBNEHOI MOITUKN

iHdbopMmaLinHoi Ta/abo Kibepbesneku.

Ability to ensure the protection of information
processed in information-communication
(automated) systems in order to implement the
established information and/or cybersecurity

policy.

DK 6. 3partHicte BigHOBMIOBaTM  LUTATHE
JoyHKLOHYBaHHS IHGbOPMaLNHKX,
iHdbOpMAaLINHO-KOMYHIKaLLINHX
(aBTOMaTU30BaHMX) CUCTEM MiCns  pearnisavji
3arpos, 3ajicCHEHHs KibepaTtak, 300iB Ta BiAMOB
Pi3HWX KraciB Ta MOXOPKEHHS.

The ability to restore normal operation of
information, information and communication
(automated) systems after threats, cyberattacks,
failures and failures of various classes and
origins.

®K 7. 3Bpardicts BrnpoBamkysaM  Ta
3abe3nedyBaTn OYHKUIOHYBAHHSA KOMMIIEKCHMX
CUCTEM  3axuCTy  iHdopmauii  (KomMnrekeu
HOPMAaTVBHO-NPAaBOBMX,  OpraHisauinHux Ta
TEXHIMHMX 3acobiB 1 MeTogiB, npoueayp,
NPaKTUYHKX NPUAOMIB Ta iH.)

Ability to implement and ensure the functioning of
integrated  information  security  systems
(complexes of regulatory, organisational and
technical means and methods, procedures,
practices, etc.)

®K 8. 3patHictb 3pincHioBaTM npoLeaypu
yrpaBniHHA iHUMOEeHTaMK, MPOBOANTM
po3chigyBaHHA, HagaBaTh IM OLLHKY.

Ability to implement incident management
procedures, conduct investigations, and evaluate
them.

®PK 9. 3parHictb 3pjiicHIOBaTM NPOIECIHY
AISNbHICTb HA OCHOBI BMPOBAMKEHOI CUCTEMU
ynpaBniHHS iHdbopMaLLiHOO Ta/abo
kibepbesnekoto.

Ability to carry out professional activities on the
basis of the implemented system management
information and/or cybersecurity.




®K 10. 3gatHicTb 3acTocoByBaTV MeToaM Ta
3acobu kpunTorpadpiyHOro Ta  TEXHIYHOro
3axuUCTy iHcbopmaLii Ha ob’exkTax
iHpopMaUiHOT AisiNbHOCTI.
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Ability to apply methods and means of
cryptographic and technical protection of
information at the objects of information activity.

®PK 11. 3patHicTb BUKOHYBATU MOHITOPUHT
npouecis  OyHKUIOHYBaHHS  iHOOpMaLinHKX,
iIHCpbopMaLiHO-KOMYHIKaLiNHMX

(aBTOMaTM30BaHMX) cuUcTeM 3rigHo
BCTAHOBMEHOI  MONITUKM  iHCbopmaLiiHOI
Ta/abo kibepbeanekn.

Ability to monitoring of functioning processes of
information, information-communication
(automated) systems in accordance with the
established information and/or cybersecurity

policy.

®K 12. 3parHicts aHanisysat, BUSBNATM Ta
OLJHIOBATM MOXIMBI 3arpo3su, ypasnuBoCTi Ta
Aectabiniaylodi  YMHHUMKM  iHCpopMaLiiHOMY
NpocTopy Ta iHpopMaLUIMHUM pecypcam 3rigHO
3 BCTaHOBMEHOK MOMITUKOK  IHhOPMALHOI
Ta/abo kibepbesneku.

Ability to analyze, identify and assess possible
threats, vulnerabilities and destabilizing factors to
the information space and information resources
in accordance with the established information
and/or cybersecurity policy.

DK 13. 3patHictb 3acsotoBaTV  3ararbHi
npuHUMNM - nobygosn  1a  OYHKUIOHYBaHHS
3acobiB  Ta KOMMMEKCIB  KpunTorpadpivHOro
3axvcTy iHdbopmaLyiT, NPUHLIMAK, [
CXEMOTEXHIHHOI peanisaLlil.

Ability to master the general principles of
construction and functioning of means and
complexes of cryptographic information security,
principles of their circuitry realization.

®axosi komrnemeHmHocmi briok 1. [NpogpecitiHuti cmaHOapm. Paxieeupb 3
peazysaHHs1 Ha IHUuHOeHmu Kibepbesrexku/Professional competences Block 1.
Professional standard. Specialist in response cybersecurity incident

®KOn 1.1. 3patHictb sicTaBnaTv AaHi nNpo
IHUMOEHTW, [ONS  BM3HAYEHHS]  KOHKPETHUX
BPa3fMBOCTEN Ta HaJaHHA pekoMeHaauin, sKi
A03BONSATL LWBUAKO 1X YCYHYTU.

The ability to correlate incident data to
identify specific vulnerabilities and provide
recommendations that will allow them to be
addressed quickly.

PKO6n 1.2. 3patHicts 3pjicHioBaT  36ip
apTedakTiB BTOPrHEHHs1 i BMKOPUCTOBYBaTU
BUSIBIIEHHI JaHi ansi 3anobiraHHs
MOTEHUMHMM  iHUMaeHTaM kibepbesnekn B
Mexax nignpuemcTaa (yCTaHoBW, opraHisadii).
3paTHicTb 3abe3neyvyBaT cBoevacHe
BUSABIMEHHS, iOEHTU(IKaUIl0O Ta CrnoBiLLEHHS
Npo MOXIMBI aTakW/BTOPrHEHHS,, aHOMaribHy
AIANbHICTb | Ail 3NOBXUBAHHSA Ta BiAPI3HATK Ui
iIHUMAOEHTM Ta nogii Big A0OPOSKICHMX Lji.

The ability to collect intrusion artefacts and
use the data to prevent potential
cybersecurity incidents within the enterprise
(institution, organisation).

The ability to provide timely detection,
identification and notification of possible
attacks/intrusions, anomalous activity and
misuse and to distinguish these incidents
and events from benign activities.

®PKO6n 1.3. 3parHicte cynposompKyBaTm
TemMaTudHi  JOCnipKeHHA  (Mpouecu  OLiHKK
BignosigHocTi) 3acobiB  kpunTorpadivyHOro
3axucty iHdopmauiji. 3gaTHICTb NpPOoBOAUTU

Ability to support case studies (conformity

assessment  processes) of  cryptographic
information security.
Ability to conduct special studies of




cneuianbHi - gocnimkeHHs 3acobiB  0bpobku | information
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processing tools, technical

iHcpopmaii, TexHiHMX 3acobiB Ta ob6’ekTiB | means and objects of information activity.

iHpopMaUiHOT AisiNbHOCTI.

®axosi komrnemeHmHocmi brioky 2. lNpogpecitiHuti cmaHOapm. ®axiseupb 3
KpurnmoezpagiyHo20 3axucmy iHgpopmauji/Professional competences Block 2.
Professional standard Specialist in cryptographic information security

®KO6n 2.1. 3patHicte 3abesnedvysatu
KOHTPOSIb (MOHITOPIHI) NOTOYHOrO CTaHy PiBHS
Beanekun KpunTorpacdivyHoro 3axucry
iHcbopmaLii B opraHi (yCTaHoBI, MianpueMCTBi)
Ta OUiHKy MOro BiANOBIQHOCTI  BMMOram
HOPMaTUBHMX JOKYMEHTIB.

Ability to provide control (monitoring) of the
current state of the level of security of
cryptographic protection of information in
the body (institution, enterprise) and assess
its compliance with the requirements of
regulatory documents.

PKOn 2.2. 3patHictb aHaniaysatyi notpetu
Ta BMMOMA KOPUCTYBauiB (3aMOBHMKIB) LLOAO
KpuntorpadpiyHoro  3axucty iHcpopmauii - 3
METOO BMPOBAKEHHSI CUCTEM Ta KOMIMIIEKCIB
3axuUCTy iHpopmaLlil.

Ability to analyse the needs and
requirements of users (customers) for
cryptographic protection of information in
order to implement information security
systems and complexes.

®PKOon 2.3. 3pamHicts npoBoguTM  aHanis
(panrnis >xypHary 3pisHUX [pKepen Ta aHanisysBatm
CUMHarNM CroBILLEHHSI NP0 MEpeXy 3 METOH
BU3HAYEHHS1 MOXITMBMX 3arpo3 BesreLi Mepex.
3naTHiCTb NPOBOAMTU CrewiarnbHi JOCTHKEHHS
3acobiB 06poBKK iHGbopMaLLil, TEXHIYHUX 3acobiB
Ta 06’ exTIB iHGOPMALLIMHOI LjsirIbHOCTI.

Ability to analyse log files from various sources
and analyse network alerts to identify possible
network security threats.

Ability to conduct special studies of
information processing tools, technical
means and objects of information activity.

®axosi komrnemeHmHocmi brioky 3. lNpogpecitiHuti cmaHOapm. Paxieeup 3
mexHI4Ho20 3axucmy iHgbopmauii/Professional competences Block 3. Professional
standard Specialist in technical information security

dKon 3.1. 3patHicTb poapobnisty, | Ability to develop, implement and analyse
BPOBAHKYBATH Ta aHarnisysat ta | and justify technical documents, regulations,
0GrpyHTOBYBATU TeXHIYHi nokymenTy, | instructions for information security systems
MOMOXeHHs, IHCTPYKUii wono  cuctem  Ta | @and complexes.

KOMIMIEKCIB 3aXMCTy iHdpopmaLlj.

dKon 3.2. 3paTHicTb npoBOANTU Ability to conduct special studies of
creuianbHi - JocnimKkeHHs 3acobiB  obpobku | information  processing  tools, technical

iHcpopmaLii, TexHiYHMX 3acobiB Ta ob’ekTiB
iHpopmauinHol [isiNbHOCTI. 3paTHicTb
BUSIBMATM 3aKrnagHi NpuCTpoi Ha ob’ekTax
iHpopMaUiHOT AisbHOCTI.

means and objects of information activity.
The ability to detect embedded devices on
information objects.

®PKon 3.3. 3parHicts nposoauTV  aHania
doannis XypHarly 3 pisHUX Jpkepen Ta aHanisysatm

Ability to analyse log files from various sources
and analyse network alerts to identify possible
network security threats.
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CUrHarM CroBiLLEHHA NPO MepeXxy 3 METOH
BU3HAYEHHS MOXITMBMX 3arpo3 BesneLi Mepexi.
3paTHICTb CYNpOBOLKyBaTU TemMaTn4Hi
AOCnimKkeHHA  (Mpouecn OLHKW - BigroOBIQHOCTI)
3acobiB KpurrorpadpivHOro 3axMCTy iHdbopMaLlji.

Ability to support case studies (conformity
assessment  processes) of  cryptographic
information security.

®axosi komrnemeHmHocmi brioky 4. lNpogbecitiHuti cmaHOapm. @axigeub cohepu
3axucmy iHghopmauji/Professional competences Block 4. Professional standard.
Specialist in the field of information security

®KO6n 4.1. 3patHicte NpoBOAWTU  OLIHKY
BiANOBIAHOCTI (oepxaBHy eKcnepTunay)
KOMIMSIEKCHNX CUCTEM 3axUCTy iHdopmauii Ta
3acobiB TEXHIYHOIO 3axmCTy iHchopmaLlii.

Ability to conduct a conformity assessment
(state examination) of integrated information
security systems and technical information
security equipment.

dKobn 4.2. 3partHicts  3gjficHioBaTH
KOHTPONMb 3@ CTaHOM  TexHiYHoro Ta
KpunTorpadivHOro 3axvcTy iHpopmallii.

Ability to monitor the state of technical and
cryptographic protection of information.

®KOn 4.3. 3patHictb nNposBoauTM aHarnia
GranniB  XypHany 3 PpisHUX [DKepen Ta
aHanisyBaTm CuUrHanm  CrioBilLeHHA  Npo
MEpPEeXy 3 METO BU3HAYEHHS MOXIMBUX

3arpo3 6e3neLi Mepexi.

3paTHICTb  CyNpoBOMKYBATU  TeMaTUYHI
AOCNiMKEHHs (NpoLEeCcK OLIHKM BiaMoBIAHOCTI)
3acobis KpunTorpadiyHoro 3axucTy
iHpopmaLlil.

3paTHiCTb npoBOaANTU cneuianbHi

AOCnimKeHHs1 3acobiB 06pobku  iHdopmalii,
TEeXHIYHMX 3acobiB Ta 06’ekTiB iHOpMaLNHOT
JiANbHOCTI.

Ability to analyse log files from various sources
and analyse network alerts to identify possible
network security threats.

Ability to support case studies (conformity

assessment  processes) of  cryptographic
information security.

Ability to conduct special studies of
information processing tools, technical

means and objects of information activity.

Biticbkogo-npogpecitiHi komnemeHmHocmi (BI1K)/
Military-professional competencies (MPC)

BMNK 1. 3pathictb cymmiHHO i 4ecHo
BMKOHYBaTn  cryxboBun  OBOB'A30K Y
BiAnNoBigHocTi 3 BUMoramun CtaTyTie 36ponHmMx
Cvn  VYkpaiHW,  HWMMKM  HOPMaTMBHO-
NpaBoOBMMW aKTamy, LWO pernamMeHTyoTb
cnyx6oBy OisnbHICTL y [epxcneuss’asky, Ta
BAMaraTu Big nignernux iX OOTPUMaHHS Ta
BMKOHaHHS.

MPC 1. Ability to perform official duties in
good faith and honestly in accordance with
the requirements of the Statutes of the
Armed Forces of Ukraine, other regulatory
legal acts governing official activities in the
State Special Communications Service of
Ukraine, and to demand that subordinates
comply with and fulfil them.

BINK 2. 3patHictb nnaHysath, opraHizoByBaTth
Gin Ta ynpaBnaTU Migpo3airiomM (MexaHi3oBaHUM
B3BOJOM) B OCHOBHMX BuOax G0 (TaKTUYHKUX
Ain).

MPC 2. The ability to plan, organise
combat and manage a unit (mechanised
platoon) in the main types of combat
(tactical actions).
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BINK 3. 3patHictb 3actocoByBatV Ha MpaKTyAL
OCHOBHI  MOMOXEHHA  Teopil  ynpaemniHHA |
MPUUHATTA  pilleHb,  arnropuUTMU  MPUAHSTTS
YNPaBIiHCLKMX PiLLEHb, MPUHLMMM Ta NpoLeaypu
ePeKTMBHOMO yNpaBniHHA Migpo3airiom (y Tomy
umcni 3a craHgaptamm  HATO), nposoautn
ICTOPUKO-PETPOCTIEKTUBHIA aHari3.

MPC 3. Ability to apply in practice the
basic provisions of the theory of
management and decision-making,
algorithms for making managerial decisions,
principles and procedures for effective
management of the unit (including NATO
standards); conduct historical and
retrospective analysis.

BIK 4. 3patHicts aHanizysatv i yesjnomnoBaTth
MiCit0; BECTM 3a coboto ocobosui cknag ao i
BUKOHAHHS, JEMOHCTPYHOHM LIHHOCTI, BNacTUBOCTI
Xapaktepy i MWUCIIEHHA Ha OCHOBI NPUKIaaiB
etHocy BolHa Ta BuOaTHOrO — BICHKOBOMO
nigepcraa.

MPC 4. Ability to analyse and understand
the mission; lead personnel to achieve it,
demonstrating the values, character traits
and mindset of the Warrior ethos and
outstanding military leadership.

BIK 5. 3patHictb BOoockoHanoBat CBOI
draxoBi, MeToauMuHI Ta (QI3VYHI  HaBWYKY;
0ocobucTo npoBOAUTU 3aHATTA 3 BOKoBOI
NiAroToBKM 3 0COBOBMM CKNaaoM (Migpo3airiom);
npawtoBatm 3 TAEMHMMW  OOKYMEHTaMM,
3b6epiraty 36poto i boenpunacy, 3abesnedysaTtn
nodepXaHHs 3axonjB Oesnekn Ha 3aHATTSX;
NATPMMYBaTN MOCTIHY FOTOBHICTb MNiApPO34iny
0O BUKOHaHHA 3aBdaHb 3a MPU3HAYEHHAM Y
MUPHWUIA Ta BOEHHWI Yac.

MPC 5. The ability to improve professional,
methodological and  physical  skills;
personally conduct combat training classes
with personnel (unit); work with secret
documents, store weapons and ammunition,
ensure compliance with security measures
during classes; maintain the unit's constant
readiness to perform assigned tasks in
peacetime and wartime.

BIK 6. 3gatHicts opraHisosysati PXB 3axuicT
B nigpo3aini; 3acTocoByBaTh 3acobu
iHOMBIOYyanNbHOro 3axucTy Ta Aoratu pavioHu
3apaXkeHHs B Pi3HMX yMOBax 06CTaHOBKU B XOfi
BMKOHaHHSI 3aBAaHb 3a MPU3HAYEHHSM.

MPC 6. Abilty to organise CBRN
protection in the wunit; use personal
protective  equipment and overcome

contaminated areas in various conditions in
the course of performing assigned tasks.

BIMNK 7. 3patHicts BuMsHauati  TakTUuHi
BITACTUBOCTI MICLIEBOCTi NMpy BeaeHHi 6ooByX Ail
B Pi3HMX yMOBaXx; npawtoBaTty 3 TororpacivdHUMm
KapTamn Ta (POTOLOKYMEHTaMW; OpIEHTYBATUCH
Ha MICLUEBOCTI 3a kapTo, 6e3 kapm Ta 3a
[OMOMOTOH0 HaBiraLMHMX NpUriaziB.

MPC 7. Abiity to determine the tactical
properties of the terrain in combat operations in
various conditions; work with topographic maps
and photographic documents; navigate the terrain
with a map, without a map and with the help of
navigation devices.

BIMNK 8. 3patHictb BukoHyBaT 3aBOaHHA
iIHK>KeHepPHOI NIATPUMKN B Pi3HUX BUAaXx 6oto.

MPC 8. Ability to perform engineering
support tasks in various types of combat.

BMK 9. 3patHicts opraHisoByBat  Ta
NigTpUMyBaTN 3B'A30K Yy Migpo3aini WraTHUMK
3acobamu 3B’sI3Ky.

MPC 9. Abiity to organise and maintain
communication in the unit using standard means of

communication.

BINK 10. 3gatHictb BUKOHYBaTV MPOGIECIiHY
AIANbHICTb B YMOBaX TPUBarunX PiHOMIaHOBMX

MPC 10. The abilty to perform professional
activities under conditions of prolonged, diverse
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i3NHHUX HaBaHTaXXeHb [ MCUXIMHUX
Hanpy>eHb; opraHisyBaTtu NiAroToBKY
BINCbKOBOCNY)XO0BUIB  Ana  3abe3neyveHHs ix
(i3M4HOI rOTOBHOCTI 10 BUKOHAHHA 3aBAaHb 3a
NPU3HAYeHHsIM;  OpraHisyBaT  BMKOHaHHA
3aBOaHb 3 TAKTUYHOI MEANLIVHMW.

physical exertion and mental stress; to organise
the training of servicemen to ensure their physical
readiness to perform assigned tasks; to organise
the performance of tactical medicine tasks.

BINK 11. 3partictb rotysatv wrarHy 36poto
nigpo3giny go ©OMOBOrO  3aCTOCYBaHHS;
e(peKkTMBHO BMKOPUCTOBYBATN OOMOBI i TEXHIYHI
MOXIMBOCTI  030pOeHHA  (30pol) nig  yac
BeOeHHA 0oto (boroBux Aid), NpoBEAEHHi YCiX
BMOB 3aHATb i3 NigNopsiakoBaHUM OCOOOBUM
CKMagoM; 3AaTHICTb  OCODUCTO  BOMoOAiTU
npynoMamun Ta crocobamm BeAEHHS1 BITy4HOrO
BOTHIO 3i LUTATHOrO 030POEHHS (36p0i) No LinsXx,
LLIO 3'ABNAOTLCA Ta PyXaroTbCH, BAEHb Ta BHOM;
30aTHICTb YNpaBnsTM BOrHEM MiNOPSAKOBaHMX
i NpraaHux nigpo3aainis (BorHeBwx 3acobis) nig,
Yac BUKOHaHHS1 60MOBMX 3aBOaHb.

MPC 11. Ability to prepare regular weapons of
the unit for combat use; effectively use the
combat and technical capabilities of weapons
(weapons) during combat (combat operations),
conducting all types of training with subordinate
personnel; ability to personally master the
techniques and methods of accurate fire from
regular weapons (weapons) at targets that
appear and move, day and night; ability to control
the fire of subordinate and attached units

(firearms) during combat missions.

BMNK 12. 3patdicts  3actocosyBath
AvcumniiHapHy NpPakTUKy Mo BiOHOLEHHO 0
niaropsaKoBaHOro 0CoBOBOrO CKIady; Kepysatu
nigpo3aisiom 3 OOTPUMAHHAM HOPM
MDPKHaPOLHOM ryMaHITapHOro rpasa.

MPC 12. Ability to apply disciplinary
practices in relation to subordinate
personnel; manage the unit in compliance
with international humanitarian law.

Biticbkogo-crnieyianbHi komnemeHmHocmi (BCK)
Military-special competencies (MSC)

BCK 1. 3patHictb BOMOAiTM 3HAHHAMU |
HaBMYKaMWM  3aCTOCyBaHHS  iHCpopMaLiHO-
KOMYHIKaUIMHMX CUCTEM (KOMMIEKCIB Cy4acHMX
PYyXOMUX BY3MiB 3B'A3Ky Ta 3acobiB ypsiqoBOro
NOMbOBOIO 3B'A3KY).

MSC 1. Ability to possess knowledge and
skills in the use of information-
communication systems (complexes of
modern mobile communication nodes and
government field communication
equipment).

BCK 2. 3patHict rotysatv  lutaTtHe
obrnagHaHHs CTaHUin i By3niB iHdopmaLiiHo-
KOMYHIKaLIMHMX CUCTEM [0 BUKOHaHHSA 3aBAaHb
3 YpPSOOBOrO MOSMbOBOrO 3B'A3KY; BUKOHYBaTU
CXeMy-Haka3 Ha opraHisaLjito ypsijoBOro 38’43Ky;
OpraHi3oByBaTW  YepryBaHHA Ha  By3ny
YPSOOBOrO  MOSIbOBOrO  3B'AI3KY;, BECTU
eKcrnnyarauinHo-TeXHIYHY AOKyMEHTaLjto;
OpraHi3oByBaTu 3axucT Bif, 3acobiB
pagioenekTpoHHOI 60opoTbOY; OpraHi3oByBaTU
OXOPOHY | OBOpPOHY MOMbLOBOMO  BY3na
YPSiOOBOIO 3B'A3KY.

MSC 2. Ability to prepare standard equipment
of stations and nodes of information and
communication systems to perform tasks on
government field communications; execute the
scheme-order for the organisation of government
communications; organise duty at the
government field communications node; maintain
operational and technical documentation;
organise protection against electronic warfare;
organise protecton and defence of the
government field communications node.




BCK 3. 3partHicTe npoBOaUTY nraHyBaHHs 3
BMKOHaHHS1 By3I1OM YpsiOBOrO 3B'A3KY 3aBAaHb
32 NpU3HAYEHHSIM; OpraHi3oBYBaTW BWMKOHAHHS
MepLIOYEProB/X 3axofiB LIOAO MigroToBKA OO
BMKOHaHHS 3aBdaHb SK B MiAroTOBYMA Mepiof
TaK | B XO4i BUKOHAHHS 3aBdaHb 3 YpPS[AOBOro
MoSfibOBOrO  3B’AA3KY; po3pobrnitosaTtn i
ocbopmrtoBaTy onepaTyBHi (GOMOBI) JOKYMEHTH
3 YpAOoBOro 3B'A3KY; CTaBUTW  3aBAaHHS
0coboBOMY Cknagy By3na ypsijoBOro 3B's13Ky Ha
BUKOHaHHA  3aBOaHb 3a  NPU3HAYEHHAM;
3abe3neyyBaT BUKOHAHHA BY3IIOM YpPSiAOBOMoO
3B’'A3Ky MOCTaBMEHVX 3aBhaHb BIiAMOBIOHO 00
nraHy borosoro 3aCTOCyBaHHSA
TepuTopianbHOro By3ra ypsigoBOro 38’43Ky.
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MSC 3. Ability to plan for the performance of
assigned tasks by the  government
communications node; organize the
implementation of priority measures to prepare for
the performance of tasks both in the preparatory
period and in the course of performing
government field communications tasks; develop
and execute operational (combat) documents on
government communications; set tasks for the
personnel of the government communications
node to perform assigned tasks; ensure that the
government communications node performs its
tasks in accordance with the plan of combat use
of the Territorial government communications
node.

BCK 4. 3partHicTb 10 opranisalji, nnaHysaHHs
Ta 3abe3neyveHHs PeXVMy CeKpPeTHOCTI B
yCTaHOBax Ta opraHisaLisix.

MSC 4. Ability to organise, plan and
ensure secrecy in institutions and
organisations.

7 — MporpamHi pesynbtat HaB4YaHHs (MPH)/
Programme learning outcomes (PLO)

MPH 1. 3actocoByBaTh 3HaHHSA AEpPXaBHOI Ta
HO3eMHMX MOB 3 MeTOol 3abesnedeHHst
edeKTUBHOCTI NPOeCINHOI KOMYHIKaLYT.

PLO 1. Apply knowledge of the state and foreign
languages to ensure the effectiveness of
professional communication.

MPH 2. OpraHizoByBatn BracHy npodeciiHy
AisNbHICTb, obupaty omMTMMarbHi MeTogM Ta
Crocobu PO3B'Si3aHHsT CKINaAHMX CrieujanizoBaHnX
3a0a4 Ta NPaKTUYHUX NPoBreM y npodecinHol
[iSINbHOCTI, OLHIOBATU IXHIO €JDEKTUBHICTD.

PLO 2. Organize own professional activities,
choose optimal methods and ways to solve
complex specialized tasks and practical problems
in  professional activites, evaluate their
effectiveness.

NMPH 3. BwukopuctoByBa  pesyrnbTatm
CaMOCTIMHOTO  MOLLYKY, aHanidy Ta CuHTe3y
iHpopmaLii 3 pi3HNX Mrepen Ons eeKTUBHOM
piLLEHHSA criewjanizoBaHUX 3afad  MpodeCiiHol
JiSNbHOCTI.

PLO 3. Use the results of independent search,
analysis and synthesis of information from various
sources to effectively solve specialized problems
of professional activity.

MNPH 4. AsanizyBaTy, aprymeHTyBaTyi, npuamMaTi
piLLEHHS npwu PO3B’A3aHHI CKInagHnx
crevujanizoBaHMX 3adad Ta MpakTUiHMX Npobrem
Y NMPOPECINHIN LIANbHOCTI, 9K XapaKTepu3yrTLCA
KOMIMIEKCHICTIO Ta HEMOBHOK  BU3HAYEHICTIO
YMOB, BiNoBiaaT! 3a NPUAHSTI PILLEHHS.

PLO 4. Analyze, argue, make decisions when
solving complex specialized tasks and practical
problems in professional activities characterized
by complexity and incomplete certainty of
conditions, and be responsible for decisions
made.

NPH 5. AgantyBatnucs B ymoBax 4acTtol 3MiHW
TEXHOSONN NPOdOECINHOI AisinbHOCTI,
MPOrHO3yBaTU KIHLEBUI pe3yrbTar.

PLO 5. Adapt to frequent changes in professional
technologies and predict the final result.
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MPH 6. KpntyHo ocMu1cnoBaT OCHOBHI TEOPII,
MPUHLMMM, METOOM | MOHATTS Y HaBYaHHI Ta
NPOMECINHIN iSANbHOCTI.

PLO 6. Critically comprehend the basic theories,
principles, methods and concepts in education
and professional activities.

MPH 7. [isT Ha oOcCHOBI 3akoHOOaBYol Ta
HOpMaTUBHO-NPaBoBOl 6a3n YkpaiHu Ta BUMOT
BIONOBIOHMX  CTaAHOAPTIB, Yy TOMY  YMCHi
MPKHapoOHUX B ranysi iHopmauinHoi Ta/abo
Kibepbeanekn.

PLO 7. To act on the basis of the legislative and
regulatory framework of Ukraine and the
requirements of relevant standards, including
international standards in the field of information
and/or cybersecurity.

MNPH 8. lNotyBat nponosui 40 HOPMAaTUBHMX
aKTB WoOo 3abesneyeHHsa  iHdbopmaLiiHOT
Ta/abo kibepbesneku.

PLO 8. Prepare proposals for regulations on
information and/or cybersecurity.

MPH 9. BnposampkyBaTy npoLecy, Lo 6asyrotscs
Ha HauioHarbHMX Ta MPKHapPOOHUX CTaHOapTax,
BUSIBIEHHS, iDeHMdpiKaLji,  aHanisy  Ta
pearyBaHHs Ha iHUWOEHTV iHdhopMaLiiHOI Ta/abo
Kkibepbesneku.

PLO 9. Implement processes based on national
and international standards for detecting,
identifying, analyzing and responding to
information and/or cybersecurity incidents.

MNMPH 10. BukoHyBaTK aHani3 Ta AeKOMMNO3ULLiHo
iHGbOpMAaLIMHO-KOMYHIKaLLINHNX CUCTEM.

PLO 10. Analyze and decompose information-
communication systems.

NPH 11. BukoHyBaty aHania 3B'A3KB MK
iHGbopMaLiHUMKM NpoLEecaMn Ha BioaaneHux
obumcroBanbHMX cucTeMax.

PLO 11. Analyze the relationship between
information processes on remote computer
systems.

NMPH 12. Pospobnam mogeni
MOPYLLHVIKA.

3apo3 Ta

PLO 12. Develop threat and intruder models.

MPH 13. AnanisyBat npoektn iHopMaLiiHO-
KOMyHiKaUiiHux ~ cuctem  Gasyroumcb  Ha
CTaHOAPTU30BaHMX TEXHOIOMAX Ta MPOTOKOSax
nepedadi JaHuX.

PLO 13. Analyze projects of information-
communication systems based on standardized
technologies and data transfer protocols.

MPH 14. BupiwyBaT 3aBOaHHs 3aXVCTy Nporpam
Ta iHQopmaui, WO  obpobnsetbca B
IHGPOPMAaLINHO-KOMYHIKaLIAHX cuctemMax
nporpaMHo-anapaTHimMmM  3acobamm Ta Jasatm
OLHKY  Pe3yrnbTatUBHOCTI  SKOCTI  NMPUMAHATUX
piLLEHD.

PLO 14. Solve problems of protecting programs
and information processed in information and
communication systems by software and
hardware and evaluate the effectiveness of the
quality of decisions made.

MPH 15. BrkopucTtoByBaT CyHdacHe MporpamHo-
anapatHe  3abesnedeHHs iHchopMmaLLiiHO-
KOMYHIKaLMHWX TEXHOSONN.

PLO 15. Use modern software and hardware of
information and communication technologies.

NMPH 16. PeanizoByBat KOMMSIEKCHI CUCTEMM
3axUCTy  iHopMaLii B aBTOMAartu30BaHWX
cuctemax  (AC)  opraizauii  (nignpvemcts)
BIQMOBIOHO [0 BMMOr HOPMATUBHO-MPaBOBMX
[OKYMEHTIB.

PLO 16. Implement comprehensive information
security systems in the automated systems (AS)
of the organization (enterprises) in accordance
with the requirements of regulatory-legal
documents.




MPH 17. 3abesneyyBaty npouecn 3axucty Ta
JOYHKLOHYBaHHST  IHPOPMAaLMHO-KOMYHIKALIMHNX
(aBTOMaTM30BaHNX) CUCTEM HA OCHOBI MPAKTUK,
HaBMYOK Ta  3HaHb, LIOAO  CTPYKTYPHUX
(CTPYKTYpHO-TOMYHMX) Cxem, Toriororil Mepexi,
CY4aCHMX apXiTeKtop Ta Mogernen 3axucty

€MeKTPOHHUX  IHbOpMaLiHUX  pecypciB - 3
BiOOBpaKeHHSM B3aEMO3B'A3KIB Ta
iIHGPOPMaLMHNX ~ MOTOKIB, npouecis  ans

BHYTPILLHIX i BiianeHNX KOMINOHEHT.
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PLO 17. Ensure the processes of protection and
functioning of information-communication
(automated) systems based on practices, skills
and knowledge of structural (structural-logical)
schemes, network topology, modemn
architectures and models of protection of
electronic information resources with the reflection
of interconnections and information flows,
processes for internal and remote components.

NMPH 18. BukopuctoByBatM NporpamMHi  Ta
nporpamHo-anapaTHi KOMIIekcn 3axucTy
IHdbOpMaLNHNX pecypciB.

PLO 18. Use software and hardware systems to
protect information resources.

NPH 19. 3actocoByBatn Teopil Ta meToau
3axucty  ans 3abe3neyeHHs Oe3neku
iHpopMaUil B iHGOPMALNHO-KOMYHIKaLAHMX
cuctemax.

PLO 19. Apply theories and methods of
protection to ensure the security of information in
information-communication systems.

NMPH 20. 3abesneyyBam yHKLOHYBaHHA
creLiasibHOro NPOrpPamMHoro 3abesneyeHHst LWoao
3axucTy iHdbopmMaLyi Big, PyVHYHOUMX MPOrpamMHNX
BMIMBIB, PYVHYIOUMX KoAiB B  iHCpopmauinHo-
KOMYHIKaLJMHMX CUCTEMAX.

PLO 20. Ensure the functioning of special
software to protect information from destructive
software influences and destructive codes in
information-communication systems.

NMPH 21. 3abesnevyBat¥ (OyHKLIOHYBaHHS
creujansHoro  nporpaMHoro  3abesneyeHHs
OO0 3axucTy iHdopmMaujl  Big PyMHYHUYMX
NPOrpamMHMX BrSMBIB, PYWHYIOUMX KOAIB B
IHbOPMAaLLINHO-KOMYHIKALINHWX CUCTEMAX.

PLO 21. Ensure the functioning of special
software to protect information from destructive
software influences and destructive codes in
information-communication systems.

NMPH 22. BwpiwyBatm 3agadi  yrpaeniHHA
npoueaypamm  igeHtudoikali,  aBTeHTdiKaujl,
aBTopM3auil  MpoueciB | KOpuCTyBa4vB B

IHpOpMaLINHO-KOMYHIKALIMHMX cucTeMax 3rigHo
BCTAHOBSIEHOI MOMITUKA  iHdbopMaLjiiHol Ta/abo
kibepbesnexku.

PLO 22. Solve problems of managing
procedures for identification, authentication,
authorization of processes and users in

information-communication systems in
accordance with the established information
and/or cybersecurity policy.

NPH 23. PeanizoByBat 3axogyn 3 npotumil
OTPUMaHHIO  HECaHKLJOHOBAHOrO  AOCTyry [0
iHpopMauinHMX ~ pecypciB | npouecB B
IHdbopMaLIMHNX Ta iHpbopmaLinHo-
KOMYHIKALLIiHWX (QBTOMAaTV30BaHNX) CYCTEMAX.

PLO 23. Implement measures to counteract
unauthorized access to information resources
and processes in information and information-
communication (automated) systems.

NMPH 24. Bwupiwysatm 33gadi  ynpaBniHHA
[OCTYNoM [0  iHdhopMauiHUX  pecypciB - Ta
npoueciB B iHGpopMaLiiHUX Ta  iHpopmaLinHo-
KOMYHIKaLMHWX (QBTOMAaTV30BaHMX) C1UCTEMAX Ha
OCHOBI  Mopenen  YnpaBrniHHA  [OCTYroMm

PLO 24. Solve problems of managing access to
information resources and processes in
information and  information-communication
(automated) systems based on access control
models (mandatory, discretionary, role-based).




(MaHOaTHUX, ONCKPELINHWX, POITOBUX).
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MNPH 25. 3abe3nedvyBaTtv BBeAeHHS MiA3BITHOCTI
cuctemu yrNpaBniHHS [AOCTYroM no
€NeKTPOHHNX  IHbopMaLUiHUX — pecypciB i
npouecis B iHopMaLiMH1X Ta iIHpopmaLinHO-
KOMYHIKaLjMHWX (aBTOMaTU30BaHMX) cucteMax 3
BMKOPWCTaHHSIM XypHarniB peecTpauii nogin, X
aHanidy Ta BCTaHOBIMEHUX MpoLeayp iX 3axuCTy.

PLO 25. Ensure the introduction of an
accountability system for managing access to
electronic information resources and processes in
information and  information-communication
(automated) systems using event logs, their
analysis and established security procedures.

NMPH 26. BrnposagpkyBatn 3axogn Ta
3abesnevyBatm peanisaujto npoLEeciB
ronepemKeHHA OTPUMAHHIO HECaHKL{OHOBaHOMO
JOCTyry Ta 3axucty  iHpopMauiiHux — Ta
IHhOpPMAaLINHO-KOMYHIKALLIMHNX
(aBTOMATM30BAHNX) CUCTEM Ha OCHOBI ETASIOHHOI
MoZeni B3aeMoil BIOKPUTUX CUCTEM.

PLO 26. Implement measures and ensure the
implementation of processes to prevent
unauthorized access and protect information and
information-communication (automated) systems
based on the reference model of open systems
interaction.

MPH 27. BuvpiwyBaTtn 3a4adi 3axmMcTy MOTOKIB
AaHuX B iHbopMauinHuX,  iHopMaLinHO-
KOMYHIKaLiMHMX (2BTOMaTU30BaHNX) CUCTEMAX.

PLO 27. Solve problems of data flow protection in
information, information-communication
(automated) systems.

NMPH 28. AHanidygam Ta NPOBOOUTU OLHKY
e(PeKTMBHOCTI Ta pIBHA 3aXMLLEHOCTI pecypcis
pisHMX  Knacie B iHopmMaunHMX  Ta
IHChOpMAaLINHO-KOMYHIKALLIAHNX
(aBTOMAaTM30BaHNX) CUCTEMAX B XOLi NPOBEAEHHS
BUNPOOYBaHb 3ridHO BCTAHOBIIEHOI  MOSITUKA
iHpbopMaLinHoI Ta/abo kibepbesnexn.

PLO 28. Analyze and evaluate the efficiency and
level of security of resources of various classes in
information  and  information-communication
(automated) systems during tests in accordance
with the established information and/or
cybersecurity policy.

MPH 29. 3ajcHioBaTy OLHIOBaHHSA MOXXIMBOCTI
peanizaLjl NOTEHUiMHNX 3arpo3 iHgopmallii, Lo
06p0obnseTbCA B iHOPMALLINHO-KOMYHIKALNHX
cuctemMax Ta edIEeKTUBHOCTI  BUKOPUCTaHHA
KOMMMEeKciB  3acobiB  3axMCTy B yYMOBax
peanisaLji 3arpo3 pi3HKX Knacis.

PLO 29. To assess the possibility of potential
threats to information processed in information-
communication systems and the effectiveness of
the use of security systems in the face of threats
of various classes.

MPH 30. 3gjiicHioBaTK OLjHIOBaHHA MOXXIMBOCTI
HECaHKLJOHOBAHOrO  JOCTyry [0  €efeMeHTIB
IHpOpMaLINHO-KOMYHIKALIIMHMX CUCTEM.

PLO 30. Assess the possibility of unauthorized
access to elements of information-communication
systems.

NPH 31. 3actocoByBat Teopii Ta meTOau
3axucTy ans 3abesnedeHHs 6e3nekn enemMeHTiB
iIHPOpMAaLLINHO-KOMYHIKaLIINHNX CUCTEM.

PLO 31. Apply theories and methods of
protection to ensure the security of elements of
information-communication systems.

NMPH 32. BwupiwyBatm 3agadi  ynpaeniHHA
npouecamm BiIHOBIIEHHS LUTaTHOro
JOYHKUJOHYBaHHS  IHOOPMAaLMHO-KOMYHIKALIMHNX
cucTem 3 BUKOPUCTaHHSIM npouenyp

pesepByBaHHS 3ridHO BCTAHOBMEHOI MOSTUKA

PLO 32. Solve the tasks of managing the
processes of restoring the normal functioning of
information-communication ~ systems  using
backup procedures in accordance with the
established security policy.




Be3neku.
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NMPH 33. BupiwysaTtn 3agavi
3abesneveHHss ©esnepepBHOCTI  BGi3HecC
npoueciB opraHizauili Ha OCHOBI Teopil
pU3KKIB.

PLO 33. Solve problems of ensuring the
continuity of the organization's business
processes based on risk theory.

MPH 34. MpunmaTtn yyactb y po3pobui Ta
BNPOBaKEHHI  cTpaTerii  iHdpopmaLinHol
Oesnekn Ta/abo kibepbesnekn BiANOBIOHO
00 uinewn i 3aBgaHb opraHisauii.

PLO 34. Participate in the development and
implementation of the information security and/or
cybersecurity strategy in accordance with the
goals and objectives of the organization.

NnPH 35. Bupiwysatn 3agaui
3abes3neyveHHs Ta cynpoBoAdy KOMMITEKCHUX
CUCTEM 3axucTy iHopMauil, a Takox
NpoTUAIT HecaHKLiOHOBaAHOMY O0CTyny A0
iH(bopMaLinHMX pecypciB i npoueciB B
iHbopMaLinHNX Ta iHbopMaLinHo-
KOMYHiKaLinHNX (aBTOMaTU30BaHUX)
cucTtemax 3rigHO BCTaAHOBMNEHOI MOSITUKK
iHdpopmauinHoi i\abo kibepbesnekn.

PLO 35. Solve the tasks of providing and
maintaining integrated information  security
systems, as well as counteracting unauthorized
access to information resources and processes in
information and  information-communication
(automated) systems in accordance with the
established information and/or cybersecurity

policy.

MPH 36. Bugsnatn Hebe3neyHi curHanu
TEXHIYHMX 3aco0iB.

PLO 36. Detect dangerous signals from technical
equipment.

NPH 37. BumiptoBatn  napametpu
Hebe3neYyHux Ta 3aBagoBUX curHanis niag
yac IHCTPYMEHTasIbHOro KOHTPOIO
npowecis 3axucrty iHopmauii  Ta
BU3Ha4aTn e(EeKTUBHICTb 3axucTy
iHbopmauil  Big  BUTOKY  TEXHIYHUMU
KaHanamm BignoBiaHO no BUMOT
HOPMaTUBHUX OOKYMEHTIB cucTemu
TEXHIYHOro 3axmcTy iHdopMauii.

PLO 37. Measure the parameters of dangerous
and interfering signals during instrumental control
of information protection processes and
determine the effectiveness of information
protection against leakage through technical
channels in accordance with the requirements of
regulatory documents of the technical information
protection system.

NMPH 38. IHTepnpetyBatn pesynbtatu
npoBeAEeHHs1 cneuianbHUX BUMIpIOBaHb 3
BUKOPUCTaAHHAM TEXHIYHUX 3acobiB,
KOHTPOMIO XapakTePUCTUK IHGOpMaUiHO-
KOMYHIiKaUinHUX CUCTEM BIANOBIAHO OO0
BUMOI HOPMaTMBHUX AOKYMEHTIB CUCTEMU
TEXHIYHOro 3axucTy iHopMauii.

PLO 38. Interpret the results of special
measurements using technical means, control the
characteristics of information and communication
systems in accordance with the requirements of
regulatory documents of the technical information
security system.

NPH 39. MpoBoanTn aTecrauito
(cnupatounce Ha o6nik Ta O6CTexeHHS)
PEXUMHUX TEpUTOpiIN (30H), NPUMILLEHb
TOWO B YMOBax [JOOEPXaHHA pexumy
CEKPETHOCTI i3 (pikCyBaHHAM pe3ynbTaTtiB y
BiANOBIAHUX JOKYMEHTaX.

PLO 39. Carry out certification (based on records
and surveys) of restricted areas (zones),
premises, etc. in compliance with the secrecy
regime, with the results recorded in the relevant
documents.




NMPH 40. IHTepnpetyBatn pesynbTaTn
npoBefeHHs creuianbHUX BUMIpOBaHb 3
BUKOPUCTaAHHAM TEXHIYHUX 3acobiB,
KOHTponto xapaktepuctuk IKC BignosigHo
A0  BUMOr  HOPMaTMBHUX  [OOKYMEHTIB
CUCTEMM TEXHIYHOIO 3axXUCTy iHdopMaLlil.
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PLO 40. Interpret the results of special
measurements using technical means, control of
ICS characteristics in accordance with the
requirements of regulatory documents of the
technical information security system.

NMPH 41. 3abesnedvyBatv HenepepBHICTb
npouecy BeAeHHs >XypHanis peecTtpauil
nogin  Ta  iHUMOEHTIB Ha  OCHOBI
aBTOMaTU30BaHNX NpoLeayp.

PLO 41. Ensure the continuity of the process of
maintaining event and incident logs based on
automated procedures.

NMPH 42. BnpoBagxyBatn npolecu
BUABMNEHHSA, igeHTudiKauii, aHanizy Ta
pearyBaHHs Ha iHUMOEHTWU iHdopMaLinHOT
i/abo kibepbeaneku.

PLO 42. Implement processes for detecting,
identifying, analyzing and responding to
information and/or cybersecurity incidents.

NMPH 43. 3actocoByBaty HauioHanbHi Ta
MDKHapOAHi  peryntotdi  aktm B cdepi

PLO 43. Apply national and international
information  security and/or  cybersecurity

iHdoopmaLinHoT Gesneku Ta/ abo | regulations to investigate incidents.
Kibepbesnekun ans po3cnigyBaHHs

iHUMOEHTIB.

NPH 44, Bupiwysatn 3agavi | PLO 44. Solve the tasks of ensuring the

3abesneyeHHs 0Oe3nepepBHOCTI  Bi3Hec-
npoueciB opraHisauil Ha OCHOBI Teopil
pU3MKiB  Ta  BCTa@HOBMEHOI  cuUCTeEMU
ynpaeniHHa  iHbopmauinHow  6e3nekoto,
3rigHO 3 BITYM3HAHUMU Ta MiKHaAPOAHUMMU
BMMOramu Ta ctaHgapTamu.

continuity of the organization's business-
processes based on the risk theory and the
established information security management
system, in accordance with domestic and
international requirements and standards.

NMPH 45. 3actocoByBatn pi3Hi knacwm
noniTnk iHpopmadinHoi 6esnekn Ta/ abo
Kibepbesnekn, wWo 6a3ylTbCA Ha PU3MK-
OpPiEHTOBAHOMY KOHTpOMi goctyny Ao
iHpopMaLiNHUX aKTUBIB.

PLO 45. Apply different classes of information
security and/or cybersecurity policies based on
risk-based access control to information assets.

NMPH 46. 3pincHioBatM aHanis Ta
MiHiMi3aUito pu3nkis 06pobku iHdopmauii B
iHpopMaLiNHO-KOMYHIKaLiMHUX cucTeMax.

PLO 46. Analyze and minimize risks of
information processing in information-
communication systems.

NMPH 47. BwupiwyBatn 3agadi 3axucty
iHbopmauil, Lo 0bpobnseTbea B
iHpbopMaLinHO-KOMYHIKaLiMHUX cucTemax 3
BUKOPUCTAHHAM Cy4aCHUX MeTodiB Ta
3acobis KpuntorpadivyHoro 3axucrty
iHpopmavil.

PLO 47. Solve the problems of protecting
information processed in information-
communication systems using modern methods
and means of cryptographic information
protection.

NMPH 48. BukoHyBaTu BnpoBagXeHHs Ta
NiOTPUMKY CUCTEM BUSIBIIEHHSI BTOPrHEHb
Ta BMKOPUCTOBYBaTH KOMMOHEHTU

PLO 48. Implement and support intrusion
detection systems and use cryptographic security
components to ensure the required level of




KpuntorpagivyHoro 3axucrty ans
3abe3neyeHHs HeobXxigHoro piBHS
3axuLleHocTi iHopmalil B iHpopmauinHo-
KOMYHIKaLiNHNUX cUCTEMAX.
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information security in information-communication
systems.

NMPH 49. 3abesnevyBatm  HanexHe
PYHKUIOHYBaHHA  CUCTEMM  MOHITOPUHTY
iH(bopMaLinHMX pecypciB i npoueciB B
iHbopMaLinHO-KOMYHIKaLiMHUX cucTeMax.

PLO 49. Ensure proper functioning of the system
for monitoring information resources and
processes in information-communication
systems.

NMPH 50. 3abeanevyBaTt (PyHKLiOHYBaHHSA
nporpaMHMX Ta NporpamHo-anapaTHUX
KOMMSEKCIB BUSIBNIEHHS BTOPrHEHb Pi3HUX
piBHIB Ta knacis (cTaTUCTUYHNMX,
CUrHaTYpPHUX, CTaTUCTUYHO-CUTHATYPHUX).

PLO 50. Ensure the functioning of software and
hardware complexes detection systems of
various levels and classes (statistical, signature,
statistical-signature).

MPH 51. MNigTpumyBaT npauesgaTHIiCTb Ta
3abesnevyBaTn KOHIirypyBaHHA CUCTEM
BUSIBIIEHHA BTOPrHEeHb B iHOpMaLiNHO-
KOMYHiKaLiNHNX cucTemax.

PLO 51. Maintain the performance and ensure
the configuration of intrusion detection systems in
information and communication systems.

NnPH 52. BukopuctoBsysaTu
IHCTPYMEHTapin AN MOHITOPUHTY Npouecis
B iHbopMaLinHO-KOMYHIKaLiMnHNUX
cucTemax.

PLO 52. Use tools to monitor processes in
information-communication systems.

NMPH 53. Bwupiwysatn 3agadvi aHanisy
nporpamHoro Kooy Ha HasiBHICTb
MOXIMBMX 3arpoas.

PLO 53. Solve problems of analyzing program
code for possible threats.

NMPH 54. YceigomnwoBatn  LHHOCTI
rpoMagacbkoro (BiNIbHOrO0 AEMOKPaTMYHOrO)
cycninbCcTBa Ta HeOBXiQHICTb MOro cTanoro
PO3BUTKY, BEPXOBEHCTBa nNpaBa, npaB i
cBoboa noavHu | rpomagsiHuHa B YKpaiHi.

PLO 54. Understand the values of a civil (free
democratic) society and the need for its
sustainable development, the rule of law, human
and civil rights and freedoms in Ukraine.

NMPH 55. bygysatm cuctemn npoTtugii
TEXHIYHUM pOo3BigKaMm.

PLO 55. Build countermeasure systems technical
intelligence.

NMPH 56. BukopuctoByBaTM 3HaHHA W
PO3YMiHHS MaTeMaTukm Ta disvkn B
npodecinHin  aianbLHOCTI, ¢opmarnisysaTtiu
3agavi npegMeTHOI ranysi kibepbesneku Ta
3axucTty iHgopmauii, dopmynoBatn ix
MaTeMaTUyHy MNOCTaHOBKY Ta obupatu
pauioHanbHUN MeTo BUPILLEHHS.

PLO 56. Use knowledge and understanding of
mathematics and physics in professional
activities, formalise the tasks of the subject area of
cybersecurity and information  protection,
formulate their mathematical formulation and
choose a rational method of solution.

lpoepamHi pe3yrnbmamu Has4yaHHS brioky 1. MNpogecitiHuti cmaHOapm.
Qaxieeup 3 peacysaHHs1 Ha iHUUHOeHmMuU kibepbesreku / Programme learning
outcomes Block 1. Professional standard. Specialist in response cybersecurity
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incident

MPHGN 1.1. BukopuctoBysaTtu | PLObI 1.1. Use security event correlation tools.
IHCTPYMeHTU kopensauii noagin 6eanekn. | Identify and prioritise responses to cybersecurity
BusHayatn Ta npioputesyBatn 3axoaw | risks. Develop or participate in the development
pearyBaHHs Ha puankn kibepbeanekn. | of a procedure for assessing cybersecurity
Po3pobnatn abo 6paTtm yyactb y po3pobui | incidents. Assess enemy actions and methods,
nopsaky npoBedeHHsA ouiHkM iHunaeHTiB | identify  attack  techniques, tactics and
Kibepbeanekn. [lpoBoanTn OUiHKY Ain | procedures.

NPOTMBHMKA Ta WOro MeToAiB, BUABMATU
TEeXHiKW, TaKTUKW Ta npoueaypy Hanagy.

MPHG6nR 1.2. 36epiratn uinictHicTb gokasie | PLObl 1.2. Maintain the integrity of
BiAMOBIAHO OO CTaHAapTHWMX onepaTtmBHuMX | evidence in accordance with standard
npoueanyp abo HauioHanbHUX cTaHZapTiB. | operating procedures or national standards.
3actocoByBaT  MeToaukm  BusiBneHHs | Apply techniques to detect host and network
BTOPrHeHb 3 6GOKy XocTa Ta Mepexi 3a |intrusions  using intrusion  detection

A0MNOMOroto TEXHONOri BusaBneHHs | technologies. Conduct security vulnerability
BTOPrHEHb. MpoBoanTn npoueaypu | scanning procedures.

CKaHyBaHHA Bpa3NMBOCTEN B CUCTEMAX

besneku.

NMPH6n 1. 3. TlotyBatm aokymeHTn | PLObl 1.3. Prepare documents (requests,
(3anuTK, 3asBku, BUXIAHI AaHi Towo) Ans | applications, inttial data, etc.) for conducting case
npoBeAeHHs  TeMaTuyHMX  JocnigxkeHb | studies (conformity assessment) of cryptographic
(ouiHKK Bi4NOBIAHOCTI) 3acobiB | information protection means. Use materials and
KpuntorpadpiyHoro 3axucty iHdopmauii. | reports based on the results of case studies
BukopuctoByBatn mMatepianu Ta 3BiTM 3a | (conformity  assessment) of  cryptographic
pesynbTatamum TemMaTudHMX JocnigxeHsb | information protection means for their rational
(ouiHKkK Bi4NOBIAHOCTI) 3acobis | application at information activity faciliies. To submit
KpuntorpadpiyHoro  3axmcty iHdopmauii | proposals to the management, if necessary, on
Ana X pauioHanbHOro 3actocyBaHHs Ha | concluding contracts for conducting case studies
obekTax iHdpopmaLinHoT pisneHoctTi. | (their individual components) and assessing the
HapaBatm B  HeoOxigHUX  Bunagkax | conformity of cryptographic information protection
KepiBHULTBY NpONo3uuil Woao yKragaHHsS | means.

AOroBopiB Ha npoBefdeHHs TemaTudHux | Conduct special studies of information processing
pocnigpkeHb (iX okpemmux cknagosux) Ta | facilities, technical means (determine components
OLLiHKK BiQNOBIQHOCTI 3acobiB | and modes of operation of information processing
KpuntorpadgivyHoro 3axmcTy iHgpopmawii. faciites and technical means, determine test
MpoBoauTn  cneuianbHi  gocnigkeHHs | signals, draw up schemes for special studies, detect
3acobiB 06pobku iHopmauii, TexHiyHux [ and measure dangerous (test) electrical,
3acobiB (BM3Ha4yaTu cknagosi Ta pexumu | electromagnetic and optical signals, determine
poboTn 3acobiB 06pobkm iHopmauii Ta | information security indicators of information
TEXHIYHMX 3acobiB, BM3Ha4yaTM TecToBi | processing faciliies, technical means and the
CUrHanu, cknagatm cxemu cneuiansHux | possibility (impossibility) of creating certain technical
AocnigkeHb, BUABNATUM Ta BuMiptoBaTty | channels of information leakage by them or through
HebesneuyHi (TecToBI) enekTpu4Hi, | them).

enekTpoMarHiTHi  Ta ONTUYHI  curHanm,




BM3Ha4aTn MOKa3HWUKM 3axULLLEHOCTI
iHdopmauii 3acobiB 06pobkun iHdopmaLii,
TeXHIYHMX  3acobiB  Ta  MOXNUBICTb
(HEMOXNUBICTb) CTBOPEHHS HuUMKM  abo
yepe3 HUX MNEBHUX TEXHIYHUX KaHaniB
BUTOKY iHCpopmauii).
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[poepamHi pe3yrnbmamu Hag4YaHHs brioky 2. [NpogbecitiHuti cmaHOapm.
@axigeUpb 3 KpurimoepaghidyHo20 3axucmy iHgbopmauji / Programme learning
outcomes Block 2. Professional standard Specialist in cryptographic information
security

MPHGN 2. 1. Po3pobnatu nnaHwu,
nporpamu, iHCTPYKUil Ta HacTaHOBW WOAO

KOHTPOIO PiBHSA besneku
KpuntorpagivyHoro 3axmcty iHgopmauii B
opraHi (ycTaHoBI, nignpueMcTsi).

3aiicHioBaTM  NEpeBipKy  MOBHOTU i
BiOMOBIOAHOCTI peani3oBaHuX 3axogiB i3
3axucTy iHdopmauii B opraHi (ycTtaHosi,
NiANpMEMCTBI)  BUMOram  HOPMaTUBHUX
AOKYMEHTIB 3 NUTaHb KpunTtorpadgivyHoro
3axucty iHopmauii. Pobutn BUCHOBKM Ta
ckrnagatu akTn 3a pesynbTatamm
KOHTPOJSTbHUX 3aX0AiB.

PLObl 2.1. To develop plans, programmes,
instructions and guidelines for controlling the level of
security of cryptographic protection of information in
the body (institution, enterprise). To verify the
completeness and compliance of the implemented
information security measures in the body
(institution, enterprise) with the requirements of
regulatory documents on cryptographic information
security. Draw conclusions and draw up acts based
on the results of control measures.

NMPHG6N 2. 2. Busnavatn (dpopmyntoBatm)
noTpedu woao KpuntorpadivyHOro 3axucTty
iHdbopmauii Ha nignpuemMmcraax,
(ycTtaHoBax, opraHisauisx). BusHavatn Ta
aHanisysatu BUMOTU Lwono
KpuntorpadivyHoro 3axucty iHgopmadii Ha
nianpuemMcTBax, (ycTtaHoBax,
opraHisauisix). 3gincHioBaT nonepenHio
OLiHKY OOCTaTHOCTI Ta KOPEKTHOCTi BUMOT |
notpe6 kopucTtyBadiB (3aMOBHUKIB)OSA
nobynosn nigcnucteMmn KpuntorpadivyHoro
3axucTy iHbopmauii 3 HeoBXigHUM piBHEM
Oesnekn. AHanizyBatn noTpedu Ta BUMOrK
KopuctyBadiB 3 METOK MNaHyBaHHSA |
npoBeaeHHsI PO3PO6BKN CUCTEMM.

PLObl 22. Identfy (formulate) the needs for
cryptographic  protection of information  at
enterprises, (institutions, organisations). Determine
and analyse the requirements for cryptographic
protection of information at enterprises, (institutions,
organisations). Carry out a preliminary assessment
of the sufficency and corectness of the
requirements and needs of users (customers) to
build a cryptographic information  security
subsystem with the required level of security.
Analyse the needs and requirements of users in
order to plan and conduct system development.

NMPHO6Nn 2. 3. [lpautoBatn 3 annamm
XypHanis Ta aHanidysatu ix. OTpumysaTtu
Ta aHanisysaTu CUrHasnu CrioBilEeHHSA Npo
Mepexy BiO Pi3HUX [Kepen B cepenuvHi
opraHiszauii Ta  BM3HA4YaTM  MOXMMUBI
NPUYMHN NOSIBU TaKNX CUTHAanIB.

MpoBognTn creuianbHi JocnigkKeHHsA

PLODbI 2.3. Work with and analyse log files. Receive
and analyse network alerts from various sources
within the organisation and identify possible causes
of such alerts.

Conduct special studies of information processing
facilities, technical means (determine components
and modes of operation of information processing




3acobiB 06pobkM iHpopmaLii, TexHiYHMX
3acobiB (BM3HA4YaTM CKNagoBi Ta pexumu
pobotn 3acobiB 06pobku iHdopmauii Ta
TexHiYHMX 3acobiB, BM3Ha4YaTM TeCTOBI
curHanu, cknagatm Cxemu cneuianbHUX
OOCIioKEeHb, BUABMNATM Ta BUMIpOBaTU
Hebe3neyHi (TecToBi) eneKTPUYHI,
eneKkTpoMarHiTHi  Ta ONTUYHI  CUrHanw,
BM3Ha4aTn MOKa3HWUKN 3aXMLLEHOCTI
iHdpopmauii 3acobiB 06pobkun iHdopmaLii,
TEXHIYHMX  3acobiB Ta  MOXNUBICTb
(HEMOXNUBICTb) CTBOPEHHA HUMKU abo
yepe3d HUX MNEBHUX TEXHIYHUX KaHaniB
BUTOKY iHCpopmauii).
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faclites and technical means, determine test
signals, draw up schemes for special studies, detect
and measure dangerous (test) electrical,
electromagnetic and optical signals, determine
information  security indicators of information
processing facilties, technical means and the
possibility (impossibility) of creating certain technical
channels of information leakage by them or through
them).

lpoepamHi pe3yrnbmamu Hag4aHHs brioky 3. [NpogbecitiHuti cmaHOapm.
Qaxigelpb 3 MexHIHHO20 3axucmy iHghopmauii/ Programme learning outcomes
Block 3. Professional standard Specialist in technical information security

NMPHG6R 3. 1. PopmynioBatn (bpaTn yyactb
y opMyrnoBaHHi) BMMOr OO 3axuCTy
iHbopmauii B iHbopmaLinHo-
KOMYHiKaLiHMX cucTemax Ta Ha ob’ektax
iHbopmauinHol  gianbHocTi. Po3pobnsaTtu
(bpatn y4actb y po3pobui) noniTUKM
Oesnekn iHGdopmauii B iHopmMaLiiHO-
KOMYHiKauinHnx cuctemax. Poapobnatm
(bpatn y4actb y po3pobui) TexHiYHOoI Ta
ekcnnyaTauinHol  OOKyMeHTauil  wonao
CTBOPEHHS, Aep>XaBHoI eKcnepTmsn,
(aTecTauii), BBEOEHHA B eKcnnyaTtauito,
ekcnnyaTtauii  cucteMm Ta  KOMIMJEKCIB
3axucTy iHdopmadiii.

PLObl 3.1. To formulate (participate in the
formulation of) requirements for information security
in information and communication systems and at
information activity facilities. Develop (participate in
the development of) information security policies in
information and communication systems. To
develop (participate in the development of) technical
and operational documentation for the creation,
state examination, (certification), commissioning,
operation of information security systems and
complexes.

NMPHG6Nn 3. 2. T[lpoBoauMtn cneuianbHi
OOCHIMKEHHS 3acobiB 0b6pobku
iHdbopMmaLii, TeXHIYHUX 3acobiB (BU3HA4YaTU
CknagoBi Ta pexumm poboTtn 3acobis
006pobkuM iHbopmaLii Ta TEXHIYHUX 3acobiB,
BM3HA4YaTW TECTOBi CUrHanu, cknagatm
cxemu cneuianbHUX JOCHIIKEHD,
BUSBNATU Ta BuUMipioBaTM Hebe3neuyHi
(TecToBi) enekTpuyHi, enekTpoMarHiTHI Ta
ONTUYHI CUrHanNW, BU3HA4YaTU MOKA3HMKU
3axuLleHocTi iHpopmauii 3acobiB 06pobkm
iHbopmauii,  TexHiYHux  3acobiB Ta
MOXNUBICTb  (HEMOXIMBICTb) CTBOPEHHS
HUMN abo 4Yepe3 HUX MEBHUX TEXHIYHMX
KaHanis BWTOKY iHcopmadii). T[IpoBoantn

PLObl 3. 2. Conduct special studies of
information processing facilities and technical
means (determine the components and operating
modes of information processing faciliies and
technical means, determine test signals, draw up
schemes for special studies, detect and measure
dangerous (test) electrical, electromagnetic and
optical signals, determine the information security
indicators of information processing facilites and
technical means and the possibility (impossibility)
of creating certain technical channels of
information leakage by them or through them).
Conduct special studies of information activity
objects (draw up schemes of special studies,
detect and measure dangerous (test) acoustic,




cneuianbHi DOCNiapKEeHHs o0’ekTiB
iHopmauinHoT  gianbHOCTi  (cknagaTtwm
cxemu cneuianbHMX JOCHiIKEHb,
BUABNATM Ta BuMiptoBaTM HebeaneuHi
(TecToBI) aKyCTUYHI, BiBpOaKyCTWYHi,
aKyCTOENEKTPUYHI,

aKyCTOerieKTpOMarHiTHi, flasepHi curHanu,
BM3HAYaTM MOKA3HUKN 3aXULLEHOCTi MOBHOI
iHpopmauii Ha ob6’ekTi iHpopmauinHol
AiSiNbHOCTI Ta MOXIMBICTb (HEMOXXIUBICTb)
ctBopeHHss Ha OI neBHMX TEXHIYHUX
KaHaniB BWUTOKY iHopmauii). BuaHavaTtu
BUMOMM [0 MNOKa3HUKIB (XapakTepucTuk)
anapaTtHuMx 3acobiB TEXHIYHOro 3axucTty
iHtbopmauii, AKi HeobXiaHi ans
3abe3neyeHHs1 3axuLeHocCTi iHpopmaLii B
cuctemi abo Ha 06’ekTi iHopmaUinHOT
DiAnNbHOCTI. Cknagatu NPOTOKOMN
criedianbHnX JocnigIKeHb. Cknapatu
npunucn  Ha  ekcnnyartaudito  3acobis
06pobkun iHopMmaui Ta ob’ekTiB
iHbopMaLinHOT iANbHOCTI.
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vibroacoustic, acoustoelectric, acoustoelectro-
magnetic, laser signals, determine the security
indicators of speech information at the information
activity object and the possibility (impossibility) of
creating certain technical channels of information
leakage at the OIA). Determine the requirements
for indicators (characteristics) of hardware means
of technical protection of information, which are
necessary to ensure the security of information in
the system or at the object of information activity;
draw up protocols of special studies. Draw up
protocols of special studies. Draw up instructions
for the operation of information processing
facilities and information activities.

MPHOG6nNn 3. 3. Mpauosati 3 dannamu
XypHanis Ta aHanidysatu ix. OTpumysaTtu
Ta aHanisyBaTu CUrHasnu CrioBileHHS Npo
Mepexy Bif Pi3HUX [Kepen B cepeauHi
opraHizauii Ta  BM3Ha4YaTM  MOXIMUBI
NPUYNHN NOSBU TaKNX CUrHanIB.

[oTyBaTM [JOKYMEHTM (3anuTu, 3asBKW,
BUXiOHI OaHi TOWo) Ans npoBedeHHs
TeEMaTUYHUX JocnigkeHb (ouiHKkK
BignoBigHOCTI) 3acobiB KpunTorpagiyHoro
3axucTy iHdopmauii.

BukopuctoByBaTu matepianu Ta 3BiTU 3a
pesynbtatamm TeMaTU4HUX OOCHIAXKEeHb
(ouiHKK Bi4NOBIAHOCTI) 3acobiB
KpuntorpadivyHoro 3axucty iHdopmaduil
Ans X pauioHanbHOro 3acTocyBaHHA Ha 00
‘eKTax iHpopmaUinHOT AiANbHOCTI.
HapaBatm B  HeoOXxigHMX  BMnagkax
KepiBHULTBY NpOno3uuil Woao ykrnagaHHs
AOroBOpiB Ha MPOBEAEHHS TeMaTUYHUX
pocnigpkeHb (iX OKpeMux CknagoBux) Ta
OLiHKWN BiQMNoOBIQHOCTI 3acobis
KpuntorpadgivyHoro 3axmcty iHgopmauii.

NMPHGON 3. 3. Work with and analyse log files.
Receive and analyse network alerts from various
sources within the organisation and identify possible
causes of such alerts.

Prepare documents (requests, applications, initial
data, etc.) for conducting case studies (conformity
assessment) of cryptographic information protection
means.

Use materials and reports based on the results of
case studies (conformity assessment) of
cryptographic information protection means for their
rational application at information activity facilities.

To submit proposals to the management, if
necessary, on concluding contracts for conducting
case studies (their individual components) and
assessing the conformity of cryptographic
information protection means.

lpoepamHi pedyrnbmamu Hag4yaHHs brioky 4. NpogbecitiHuti cmaHOapm.




QaxigeUpb cghepu 3axucmy iHghopmauii/Programme learning outcomes Block 4.
Professional standard. Specialist in the field of information security.
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NMPHGoNn 4. 1. Cknagatv nporpamy Ta
MeTOANKY NpOBeaEeHHS OepXKaBHOI ekCnepTusmn
KOMMIIEKCHUX CUCTEM 3axucTy iHdopmauii.
MpoBognTn nonepegHe O3HAWMOMIIEHHS 3
00’eKTOM ekcnepTnanM  Ta nornMoneHe
obcTexxeHHs ob’ekta ekcneptusn. [MpoBoantn
€eKCNnepTHi BMNpPOOyBaHHA Ta OOCHIAXEHHs
KOMMNSIEKCHUX CUCTEM 3axucTy iHdopmauii
(ouiHoBaTU YHKLUiOHaNbHI nocnyrn 6e3neku,
OuiHIOBaTM  piBHI  rapaHTin  KOPEKTHOCTI
peanisauii yHKUiOHanbHUX nocnyr 6e3neku,
NnepeBipATU HasIBHICTb 3apeecTpOBaHOro akta
atectaudil  komnnekcy T3l, aKWo Takuh
KOMMMEKC BXOOUTb OO CKMagy KOMMNEKCHOI
cucTeMun 3axucTy iHpopmadii, abo npoBoOANTM
noro atecrauito). OcopmnioBaT NPOTOKOMNM
ekcnepTtHux  BunpobyBaHb Ta  arectatu
Bi4MOBIAHOCTI KOMMIIEKCHUX CUCTEM 3axUCTy
iHdopmaLlii. 3aincHioBaTn ekcnepTusy
KOMMMEKCHNX CUCTEM 3axucTy iHdopmauii
LUAISIXOM AeKnapyBaHHS, ochopmnoBaTh
aeknapadii BignNoBigHOCTI KOMMIIEKCHUX
cucTeM 3axucTy iHpopmadil Ta opraHizoByBaTtu
X 3aTBEPOKEHHS Ta peecTpauito. 3aincHoBaTu
eKcnepTnudy 3acobiB  TEXHIYHOro  3axucTy
iHdbopmallii, ochopmnioBaTn NPOTOKOMN
eKkcnepTHMx BunpobyBaHb 3acobiB TEXHIYHOro
3axucTy iHdopMmaLii Ta ekcnepTHi BUCHOBKM Ha
3acobu T3Il, opraHisoByBaTU 3aTBEPMKEHHS i
peecTpauito eKcnepTHMX BUCHOBKIB.

PLObl 4.1. Develop a programme and
methodology for conducting the state examination
of integrated information security systems. Carry
out a preliminary examination of the object of
examination and an in-depth examination of the
object of examination. Conduct expert tests and
studies of integrated information security systems
(evaluate functional security services, assess the
level of guarantees for the correct implementation
of functional security services, check the
availability of a registered certificate of certification
of a complex of TDI, if such a complex is part of
an integrated information security system, or
conduct its certification). To issue expert test
reports and certificates of conformity of integrated
information  security systems. Carry out
examination of integrated information security
systems by way of declaration, issue declarations
of conformity of integrated information security
systems and organise their approval and
registration.

NMPHGN 4. 2. OpranxizoByBatn (NpuiAimatu
yyacTb Yy oOpraHi3auii) KOHTpOSfb 3a CTaHOM
TEXHIYHOrO Ta KpunTorpadiyHoOro 3axucty
iHdopmauii. [MepeBipATM BUKOHAHHA BUMOT
HOPMaTUBHO-NPaBOBUX aKTIB Ta HOPMATUBHUX
OOKYMEHTIB 3 TEXHIYHOro Ta KpunrtorpagivyHoro
3axucty iHpopmauii Ha nignpuemcTBax/s
opraHisaujisix. 3acTtocoByBaTu 3acobu
KOHTPOI0 3axXULWEHOCTI iHdbopmaLlii.
KopucTyBaTtucs iHCTpyMeHTapiemM KOHTPOo 3a
CTaHOM TexHiYHOro Ta KpunTorpadivyHoro
3axucty  iHdopmadlir. BusHayatm  cTaH
TEXHIYHOrO Ta KpunTorpadiyHoOro 3axucty
iHopMauii Ha nignprMemcTBi/B opraHisauii.
OdopmnioBaTM OOKYMEHTU 3a pesyrnbTatamu
KOHTPOIO CTaHy TEXHIYHOro Ta
KpunTorpadiyHoro 3axucty iHdopmauii Ha
nianpueMCTBI/B opraHisauii.

PLObl 4.2. To limit (take part in organising)
control over the state of technical and
cryptographic protection of information. To check
compliance with the requirements of regulatory
legal acts and normative documents on technical
and cryptographic protection of information at
enterprises/in  organisations. Apply information
security controls. Use tools for monitoring the
state of technical and cryptographic protection of
information. Determine the state of technical and
cryptographic protection of information at an
enterprise/organisation. Draw up documents
based on the results of monitoring the state of
technical and cryptographic protection of
information at the enterprise/organisation.




NMPHGON 4. 3. MpautoBatn 3 harinamu
XypHaniB Ta aHanizyBaTtu ix. OTpumyBaTtu
Ta aHanisyBaTu CUrHanu CrnoBileHHs Npo
Mepexy Bi PI3HUX [pKepen B cepeauHi
opraHizauii Ta  BM3HaA4YaTM  MOXMUBI
NPUYNHN NOSBUN TAKNX CUrHanIB.

[oTyBaTM [OKYMEHTM (3anuTun, 3asiBKW,
BUXiOHI OaHi TOWO) Ans NpoBeAEHHs
TeMaTUYHUX JOCniIKEeHb (ouiHKkK
BianoBigHOCTI) 3acobiB KpunTorpadiyHoro
3axucty iHdopmauii. BukopucToByBaTH
MaTepianM Ta 3BiTM 3a pesynbTatamu
TeMaTUYHNX AocnigKeHb (ouiHKkK
BianoBigHOCTI) 3acobiB kKpuntorpadivyHoOro
3axucTy iHdopMauii Ansa ix pauioHanbHOro
3acTocyBaHHA Ha 00 ‘ekTax iHopMauinHOI
pianbHocTi. HapaBatu B HeobXigHMX
BUNaZKax KepiBHULTBY Mponosuuii Lwoao
yKnagaHHs [OroBopiB Ha nNpoBedeHHs
TeMaTU4YHUX JocnigpkeHb  (IX  OKpeMux
CKNnagoBux) Ta  OUiIHKM  BiANOBIQHOCTI
3acobis KpunTtorpadiyHoro 3axucrty
iHpopmavii.

MpoBoanTn  cneuianbHi  OOCNIOKEHHSA
3acobiB 06pobku iHpopmaLii, TeXHIYHUX
3acobiB (BM3Ha4yaTM CKNagoBi Ta PEXUMU
pob6oTtn 3acobiB 0bpobkn iHopmauil Ta
TEXHIYHMX 3acobiB, BM3HA4YaTU TECTOBI
CUrHanu, cknagatM CxXemu cneuianbHux
OOCIigKeHb, BUSABNATM Ta BUMIptOBaTU
Hebe3neyHi (TecToBi) eneKTPUYHI,
€eneKTpoMarHiTHi  Ta ONTUYHI  CUrHanw,
BU3Ha4aTn NMOKa3HUKN 3aXULLLEHOCTI
iHdpopmauii 3acobiB 06pobkm iHbopmaui,
TEXHIYHMX  3acobiB  Ta MOXINUBICTb
(HEMOXNMBICTb) CTBOPEHHS HUMKU  abo
yepe3 HUX MEeBHUX TEeXHIYHUX KaHanis
BUTOKY iHCpopmauii).
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PLODbI 4.3. Work with and analyse log files.
Receive and analyse network alerts from various
sources within the organisation and identify
possible causes of such alerts.

Prepare documents (requests, applications, initial
data, etc.) for conducting case studies (conformity
assessment) of cryptographic  information
protection means. Use materials and reports
based on the results of case studies (conformity
assessment) of cryptographic  information
protection means for their rational application at
information activity facilities. To submit proposals
to the management, if necessary, on concluding
contracts for conducting case studies (their
individual components) and assessing the
conformity of cryptographic information protection
means.

Conduct special studies of information
processing facilities, technical means (determine
components and modes of operation of
information processing facilities and technical
means, determine test signals, draw up schemes
for special studies, detect and measure
dangerous (test) electrical, electromagnetic and
optical signals, determine information security
indicators of information processing facilities,
technical means and the possibility (impossibility)
of creating certain technical channels of
information leakage by them or through them).

Biticbkogo-rnpopecitiHa nidcomoeka/
Military-professional training

MPHenn 1. 3acrtocoByBatm  BUMOTMU
CrartytiB 36ponHux Cun YkpaiHu npu
opraHizauii  cnyx6oBoi  gianbHOCTI B
nigpo3aini, BHYTPILWHbOI i BapTOBOI Cryx6,
NiATPMMaHHI  BINCbLKOBOI AUCUMNAIHKM Ta
3abes3neyveHHi CTPOMOBOI 3Marog»KeHOCTI
nigpo3aainy.

PLOwPT 1. To apply the requirements of the
Statutes of the Armed Forces of Ukraine in
the organisation of service activities in the
unit, internal and guard service, maintaining
military discipline and ensuring the unit's
coherence.




MPHenn 2. 3pincHioBatM  NigrotoBKy
nigpo3ainy (MexaHisoBaHoOro B3BoAy) A0
BedeHHA 600 (TakTUYHUX Ain), ynpasnaTu
AisMn  nigpo3ainy B xofdi BedeHHs 6010
(TakTU4HUX gin).

33/55

PLOwPT 2. To prepare the unit (mechanised
platoon) for combat (tactical operations), to
manage the actions of the unit during combat
(tactical operations).

MPHenn 3. 3HaT i po3ymMiTK NpvHUMNKU Ta
npoueaypu ynpaeniHHA nigposaginoMm 3a
ctraHgaptammn  HATO Tta BMITM X
BUKOPUCTOBYBAaTU ans AOCATHEHHS
cnyxboBux i GonoBux Uinen; npurimaTu
0oOrpyHTOBaHI pilleHHsa Ha Ail nigpo3ainy B
ymMoBax 6oroBoi obcTaHoBKM 3
BUKOPUCTaHHAM MPUHUMNIB | npoueayp 3a
ctraHgaptamn HATO; BMmiTM npoBOaUTU
ICTOPUKO-PETPOCNEKTUBHNI aHani3 gin.

PLOwpPT 3. Know and understand the principles
and procedures of unit management in
accordance with NATO standards and be able to
use them to achieve service and combat
objectives; make informed decisions on the unit's
actions in a combat situation using principles and
procedures in accordance with NATO standards;
be able to conduct historical and retrospective
analysis of actions.

MPHenn 4. 3HaTK i po3ymiTn ocobnmnBoCTi
npodecii odilepa, OCHOBM BiCbKOBOIO
nigepcrtea, LLiIHHOCTI, BNacTUBOCTI
Xapaktepy i BMOAW MWUCIEHHA BUOAATHUX
BIICbKOBUX igepiB  Ha npuknagax ix
BiICbKOBO-NPOECINHOT DiSANbHOCTI i
eTHocy BoiHa.

PLOmpt 4. To know and understand the
peculiarities of the officer's profession, the basics
of military leadership, values, character traits and
types of thinking of outstanding military leaders on
the examples of their military professional
activities and the ethnicity of the Warrior.

MPHenn 5. 3HaTn meToaM BOOCKOHANEHHS
CBOIX (paxoBuMX Ta METOAUYHUX HABWUYOK,
0cobucTo NpoBOAMTM 3aHATTA 3 GONOBOI
NiAroTOBKW 3 ocoboBuM cknagom
(migposginom);  BMiITM  npautoBaTn 3
TAaEMHUMU OOKYMEeHTaMu; HaAiNHO
30epiratn 36poto i BGoenpunacu, marHO
nigpo3ainy, kepyBatu BeOEeHHSIM POTHOro
rocrnogapcTtea nigpo3ainy; 3abesnevyBatu
AoAepPXKaHHSA 3axoniB  6e3neku Ha
3aHATTSX, CTpinbbax (nonboTax, noxoaax),
HaBYaHHAX (TpeHyBaHHAX), nepeB.ipkax
rOTOBHOCTI.

PLOwpT 5. Know the methods of improving their
professional and methodological skills, personally
conduct combat training classes with personnel
(unit); be able to work with secret documents;
securely store weapons and ammunition, unit
property, manage the unit's company economy;
ensure compliance with safety measures during
classes, firing (flights, campaigns), exercises
(training), readiness checks.

MPHenn 6. OpraHizoByBatn PXB 3axuct B
nigpo3gini (3acTocoByBaTtn 3acobu
iHOMBIAyanbHOro 3axucty Ta gonatu
panoHN 3apaXKeHHsl) B Pi3HUX YyMoOBax
o6CcTaHOBKM B XOAi BUKOHAHHA 3aBOaHb 3a
NPU3HAYEHHAM.

PLOwpT 6. Organise CBRN protection in the unit
(use personal protective equipment and
overcome contaminated areas) in various
conditions of the situation in the course of
performing assigned tasks.

MPHenn 7. BuaHauatun TaKTUYHI
BMacTUBOCTI  MICUEBOCTI NpW  BeOEHHI
GoroBux Ain B PisHNX yMOBax; nNpautoBaTu
3 TonorpagiyHUMm KapTamu Ta

PLOwPT 7. Determine the tactical properties of
the terrain when conducting combat operations in
various conditions; work with topographic maps
and photographic documents; navigate unfamiliar




(POTOAOKYMEHTaMK;  OpieHTyBaTUCA  Ha
He3HanoMmi MicLeBOCTi 3a kapTtot, 6e3
KapTM Ta 3a [JOMoMOrok HaBsirauiiHUX
npunagie BOeHb i BHOYI 3a Oyab-akoi
noroau i Nopun poky.
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terrain with or without a map and using navigation
devices, day and night, in any weather and
season.

NMPHenn 8. ®opmyBatm BKasiBkM 3
iHXXEeHepHO! NIATPUMKM B3BOAY B Pi3HUX
Bngax OO0, BUKOPUCTOBYHOUM PO3YMIHHSA
OCHOBHMX 3axofiB iHXeHEPHOI NiATPUMKN;
3gincHoBaTM npakTudHe obnagHaHHA Ta
MacKyBaHHS enemMeHTIB B3BOAHOIO
OMOPHOrO MyHKTY; OpraHi3oByBaTM 3axoam
LLOAO BCTAHOBMNEHHA Ta  NOAONAHHSA
OAMHOYHUX MiH Ta MIHHUX NOMiB WTAaTHUMU
3acobamu.

PLOwpT 8. Formulate platoon engineering
support instructions for various types of combat,
using an understanding of basic engineering
support activities; to carry out practical equipment
and camouflage of the elements of the platoon
stronghold; organise measures to detect and
clear single mines and minefields using regular
means.

NMPHenn 9. BwukopuctoByBaTn LITaATHI
3acobn 3B'sA3ky, 4HAki nepebyBaloTb Ha
030pO€EHHI  nigpo3ainy Aana  opraxisauii
3B’513KY; OpraHizoByBaTW 3axoau i3 3aXUCTy
Bid 3acobiB pagioenekTpoHHOI 6opoTboun
NPOTMBHMKA nNig 4Yac nNigrotoBkM Ta
BeAeHHs 0oto.

PLOwpT 9. Use regular communications
equipment in service with the unit to organise
communications; organise measures to protect
against enemy electronic warfare during the
preparation and conduct of combat.

MPHenn 10. 3acTocoByBaTh 3HaHHS LWOAO
3abe3neyeHHs notpeb
BilCbkoBOCNYyX60BUA nig 4Yac n4im B
aBTOHOMHUX yMoBax 3a paxyHOK
NPUPOOHMX pPecypciB; 3axuCTy Big BMAUBY
isnko-reorpadiyHMX yMOB 3a LOMOMOIOH
npUPOAHMX Ta nigpy4Hux 3acobis; BMITH
OopraHizoByBaTW BMWKOHaHHS 3aBAaHb 3
TaKTUYHOI MEAULMHMN.

PLOwet 10. Apply knowledge of how to meet the
needs of a serviceman during operations in
autonomous conditions at the expense of natural
resources; protection from the impact of physical-
geographical conditions using natural and
improvised means; be able to organise the
performance of tactical medicine tasks.

MPHenn 11. 3actocoByBaTuM  3HaHHA
MaTepianbHOI YacTMHU CTpineubkoi 36pol,
npaeun  CTpinbbu, ekcnnyartauii  Ta
obcnyroByBaHHSA CTpineubKoi 36poi,
METOAMKN opraHisaudii Ta npoBeaeHHs
3aHATb A1 HaBYaHHA OcoboBOro cknagy
nigposainy, niaroToBkn 036POEHHA A0
CcTpinebn y  noxigHomy  (GoroBomy)
NMOBOMXKEHHI Ta NpU BWKOHaHHI GonoBmMx
3aBdaHb; 3aCTOCOBYBaTW  3HaHHA Ta
HaBWYKM 3 yNpaBniHHA BOrHeM nigpo3ainy
B 60o10.

PLOwpT 11. Apply knowledge of the material part
of small arms, rules of fire, operation and
maintenance of small arms, methods of
organising and conducting classes to train unit
personnel, prepare weapons for firing in marching
(combat) handling and in the performance of
combat missions; apply knowledge and skills of
unit fire control in combat.

MPHBeNn 12. Posymitu nopsaokK
NPOXOAXEHHS BINCbKOBOI cnyxoén,

PLOwmpT 12. Understand the procedure for
military service, bringing servicemen to criminal,




MPUTATHEHHSA  BINCbKOBOCIYXX00BLUIB A0
KpUMiHanbHoI, aAMiHICTpaTUBHOI Ta
MaTepianbHoI BiQNOBigaNbHOCTI;
couianbHOro Ta NPaBOBOrO  3aXUCTY
BIICbKOBOCNY>KOOBLIB Ta uYneHiB ix cimew;
3HaTU MNOPSAOK MNpoBedeHHs crnyxboBoro
poscnigyBaHHs B 306ponHux  Cunax
YKpaiHK; 3acTtocoByBaTM 3HAHHA HOPM
MiKHapOAHOro ryMmaHiTapHoro rnpasa.
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administrative and material liability; social and
legal protection of military personnel and their
families; know the procedure for conducting an
internal investigation in the Armed Forces of
Ukraine; apply knowledge of international
humanitarian law.

MPHenn 13. 3Hatm i BMITM BNEBHEHO
3acTtocyBat iHOPMaLUiMHO-KOMYHiKaLinHi
CUCTEMWN (KOMMSEKCIB CydaCHUX PYXOMMUX
By3NniB 3B'A3Ky Ta 3acobiB ypsaoBOro
NosibOBOrO 3B'A3KY).

PLOwpT 13. To know and be able to confidently
apply information-communication systems
(complexes of modem mobile communication
nodes and govemment field communication
equipment).

MPHenn 14. Bwmitm roTtyBaTm wTaTHe
obnagHaHHA CTaHLUin i By3niB
iH(bopMaLinHO-KOMYHIKaLiMHUX CUCTEM [0
BUKOHaHHSA 3aBAaHb 3 YpS40BOro
NnofbOBOr0 3B'A3KY; BMKOHYBaTU CXeMy-
Haka3 Ha opraHisauito ypsaoBOro 3B’s3KY;
OpraHi3oByBaTU 4epryBaHHA Ha By3ny
YPSIAOBOro  MONbOBOrO  3B’A3KY; BECTU
eKcnryaTauinHO-TEXHIYHY  OOKyMeHTaU,jto;
opraHizoByBaTu  3axuct Big 3acobis
pagioenekTPoHHOI B6opoTbbu;
opraHizoByBaTm  OXOpPOHY i  0BOpPOHY
NonbOBOro By3na ypsi4oOBOro 3B’A3KY.

PLOwmpT 14. Be able to prepare the standard
equipment of stations and nodes of information
and communication systems for performing
government field communications tasks; execute
the scheme-order for the organisation of
governmental communications; organise duty at
the governmental field communications node;
maintain operational and technical
documentation; organise protection against
electronic warfare; organise the protection and
defence of the government communications field
node.

MPHenn 15. BmiTn npoBoantn nnaHyBaHHS
3 BWKOHaHHSA BY3IIOM YypSO0BOro 3B’S3KY
3aBaaHb 3a NPU3HAYEHHSM;
opraHi3oByBaTu BMKOHAHHSA
nepLliovYeproBmnx 3axofis LWOAO MigroTOBKM
A0 BUKOHaHHSA 3aBAaHb 9K B MiAroToBYMin
nepiog Tak i nig Yac BMKOHaAHHSA 3aBAaHb 3
yps40BOro NONbLOBOIO 3B’A3KY;
pospobntoBaTu i odopmsoBaTm
onepatuBHi  (bonoBi)  OOKYMEHTM 3
ypaOoBOro 3B’A3Ky; CTaBUTU  3aBOaHHS
ocoboBoMy cknagy Bysna 3B'A3Ky Ha
BUKOHAHHA 3aBdaHb 3a MpPU3HAYEHHSM;
3abe3nevyBaTu BUKOHAHHA BY3/10M
YPSAOBOro 3B’A3KY NOCTaBIieHMX 3aBAaHb
BigNOBIQHO Ao nnaHy 6ornosoro
3acTtocyBaHHA TepuTopianbHOro By3na
YPSIAOBOro 3B’A3KY.

PLOwpT 15. Be able to plan for the
performance of assigned tasks by the
government communications centre;
organise the implementation of priority
measures to prepare for the performance of
tasks both in the preparatory period and
during the performance of government field
communications tasks; develop and execute
operational (combat) documents on
government communications; set tasks for
the personnel of the communications centre
to perform assigned tasks; ensure that the
government communications node performs
its tasks in accordance with the plan of
combat use of the Territorial government
communications node.




MPHenn 16. OpraHizoByBaT Ta NpOBOAUTU
3axoau o 3abe3neqeHHI0 PEXUMY CEKPETHOCTI B
yCTaHOBaxX, OpraHizauisx Ta B nigpo3ainax
Hepxcneuss’sasky.
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PLOwpT 16. T organise and carry out measures to
ensure the secrecy regime in institutions,
organisations and units of the State Service for
Special Communications and  Information
Protection of Ukraine.

8 — PecypcHe 3abe3ne4yeHHsA pearni3audii nporpamwu/
Resource provision for programme implementation

Kadpoee 3abesneyeHHs/Staffing

BignosigHo p[o KagpoBuMx  BMMOr  LLOAO
3abe3neyeHHs NpoBadXeHHS OCBITHbLOI
fisinbHOCTI Ans ©6akanaBpCbKOro PIiBHS BULLIOT
ocBiTK, 3aTBepmkeHnx [loctaHoBoto KabiHeTy
MiHicTpiB Ykpainu Big 30 rpygHs 2015 poky Ne
1187 (B YnHHI pepakuii).

3aranbHa KiNbKiCTb  HayKOBO-MeJarorivyHux,
negaroriyHMX Ta HaykoBMX npauiBHUKIB: 21
KinbkicTb HaykoBo-negaroriyHmx, negaroriyHmx
Ta HayKoBMX MpauiBHUKIB, SKi MpauoTb 3a
OCHOBHMM MicLeM poboTu (B TOMYy 4ucri 3a
CYMIiLLEHHSIM)

3 HUX KiNbKIiCTb:

- AOKTOpIB Hayk Ta (abo) npodecopis: 6

- KaHgmaaTie Hayk Ta (abo) goueHTis: 15 (12)

In accordance with the staffing requirements for
ensuring the implementation of educational
activities for the bachelor's level of higher
education, approved by the Resolution of the
Cabinet of Ministers of Ukraine No. 1187 dated
December 30, 2015 (as amended).

Total number of research, teaching and
scientific staff: 21

Number of research and teaching, pedagogical
and scientific employees working at the main
place of work (including part-time)

of which:

- Doctors of Sciences and (or) Professors: 6

- candidates of sciences and (or) associate
professors: 15 (12)

MamepianbHo-mexHidyHe 3abeasrneyeHHsi/Material-technical support

BignoBigHO OO0 TEXHOMOrYHMX BUMOT LLUOAO

MaTtepianbHO-TEXHIYHOIo 3abe3neyeHHs
OCBIiTHbOI AiANbHOCTI Ans  6akanaBpCbKOro
piBHSA BULLLOI OCBITH, 3aTBepoKEHNX

MoctaHoBow KabiHeTy MiHicTpiB  YKpaiHu

Big 30 rpyaHs 2015 poky Ne 1187 (B 4uHHIn
peakuir).
Ons peanisauii OCBITHbO-NPOGECIAHOT

nporpamMu NiarotoBku Gakanaepis 3a4isHoO:
HaB4asibHa nabopartopis 3 TEXHIYHOMO 3aXUCTy
iHdopmauii imeHi CkpunHuka J1. B.,

4 HaByanbHi cTaHUil cneuianbHOro 3B’43Ky,
ofHa KoMMm'loTepHa HaByanbHa nabopaTtopis,
obnagHaHHA  HaykoBo-gocnigHoOro  LeHTpy
IC33I KIl im. Iropst Cikopcbkoro.

HaB4anbHi aygutopii 3abe3sneyeHi
MYNbTUMELINHNM obnagHaHHAM Ha
AOCTaTHLOMY PIBHi.

In accordance with the technological requirements for
the material and technical support of educational
activities for the bachelor's level of higher education,
approved by the Resolution of the Cabinet of Ministers
of Ukraine No. 1187 of December 30, 2015 (as
amended).

The following faciites are involved in the
implementation of the Bachelor's degree programme:
training laboratory for technical protection of
information named after L. V. Skrypnyk,

4 training stations of special communication,

one compulter training laboratory,

equipment of the Research Centre

Igor Sikorsky Kyiv Polytechnic Institute, a sufficient
level of provision of classrooms with multimedia
equipment.

IHgbopmauitiHe ma Hag4YaribHO-MemoouYHe 3abe3rneyvyeHHs/
Information and methodical support of the educational process




BignosigHo oo Bumor wogo iHopmauiiHoro
Ta HaByanbHO-MeToau4HOro 3abesnedeHHs
OCBIiTHbOI  OiANIbHOCTI  BiANOBIAHOMO  PiBHSA
BMLLIOT OCBITW, 3aTBepmkeHux [locTtaHoBoO
KabiHeTy MiHicTpiB Ykpainn Big 30.12.2015 p.
Ne 1187 B YMHHIN pegakuii.

KopucTyBaHHSA HaykoBO-TexHi4HO
bibniotekoro  Ti  iHWWMMK  iHpOPpMALINHUMM
pecypcamu Kl im. Irops CikopcbKoro.
KopuctyBaHHa  6Gibniotekoto  HaBuanbHOro
Bigainy IC33I KIl im. Iropsi Cikopcbkoro.
KopuctyBaHHss  CneuianbHoto  6ibnioTekoto
PexxMMHO-cekpeTHOro Bigginy.
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In accordance with the requirements for
information and educational and methodological
support of educational activities of the
appropriate level of higher education, approved
by the Resolution of the Cabinet of Ministers of
Ukraine of 30.12.2015 Ne 1187 in the current
version.

Use of the Scientific and Technical Library and
other information resources of Igor Sikorsky
Kyiv Polytechnic Institute.

Use of the library of the Educational Department
of the Igor Sikorsky Kyiv Polytechnic Institute.
Use of the Special library of the Secretive
department.

9 — AkagemivyHa mobinb

HicTb/Academic mobility

HauioHanbHa kpedumHa mobinebHicms/National credit mobility

HauioHanbHa kpeantHa MOGINBHICTD 3a AaHO
OCBITHbO-NPOECINHOID nporpamoto He
nepeabaveHa.

National credit mobility is not provided for this
study programme.

MixxHapoOHa kpedumHa mobinsHicmse/International credit mobility

MoxrnuBicTb yknagaHHA yrod npo akagemMivHy
MOOGINbHICTE, NpPo  TpuBani  MiKHapPOAHI
npoektn, ki nepegbadvaloTb  BKIHOYEHE
HaByaHHs 3400yBadviB  BMWOI  OCBITUM (3@
piweHHAM [onosu [epxcneuy3s’asky).

Possibility to conclude agreements on academic
mobility, on long-term international projects that
provide for the inclusion of training for higher
education students (by decision of the Head of

the State Special Communications Service).

HaguyaHHs1 iHo3eMHux 3006yg8adyig B

O/ Study of Foreign applicants of HE

HaB4yaHH$A iHO3eMHMX 3006yBadyiB BULLOI OCBITK
3a 0aHOK OCBITHLO-MPOMECINHOK NPOrpamMmoo
He nepenbdayeHo.

Training of foreign applicants for higher
education in this educational-professional
program is not provided.
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2. NEPENIK OCBITHIX KOMIMOHEHTIB/EDUCATIONAL COMPONENTS

Kopa/
Code

OcgiTHi komnoHeHTW/Educational Components

KpeanTn
EKTC/
ECTS credits

dopma
nigcyMKOBOro
KOHTponto/
Final control
measure form

O6o0B’a3koBi (HopmaTuBHi) kKoMnoHeHTU/Required (standard) components

Lukn 3aranbHoi nigroroBku/General training cycle

30 1 | YkpaiHcbka MOBa 3a npoceciHnm 2 3anik/test
cnpamyBaHHam./Ukrainian  language for  professional
purposes.

30 2 | Ictopisa Ykpainn./History of Ukraine. 2 3arnik/test
30 | MNpaktniHni Kypc iHo3emHoi moBu. YactvHa 1./Practical 3 3arnik/test
3.1 | course of a foreign language. Part 1.

30 | MNpaktniHni Kypc iHo3emHoI moBu. YactvHa 2./Practical 3 3arnik/test
3.2 | course of a foreign language. Part 2.
30 |lpaktiHmM KypC IHO3EMHOI MOBU  NPOCOECIMHOTO 3 3anik/test
4.1 | cnpsimyBaHHsa. YactvHa 1./Practical course of a foreign
language for professional purposes. Part 1.
30 |lpaktnmyHmii  KypC IHO3EeMHOI MOBWM  MpodpeciiHoro 3 ek3ameH/
4.2 | cnpsmyeaHHs. YactnHa 2./ Practical course of a foreign exam
language for professional purposes. Part 2.
305 | be3neka XWTTEOANbHOCTI Ta UMBINbHUA 3axuct/ Life 2 3anik/test
safety and civil defense.
30 |[Buwa wmatematuka. YactmHa 1. JliHinHa anrebpa. 8 ek3ameH/
6.1 | AHanitnyHa reomeTpid. [OudpepeHuianbHe  YUCHeHHst exam
ofHiel Ta Kinbkox 3MiHHMX/ Higher mathematics. Part 1.
Linear algebra. Analytical geometry. Differential calculus of
one and several variables.
30 |Buwa matematuka. YactmHa 2. IHTerpanbHe YMCIEHHS 7 ek3ameH/
6.2 | doyHKUil ogHiel 3miHHOI.  OudpepeHujanbHi  PIBHSAHHS. exam
Uucnosi i cpyHKUiOHanbHI paau i iHTerpan dyp’e/Higher
mathematics. Part 2. Integral calculus of a function of one
variable. Differential equations. Numerical and functional
series and the Fourier integral.
30 | disvka. YactmHa 1. EnektpomarHeTnam. KommBaHHA Ta 5 ek3ameH/
7.1 | xsuni. Ontuka/Physics. Part 1. Electromagnetism. exam
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Oscillations and waves. Optics.

30 | disvka. YactmHa 2. OcHoBWM kBaHTOBOI hisvkun. Pisvika ek3ameH/
7.2 | TBepooro Tina. OCHOBW KBaHTOBOI enekTpoHikv/ Physics. exam
Part 2. Fundamentals of quantum physics. Solid state
physics. Fundamentals of quantum electronics.
308 HuckpeTHa maTtemaTuka/Discrete mathematics. ek3ameH/
exam
309 HuckpetHa Matematvka. KypcoBa pobota / Discrete 3anik/test
mathematics. Course work.
30 MporpamyBaHHa. YactmHa 1.  Anroputmisauia  Ta 3anik/test
101 nporpamyBaHHs/ Programming. Part 1. Algorithmization
' and programming.
30 MporpamyBaHHa. YactmHa 2. OBG'eKTHO-OpiEHTOBaHe 3anik/test
10.2 nporpamyBaHHs/Programming. Part 2. Object-oriented
' programming.
30 11 MpaeoBi ocHOBW HaujoHanbHOI Gesneku/Legal basis of 3anik/test
national security.
®dinocodocbki npobremm BOEHHOI  Teopii  Ta 3anik/test
30 12 | npaktuku/Philosophical problems of military theory and
practice.
30 13 Teopis MMOBIPHOCTEN | MaTeMaTuyHa crtatuctuka./Theory ek3ameH/
of probability and mathematical statistics. exam
Lukn npodecinHoi niarotoBku/Professional training cycle
MO 1 | ApxiTektypa komm'ioTepHux cuctem/  Architecture  of 3anik/test
computer systems
Mo | disnyHe BMXOBaHHS. YactuHa 1. PosBuTok 3anik/test
2.1 | KoopanHauinHMX 3aibHoCcTEn 3acobamu doisnyHUX BrnpaB
Ta crnoptmBHux irop/ Physical education. Part 1.
Development of coordination skills through physical
exercises and sports games.
MO | ®ismyHe  BuxoBaHHA. YactmHa 2. [lpuckopeHe 3anik/test
2.2 | nepecyBaHHA Ta ferka atneTuka, crnopTueHi irpu/ Physical
education. Part 2. Accelerated movement and athletics,
sports games.
MO | disnyHe BnxoBaHHA. YactnHa 3. NvHacTrKa, npuckopeHe 3anik/test
2.3 | nepecyBaHHA Ta cnoptusHi irpu/ Physical education. Part
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3. Gymnastics, accelerated movement and sports games.

MO | disyHe BuxoBaHHA. YactmHa 4. Y[OOCKOHaneHHs 3anik/test
2.4 |cunoBux gkocten Ta BuTpuBanocTti/  Physical
education. Part 4. Improve strength and endurance.

MO 3 | IHdopMaLiiHO-KOMYHIKALiHi mMepexi/Information- 3anik/test
communication networks.

MO 4 | TeopetnyHa kpuntonoris/ Theoretical cryptology 3anik/test

MO 5 | Kpuntorpadis/Cryptography ek3ameH/

exam

MO 6 | Kpuntorpadpis. Kypcosa pobota/ Cryptography. Course 3anik/test
work

MO 7 | TexHiyHnM 3axucT iHdopmali/ Technical protection of 3anik/test
information.

MO 8 | Kibepbesneka/Cybersecurity. ek3ameH/

exam

MO 9 | Kibepbesneka. Kypcosui npoekt/ Cybersecurity. Course 3anik/test
work.

MO 10 | OcHosK NpoTugil TexHIMHUM possiakam/ Fundamentals of 3anik/test
counteraction technical intelligence.

MO 11 | HopmatnBHo-NpaBoBe  3abe3neyeHHss  iHbopMaLiHOI 3anik/test
6esnekn/Regulatory and legal support of information
security

MO 12 | OcHOBN CTBOPEHHSI KOMMIIEKCHMX CUCTEM  3aXUCTY ek3ameH/
iHdpopmauii/Fundamentals of creating integrated security exam
systems information.

MO 13 | OcHoOBM CTBOPEHHA KOMIMIIEKCHUX CUCTEM  3aXUCTy 3anik/test
iHdpopmauii. Kypcoea pobota/Fundamentals of creating
integrated security systems information. Course work.

MO 14 | OcHoBw ybesneveHHs iHdopmaLii Bid BUTOKY TEXHIYHUMM ek3ameH/
kaHanamu/ Fundamentals of protecting information from exam
leakage through technical channels.

MO 15 | OcHow ybesneyveHHs iHdopmMaLlii Bif BUTOKY TEXHIYHUMM 3anik/test

kaHanamu. Kypcosa pobota/ Fundamentals of protecting
information from leakage through technical channels.
Course work.
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MO 16 | 3actocyBaHHA  3acobiB  KpunTorpadpivHOrO — 3axmCTy 3 3anik/test
iHdbopmauii/Application  of  cryptographic  information
security tools.
MO 17 | besneka cneujanbHoro  3B'\3Ky/Security of  special 3 3anik/test
communications.
MO 18 | Has4ankHa npakTuka/ Educational practice. 2 3anik/test
MO 19 | BincbkoBe ctaxxyBaHHs/ Military internship 3 3anik/test
MO 20 | OunnomHe npoekTyBaHHs/ Diploma design 6 3axuct/
defense

Lnkn BincbkoBo-npocpecinHoil nigroroBku/Military-professional training cycle

Basoesuli kypc makmu4Ho20 pieHs silicbkoeoi oceimu (L-1A)/
Basic Course of Tactical Level Military Education (L-1A)

Bl | 3aranbHa BincbkoBa niarotoBka. YactuHa 1. OcHoBM 3 3anik/test
1 TakTnyHoi nigrotoBkn/General military training. Part
1. Fundamentals of tactical training.
3aranbHa BincbkoBa niarotoBka. YactuHa 2. boriose 5 3anik/test
Bl | 3abe3nevyeHHss  BiMCbkoBUX  nigpo3Aainis/General
2 military training. Part 2. Combat support for military
units.
3aranbHa BiNcbkoBa nigrotoBka. YactnHa 3. 5 ek3ameH/
BIMIM | Ynpasainus i TakTuka 6oiioBux ai/General military exam
3 training. Part 3. Management and tactics of combat
operations.
B 3aranbHa BincbkoBa nigrotoeka. YactuHa 4. OcHoBH 4 3anik/test
4 BilicbkoBoro wmwuctenTBa/General military training.
Part 4. Fundamentals of military art.
OcHOBM BINCLKOBOrO yrnpaerniHHA (y TOMY 4ucri 3a 3 3anik/test
B [ npouenypamu Troop Leading Process)/
5 Fundamentals of military management (including
Troop Leading Process procedures).
®Paxoeul Kypc makmu4Ho20 pieHs silcbkoeoi oceimu (L-1B)/
Professional Course of Tactical Level Military Education (L-1B
BN TakTuko-cneuianbHa  nigrotoBka. YactuHa 1. 4 3anik/test
6 OcHoBM opraHisauil BiicbkoBoro 3B’s3Ky/Tactical-

specialized training. Part 1. Fundamentals of military
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communications organization.

TakTuko-cnevuianbHa  nigrotoBka. YactmHa 2. 4 3anik/test
Bl | OpraHizauis ypsigoBoro 3B’A3ky/Tactical-specialized
7 Training. Part 2. Organisation of government

communications.

TakTuko-cneuianbHa  nigrotoBka. YactnHa 3. 5 ek3ameH/
Bl | YnpaeniHHSA nigposainamm ypaOooBoro exam
8 3B’sasky/Tactical-specialized  Training. Part 3.

Managing government communications units.

BubipkoBi komnoHeHTU/Elective components

Lukn npodecinHol nigroroBku/Professional training cycle

Bubipkosi ocBiTHi komnoHeHTU ®-kaTanory/ Elective educational components

of the P-catalog

NMB1 | Bubipkosa aucuunniHa 1 3 ®-Karanory/ 4 3anik/test
Elective Subject 1 from P-Catalogue.

NMB2 | BubipkoBa aucuunniHa 2 3 ®-Karanory/ 4 3anik/test
Elective Subject 2 from P-Catalogue.

NMB3 | BubipkoBa aucuunniHa 3 3 ®-Kartanory/ 4 3anik/test
Elective Subject 3 from P-Catalogue.

NMB4 | BubipkoBa  gucuunniHa 4 3 ®-Karanory/ 4 3anik/test
Elective Subject 4 from P-Catalogue.

NMB5 | BubipkoBa  gucuunniHa 5 3 ®-Karanory/ 4 3anik/test
Elective Subject 5 from P-Catalogue.

NMB6 | BubipkoBa  gucuunniHa 6 3 ®-Karanory/ 4 3anik/test
Elective Subject 6 from P-Catalogue.

NMB7 |BwbipkoBa  gucuunniva 7 3 ®-Kartanory/ 4 3anik/test
Elective Subject 7 from P-Catalogue.

NnB8 |[BwubipkoBa  gucuunniva 8 3 ®-Kartanory/ 4 3anik/test
Elective Subject 8 from P-Catalogue.

NMB9 | BubipkoBa  gucuunniHa 9 3 ®-Karanory/ 4 3anik/test
Elective Subject 9 from P-Catalogue.

NMB10 | BubipkoBa gucumnniHa 10 3 ®-Karanory/ 4 3anik/test
Elective Subject 10 from P-Catalogue.
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NMB11 |[BwubipkoBa gucumnniHa 11 3 ®-Katanory/ 4 3anik/test
Elective Subject 11 from P-Catalogue.
NMB12 |[BwubipkoBa agucumnniHa 12 3 ®-Katanory/ 4 3anik/test

Elective Subject 12 from P-Catalogue.

Bubipkosi ocBiTHi KoMnoHeHTH 6r1o4HOro BMGopy/ Selective educational

components of the block programme

brok 1. MNMpodecinHmin ctaHaapT. PaxiBeub 3 pearyBaHHs Ha IHUMOEHTU
Kibepbesnekn / Block 1. Professional standard. Specialist in response

cybersecurity incident

NnB13

AHaniz BpasnuBocTen iHopMaUinHUX cuctem/
Analysis of information system vulnerabilities.

3anik/test

NnB14

Besneka iHOpMaLiNHO-KOMYHIKaUinHUX cuctem/
Security of information and communication systems.

3anik/test

rNnB15

TemaTn4dHi gocnimKeHHs Onsi CUCTeM creLianbHoro
3B'A3Ky (B 4acTuHi cymikHuUX HanpsimkiB) 1./Case
studies for special communication systems (in terms
of related areas) 1.

3anik/test

brok 2. lNpodecinHnm ctangapt. Paxiselb 3 KpuntorpagivyHoOro 3axmcTty
iHpopmauii/Block 2. Professional standard Specialist in cryptographic

information security

NnB13

MOHITOpPIHIF  Ta  OUiHIOBaHHA  piBHA  6e3nekn
KpuntorpagivyHoro 3axucrty iHbopmauit B
AepxaBHux yctaHoBax/Monitoring and assessment 4
of the level of security of cryptographic protection of
information in state institutions.

3anik/test

NnB14

KpunTorpadiyHi npotokonu/Cryptographic protocols. 4

3anik/test

MnB15S

TemaTu4Hi OOCnimMKEHHS ANa CUCTEM cneuianbHOro
3B'A3Ky (B YaCTMHI CyMiXHMUX HanpsimkiB) 2./ Case
studies for special communication systems (in terms
of related areas) 2.

3anik/test

Bbriok 3. MNpodecinHnm ctaHaapT. PaxiBelb 3 TEXHIYHOrO 3axmCTy iHpopmauii /
Block 3. Professional standard Specialist in technical information security

NnB13

CTBOpEHHA Ta aTecTauis KOMMMNEKCIB TeXHIYHOro
3axuCcTy iHGopMadii Ha ob’ekTax iHOpMaLUiNHOI
pianbHocTi/ Creation and certification of technical 4
information security complexes at information
facilities.

3anik/test
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NnB14

OcHoBu cneuianbHux gocnigpxkeHb/Fundamentals of 3anik/test

specialised research.

NnB15

TemaTu4dHi gocnigxeHHa Ans CUcTeM cnevianbHoro 3anik/test

3B'A3Ky (B YacCTWHi cyMikHMX HanpswmkiB) 3./ Case
studies for special communication systems (in terms

of related areas) 3.

Briok 4. MNpodgecinHnn ctaHgapt. Paxiseub chepun 3axucTty iHdopmadii /

Block 4. Professional standard Specialist in information security

NnB13

CTBOpEHHA Ta OLUIHIOBAHHA CUCTEM  3aXUCTYy 3anik/test

iHpopmauii B iHpopmauinHmMx cuctemax/Creating
and evaluating information security systems in
information systems.

NnB14

OpraHizauia Ta 34iMCHEHHST OepXXaBHOMO KOHTPOSIO 3anik/test

B cpepi KpuntorpadiyHOro Ta TEXHIYHOro 3axmcTy
iHpopmauii/Organisation and implementation of 4
state control in the field of cryptographic and
technical protection of information/

NnB15

TemaTn4dHi gocnimxeHHa Ansg CUcTeM cneuianbHoro 3anik/test

3B'a3ky/Case studies for special communication 4
systems.

3aranbHuin 06¢cAar 0060B’ A3KOBMX KOMMOHEHTIB/ 180

Total scope of the required components:

3aranbHuin obcar BUGIpKOBMX KOMMOHEHTIB/
Total scope of the elective components:

60

O6car oCBITHIX KOMNOHEHTIB, Lo 3abe3nevytoTb 3000yTTA 147

KomMneTeHTHocTen Bu3HavyeHnx CBO/
Total scope of the educational components aimed at acquisition of
competencies specified in the Higher Education Standard

O6cAr ocBITHIX KOMNOHEHTIB, O 3abe3nevytoTb 3000yTTA
KOMMeTeHTHOCTeN BU3HavyeHux L-1A, L-1B/

Total scope of the educational components aimed at acquisition of
competencies specified in the L-1A, L-1B

33

3ATAllbHUU OBCAl OCBITHbOI MPOrPAMW/ 240

OTAL SCOPE OF THE EDUCATIONAL PROGRAMME
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NOrI4YHA CXEMA OCBITHbLOI MPOrPAMW/

STRUCTURAL-AND-LOGICAL SCHEME of THE EDUCATIONAL PROGRAMME
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4. POPMA ATECTALII 30OBYBAYIB BULLOI OCBITW/
THE FORM OF ATTESTATION FOR DEGREE PURSUERS

ATtecTauis 3p06byBadviB BMLLOI OCBITM 3a OCBITHbO-NpodecinHo nporpamoto  “besneka
OepXaBHUX  iHpopmauinHuX  pecypciB”  34iNCHIOETbCA Yy OpMi €QMHOro  AepkaBHOro
KBanidikaLinHoro icnuty Ta 3axucTy KBanidikauinHoi poboTu/npoekty Gakanaspa, WO 3abesnevye
OLiHIOBaHHSI AOCATHYTMX NPOrpamMHUX pesynbTaTiB HaBYaHHS, BU3HAYEHMX CTaHAAPTOM BULLOI OCBITH
3a cneuianbHicTio 125 “Kibepbesneka Ta 3axuct iHdopmauii” ons nepworo (6akanaBpcbKoro) piBHS
BULLIOT OCBITU Ta OCBITHLO-NPOMECINHOK NPOrpamoto.

[o arecrtauii ponyckatoTbcsi 3400yBaui, £Ki YCMILWHO BWKOHaNMM OCBITHbO-NPOMECINHY
nporpamy nigrotoekn. KeanidikauintHa poboTa/npoekT nepenbayae po3B’si3yBaHHS CKNagHol
cneuianizoBaHoi 3agadvi y cdepi kibepbeanekn Ta 3axucTy iHdopmauil i He MOXe MICTUTK
akagemiyHoro nnariaty Ta danbcudikauii. 3 uUieto MeTow poboTa NepeBipSETLCA Ha HASABHICTb
nnariaty 3riaiHo 3 nNpoLeaypo, BU3HAYEHOK CUCTEMOK 3abe3nedYeHHs] SKOCTi OCBITHbOI AisifIbHOCTI
Ta AKOCTi BULLIOT OCBITU YHIBEPCUTETOM.

ATecTauia 30iACHI0ETLCA 3 OOTPUMAHHAM BIiOKPUTOCTI Ta nybniyHocTi. B pasi HasiBHOCTI B
kBanicikauivHin poboTi/npoekTi iHopmauii 3 obMexeHUM [OCTYnoOM, TO 3aXMCT NMPOBOAUTLCSA B
3aKpUTOMY PEXUMI 3 HEYXUINBbHUM AOTPUMaHHAM | BUKOHAHHAM BUMOT YMHHOMO 3aKOHO4ABCTBA W00
30epexeHHs crykb0BOi Ta OepXKaBHOT TAEMHWL.

Attestation of applicants for higher education in the educational and professional program
"Security of State Information Resources" is carried out in the form of a single state qualification
exam and defense of a bachelor's thesis/project, which provides an assessment of the achieved
program learning outcomes defined by the standard of higher education in the specialty 125
"Cybersecurity and Information Protection” for the first (bachelor's) level of higher education and the
educational and professional program.

Applicants who have successfully completed the educational and professional training
programme are admitted to certification. The qualification work/project provides for the ability of the
higher education applicant to solve a complex specialised problem in the field of cybersecurity and
information protection and may not contain academic plagiarism and falsification. To this end, the
work is checked for plagiarism in accordance with the procedure determined by the University's
system of ensuring the quality of educational activities and the quality of higher education.

Attestation is carried out in an open and public manner. If the qualification work/project
contains information with restricted access, the defence is conducted in a closed mode with strict
observance and fulfiiment of the requirements of the current legislation on the preservation of official
and state secrets.



5. MATPULSA BIQNOBIOQHOCTI MPOrPAMHUX KOMNETEHTHOCTEN KOMMNOHEHTAM OCBITHbOI

NMPOIrPAMW/
COMPLIANCE MATRIX OF PROGRAMME COMPETENCIES WITH PROGRAMME COMPONENTS
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5.1 MATPULIA BIANOBIAHOCTI NPOrPAMHMX KOMMNETEHTHOCTEMN 3
BINCbKOBO-NMPO®PECIMHOI NIArOTOBKU KOMIMOHEHTAM OCBITHbLOI
NMPOrPAMU/COMPLIANCE MATRIX OF PROGRAMME COMPETENCIES

MILITARY PROFESSIONAL TRAINING WITH PROGRAMME

COMPONENTS
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6. MATPULSA 3ABE3NEYEHHA NPOrPAMHUX PE3YJIbTATIB HABYAHHA BIANOBIAHUMUA
KOMMNOHEHTAMM OCBITHbOI MPOrPAMW/ COMPLIANCE MATRIX OF PROGRAMME LEARNING
OUTCOMES WITH PROGRAMME COMPONENTS
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MPH1| + | + | + | + + | + + | + + | + | + + | + | +
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6.1. MATPULIA SABE3IMNEYEHHA NMPOITPAMHUX PE3YJILTATIB

HABYAHHS 3 BINCbKOBO-NPO®ECIMHOI NIArOTOBKU

BIANOBIAHMMU KOMMNOHEHTAMWU OCBITHbOI MPOrPAMW/
COMPLIANCE MATRIX OF PROGRAMME LEARNING OUTCOMES IN

MILITARY-PROFESSIONAL TRAINING WITH PROGRAMME

COMPONENTS
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