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BPAXOBAHO/CONSIDERED:

Haka3 NeHO[1/263/24 Bin 08.04.2024 p. «[po opraHi3aLito Ta niaHyBaHHA OCBITHLOIrO NpoLecy Ha
2024-2025 HaB4YasibHUI PiK».

Mono>xeHHs Npo po3pobneHHs, 3aTBEPAXKEHHSA, MOHITOPUHI Ta Nepernsg ocBiTHiX nporpam B KMl iMm.
Irops CikopcbKkoro.

Mono)xeHHs Npo peanilauito NpaBa Ha BiNlbHUI BUBIp HaBYaNbHUX AUCUMNNIH 3400yBavYaMu BULLLOT
ocsiTu KMl im. Iropsa CikopcbKoro.

Knacudikatop npodecin AK 003:2010 (3mMiHM BHeceHO Haka3zoMm MiHekoHOMikn Ne1410 Big 16 CidyHs
2024 p.).

Moba>kaHHA | NpoNo3KMLi CTENKXoNAepiB:

MoxoHbKo Onekcin
AHaToOninoBuY,

OupekTop 3 iHpopMaLinHOI
6e3nekn Samsung R&D
Institute Ukraine (SPUKR),
ANpeKTop 3 iHpopMaLuinHoi
b6e3nekun, K.(.-M.H.

KopHineHko OnekcaHap
Bonognmumnposu,
HavYanbHUK 1 Bigainy 4
ynpasniHHa OLUK3
Odepxxcrneuss'asky YKpaiHu

KygiH AHTOH Muxannosuny,
[0N0BHUI eKcnepT yrpaBJliHHA
6e3nekn iHdopmauii
henapTaMeHTy 6e3neku
HauioHanbHoro 6aHky YkpaiHu,
naypeatT [ep>XaBHOI npemii
YKpaiHu B ranysi Hayku i
TEeXHIKN, LOKTOP TEXHIYHUX
HayK, CTapLuin HayKoBUI
cniBpobiTHUK

MpeacTtaBHUKM CTYOEHTCbKUX OpraHi3auin

OcCiHHIn MakcumM,

CTyneHT 1 Kypcy maricTpatypu
3a cneuianbHicTio 125
Kibepbesneka Ta 3axucT
iHopMauil

NymeHiok Oner,

CTyneHT 1 Kypcy maricTpatypu
3a cneuianbHicTio 125
Kibepbesneka Ta 3axucTt
iHopMauil

MpocKypHsa AHHa,

CTyOeHTKa 3 Kypcy
bakanaspaTy 3a
cneuianbHicTio 125
Kibepbe3neka Ta 3axucTt
iHpopMauii, FlonoBa ctyapaaun
HH oTI
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Order No. NOD/263/24 dated April 8, 2024 "On the organization and planning of the educational
process for the 2024-2025 academic year."

Regulations on the development, approval, monitoring and revision of educational programs at KPI
named after Igor Sikorsky.

Regulations on the exercise of the right to free choice of academic disciplines by higher education
applicants of KPI named after Igor Sikorsky.

Classifier of professions DK 003:2010 (amended by Order of the Ministry of Economy No. 1410 of
January 16, 2024).

Stakeholders' wishes and suggestions:

Oleksiy MOKHONKO

Director

of information sequirity at
Samsung R&D Institute Ukraine
(SPUKR), PhD

Oleksandr KORNILENKO

Head of the 1st department of
the 4th department of

the State Cyber Protection
Center, State Service of Special
Communications and
Information Protection of
Ukraine

Anton KUDIN

Chief expert of the Information
security department of the
Security department of the
National Bank of Ukraine,
laureate of the State Prize of
Ukraine in the field of science
and technology, doctor of
technical sciences, senior
researcher

Representatives of student organizations

Maxim OSINNIY,

a lst-year undergraduate
student in the specialty 125
Cybersecurity and Information
Protection

Oleg GUMENIUK,

a lst-year undergraduate
student in the specialty 125
Cybersecurity and Information
Protection

Anna PROSKURNIA,
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3rd year bachelor's student in
the specialty 125 Cyber
security and information
protection, Head of Student
Council of ES IPT

Esonwouia OMN/Evolution of the EP

MigroTtoBka CTyAeHTIB 3a HanpsaMmoMm Ol moyanacs 3 MOMEHTY CTBOpPeHHSA Kadenpw iHpopmauinHol
6e3znekn y 1999 p. lo 2016 poky Kadenpa 34iNCHIOBaNa NiArOTOBKY MariCTpiB 3a creuiasbHICTIO
“be3neka iHPopMaLiNnHUX | KOMYHiKaLinHMX cncteM”, 3 2016 — 3a cneuianbHicTO 125
«Kibepbe3snekax. Niaroroeka marictpis 3a OHIMN «Cuctemu, TexHoNOril Ta MaTeMaTUYHI MeToAN
Kibepbesneku» novanacay 2017 p.

B 2020 p. nporpamy 6yno rpyHTOBHO nepepobneHo i3 BpaxyBaHHAM noba>kaHb CTENKXONAEPIB, AKi
3anponoHyBasan ypPiZHOMaHITHUTU NPOGECINHO-OPIEHTOBAHI ANCUMNAIHN (CTYAEHTK) NpK
36epexxeHHi Hacn4eHoi hyHaaMeHTaNbHOI CKaaoBoi (poboToaasui). B ON 6yno

TaK0>X BHECEHO HACTYMHIi 3MiHM: YacTUHY OucuunaiH nepeHectn no 6s10kiB BUBipKoOBUX,
MOOepHi3yBaBLUM X HANOBHEHHS 3rigHO Npodinto crneuialbHOCTI, po3pobsaieHo cCNUCOoK BUBIpKOBUX
ancumnnid oo PakynbTeTCbKOro/KagenpasbHOro KaTasioris.

B 2021 p. byno BHeceHO KopekTuBM Wono obcaris OK, BioBeneHNx Ha AOCAIAHNLLKUNA (HayKOBWIA)
KOMMOHEHT. TakoX OCBITHIO Nporpamy 6yno NnpuBeneHo y BiAMOBIAHICTb A0 CTaHAAPTY BULLOI OCBITU
3a cneuianbHicTio 125 «Kibepbesneka» Ans apyroro (MarictepcbKoro) piBHs BULLLOT OCBITU Bif,
18.03.2021 Ne 332, nOMOBHEHO Mepenik 3arajbHUX/PaxoBUX KOMMNETEHTHOCTEN Ta NPorpamMHuxX
pe3ysbTaTiB HaB4YaHHSA, 3MiIHEHO KiJIbKiCTb KpeuTiB HayKOBO-A0CIAHOI NPaKTUKU.

B 2022 p. OCBiTHIO MpPOrpaMy OHOBJIEHO Y 3B'S13KY 3 HAabyTTAM Pi3NKO-TEXHIYHUM iIHCTUTYTOM
CTaTycy HaB4YasibHO-HayKOBOI0O iHCTUTYTY. BHeceHo 3MiHM y ckNag NMPOEKTHOI rpynun Ta cKnag
CTenkxonaepis. BHeCeHO KOPeKTUBM WOA0 NPUAATHOCTI BUNYCKHUKIB A0 NpaueBnallTyBaHHS
3rigHo 3miHM Nel0 po [lep)xaBHoro knacudgikatopy npogecin AK 003:2010.

B 2023 p. ocBiTHIO Nporpamy 6yso OHOBJSIEHO Y 3B'A3KY 3i 3MiHOK Ha3BW CreLiasibHOCTI BiAMNOBIAHO
0o MocTtaHoBu KabiHeTy MiHicTpiB YkpaiHu Big 16.12.2022 Ne 1392 “lMpo BHECEHHS 3MiH A0 Nepeniky
rajly3en 3HaHb i cneuianbHOCTEN, 3@ AKMMIN 3[0INCHIOETLCS NiaroToeBka 3000yBayiB BMLLOI OCBITH".

Y paHin Bepcii 0CBITHBLOI NporpamMm peasizoBaHa il HOBa CTPYKTypa, yTO4YHeHi opmyntoBaHHA OK Ta
MPH, Ha3BM oesakux gucunniid Ta posnoAain rognH no OK.

The training of students in the direction of EP began with the creation of the department of
information security in 1999. Until 2016, the department trained masters in the specialty "Security of
information and communication systems", since 2016 - in the specialty 125 "Cyber security". The
preparation of master's degrees under the ESP "Systems, technologies and mathematical methods of
cyber security" began in 2017.

In 2020, the program was thoroughly revised, taking into account the wishes of stakeholders, who
proposed diversifying professionally oriented disciplines (students) while maintaining a saturated
fundamental component (employers). The EP also made the following changes: some disciplines
were transferred to elective blocks, modernizing their content according to the profile of the
specialty, a list of elective disciplines was developed for the Faculty/departmental catalogs.

In 2021, adjustments were made to the amounts of components allocated to the research (scientific)
component. Also, the educational program was brought into line with the standard of higher
education in the specialty 125 "Cybersecurity" for the second (master's) level of higher education
dated 03/18/2021 No. 332, the list of general/specialist competencies and program learning
outcomes was supplemented, the number of credits of scientific research practice was changed .
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In 2022, the educational program was updated in connection with the Physical and Technical
Institute acquiring the status of an Educational and Scientific Institute. Changes were made to the
composition of the project group and the composition of stakeholders. Corrections have been made
regarding the suitability of graduates for employment according to Amendment No. 10 to the State
Classifier of Professions DK 003:2010.

In 2023, the educational program was updated in connection with the change of the name of the
specialty in accordance with the Decree of the Cabinet of Ministers of Ukraine dated 16.12.2022 No.
1392 "On making changes to the list of fields of knowledge and specialties for which higher
education candidates are trained."

In this version of the educational program, its new structure has been implemented, the wording of
PC and PLO, the names of some disciplines and the distribution of hours by components have been
clarified.
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1. NIPO®JIb OCBITHbOI MPOrPAMWU/ EDUCATIONAL PROGRAMME PROFILE

1 - 3aranbHa iHdopmauina/General information

MoBHa Ha3Ba 3BO Ta HaBYasbLHOro
nigpo3ainy/Full name of Higher
education institution and
faculty/institute

HauioHanbHU TEXHIYHWUNA
yHiBepcuTeT YKpaiHu
«KWIBCbKUI MONITEXHIYHNN
IHCTUTYT iMeHi Irops
Cikopcbkoro», HaB4abHO-
HayKOBUN (Pi3NKO-TEXHIYHMIA
IHCTUTYT

National Technical University
of Ukraine «lgor Sikorsky Kyiv
Polytechnic Institute»,
Educational and Research
Institute of Physics and
Technology

CTyniHb BULLOT OCBITW Ta Ha3Ba
KBanidikauii/Higher education degree
and qualification title

CTyniHb MaricTpa
MaricTp 3 Kibepbesneku Ta
3axnUCTy iHopMau,il

Master Degree
Master’s degree of
Cybersecurity and

Information Protection

OdiuinHa Ha3Ba Ol/Educational
programme official title

CucteMmn, TexHonorii Ta
MaTeMaTU4yHi MeToaun
Kibepbesneku

Systems, Technologies and
Mathematical Methods of
Cyber Security

Tun gunnomy Ta obcar Ol/Diploma
type and EP scope

Ovnnnom maricTtpa, 120
kKpeauTtie EKTC, TepMiH
HaB4YaHHSA 1 pik 9 MicAuis

Master diploma, 120 credits
ECTS, training period 1 year
9 months

HasaBHicTb akpeguTauii/Prior
accreditation

AkpeguntoBaHo HA34BO,
cepTudikaT 8642 Bif
2024-05-29 pincHmnnm go
2029-07-01

Accredited by NAQA,
cetificate No 8642 from
2024-05-29 valid to
2029-07-01

LUwnkn, pieeHb BO/Education cycle, level
of HE

HPK YkpaiHn - 7 piBeHb
QF-EHEA - npyruni unkn
EQF-LLL - 7 piBeHb

NQF of Ukraine - 7 level
QF-EHEA - 2 cycle
EQF-LLL - 7 level

MepepnymoBun/Prerequisites

HasaBHICTb CTyneHs
bakanaspa

Bachelor Degree

dopmun 3006yTTa ocBiTU/ Forms of

Education OuyHa (neHHa); full-time;
MoBa(n) BuknagaHHsa/Language (s) of VKpaitchka Ukrainian
instruction

IHTepHeT-agpeca po3MiweHHsa O /URL
of the educational program

https://osvita.kpi.ua/125_ONP
M_STMMKB

2 - MeTa ocBiTHbOI nporpamu/Educational programme purpose

MigroToBka npodecioHanis, 34aTHUX

iHpopMauii i KibepHeTn4HOT 6esnekn

BUKOPUCTOBYBaTW i BMPOBaO>XyBaTWN HOBITHI
CUCTeMU, TeXHONOrIT Ta MaTeMaTUYHI MeToaun
Kibepbesneku, NpPoBOANTM HAYKOBO-A0C/iAHY Ta
iIHHOBaALINHY LiSNbHICTb B r'anysi 3axucTty

security.

Training of professionals capable of using and
implementing the modern systems, technologies
and mathematical methods of cyber security,
conducting research and innovation activities in
the field of information protection and cyber
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3 - XapakTepucTuka ocBiTHbOiI nporpamu/ Educational programme characteristics

MpeamMeTHa obnacte/Subject area

06’€KTU BUBYEHHS:

* CyYacCHi npouecu [OCNiAXKEHHS, aHani3y, CTBOPEHHS Ta
3abe3neyeHHa PYHKLIOHYBaHHS iHOPMaLiMHUX CUCTEM i
TexHoJorin, iHWwnx BisHec-onepauinHUX NpoueciB Ha 06’ekTax
iH(hopMaLiHOI AiANbHOCTI Ta KPUTUYHNUX IHDPACTPYKTYp chepun
iHhopMauinHoi 6e3nekun Ta/abo Kibepbesnekn;

* iHbopMaUinHi cnctemm (iHopMaLuiNnHO-KOMYHiKaLinHi,
iH(popMaLiNHO-TeNeKoMyHiKaLiHi, aBTOMaTNU30BaHi) Ta TEXHOOrIT;
* iHpacTpyKTypa 06’'€KTiB iHDOPMaLLiNHOI JisNbHOCTI Ta
KPUTUYHUX iHPPaCTPYKTYp;

* CUCTEMU Ta KOMMJEKCH CTBOPEHHS, 06pobku, nepenadi,
36epiraHHs, 3HULLEHHS, 3aXUCTy Ta BifoOparKeHHs AaHnX
(iHbopMaUiiHNX NOTOKIB);

* iHbopMaUilHi pecypcu pi3HUX KnaciB (B T.4. Aep>KaBHi
iHbopMaLinHi pecypcm);

* MporpamMHe Ta nporpamMHo-anapaTHe 3abe3neyeHHs (3acobwu)
Kibep3axucTy;

¢ CUCTEeMU ynpaBAiHHS iHopMaLinHoto H6e3nekoto Ta/abo
Kibepbe3snekolo;

¢ TexHoJsorii, MeToaun, Mozeni Ta 3acobu iHpopmMaLiiHoi 6e3nekn
Ta/abo kibepbesneku.

LLini HaBYaHHA:

MigroToBka haxiBLiB, 34aTHUX PO3B'A3yBaTN 3adavi
[ocnigHuUbKoro Ta/abo iHHoOBaLUIHONO XapakTepy Yy cdepi
iHbopmauinHoi Ta/abo kKibepbesneku.

TeopeTU4YHUM 3MiCT NnpeaMeTHOI obnacTi

TeopeTuyHi 3acaan HayKOEMHUX TEXHONOTIN, i3NYHI i
MaTeMaTu4HI PyHAaMeHTanbHi 3HaHHSA, Teopil ineHTudikauii Ta
MPUIAHATTSA pilleHb, CUCTEMHOr0 aHani3y, CKIafHNX CUCTEM,
MoAeNtoBaHHA Ta ONTMMI3aLii NpoueciB, Teopis MaTeMaTUYHOI
CTaTUCTUKN, KPUNTOrpadivHOro Ta TEXHIYHOro 3aXucTy
iHthopMaUii, Teopii pU3unKiB Ta IHWUX MiXXANCUMAAIHAPHUX TEOPIN i
NpakTUK y ranysi iHdopmauinHoi 6esnekn Ta/abo kibepbesneku.

MeToau, MeTOAMKHU Ta TeXHoONoOrii

MeToaw, Moaeni, METOANKN Ta TEXHOJIOrii CTBOPEHHS, 06pobku,
nepepadyi, NPUNMaHHS, 3HULLEHHS, BifoBpaXkeHHs, 3aXucTy
(Kibep3axmcTy) iHhopMaLinHUX pecypciB y KibepnpocTopi, a TakoXx
MeToAn Ta Mofesii Po3pobKM Ta BUKOPUCTAHHS MPUKAALHOro i
cneuianizoBaHOro nporpamMHoro 3abesne4yeHHa 419 BMpILLEHHA
npodeciiHnx 3agay B ranysi iHpopmauinHoi 6e3nekn Ta/abo
Kibepbesneku.

TexHonorii, MeToan Ta MoAeni AOCNIAXKEHHS, aHani3y, ynpaBniHHS
Ta 3abe3neyveHHs BizHec/onepauinHMX NPOLECIB i3 3aCTOCYBaHHAM
CYKYMNHOCTi HOPpMaTUBHO-MPaBOBMX Ta OpraHi3auinHO-TEXHIYHNX
MeToAiB i 3acobiB 3axnCTy iHpopMaLIiiHNX pecypciB y
KibepnpocTopi.

IHCTpyMeHTU Ta o6napgHaHHA

3acobu, NpUCTPOi, Mepe)xHe ycTaTKyBaHHA Ta cepefoBuLLe,
npuknagHe Ta cneuiasizoBaHe nporpaMHe 3abesneyeHHs,
aBTOMaTM30BaHi CUCTEMU Ta KOMMIEKCU NPOEKTYBaHHS,
MoJentoBaHHA, ekcrnayaTauii, KOHTPOO, MOHITOPUHTY, 06pobku,
BiJOBpaXKeHHA Ta 3axUCTy AaHuXx (iHpopMaLinHMX NOTOKIB), a
TaKO)X MeToAu i Moaeni Teopii pu3nKiB Ta ynpasiHHA
iH(popMaUiINHMMK pecypcamMun Npu AOCNIAXKEHHI | CYynpoBOAXKEHHI
06’eKTiB iIH(OPMaLiHOI AiaNbHOCTI Y ranysi iHhbopMaLinHoi
6e3nekun Ta/abo kibepbesneku.

Objects of study:

* modern processes of research, analysis, creation and ensuring
the functioning of information systems and technologies, other
business operational processes at the objects of information activity
and critical infrastructures in the field of information security and/or
cyber security;

* information systems (information and communication,
information and telecommunication, automated) and technologies;
« infrastructure of information activity objects and critical
infrastructures;

* systems and complexes of creation, processing, transmission,
storage, destruction, protection and display of data (information
flows);

» information resources of various classes (including state
information resources);

« software and hardware (means) of cyber protection;

» information security and/or cyber security management systems;
» technologies, methods, models and means of information security
and/or cyber security.

Learning goals:
Training of specialists capable of solving tasks of a research and/or
innovative nature in the field of information and/or cyber security.

Theoretical content of the subject area

Theoretical foundations of science-intensive technologies, physical
and mathematical fundamental knowledge, theories of
identification and decision-making, system analysis, complex
systems, modeling and optimization of processes, theory of
mathematical statistics, cryptographic and technical protection of
information, theory of risks and other interdisciplinary theories and
practices in the field of information security and/or cyber security.

Methods, techniques and technologies

Methods, models, techniques and technologies of creation,
processing, transmission, reception, destruction, display, protection
(cyber protection) of information resources in cyberspace, as well
as methods and models of development and use of applied and
specialized software for solving professional tasks in the field of
information security and /or cyber security.

Technologies, methods and models of research, analysis,
management and provision of business/operational processes using
a set of regulatory and legal and organizational and technical
methods and means of protecting information resources in
cyberspace.

Tools and equipment

Means, devices, network equipment and environment, applied and
specialized software, automated systems and complexes of design,
modeling, operation, control, monitoring, processing, display and
protection of data (information flows), as well as methods and
models of risk theory and information management resources for
research and support of objects of information activity in the field of
information security and/or cyber security.

OpieHTauin OMN/Aspect

OCBiTHbO-HayKoBa

| Educational scietifical

OcHoBHu# ¢okyc OMN/Main focus

CucTeMun, TeXHoNOrii Ta MaTeMaTUYHI MeToan Kibepbesnekn, Aki
6a3yl0TbCA Ha OCTaHHIX AOCATHEHHSAX HAaYKM Ta TEXHIKW.
Knodosi cnoBa: KibepHeTuyHa 6e3neka, cuctemm i TexHonorii
Kibepbe3nekun, MaTeMaTU4Hi MeToaun Kibepbesnekun, aHanis
KibepiHUMAeHTIB, aHani3 pM3nKiB, aHani3 3arpo3 i Bpa3MBoOCTEN,
3aXMCT 06'€EKTIB KPUTUYHOI iIHPPaCTPYKTypu

Systems, technologies and mathematical methods of cyber
security, which are based on the latest achievements of science
and technology.

Keywords: cyber security, cyber security systems and technologies,
mathematical methods of cyber security, risk analysis, cyber
incident analysis, threats & vulnerability analysis, protection of
critical infrastructure objects

OcobnusocTi

OnN/Features

1. FpyHTOBHa (hyHAaMeHTasibHa MiAroTOBKa Y NOEAHAHHI i3
CyYacHO NpodeciiHO0 NiArOTOBKO, AKa A03BOJISE NMPOBOAUTY
HayKOBO-A0CNIAHY Ta iHHOBaLIiNHYy AiANbHICTb | NpayoBaT 3
HayKOEMHUMUN TexHonoriamu Kibepbesneku;

2. Mpoxop)XeHHs nepenannaIoMHOI NpakTUKK Ha 6a3i nianpuemcTs-
napTHEepIB Ta y4acTb CTYAEHTIB Y BUKOHAHHI CMiIbHUX HayKOBO-
OOCNIAHUX MPOEKTIB Ha 3aMOBJIEHHA YCTaHOB Ta NPOBiAHUX IT-
KOMMaHin YkpaiHn 3a dhaxom;

3. dyanbHa ocBiTa.

1. Deep fundamental training in combination with modern
professional training, which allows conducting research and
innovation activities and working with science-intensive cyber
security technologies;

2. Completion of pre-diploma practice on the basis of partner
enterprises and participation of students in the implementation of
joint research projects commissioned by institutions and leading IT
companies of Ukraine by specialty;

3. Dual education
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4 - NMpupaTHiCTb BUNYCKHUKIB A0 NpaueBsiallTyBaHHA Ta noganbworo HaB4yaHHsA/ Eligibility
of graduates for employment and further study

MpupaTHicTb A0 npauesnawTyBaHHA/Eligibility for employment

BionosigHo o [lep>xaBHOro kKnacndikatopy
npodecin K 003:2010 3i 3miHoto Ne10
BUMYCKHUKM MOXYTb MpauoBaTh Ha Nocapax,
L0 BigNOBiAaloTb KnacudikauinHum
YrpyrnoBaHHAM:

2139.2 AHaniTUK cUCTeM 3axuncTy iHopmauii Ta
OUHKWN Bpa3/IMBOCTEN

2139.2 AHaniTuk 3arpo3 6e3neku

2132.2 Po3p0obHMK cuCcTeM 3axXUCTy iHopMaLlii.
2149 lMNpodbecioHanu i3 opraHizauii
iH(bopMaUinHoi 6be3neku.

23 MpodecioHann B ranay3si oCBiTU | HABYaHHA

According to the State Classifier of Professions
DK 003:2010 with Amendment No. 10,
graduates can work in positions corresponding
to the classification groups:

2139.2 Analyst of information protection
systems and vulnerability assessment

2139.2 Security threat analyst

2132.2 Developer of information protection
systems.

2149 Professionals from the organization of
information security.

23 Professionals in the field of education and
training

Mopanbwie HaBYaHHA/Further study

MpoaoB)XXeHHS OCBiTW 3a TPeTiM (OCBITHLO-
HayKOBMM) piBHEM BUMLLOT OCBiTU. HedhopMmanbHe
HaBYaHHS.

Continuation of education at the third
(educational and scientific) level of higher
education. Informal learning.

5 - BuknapgaHHA Ta ouiHioBaHHA/Teaching and assessment

BuknapaHHa Ta HaBYaHHA/Teaching and studying

Mporpamoto nepenbayeHo
CTyOeHTOLleHTpOBaHe HaBYaHHSA. BuknagaHHs
MPOBOANTLCA Yy Takux hopMax: NekLii,
MPaKTU4YHI Ta CEMIHAPCbKi 3aHATTS,
KOMMN'IOTEPHi NpakKTUKymMu i 1abopaTopHi
poboTu; KypcoBi poboTu; TEXHONIOTISA 3MilLlaHOrO
HaBYaHHS, NPaKTUKN; BUKOHAHHS AUMJIOMHOI0
MPOEKTY i ANMJIOMHOI poboTu (MaricTepcbKoi
ancepTauii)

The program provides for student-centered
learning. Teaching is carried out in the following
forms: lectures, practical and seminar classes,
computer workshops and laboratory works; term
papers; mixed learning technology, practices;
completion of the diploma project and thesis
(master's thesis)

OuiHoBaHHsA/Assessment

OuiHOBaHHSA 3HaHb CTYAEHTIB 34INCHIOETBLCA Y
BiANOBIAHOCTI 40 MNMOJIOXKEHHS MPO PENTUHIOBY
CUCTEeMY OLHIOBaHHA pe3ysibTaTiB HaBYaHHA
ctyneHTiBs KMl iM. Irops CikopcbKoro 3a yciMa
BMUOaAMN ayAUTOPHOI Ta No3aayauTopHoi poboTun
(BXiOHWW, NOTOYHUN, KasleH4apHUIA,
NiACYMKOBUW KOHTPOJIb); YCHMX Ta NMUCbMOBUX
€eK3aMeHiB, 3aJikiB

Assessment of students' knowledge is carried
out in accordance with the Regulation on the
rating system for evaluating the results of
students' learning at KPI named after Igor
Sikorsky for all types of classroom and extra-
auditory work (incoming, current, calendar, final
control); oral and written exams, credits.
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6 - NMporpamMHi kKoMmneTeHTHOCTI/Programme competencies

IHTerpanbHa KoMmneTeHTHicTb/Integral competence

30aTHICTb 0cobu po3B’aA3yBaTu 3adadi
nocnigHnubKoro Ta/abo iHHOBALIMHOIro XapakTepy
y cepi iHhopMaLinHoi be3nekn Ta/abo
Kibepbesneku

The ability of a person to solve tasks of a
research and/or innovative nature in the field
of information security and/or cyber security

3aranbHi komneteHTHOCTI (3K)/General competencies

3K 30aTHICTb 3aCTOCOBYBaTU 3HAHHA Y Ability to apply knowledge in practical
01 MPaKTUYHUX CUTYaLLiaX situations
3K 30aTHICTb NpoBeAeHHSA AOC/igXEeHb Ha Ability to conduct research at the appropriate
02 BiAMNOBIAHOMY piBHI level
3K 30aTHICTb 80 abCTPaKTHOr0 MUC/IEHHS, Ability to abstract thinking, analysis and
03 aHanisy Ta CMHTe3y synthesis
3K 34aTHICTb ouiHoOBaTK Ta 3abe3nevyyBaTu The ability to evaluate and ensure the quality
04 AKICTb BUKOHYBaHUX pobiT of the work performed
3[aTHICTb CcnifikyBaTUCA 3 npeactaBHuKamm |Ability to communicate with representatives of
3K iHWMX npodecinHnx rpyn pi3HOro piBHA (3 other professional groups of different levels
05 | ekcnepTamu 3 iHWKX rany3en 3HaHb / BuAiB | (with experts from other fields of knowledge /
€KOHOMIYHOT AisNIbHOCTI) types of economic activity)
daxoBi komneteHTHOCTi (PK)/Professional competencies
30aTHICTb 06rpyHTOBaAHO 3aCTOCOBYBaTH,
iHTerpyBaTu, po3pobnaTu Ta The ability to reasonably apply, integrate,
yOOCKOHaIloBaTW CyYacHi iHhopMaLinHi develop and improve modern information
TEeXHONOrii, HayKOBO-TEXHi4YHi po3pobkun, technologies, scientific and technical
oK $Qi3nYHi Ta MaTeEMaTUYHI PyHOaMeHTabHi developments, physical and mathematical
01 3HAHHSA | MoOeni, a TaKoXX TeXHOoNOoril fundamental knowledge and models, as well
CTBOPEHHS Ta BUKOPUCTAHHSA NpuknagHoro i |as technologies for creating and using applied
creuianizoBaHOro NPOrpamMHoro and specialized software for solving
3abe3nevyeHHs ona BupieHHs npodecinHux | professional tasks in the field of information
3a4ad y ranysi iHbopmauinHoi 6e3nekn Ta/abo security and/or cyber security
Kibepbesnekn
30aTHICTb po3pobnaTu, BNpoBanXyBaTu Ta | The ability to develop, implement and analyze
aHani3yBaTN HOPMATUBHI OOKYMEHTMH, regulatory documents, provisions, instructions
MOJNIOXKEHHS, IHCTPYKLIT 1 BUMOrM TEXHIYHOrO and requirements of technical and
®K | Ta opraHi3auinHoro cnpsMyBaHHS, a TakoXX | organizational direction, as well as integrate,
02 |iHTerpyBaTu, aHanidyBaTu i BUKopuctoByBaTu| analyze and use the best global practices,
KpalLli CBITOBI NpakTUKK, CTaHJapTu 3 MeToto | standards in order to carry out professional
34iNCHEHHSA NpogecinHol ianbHOCTI B ranysi | activities in the field of information security
iH(bopMauinHoi 6e3nekun Ta/abo Kibepbesnekn and/or cyber security
3AATHICTL OCNIKyBaTY, p03p06ﬂﬂ6TVI ' Ability to research, develop and support
OK |. CyMpoBOAKYyBaTIN METOAM Ta 3acobu methods and means of information security
iHopMauinHoi be3nekn Ta/abo Kibepbesneku i ) : ;
03 , . co T . and/or cyber security at objects of information
Ha 06’ekTax iHOpPMaLINHOI BiaNbHOCTI Ta S e
L activity and critical infrastructure
KPUTUYHOT iIHPpacTPYKTypu
3AATHICTb aHanisysaTy, p03p06ﬂﬂTM : The ability to analyze, develop and support
CYynpoOBOAXYBaTU CUCTEMY YMpPaBJiHHA ST . .
. e the organization's information security and/or
iHpopMauinHoto 6esnekoto Ta/abo :
PK KiGep6esnekoio opranizaLlii, hopMyBaTH cyber security management system, to form
04 ' information security strategies and policies,

cTpaTerito i noniTnku iHopMaLinHoi besneku
3 ypaxXyBaHHSAM BiTYU3HAHUX | MiXKHapOOHUX
CTaHOapTiB Ta BUMOr

taking into account domestic and international
standards and requirements
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30aTHICTb 00 OOCAIOXXEHHS, CACTEMHOI0O
aHanisy Ta 3abe3nevyeHHs 6e3nepepBHOCTI
bisHec/onepauinHUX Npouecie 3 METOH
BU3HAYEHHS ypa3IMBOCTEN iHpopMaLinHnNX

The ability to research, system analysis and
ensure the continuity of business/operational
processes in order to determine the
vulnerabilities of information systems and

(gg CUCTeM Ta pecypciB, aHanidy pu3uKiB Ta resources, analyze risks and determine the
BM3HAYeHHS OUIHKK TX BNJMBY Yy BiANoBigHOCTI|assessment of their impact in accordance with
00 BCTAHOBJIEHOI CTpaTEril i NoNiTUKN the established strategy and policy of
iHopMaLinHoi be3nekn Ta/abo kibepbesnekn | information security and/or cyber security of
opraHizauil the organization
3AaTHICTL aHanisysaTy, KOHTpoOJIoBaT Ta The ability to analyze, control and provide a
3abe3snedyBaTn CUCTEMY yrpaBiHHSA . .
®K | 0ocTynom m0 iHopMaLIifHIX pecypcis 3riaHo manageme.nt system for access to |nformat|on
" s ' resources in accordance with the established
06 BCTAHOBJIEHOI CTpaTerii i NoNiTUKKU . . ; .
. v . strategy and policy of information security
iHpopMauinHoi 6e3nekn Ta/abo Kibepbesneku , o
; and/or cyber security of the organization
opraHisaduii
30aTHICTb gocnig)KyBaTun, po3pobnatu Ta The ability to research, develop and
BMpoOBag)KyBaTu MeToawu i 3axogm npotunaii | implement methods and measures to counter
oK KibepiHUMaeHTaMm, 34inCHIOBaTM Npoueanypun | cyber incidents, to implement management,
07 ynpaBfiHHA, KOHTPOJIIO Ta po3ciigyBaHHA, a | control and investigation procedures, as well
TaKOXX HajaBaTu pekoMeHgauii wono as to provide recommendations on the
rnornepen)keHHs Ta aHani3dy KibepiHunaeHTiB B| prevention and analysis of cyber incidents in
uisiomy general
34aTHICTb gocnig)KyBaTu, po3pobnsaTtu, The ability to research, develop, implement
BNpOBaA>KyBaTu Ta CYNpPOBOAXKYBaTU MeToAMN and support methods and means of
n 3acobu 3axucTy iHpopMaLii Ha 06’eKkTax information protection at objects of
oK iHopMaLiNHOI AiaNbHOCTI Ta KPUTUYHOI information activity and critical infrastructure,
08 iH(bpaCTpYKTYypwU, B iH(hopMaLinHNX cuctemax, | in information systems, the ability to evaluate
30aTHICTb OLiHIOBaTN €EeKTUBHICTb iX the effectiveness of their use, according to the
BUKOPUCTaHHA, 3rifHO BCTaHOB/EeHOI cTpaTerii| established strategy and policy of information
i moniTUkKKM iHpopmMauinHoi besnekn Ta/ abo security and/or cyber security of the
Kibepbe3nekn opraHisauii organization
30aTHICTb aHanisyBaTun, po3pobnatn i The ability to analyze, develop and support
CynpoBOAKYBaTu CUCTEMY ayOouTy Ta the system of auditing and monitoring the
oK MOHITOPUHIY eheKTUBHOCTI (pyHKUioHYyBaHHS | effectiveness of the functioning of information
09 iIHOPMaALLINHUX CUCTEM | TEXHOJIOTIN, systems and technologies,
bisHec\onepauinHUX NpoueciB B ranaysi business\operational processes in the field of
iHcbopMauinHoi 6e3nekun Ta/abo Kibepbesnekn | information security and/or cyber security of
opraHisauii B winomy the organization as a whole
3ﬂaTH'.CTb MPOBOANTI HayKOBO-NIEAAT OTIHHY The ability to conduct scientific and
DiSNbHICTb, NNaHyBaTN HaBYaHHS, . L . .
' pedagogical activities, plan training, monitor
KOHTpPOJIOBaTN i CynpoBOAXyBaTuK poboTy 3 X
o . | and accompany work with personnel, as well
@K | nepcoHanoMm, a TakKoXX 3A4iICHIOBATW HayKOBI S ; .
) . as carry out scientific research in the field of
10 nocnig>xeHHs B cepi besnekn . ; )
. s : . security of information systems and
iHpoOpMaLINHNX CNCTEM | TEXHONOTIN, C ) . .
. . : X technologies, in accordance with domestic and
Bi4MNOBIAHO BiTYN3HAHUM Ta CBITOBUM ; : X
. international standards and requirements.
CTaHfapTaM i BUMoram.
30aTHICTb BpaxoByBaTK CyYacHi The ability to take into account modern
MiDKONCUUNIHAPHI HAYKOBO-MPaKTUYHI interdisciplinary scientific and practical
KOHTEKCTW Npu NMPUAHATTI pilleHb CTOCOBHO contexts when making decisions about the
®K | HOBITHiIX cnuctem, TexHonorin kibepbesneku, | latest systems, cyber security technologies,
11 Ta Npu BUKOPUCTaHHI Ta po3pobui meToaie |and when using and developing cyber security
Kibepbe3nekun, 30KkpemMa, BUKOPUCTOBYHOYUMN methods, in particular, using data analysis
anapaT aHanisy faHux Ta BpaxoByko4n apparatus and taking into account the
BMMOIM BUCOKOHaABaHTa)XXeHUX CUCTeM requirements of highly loaded systems
30aTHICTb BpaxoByBaTW A0CAIAHULbKI, Ability to take into account research,
DK MiDXOMCUMNAIHapHi HAYKOBOMNPaKTUYHI interdisciplinary scientific and practical
12 KOHTEKCTU Npu NPUNHATTI pilleHb B ranysi | contexts when decisions making in the field of

iHpopMauinHoi 6e3nekn Ta/abo Kibepbesneku

information security and/or cyber security




12/24

OK
13

Teopil MaTeMaTUYHOIT CTaTUCTUKIN Ta iHWiI
MiXKOncUuunaiHapHi Teopil Ta NpakTuKM o
3anad Kibepbesneku.

30aTHICTb 3aCTOCOBYBATU CUCTEMHMI Niaxia,

Ability to apply a systems approach, theories
of mathematical statistics, and other
interdisciplinary theories and practices to
cybersecurity challenges.

DK

14

30aTHICTb 3AINCHIOBATM HayKoBi Ta/abo
NPUKNagHi 4OCNIOXKEHHSA Y ranysi

i3 3aCTOCYBaHHAM Cy4YaCHUX
pe3ynbTaTh OOCNiIAXKEHb Ta iHHOBaLIN,

npe3eHTyBaTW pe3ynbTaTu AOCAIOXKEHb Ta
opMyBaTV HayKOBO-TEXHIYHY 3BiTHICTb.

iHpopMaUinHoi 6e3nekn Ta/abo Kibepbesneku

eKCnepmnMeHTaJIbHNX i TEOPETUNHHUX MeToAiB
MoOentoBaHHA npou,eciB, KPUTUHYHO ouiHIOBaTH

The ability to carry out scientific and/or
applied research in the field of information
security and/or cyber security using modern
experimental and theoretical methods of
modeling processes, critically evaluate the
results of research and innovation, present the
results of research and form scientific and
technical reporting.
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7 - NMporpamMHi pesynbtTatn HaB4aHHA (MPH)/ Programme learning outcomes

BifibHO CMifIKyBaTUCb AEP>KaBHOIO Ta
iHO3eMHOI0 MOBaMU, YCHO i MMCbMOBO A4
npencTaBsieHHs | 06roBopeHHs pesysbTaTiB

Communicate freely in national and foreign
languages, orally and in writing to present and

MPH : . o~ discuss the results of research and innovation,
[ocCnifXeHb Ta iHHOBaLil, 3abe3nevyeHHs . . )
01 ) o : ensuring business/operational processes and
6izHec/onepauinHMX NpoueciB Ta NMTaHb . . o ,
o X . issues of professional activity in the field of
NpPOogecinHoi AiaNbHOCTI B ranysi . / . !
. AR . information security and/or cyber security
iHchopMauinHoi 6e3nekun Ta/abo kibepbesnekn
IHTerpysaty cbyHl,laMeHTaan' Ta cneujanbHi Integrate fundamental and specialized
3HaHHA )19 PO3B’A3yBaHHA CKAagHUX 3adad . .
[PH | . L X knowledge to solve complex information
iHopMauinHoi be3nekn Ta/abo Kibepbesneku . . )
02 ) security and/or cyber security challenges in
Yy WMPOKNX abo MybTUANCUUMAIHAPHMX T
broad or multidisciplinary contexts
KOHTEKCTax
MpoBaanTu gocnigHuubKy Ta/abo iHHoBauinHy| Conduct research and/or innovative activities
DisNbHICTL B cdepi iHhopMaLiiHoT 6e3nekn in the field of information security and/or
[1PH . . . : .
03 Ta/abo kibepbesnekn, a TakoX B coepi cyber security, as well as in the field of
TEXHIYHOro Ta KpUNTorpagivHoro 3axmcTy technical and cryptographic protection of
iHbopMaLii y kibepnpocTopi information in cyberspace
3acTocoByBaTW, iHTerpyBaTu, po3pobnsaTu, Apply, integrate, develop, implement and
BMNpoOBag)XyBaTWu Ta YAOCKOHalOBaTu cy4dacHi | improve modern information technologies,
MPH . O s . . .
04 iHbopMaUinHi TexHonorii, i3nyHi Ta physical and mathematical methods and
MaTeMaTu4Hi meToau i mogeni B cgepi models in the field of information security
iHpopmauinHoi 6e3nekn Ta/abo kKibepbesneku and/or cyber security
. KpMT.IfHHP ocMnciosaTh |'|p_06)'IeMVI Critically consider the problems of information
iH(popMauinHoi besnekn Ta/abo Kibepbesneku, . o .
. . security and/or cyber security, including at the
y TOMY YUCAi Ha Mi>Krajy3eBoMmy Ta . R . o .
Mi>KIMCLIMNAIHADHOMY DIBHI. 30KDEeMa Ha interdisciplinary and interdisciplinary level, in
MPH Anct P Y PIBHI, pema particular on the basis of understanding the
OCHOBi PO3YMiHHS HOBUX pe3ynbTaTiB : . !
05 | . T new results of engineering and physical and
iHXXeHepHUX i hiznko-MaTeMaTUYHUX HayK, a . .
o mathematical sciences, as well as the
TaKO>X PO3BUTKY TEXHOJIOTiA CTBOPEHHS Ta . .
L development of technologies for the creation
BUKOPUCTaHHSA cneLianizoBaHoOro .
and use of specialized software
nporpamMHoro 3abesnedyeHHs
AHanisysatu Ta OUIHIOBATY 3aXMLLIEHICTL Analyze and evaluate the security of systems,
CNCTeM, KOMMNEKCIB Ta 3acobiB Kibep3axucTy, .
rPH complexes and means of cyber protection,
TEXHOJIOTii CTBOPEHHS Ta BUKOPUCTAHHS ; . : o
06 - technologies for creating and using specialized
cnewianizoBaHOro NporpamMHoOro
software
3abe3neyeHHs
ObrpyHTOBYBaTH BUIKOPNCTAHHA, To justify the use, implement and analyze the
BNpoOBaZ>XyBaTW Ta aHani3yBaTW KpaLwi . |
Lo best global standards, practices in order to
[1PH CBITOBI CTaHAAPTU, NPAKTUKN 3 METOIO .
) RO solve complex problems of professional
07 pO3B’'A3aHHA CKNaAHMX 3a4ay NPoecCiNnHoI A . . . ;
s ; - UL activity in the field of information security
OiAsNbHOCTI B rany3i iHhopMaLinHoi 6esneku .
. and/or cyber security
Ta/abo Kibepbesnekn
flocnimkysaTu, po3pobnaTy i Research, develop and support systems and
CynpoBOAKYBaTW CUCTEMU Ta 3acobu . . :
MPH | . o : means of information security and/or cyber
iHchopMauinHoi 6e3nekun Ta/abo Kibepbesnekn : ) : ) L
08 , . s T . security at objects of information activity and
Ha 06’ekTax iHOpPMaLINHOI BiaNbHOCTI Ta N
L critical infrastructure
KPUTUYHOI iHDpaCcTpyKTypu
Axanizysatu, po3p06.n$-|Tvl| | CynpoBoAXyBaTh Analyze, develop and support the
CUCTeMy ynpaBiHHSA iHOPMaLiHO AN . .
rPH : ) organization's information security and/or
b6e3nekoto Ta/abo Kibepbesnekoto opraHisaduii .
09 ; s ) . .~ . | cyber security management system based on
Ha 6a3i cTpaTerii i mMoNiTUKKM iHopMaLiNHOI . . : .
information security strategy and policy
b6e3nekun
. 3a6e3neqy§?TM 6e3nepepBH|CTb Ensure the continuity of business/operational
6i3Hec/onepaLitHMX NPOLECIB, a TAKOX . X -
- o processes, as well as identify vulnerabilities of
[1PH BUABJIATW YPa3/IMBOCTI iIHPOPMaLLINHNX ; ;
. X information systems and resources, analyze
10 CUCTEeM Ta pecypciB, aHanisyBaTn Ta

OUiHIOBaTN PU3SUKKU AN iHPopMaLinHOT
6e3nekn Ta/abo kibepbesnekn opraHizauii

and assess risks for information security
and/or cyber security of the organization
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rPH
11

3abe3nevyBaTu epeKTMBHE PYHKLIOHYBaAHHS

AHani3zyBaTu, KOHTPOJIIOBATK Ta

CUCTEMM yMpaBiHHA OOCTYMNOM A0
iHbopMaLUiINHNX pecypciB BigNOBIAHO A0
BCTAHOBJIEHNX CTpaTeril i moniTukn
HdopMaLinHoi be3nekn Ta/abo Kibepbesneku
opraHisauii

functioning of the access management system
to information resources in accordance with

information security and/or cyber security of

Analyze, control and ensure the effective

the established strategy and policy of

the organization

[1PH
12

[ocnip>xyBaTu, po3pobnatun Ta

BNpPOBaA XyBaTu! MeTOAM i 3aX04AMN NPOTUAIl
KibepiHUMAeHTaM, 34iNCHIOBATK NpoLeaypu
yrnpaBsiHHSA, KOHTPOJIO Ta PO3CiAyBaHHSA, a
TaK0o)X HafaBaTu pekoMeHaauil wonao

rnonepen>keHHs Ta aHanisy KibepiHUNAEHTIB B
uinomy

Research, develop and implement methods
and measures to counter cyber incidents,
implement management, control and
investigation procedures, as well as provide
recommendations on the prevention and
analysis of cyber incidents in general

[PH
13

HocnigxxyBaTtn, po3pobnatun, BNpoBaaXyBaTn
Ta BUKOPUCTOBYBaTKM MeToAM Ta 3acobu
KpunTorpagivyHOro Ta TEXHIYHOro 3axXnCTy
iHpopMauii 6i3Hec/onepaLlitHMX Npouecis, a
TaKOXX aHaslizyBaTu i HagaBaTU OLLIHKY
e(eKTNBHOCTI IX BUKOPUCTAHHSA B

iHbopMaLUinHUX cncTtemax, Ha 06’'ekTax
iHhOPMAUINHOI AiANbHOCTI Ta KPUTUYHOI
iHpPaCTPYKTYypK

Research, develop, implement and use
methods and means of cryptographic and
technical information protection of
business/operational processes, as well as
analyze and provide an assessment of the
effectiveness of their use in information
systems, objects of information activity and
critical infrastructure

[1PH
14

AHaniszyBaTun, po3pobnatu i cynpoBoaXXyBaTu
CUCTEMY ayauUTy Ta MOHITOPUHIY
e(heKTUBHOCTI (hYHKLiOHYBaHHS
iHpOpMaLINHUX CUCTEM | TEXHOJIOTIN,
6izHec\onepauinHUx Npouecis y coepi
iHpopMauinHoi Ta\abo kKibepbesneku B LinomMy

Analyze, develop and support the system of

auditing and monitoring the effectiveness of

the functioning of information systems and

technologies, business/operational processes

in the field of information and/or cyber
security as a whole

[PH

15

3p0o3yMisio i HeABO3HAYHO OOHOCUTW BAACHI
BUCHOBKM 3 npobnem iHhopMaLlinnHoi 6e3nekn
Ta/abo kibepbeznekun, a TaKoXK 3HaHHSA Ta
MOSICHEHHS, Lo iX 06rpyHTOBYIOTb A0
rnepcoHasny, NnapTHEPIB Ta iHWMX ocCib

Clearly and unambiguously communicate own
conclusions on information security and/or
cyber security issues, as well as knowledge
and explanations that justify them to staff,
partners and other persons

16

[1PH

MpuiimaTn 0B6rpyHTOBAHI pilLeHHS 3
OpraHi3auinHO-TeXHIYHNX NUTaHb
iHpopMaUinHoi 6e3nekn Ta/abo Kibepbesneku
y CKNnagHux i HenepenbayyBaHMX yMOBax, Y

TOMY YWUCJIi i3 3aCTOCYBaHHAM CyYacCHUX
MeToAaiB Ta 3acobiB onTuMisauii,
MPOrHO3yBaHHA Ta NPUAHATTS pilUeHb

Make informed decisions on organizational and
technical issues of information security and/or
cyber security in complex and unpredictable
conditions, including using modern methods
and means of optimization, forecasting and

decision-making

Have the skills of autonomous and

1P

17

MaTn HaBUYKN aBTOHOMHOIO i CaMOCTINHOIr O
HaB4YaHHSA y chepi iHPopMaLinHOI 6be3nekn
Ta/abo kibepbesnekn i 4OTUYHUX Fany3en
3HaHb, aHaNi3yBaTWU BAACHI OCBITHIi NoTpebn

Ta 06'EKTMBHO OLiHIOBATK pe3yibTaTn
HaB4YaHHSA

H

independent learning in the field of
information security and/or cyber security and
related fields of knowledge, analyze your own
educational needs and objectively evaluate

the results of your studies

1

[1PH

MnaHyBaTW HaBYaHHSA, @ TaKOX
CYNpoOBOAKYBaTN Ta KOHTPOOBaTU poboTy
rnepcoHasioM y HanpaMy iHopMaLuinHoi

8
6e3nekn Ta/abo kibepbesnekun

Plan training, as well as accompany and
supervise work with personnel in the area of
information security and/or cyber security

3

I

19

TUNOBI aHaNITUYHI, PO3pPaxXyHKOBI Ta
eKcrnepumeHTaNbHi MeToan Kibep3axucTy,
po3pobnATu, peanizopyBaTun Ta

PH
CYNpPOBOAXKYBATU MPOEKTU 3 3aXUCTY

ObupaTtun, aHanizyBaTu i po3pobnasaTn NpuaaTHI

iHpopMaULii y kKibepnpocTopi, iHHOBAUINHOI

Choose, analyze and develop suitable typical
analytical, calculation and experimental
methods of cyber protection, develop,
implement and support projects on the
protection of information in cyberspace,
innovative activities and protection of
intellectual property

LiSNIbHOCTI Ta 3aXUCTY iIHTeNeKTyasibHOl
BJIACHOCTI
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rPH
20

CTaBuTK Ta BUPilLYyBaTWU CKAAAHI iHXEHEPHO-
npukKnagHi Ta HayKoBi 3adadi iHhopMaLinHOI
b6e3nekun Ta/abo Kibepbesnekun 3 ypaxyBaHHAM
BMMOT BiTYM3HAHUX Ta CBITOBUX CTaHAapTIB
Ta Kpawmx NpakTuUK

Set and solve complex engineering, applied
and scientific problems of information security
and/or cyber security, taking into account the

requirements of domestic and international

standards and best practices

[1PH
21

BukopucTtoByBaTu MeTOAM HAaTYpPHOrO,
i3n4HOro i KoMN'tOTEPHOro MOAENOBAHHSA
OS5 0OCNig>XeHHs NPoLecCiB, sIKi CTOCYIOTbCS

iHpopMaUinHoi 6e3nekn Ta/abo Kibepbesneku

Use the methods of natural, physical and
computer modeling to study processes related
to information security and/or cyber security

[PH
22

MNnaHyBaTX Ta BUKOHYBATU
€KCMepuMeHTasibHi | TEOPETUYHI
OOCNig)XeHHSs, BUCYBaTK | NepeBipsaTu
rimotesn, obnpaTn gna uboro NpuaaTHI
MEeTOAWN Ta iIHCTPYMEHTM, 34iNCHIOBATU
CTaTUCTUYHY 06pObBKY maHUX, OLiHIOBATHU
OOCTOBIpPHICTb pe3ynbTaTiB OOCNIOXXEHb,
apryMeHTyBaTWu BUCHOBKMU

Plan and carry out experimental and
theoretical research, put forward and test
hypotheses, choose suitable methods and

tools for this, carry out statistical data
processing, assess the reliability of research
results, argue conclusions

[1PH
23

O6rpyHTOBYBaTW BMBip MpOrpamMHOro
3abe3neyeHHs, yCcTaTKyBaHHA Ta
iIHCTPYMEHTIB, iIH)XEHEePHNX TEXHOJOTIN i
npoLecis, a TakoXX obMexxeHb LWoA0 HUX B
ranysi iHpopmauinHoi 6esnekun Ta/abo
Kibepbesnekn Ha OCHOBI Cy4aCHMX 3HaHb Y
CYMIDKHUX rafnly3ax, HAyKoBOI, TEXHIYHOI Ta
[OBiAKOBOI NiTepaTypu Ta iHWOI AOCTYMNHOI
iHchopMaulii

To justify the choice of software, equipment
and tools, engineering technologies and
processes, as well as restrictions on them in
the field of information security and/or cyber
security on the basis of modern knowledge in
related fields, scientific, technical and
reference literature and other available
information

[PH
24

MaTun HaBNYKM PO3p0oBIIEHHS, BMPOBaAXKEHHS
Ta CyNnpoBOOXXEHHA cucTeMm Kibepbesnekun,
pPO3p0bKM Ta BUKOPUCTAHHA TEXHONOTIN Ta

MaTeMaTU4yHMX MeTofiB Kibepbe3nekn 3
ypaxyBaHHAM Cy4YaCHUX BUMOI Ta NPMHLMNIB
nobynoBn BMCOKOHAaBaAHTa)>XEHMX CUCTEM Ta

nigxonis aHanizy AaHuMx

Have the skills to develop, implement and
support cyber security systems, develop and
use cyber security technologies and
mathematical methods, taking into account
modern requirements and principles of
building highly loaded systems and data
analysis approaches

[1PH
25

MnaHyBaTn Ta BUKOHYBaTWN HAYKOBI Ta
NpUKNagHi focnigXeHHa y chepi
iHpopMaUinHoi 6e3nekn Ta/abo Kibepbesneku
i3 3aCTOCYBaHHAM Cy4acHUX iHPOPMaLLinHNX
TEXHONOrIiN, MPaKTUYHUX | TEOPETUYHMX
MeToAiB i Mogenen CUCTEMHOIo aHanisy,
NPUAHATTSA pilleHb, oNTUMiI3aLii npouecis,
MaTeMaTUYHOI CTaTUCTUKMN.

Plan and carry out scientific and applied
research in the field of information security
and/or cyber security using modern
information technologies, practical and
theoretical methods and models of system
analysis, decision-making, process
optimization, mathematical statistics.

[PH
26

OuiHoBaTN e(PeKTUBHICTb Ta NPakKTUYHY
UiHHICTb pe3ynbTaTiB HayKOBUX i MPUKAaLHNX
JocnigeHb Ta iHHOBaUiN.

To assess the effectiveness and practical value
of the results of scientific and applied research
and innovations.

[1PH
27

3acTocoByBaTK creuianizoBaHi
KOHLeNnTyasibHi 3HaHHSA 3 iHpopMaLiNHOT
6e3nekun Ta/abo kibepbesnekun y npogecinHin
DiNbHOCTI, y TOMY YUCAi 3HAHHSA | PO3YMIHHSA
HOBITHIX JOCArHeHb, AKi 3abe3ne4vyoTb
30aTHICTb A0 MOLENOBaHHA Ta AOCNIAXKEHHS
cy4YacHuMx cuctem 3abesnedyeHHs 6esneku.

Apply specialized conceptual knowledge of
information security and/or cyber security in
professional activities, including knowledge
and understanding of the latest developments
that provide the ability to model and research
modern security systems.
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8 - PecypcHe 3abe3nevyeHHsa peanisauii nporpamu/ Resource provision for programme
implementation

KappoBe 3abe3neuyeHHs/Staffing

BignosigHO A0 KagpOBUX BUMOT LLOAO0
3abe3neyvyeHHs NPoBag)XeHHS OCBITHbLOI
OiNbHOCTI ong BignosigHoro piBHA BO,
3aTBepa)xeHux MNoctaHoBoto KabiHeTy MiHicTpis
YkpaiHu Big 30.12.2015 p. Ne 1187 (B YMHHIN
peaakuii)

In accordance with the personnel requirements
for ensuring the implementation of educational
activities for the corresponding level of HE,
approved by the Resolution of the Cabinet of
Ministers of Ukraine dated 12.30.2015 No. 1187
(as amended)

MaTepianbHO-TexHiYHe 3abe3ney

eHHs/ Material-technical support

BignoBigHO 00 TEXHONMOrMIYHMX BUMOT LL,OAO
MaTepiasbHO-TeXHi4YHOro 3abesnevyeHHs
OCBITHbOI AiSANILHOCTI BiAMoOBiAHOro piBHA BO,
3aTBepoxeHux MNoctaHoBoto KabiHeTy MiHicTpis
YkpaiHu Big 30.12.2015 p. Ne 1187 (B YMHHIN
pefakuii). 3 KOMN'IOTEPHUX Kaacu, NONIroH 3
Kibepbesnekun. BukopuctaHHa obnagHaHHA ons
npoBeLeHHSN NekLUin y popMaTi npeseHTauin,
MepeXXeBUX TEeXHOJIOrin, 30KpeMa Ha nnaTdopMi
ONCTaHUiNHOro HaB4YaHHs Sikorsky.

In accordance with the technological
requirements for the material and technical
support of educational activities of the
corresponding level of HE, approved by the
Resolution of the Cabinet of Ministers of Ukraine
dated 12.30.2015 No. 1187(in the actual
version). 3 computer classrooms, Cyber Security
range. Use of equipment for conducting lectures
in the format of presentations, network
technologies, in particular on the Sikorsky
distance learning platform.

IHdbopMauiHe Ta HaBYabHO-MeTOoAMYHe 3abe3neuy

education

eHHAa/ Information and methodical support of the
al process

BionoBigHO 4,0 TEXHOJIOTIYHUX BUMOI LLOA0
HaBYaJ/IbHO-METOANYHOro Ta iHopMaLiNHOro
3abe3nevyeHHs OCBITHbOI AiA/IbHOCTI
BianoBigHOro piBHa BO, 3aTBEpAXEHUX
MocTaHoBow KabiHeTy MiHicTpiB YKpaiHu Bif
30.12.2015 p. Ne 1187 (B 4MHHIN pepakuii).
KopucTtyBaHHA HaykoBo-TexHi4HOW b6ibnioTekoto
KMl im. Irops Cikopcbkoro

In accordance with the technological
requirements for educational, methodological
and informational support of educational
activities of the corresponding level of HE,
approved by Resolution of the Cabinet of
Ministers of Ukraine dated 12.30.2015 No. 1187
(as amended).

Use of the Scientific and Technical Library of Ihor
Sikorsky Kyiv Polytechnic Institute.

9 - AkapeMiyHa mobGinbHicTb/Academic mobility

HauioHanbHa KpeauTHa Mo6in

bHicTb/National credit mobility

Y4yacTb CTyAEeHTIB B MpOrpaMax akageMiyHoi
MOBINIbHOCTI, MOXXJIMBICTb YKJIaAEeHHS yrof
OLEepP>XaHHSA CTyAeHTaMW MOABIMHUX ANMJIOMIB

Participation of students in academic mobility
programs, the possibility of concluding
agreements for students to receive double
diplomas

MixxHapoaoHa KpeauTHa MObGiNIbH

icTb/International credit mobility

MOXXNUMBICTb YKNAAEHHA yrof npo Mi>XHapoaHy
akageMivyHy MobinbHICTb, MPo NoAaBiNHe
OVNIOMYBaHHSA, NPO TpUBai Mi>XHapPOHi
NpoeKTH

The possibility of concluding agreements on
international academic mobility, on double
graduation, on long-term international projects

HaB4yaHHsa iHO3eMHuX 3p060yBaviB BO/Study of Foreign applicants of HE

HaB4yaHHS iHO3eMHUX 3006yBadviB BO, ki
onaHoBytoTb Ol 3a NnporpamMamMy MiXKHapogHOI
akKageMivyHoi MobifIbHOCTi, HaBYaHHA MOXXe
MPOBOANTUCH aHININCbKO abo yKpaiHCbKOLO
MOBOIO, 3@ YMOBM BONOAiIHHA 3006yBavYeM MOBOIO
HaB4YaHHS Ha PiBHI He HuxX4e B2.

The training of foreign higher education
students who master the OP under international
academic mobility programs can be conducted
in English or Ukrainian, provided the student has
a language proficiency of no lower than B2.
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2. NEPEJIIK KOMMOHEHTIB OCBITHbOI MPOrPAMWU/COMPONENTS of EDUCATIONAL

PROGRAMME
dopMa
KpeguTiB | nigcymMkoBoro
Kopn/Code OcBIiTHI kOoMMoOHeHTU NporpamMu/Components EKTC/ECTS| koHTponto/Final
credits |control measure
form
HOPMATWBHI ocBiTHi koMnoHeHTU/Required (standard) components
0O60B’5A3KOBi KOMMOHEHTW LMKY 3arasibHoi nigrotoBku/General training cycle
30 01 |HT€HEKTyaﬂbHa BNIACHICTb Ta NaTeHTO3HaBCTBO / Intellectual Property and Patent 3.0 3anik / Final test
Science
3002 CTanuin iHHOBaUiNHMIA po3BUTOK / Sustainable Innovative Development 2.0 3anik / Final test
3003 MpakTUYHUI KypC iIHO3EMHOT MOBW ONA HayKOBOI KOMYHikauii / Practical Foreign
Language Course for Scientific Communication
MpakTUYHUI KypC iIHO3EMHOI MOBU ANA HayKOBOI KOMYHikauii. YacTnHa 1 / Practical . .
3003.1 Foreign Language Course for Scientific Communication. Part 1 3.0 3anik / Final test
MpakTUYHUI KypC iIHO3EMHOI MOBU ANA HayKOBOI KOMYHikauii. YacTuHa 2 / Practical . .
3003.2 Foreign Language Course for Scientific Communication. Part 2 2.0 3anik / Final test
30 04 Po3pobka cTapTan npoekTis / Development of Startup Projects 3.0 3anik / Final test
30 05 MeparoriyHa MmancTepHicTb / Pedagogical masteryTest 2.0 3anik / Final test
MaTeMaTnyHe MofentoBaHHA cucTeM i npouecis / Mathematical modeling of systems . .
30 06 and processes 4.0 3anik / Final test
3007 MaTeMaTun4Hi MmeTogn onTuMisauii / Mathematical methods of optimization 5.0 Ek3ameH / Exam
0O60B’A3KOBIi KOMIMOHEHTW UMKy NpodecinHoi niarotoesku /Professional training cycle
o 01 MpoeKTyBaHHSA BUCOKOHaBaHTaxxeHnx cnctem / Highly loaded systems design 4.0 3anik / Final test
1o 02 IHTenekTyanbHWI aHani3 gaHnx / Data Mining 4.0 3anik / Final test
[0 03 Klﬁep3aXMCT 06 €KTIB KPUTWNHHOI iHppacTpykTypm / Cyber defense of critical 4.0 3anik / Final test
infrastructure facilities
10 04 AH'an|3 Kl6e.pIHLI.VI,ElEI'-|TIB MeToAamMun MalnHHOro Hae4vaHHs / Cyber incident analysis 4.0 Exsamen / Exam
using machine learning methods
1o 05 AHani3 6iHapHux Bpa3nmBocTen / Binary vulnerabilities analysis 4.0 3anik / Final test
10 06 MNMpasoBi 3acaaun kKibepbesneku / Legal principles of cybersecurity 4.0 3anik / Final test
110 08 Cuctemmn i TexHonor il 3axucTy IHd:!OpMaLI,IVIIHO—KOMyHIKaLlII/II-'II/IX.CI/ICTEM / Systems and 50 ExsameH / Exam
technologies for the protection of information and communication systems
DocnigHnubkuin (HaykoBuin) komnoHeHT/Research component
1o 07 C'roxa)cm%e MopentoBaHHA cuctem 3abesnedyeHHs 6esnekun / Stochastic modeling of 4.0 3anik / Final test
security systems
1o 09 OcHOBW HayKoBux pgocnigxeHb / Fundamentals of Scientific Research 4.0 3anik / Final test
o 10 HaykoBo-gocnigHa npakTtuka / Scientific and Research Practice 15.0 3anik / Final test
rno 11 BrnkoHaHHS Marictepcbkoi gucepTalii / Execution of Master's Thesis 13.0 3axucT / Defence
BWBIPKOBI ocBiTHI komnoHeHTU/Elective components
BubipkoBi KOMNOHEHTU UMKy npodecinHoi nigroTosku/Professional training cycle
rnB 01 OCBITHIn kKoMnoHeHT 1 ®-KaTanory / Educational Component 1 from P-Catalogue 4.0 3anik / Final test
B 02 OCBITHIn KOMNOHeHT 2 ®-kaTanory / Educational Component 2 from P-Catalogue 5.0 Ek3ameH / Exam
B 03 OCBITHIn KoMNoHeHT 3 ®-kaTanory / Educational Component 3 from P-Catalogue 5.0 Ek3ameH / Exam
B 04 OCBIiTHin KOMNoOHeHT 4 ®-kaTanory / Elective Educational Component 4 from P- 4.0 3anik / Final test
Catalogue
B 05 OCBITHin KOMNoOHeHT 5 ®-kaTanory / Elective Educational Component 5 from P- 5.0 Ex3ameH / Exam
Catalogue
1B 06 OCBITHin KOMNOHeHT 6 ®-kaTanory / Elective Educational Component 6 from P- 4.0 3anik / Final test
Catalogue
8 07 OCBIiTHin KoMNoHeHT 7 ®-kaTanory / Elective Educational Component 7 from P- 4.0 3anik / Final test
Catalogue
3aranbHun o6car HopMaTMBHUX KoMNoHeHTIB Ol/Total scope of the required 89
components:
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KpeowuTiB | miaCyMKoOBOro

®dopma

Kon/Code OcBIiTHI kOoMMoHeHTK nNporpamu/Components EKTC/ECTS| koHTponto/Final
credits |control measure
form
3aranbHuin obcar Bnbipkosmnx komnoHeHTIB OlN/Total scope of the elective 31
components:
O6csAr oCcBiTHIX KOMMOHEHTIB, WO 3abe3nevyyoTb 3400yTTA KOMNETEHTHOCTEN
Bu3Ha4veHnx CBO/Total scope of the educational components aimed at acquisition of 78
competencies specified in the Higher Education Standard:
3ATAJIbBHUM OBCAT OCBITHBbOT MPOIrPAMW/TOTAL SCOPE OF THE EDUCATIONAL 120

PROGRAMME
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3. CTPYKTYPHO-JIOTIYHA CXEMA OCBITHbOI MPOrPAMU/STRUCTURAL-AND-LOGICAL SCHEME
OF THE EDUCATIONAL PROGRAMME
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5. ®OPMA ATECTALII 30,06YBA4IB BULL,OI OCBITU/ THE FORM OF ATTESTATION FOR
DEGREE PURSUERS

ATecTauia 3006yBadiB BMLLOT OCBITK 3a OCBITHBLOI NMporpamoto cneuianbHocTi 125 Kibepbesneka Ta
3axuUCT iHbopMaLii MpoBOANTLCA Y hOpMi 3aXUCTy KBaniikauinHoT MaricTepcbkoi poboTu Ta
3aBEpLIYETLCA BMOAYE0 OOKYMEHTa BCTaHOBEHOrO 3pa3ka Npo NpUCyo)XKeHHs NOMY CTyMneHs
MaricTpa 3 Kibepbe3nekun Ta 3ax1CTy iH(OpMaLlii 3a 0CBiTHLOI NporpamMoto “CuctemMm, TeXHONOrIii Ta
MaTeMaTu4Hi meToaun Kibepbesnekun”.

KeanigikauiiHa poboTa Ma€e po3B’A3yBaTu CKnagHy 3afady iHpopmauinHoi 6e3snekn Ta/abo
Kibepbesnekun i nepeabayvyaTn NpoBedeHHsA OocnigXeHb Ta/abo 34iNCHEHHS iIHHOBaUIN.
KBanidikauinHa poboTa He MOBMHHA MICTUTK akaaeMivyHoro nnariaTty, dpabpukauii, hanbcudikauii.

ATecTauis 30iNCHIOETLCA BiAKPUTO i ny6sivHo.

MaricTepcbki gucepTauii NepeBipsAlOTLCA Ha 03HaKW MOPYLUEeHHsT akaaeMiyHoi nobpoyvyecHOCTi Ta
nicng 3axucty nybnikytoTbcsa B peno3ntopii HTB YHiBepcuTeTy A4 BifibHOro goctyny.
OnpuntogHeHHA KBaniikauinHux pobiT 3 obMe)KeHMM AOCTYMNOM 34iNCHIOETLCA BIAMOBIAHO A0
BMMOI 3aKOHOaBCTBa.

Attestation of students of higher education according to the educational program of the specialty
125 Cybersecurity and information protection is carried out in the form of defense of a qualifying
master's thesis and ends with the issuance of a document of the established model awarding him
with a master's degree in cyber security and information protection according to the educational
program "Systems, Technologies and Mathematical Methods of Cyber Security".

The qualification work should solve a complex problem of information security and/or cyber security
and involve research and/or innovation. The qualification work must not contain academic
plagiarism, fabrication, or falsification.

Attestation is carried out openly and publicly.

Master's theses are checked for signs of violation of academic integrity and after defense are
published in the NTB repository of the University for free access. The publication of qualifying works
with limited access is carried out in accordance with the requirements of the law.
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6. MATPULA BIAMNOBIAHOCTI MPOrPAMHUX KOMMNETEHTHOCTEA KOMMOHEHTAM
OCBITHbOI MPOrPAMU/COMPLIANCE MATRIX OF PROGRAMME COMPETENCIES WITH
PROGRAMME COMPONENTS
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7. MATPULUA 3ABE3NEYEHHA MPOrPAMHUX PE3YJIbTATIB HABYHAHHA BIANOBIAHUMU
KOMMOHEHTAMU OCBITHbOI MPOrPAMN/ COMPLIANCE MATRIX OF PROGRAMME

LEARNING OUTCOMES WITH PROGRAMME COMPONENTS
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