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NMPEAMBYJIA / PREAMBLE

PO3POBJIEHO / ELABORATED:
KepiBHuk poboyoi rpynu/Team leader:
Nanpe OMuTpo Bonogumuposud/Dmytro LANDE
0.T.H., npodiecop, 3aBiayBay katenpwu iHbopMauinHoi bezneku/

Dr. Sc, Full Professor,Head of the department of information security

YneHwn poboyoi rpynu/Team members:
Ctbono4kiHa lpuHa BanepiieHa/ Iryna STYOPOCHKINA

K.T.H., loueHT Kadenpu iHpopmMauinHol 6esznekwn/ PhD, Professor of the department of information
security

CMmupHoB Cepriit AHaToninoeny/Sergii SMIRNOV

K.(p.-M.H., OOLUEHT, OOLUEeHT Kadenpw iHbhopMauiinHoi besneku/

PhD, Associate Professor,Professor of the department of information security
Ma4dycbkuin €8reH AHapinosuy/Eugene MACHUSKY

0.T.H., npodhecop, npodecop Kahenpw iHthopmauinHoi beanekn

Dr. Sc, Full Professar, Professor of the department of information security
Mporonos OMutpo Onekcanaposud/Dmytro PROGONOV

K.T.H., JOLEeHT,aoueHT Kadenpu iHpopMauinHoi besnekn/PhD, Associate Professor, Professor of the
department of information security

NMOrop>EeEHO / AGREED:

HaykoBo-meToAW4YHa KOMICiA yHiBepcUTEeTY 3i crneuiansHocTi 125 Kibepbensenka Ta 3axucT
iHhopmauii (npoTtokon Ne 1 Big 02.01 2025 p.)/ The Scientific and Methodological Commission of the

University on speciality 125 Cybersecurity and information protection (minutes of meeting No 1 of
02.01.2025)

Nonosa HMKY-125/Chairman of the SMCU-125

% AmuTpo NAHOE / Dmytro LANDE

MeTogu4Ha paga KMl iM. Irops Cikopcekoro (npoTokon Ne 3 Big 09.01.2025 p.)

The Methodological Council of Igor Sikorsky Kyiv Polytechnic Institute (minutes of meeting Ne 3 of
09.01.2025)

MonoBa MeTtogu4dnoi paawn/Chairman of the Methodological Council

KEJNTACKOBA TeTaHa / Tetiana ZHELIASKOVA
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BPAXOBAHO / CONSIDERED:

Bumoru i pekomeHaauii Hakasy NeHOJ1/263/24 Big 08.04.2024 npo opraHisauito Ta naaHyBaHHS
OCBITHBLOrO Npouecy Ha 2024-2025 HaBYaNbHUI PiK WO A0 06CAry OCBITHIX KOMMNOHEHTIB.

Mono>xeHHs Npo po3pobneHHs, 3aTBEPAXKEHHSA, MOHITOPUHI Ta Nepernsg ocBiTHiX nporpam B KMl iMm.
Irops Cikopcbkoro https://osvita.kpi.ua/node/137.

lMonoxxeHHs npo peasnizauito npaBa Ha BiZlbHWY BUBIp HaBYasibHUX ANCUNIIIH 3406yBavyamMy BULLOI
ocsiTu KIl im. Irops CikopcbKoro.

Knacugpikatop npogecivi K 003:2010 (3miHn BHeceHo Haka3om MiHekoHoMikn Nel1410 Big
16 ciyHsa 2024 p.).

MpenctaBHMKK poboToaaBLiB:

KoBanbyyk AHApin Onerosu4,KepiBHUK HanpsAMKY BiAKPUTUX iHHOBaUin Samsung R&D Institute
Ukraine (SPUKR), BignoBigasbHMI 3a CNiBNpawuto 3 yHiBepcuTeTamm

MosATa Ceprin PycnaHoBuy, OnepauinHnuin UpekTop MiXXHapoaHoi komnaHii 3 kibepbesnekn ISSP

KyZiH AHTOH Muxannosu4. F0NI0OBHUIN ekcnepT ynpasBniHHA 6e3nekun iHpopMauil AenapTaMeHTy
6e3nekn HauioHanbHoro 6aHkKy YKpaiHu, naypeaT [ep>KaBHOI npemii YKpaiHW B ranysi HayKu i
TEeXHiKN, OOKTOP TEXHIYHUX HayK, CTapLUMA HayKOBUI CMiBPO6ITHUK

MpeacTaBHUKM CTYOEHTCbKUX OpraHi3auin: NMpockypHa AHHa, 4ieH HMKY 125, ctyneHTKa 3 Kypcy
bakanaBpaTy 3a cneuianbHicTio 125 Kibepbe3sneka Ta 3axucT iHpopMaLil

PonioHOB AHApPIN, K.T.H., BUNYCKHUK acnipaHTypu 3a cneuianbHicTi0O CUCTEeMM 3axXUCTy iHdopMaLlii

Anekceinyyk Jlecs, 3006yBay 3a nporpamoto AoKTopa ginocodii, cneuiansHicTb 125 Kibepbesneka

Requirements and recommendations of the order No. NOD/263/24 dated 08.04.2024 on the
organization and planning of the educational process for the 2024-2025 academic year regarding the
volume of educational components.

Regulations on the development, approval, monitoring and revision of educational programs at Igor
Sikorsky Kyiv Polytechnic Institute https://osvita.kpi.ua/node/137.

Regulations on the exercise of the right to free choice of academic disciplines by applicants for
higher education at Igor Sikorsky Kyiv Polytechnic Institute.

Classifier of professions DK 003:2010 (amended by Order of the Ministry of Economy No. 1410 dated
January 16, 2024).

Employer representatives:

Kovalchuk Andriy Olehovych, Head of Open Innovations at Samsung R&D Institute Ukraine (SPUKR),
responsible for cooperation with universities

Poyata Serhiy Ruslanovich, Operations Director of the international cybersecurity company ISSP

Kudin Anton Mykhailovych. Chief Expert of the Information Security Department of the Security
Department of the National Bank of Ukraine, laureate of the State Prize of Ukraine in the field of
science and technology, Doctor of Technical Sciences, Senior Researcher

Student organization representatives: Proskurnya Anna, member of NMKU 125, 3rd year


https://osvita.kpi.ua/node/137
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undergraduate student in the specialty 125 Cybersecurity and Information Protection

Rodionov Andriy, Ph.D., graduate of postgraduate studies in the specialty Information Protection
Systems

Alekseychuk Lesya, candidate for the Doctor of Philosophy program, specialty 125 Cybersecurity

Esonouina OIN / Evolution of the EP

MinroToBka [OKTOPIB hinocoii 3a cneuianbHicTio 125 Kibepbesneka Ta 3axucT iHopmauii (125
Kibepbesneka) 6yna BiakpuTta 2020 p.

Y 2020 p. byno 3aTBepakeHo nepuwy pepakuito OHM y BignoBigHOCTI 3:

1) 3aTBepaxxeHumun B Kl iM. Iropsa CikopCbKOro (bopMoto onucy OCBITHIX Mporpam; CTPYKTYpOto Ta
3mictom 3K, ®K, MPH; 2) BHeceHnMmn 3MiHaMun o HauioHanbHOI pamku kBanidikauin (HPK)
BiAMOBIAHO A0 SKNX OCBITHbO-HAayKOBMWI piBeHb MaricTp Bignosigas 8 piBHO HPK.

HacTtynHe oHoBneHHSA Ol Bigbynoca y 2022 p. y 38'a3Ky 3 HabyTTam Tl HaB4anbHO-HayKoBUMA
@i3NKO-TEXHIYHUI IHCTUTYT. BHECEeHi 3MiHW y CKnag NPOEKTHOI rpynu Ta CKNag ctenkxongepis. B
CTPYKTYpi Mepeniky komnoHeHT OIN BiabyBCsA po3noAin Ha YaCTUHW HaBYaslbHUX JUCLMMNIH
«®Pinocodchbki 3acaan HayKoBOI AiANbHOCTI» Ta «lHO3eMHa MOBa 4151 HAYKOBOI AiS/IbHOCTI».

LLle onHa pepakuia Binbynaca y 2023 p. OcBiTHIO NMporpamMy OHOBJIEHO Y 3B's13KY 3i: 1) CnpoLleHoto
npouenypoto akpeguTauii; 2) 3MiHO Ha3BM creuianbHOCTI - 125 «Kibepbesneka Ta 3axucTt
iHpopmMauii (125 Kibepbesneka)». BHeceHi KopekTnsu y BiANoBiAHOCTI 3 BuUMoramu lNMoctaHoBYK
KabiHeTy MiHicTpiB YkpaiHn Big 16.12.2022 No 1392 “lNpo BHECEHHS 3MiH A0 Nepeniky rany3emn
3HaHb i CNeuiasbHOCTEN, 3a AKUMUN 30INCHIOETLCA NiAroTOBKa 3400yBa4viB BULLOI OCBITK".

BeeneHo HOBY ANCUMMNAIHY A8 NiACUIEHHSA KOMMETEHTHOCTEN, MOB'A3aHNX i3 megaroridyHow
OianbHicTio: “AKTyasnbHi NpobnemMn Nnegaroriky BULLOI LWKOAN".

Y 2024 p. 6ynun nepernaHyTi Ta CyTTEBO 3MiHEHI 3a 3MicTOM Ta po3wunpeHi 3K, @K, MNMPH. BHeceHi
3MiHM 00 cknany Ta/abo hopMoIo CEMECTPOBOrO KOHTPOJIIO 3@ OCBITHIMU KOMMOHEHTaMn: «Cuctemm
NigTPUMKN NPUNHATTS pilleHb B Kibepbesneui, «KopenauinHnm aHanis B kibepbesneui»,
«CMUCTEeMHMI aHani3 3arpo3 Ta Bpa3aneocTen». Bupaneri «CyyacHi MmeToan npuknanHoi
CTAaTUCTUKK», «MeToan aHaNniTUYHUX Mepex», «Mpobnemn Kibepbesnekn KPUTUYHOI

iIHPPaCTPYKTYpPU>».
36inblieHo obcarun «MeparoriyHol NpakTUKM» Ta «OpraHi3auii HayKoBO-iHHOBALINHOI AiS/IbHOCTI».

OcTaHHA mogudikauia sBinbynack B 2025 p., nporpamMa npueBeneHa y BiAMNOBiOHICTb 3 HOBUM
CTaHaapToM BuULLOT ocBiTK ans PhD Kibepbesneka Ta 3axuUCT iHGopMaLlii.

The training of doctors of philosophy in the specialty 125 Cybersecurity and information protection
(125 Cybersecurity) was started in 2020.

In 2020, the first edition of ONP was approved in accordance with:

1) approved in Igor Sikorsky's KPI form of description of educational programs; structure and content
of competences and programme learning outcomes; 2) by changes made to the National Framework
of Qualifications (NQF), according to which the master's educational and scientific level
corresponded to the 8th level of the NQF.

The next update of the EP took place in 2022 in relation with the acquisition of the “Educational and
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Scientific” status by Institute of Physics and Technology. Changes were made to the project group
and the stakeholders list. In the structure of the list of EP components, the division was made into
parts of the academic disciplines "Philosophical foundations of scientific activity" and "Foreign
language for scientific activity".

Another revision took place in 2023. The educational program was updated in relation with: 1)
Simplified accreditation procedure; 2) By changing the name of the specialty - 125 "Cybersecurity
and information protection (125 Cybersecurity)". Corrections were made in accordance with the
requirements of the Resolution of the Cabinet of Ministers of Ukraine dated 16.12.2022 No. 1392 "On
Amendments to the List of Fields of Knowledge and Specialties for which Higher Education
Candidates are Trained".

A new discipline was introduced to strengthen competencies related to pedagogical activities:
"Actual problems of higher education pedagogy".

In 2024 the competences and program learning outcomes were revised and significantly changed
and expanded. Changes were made to the composition and/or form of semester control of
educational components: "Decision support systems in cyber security, "Correlation analysis in cyber
security", "System analysis of threats and vulnerabilities". Also, disciplines were removed: "Modern
methods of applied statistics", "Methods of analytical networks", "Problems of cyber security of
critical infrastructure".

The volumes of "Pedagogical practice" and "Organization of scientific and innovative activities" have
been increased.

The last revision is related with new education Standard, the program is aligned with the standard of
higher education.
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1. NPO®JIb OCBITHbOI MPOrPAMM / EDUCATIONAL PROGRAMME PROFILE

1 - 3aranbHa iHdopmMauia / General information

MoBHa Ha3Ba 3BO Ta HaBYasbLHOro
nigpo3ainy/Full name of Higher
education institution and
faculty/institute

HauioHanbHU TEXHIYHWUNA
yHiBepcuTeT YKpaiHu
«KWIBCbKUI MONITEXHIYHNN
IHCTUTYT iMeHi Irops
Cikopcbkoro», HaB4abHO-
HayKOBUN (Pi3NKO-TEXHIYHMIA
IHCTUTYT

National Technical University
of Ukraine «lgor Sikorsky Kyiv
Polytechnic Institute»,
Educational and Research
Institute of Physics and
Technology

CTyniHb BULLOT OCBITW Ta Ha3Ba
KBanidikauii/Higher education degree
and qualification title

CTyniHb gokTopa dinocodii
DOKTOp chinocodii 3
Kibepbesnekn Ta 3axucTy
iHopMaUii

PhD Degree
philosophy doctor's degree in
cyber security and
information protection

OdiuinHa Ha3Ba Ol/Educational
programme official title

Kibepbesneka

Cyber Security

Tun gunnomy Ta obcar Ol/Diploma
type and EP scope

Ounnnom pokTtopa dinocodii,
OCBITHSA cKnaposa 52
KpeauTis EKTC 3
npoBefAeHHAM BJIACHOro
HayKoBOIro JOCNig>KEeHHS Ta
0hOpPMSIEHHSA NOrO
pe3ynbTaTiB y BUrnagi
ancepTauil, TEPMIH
HaB4YaHHSA 4 POKKU

PhD diploma, 52 credits ECTS
with scientific research in the
form of a dissertation,
training period 4 years

HasaBHicTb akpeguTauii/Prior
accreditation

AkpeguntoBaHo HA34BO,
cepTudikaTt 5321 Big
2023-07-04 pincHunnm oo
2028-07-01

Accredited by NAQA,
cetificate No 5321 from
2023-07-04 valid to
2028-07-01

LUunkn, pieeHb BO/Education cycle, level
of HE

HPK YkpaiHn - 8 piBeHb
QF-EHEA - TpeTin unkn
EQF-LLL - 8 piBeHb

NQF of Ukraine - 8 level
QF-EHEA - 3 cycle
EQF-LLL - 8 level

MepepnymoBu/Prerequisites

HasBHICTb CTyneHa MmaricTpa

Master Degree

dopmun 3006yTTa ocBiTU/ Forms of

OyHa (pmeHHa); O4Ha (Bev.);

full-time; full-time evening;

Education 3aou.; part-time;
MoBa(wn) BVlKn.auaHHﬂ./Language (s) of YKpaiHCbka Ukrainian
instruction

IHTepHeT-agpeca po3MiweHHsa O /URL
of the educational program

https://osvita.kpi.ua/125_ONP
D KB
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2 - MeTa ocBiTHbOI nporpammu / Educational programme purpose

Migprotoska npodecioHaniB-HayKoBLiB Ha CTUKY
dyHOaMeHTaNlbHUX HaykK, Kibepbe3nekn Ta
3axXuUcTy iHopMaduii, 34aTHUX JoCioXKyBaTu Ta
pPO3pobaATY HOBITHI MaTEMaTUYHI MeToaN,
TexHonorii Ta 3acobu kibepbesnekn,
30iNCHIOBATN HAayYKOBO-A40C/iAHY, NeaaroriyHy
Ta iHHOBAUiMHY AiSANbHICTb B rajaysi
iHpopMaUinHOT Ta KibepHeTn4YHOI be3nekuy;
iHTerpauvisi HayKoBol, iIHHOBaLiMHOT OisNbHOCTI i
HaBYaJIbHOrO MpoLecy; OpiEHTaLiIa Ha
Mi>KHapoAHi Jocnig»XeHHs Ta CBIiTOBI
DOCArHEHHSs B chepi iHhopMaUinHOi Ta
KibepHeTn4HOi 6e3nekun; CNPSMOBaHICTb
HayKOoBO-A0C/iAHOT poboTN Ha CyYacHi BUMoru
PUHKY Ta CycnifbCTBa.

Training of professional scientists at the
intersection of fundamental sciences, cyber
security and of information protection, capable
of researching and developing the latest
mathematical methods, technologies and means
of cyber security, to carry out scientific
research, pedagogical and innovative activity in
the field of information and cyber security;
integration scientific, innovative activity and
educational process; orientation to international
research and global achievements in the field of
information and cybernetic security; the focus of
research work on the modern requirements of
the market and society
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3 - XapakTepucTuka ocBiTHbOI nporpamm / Educational programme characteristics

NMpepmeTHa obnacTte / Subject area

06’€KTU BUBYEHHSA Ta [iANILHOCTI:

* IHpopMaLiiiHi cucTemun i TexHonorii Ha 06’ekTax iHhOpMaLiNHOT JisNbHOCTI Ta
KPUTWYHOI iHpacTpykTypun cchepu Kibepbesnekun Ta 3axucTy iHhopmauiii;

* HOBITHI CMCTEMM Ta KOMMNIEKCU CTBOPEHHS, 06pobkK, nepenadi, 3abepiraHHs,
3HULLIEHHS, 3aXUCTY Ta BifoobpaxeHHs iHhopMaLii (iHhopmaLiiHuX NoTokiB);

* CyyacHi iHpopMaLiiHi pecypcu pi3HMX KfaciB (B T.4. Aep>kaBHi iH(hopMaLinHi
pecypcn);

« MporpaMHe Ta nNporpaMHo-anapaTHe 3abe3neyeHHs (3acobu) Kibep3saxucTy;

* ABTOMaTU30BaHi cucTemMun BrnpasniHHA iHchopMauiiHolo 6e3nekoto, Kibepbesnekoto
Ta 3aXMCTOM iHopMaLii;

* MeToponorii, TexHonorii, MeToan, Moaeni Ta 3acobu kibepbesnekn Ta 3axmucTy
iHbopMauii.

LLini HaBYaHHA:

HabyTTs 34aTHOCTI NPoAyKyBaTWU HOBI Bifei, po3B’'s3yBaTU KOMMIEKCHI npobnemu
npocecinHoi Ta AOCNIAHNLbKO-IHHOBALINHOI AisNbHOCTI y cdhepi kibepbesnekun Ta
3axucTy iHpopMaLlii, 3aCTOCOBYBaTW BAACHI HayKOBI AOCNIAXKEHHS, pe3ynbTaTh SKNX
MaloTb HayKOBY HOBW3HY, TEOPETUYHE Ta NPaKTUYHE 3HAYEHHS.

TeopeTUuHMiA 3MiCT NpeaMeTHOI o6nacTi: MpuHUMNK, KoHLeNuii, Teopii 3axncTy
XKUTTEBO BaXXK/IMBUX iHTEPECiB NOANHM | rPOMaAAHNHA, CYyCNiNibCTBa Ta AepXXaBu Nig
4Yac BUKOpPUCTaHHA KibepnpocTopy, 3a AKoro 3abe3nevyioTbCs CTaJni PO3BUTOK
iHthopMaLiiHOro cycninbCTBa Ta LIMGPOBOro KOMYHIKaTUBHOIO cepeaoBuLLa,
CBO€EYaCHe BUABNIEHHA, 3anobiraHHs i HeTpanizauia peanbHUX i NOTEHUIHNX 3arpo3
HauioHanbHin 6e3newi YkpaiHum y kibepnpocTopi.

MeToau, METOAUKM Ta TexHonorii

Cy4acHi MeToAmn, Moaeni, MeTOANKMN Ta TEXHONOrii AOCNiA)KEHHA Ta BAOCKOHaNEHHSA
rnpouecie cTBOpeHHs, 06pobku, nepepadyi, NPUnMaHHA, 3HULWEHHS, BiAobparkeHHs,
3axucTy (kibep3axucTy) iHopMaLinHux pecypcis y kibepnpocTopi, MeToan
CTaTUCTIYHOrO aHanisy AaHux.

IHCTPYMeHTH Ta o6sapHaHHA

MporpamMHo-anapaTHe Ta NporpaMHe 3abesneyeHHs, iIHCTPyMeHTaNbHi 3acobu,
KOMM'l0TepHa TexXHiKa, cneuiafibHi KOHTPOJIbHO- BUMIPIOBaIbHi Npunaané nporpaMHo-
TexHi4Hi 3acoby aBTOMaTM3auii Ta cMCTeMM aBTOMaTU3aLii NPOeKTyBaHHS,
BUPOGHMNLTBA eKcnayaTalii, KOHTPOJIIO, MOHITOPIHIY, MepexxHi, MOBiNbHi, XMapHi
TexHOJOrii, MepexxHe ycTaTKyBaHHS Ta cepefoBuLLe, NpPYKaaaHe Ta creuianizoBaHe
nporpamHe 3abesnevyeHHs, aBTOMaTU30BaHi CUCTEMW Ta KOMIJIEKCH NPOEKTYBaHHS,
MoJenoBaHHSA, ekcrnnyaTaLii, KOHTPOJO, MOHITOPUHIY, 06pobku, BinobpaxkeHHsA Ta
3axucTy AaHux (iHhopMauiiHUX NOTOKIB).

Objects of study and activity:

« Information systems and technologies at information activity facilities and critical
infrastructure in the field of cybersecurity and information protection;

* New systems and complexes for creating, processing, transmitting, storing,
destroying, protecting and displaying information (information flows);

* Modern information resources of various classes (including state information
resources);

« Software and software-hardware (means) of cyber protection;

* Automated systems for managing information security, cybersecurity and
information protection;

* Methodologies, technologies, methods, models and means of cybersecurity and
information protection.

Learning objectives:

Acquiring the ability to produce new videos, solve complex problems of professional
and research and innovation activities in the field of cybersecurity and information
protection, apply own scientific research, the results of which have scientific novelty,
theoretical and practical significance.

Theoretical content of the subject area: Principles, concepts, theories of
protecting the vital interests of a person and a citizen, society and the state when
using cyberspace, which ensures the sustainable development of the information
society and the digital communicative environment, timely detection, prevention and
neutralization of real and potential threats to the national security of Ukraine in
cyberspace.

Methods, techniques and technologies

Modern methods, models, techniques and technologies of research and improvement
of the processes of creation, processing, transmission, reception, destruction, display,
protection (cyber protection) of information resources in cyberspace, methods of
statistical data analysis.

Tools and equipment

Hardware and software, tools, computer equipment, special control and measuring
devices6 software and hardware automation tools and automation systems for design,
production, operation, control, monitoring, network, mobile, cloud technologies,
network equipment and environment, application and specialized software, automated
systems and complexes for design, modeling, operation, control, monitoring,
processing, display and protection of data (information flows).

OpieHTauis

on / Aspect

OCBiTHbO-HayKOBa

| Educational scientific

OcHoBHMiA hokyc O / Main focus

MaTeMaTuyHi MeToawn Kibepbesneku, cuctemu, npouecu kibeprnpocTopy, KibepdisnyHi
cucTeMu, CyvacHi MeToam Ta 3acobu 3axucTy.

Knto4osi cnoBa: iHdopMaLinHa 6e3neka, 3axucT iHopmauii, kibepHeTuyHa 6e3neka,
MaTeMaTu4Hi MeToan Kibepbesneku, cuctemm i TexHonorii iHhopmaLinHoi Ta
KibepHeTu4Hoi 6e3nekn

mathematical methods of cyber security, systems, cyberspace processes,
cyberphysical systems, modern methods and means of protection.

Keywords: information security, information protection, cyber security, mathematical
methods of cyber security, systems and information and cyber security technologies

OcobnusocTi

On / Features

BUKOHaHHS HayKOBO-L0C/iAHUX PObiT Ha 3aMOBJIEHHSA Jep XXaBHUX YCTaHOB,
Aep>XaBHWX opraHiszauii Ta NpMBaTHUX KOMNaHii; peanisauis nporpamMu nepenbayae
MOXX/IBICTb 3aJ/ly4eHHS [0 ayAMTOPHUX 3aHATb NpodecioHaniB-NpakTuKiB, ekcrnepTis
ranysi, npeacTaBHUKIB poboTOAABLIB.

Execution of research works commissioned by the state institutions, state
organizations and private companies; implementation of the program involves the
possibility of involvement in classroom classes of practicing professionals, industry
experts, and representatives of employers.

4 - NMpupaTHICTb BUNYCKHUKIB 0,0 NpaueBNallTyBaHHA Ta NOAANbLIOro HaB4aHHSA /
Eligibility of graduates for employment and further study

MpupaTHicTb A0 npaueBnawTyBaHHA / Eligibility for employment

MpaueBnalwTyBaHHA HA NOcCagaxXx HayKOBUX i
HayKOBO-MNeaarororiyHUX npawiBHUKIB B
HayKOBUX YCTAaHOBUX i 3aKslafax BULLOI OCBITH,
rmocadax npauiBHUKIB HAMBULLLOI KBalidikauii y
DOCNIAHNLBKUX, MPOEKTHUX, KOHCTPYKTOPCbKNX
M T.n. yCTaHoBax i Nigpo3ainax nignpueMCTB.
BionosigHO no [lep>xaBHOro kKnacudikatopy
npodecin OK 003:2010 3i

3MiHO0 No10 BUNYCKHUKM MOXKYTb MpaLoBaTu
Ha Nocagax, Wo BionMoBigatloTb
KnacunikauinHUM yrpynoBaHHAM:

2139.2 AHaniTuk 3arpo3 6esneku,

2139.2 AHaniTUK CUCTeM 3axuncTy iHopmauii Ta
OLiHKM BPa3/INBOCTEN

2131.1 Haykosi cniBpobiTHUKK (064mncnoBanbHi
cncTemmn).

2132.2 Po3pobHMK cnctem 3axmncTy iHpopMaluil.
2149 lMpodhecioHanu i3 opraHizauii
iH(bopMaLinHoi besneku.

2310 Buknapgadi 3aknaniB BULLOI OCBITU

Employment in positions of scientific and
scientific-pedagogical workers in scientific
institutions and higher education institutions,
positions of highly qualified workers in research,
design, construction, etc. institutions and
divisions of enterprises.

According to the State Classifier of Professions
DK 003:2010 with Amendment No. 10,
graduates can work in positions corresponding
to the classification groups:
2139.2 Security threat analyst.
2139.2 Analyst of information protection
systems and vulnerability assessment.
2131.1 Research staff (computer systems).
2132.2 Developer of information protection
systems.
2149 Professionals from the organization of
information security.
2310 Teachers of higher education institutions.

Mopanbwie HaByaHHA / Further study

[HokTop dinocodii Mmae npaBo Ha 3460yTTA
HayKOBOIro CTyrneHs AOKTOpa HayK Ta
000aTKOBMX KBanihikauin y cnctemi oceitu
nopocnmx.

A Doctor of Philosophy has the right to obtain
the scientific degree of Doctor of Sciences and
additional qualifications in the adult education
system.
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5 - BuknapaHHA Ta ouiHioBaHHA / Teaching and assessment

BuknapaHHa Ta HaBYaHHA/Teaching and studying

Mporpamoto nepeabayeHo
CTyOEeHTOUEHTPOBaHe HaBYaHHSA (A9 CTYOeHTIB
PhD), 3 enemeHTaMn caMOHaB4YaHHSA Ta
npo61eMHO-0PiEHTOBAHOI0 HaBYaHHS.
BuknagaHHA NpoBOAUTBLCA Y TakKnUxX popmMax:
nekuii, NpakTU4Hi Ta nabopaTopHi 3aHATTS;
TEXHONOriA 3MillaHOro HaB4YaHHSA 3a OKpeEMUMU
OCBITHIMM KOMMOHeHTaMn, negarorivyHa
npakTukKa. B noegHaHHI i3 HaBYasIbHUM
MpOoLEecoM 34iNCHIDETLCA HAaNMCaHHA HAayKOBUX
cTaTen Ta Te3, JAETbCA MOXJINBICTb B3ATU
y4acTb B HAYKOBO-MPaKTUYHMUX KOHepeHLisax
Ta HayKOBO-O0CNIAHNX NpoeKTax Kadenpw,
CUCTEMATUYHO 34iNCHIOETLCS KOHTPOJb
BMKOHAHHSA eTaniB aucepTauinHoi poboTn, Ta
nigroToBka A0 3aXUCTy AucepTauinHoi poboTn.

The program provides for student-centered
training (for students PhD), with elements of
self-study and problem-oriented teaching.
Teaching is carried out in the following forms:
lectures, practical and laboratory classes; the
technology of mixed learning by individual
educational components, pedagogical practice.
In combination with the educational process
involves writing scientific articles and theses,
there is an opportunity to participate in scientific
and practical conferences and research projects
of the department, systematically monitoring of
the stages of the dissertation work is carried
out, and preparation for the defense of the
dissertation.

OuiHloBaHHA / Assessment

OUuiHIOBaHHSA 3HaHb 34INCHIOETHCSA Y
BiANOBIAHOCTI A0 MNMONOXXEHHSA NPO CUCTEMY
OLiHIOBaHHA pe3ynbTaTiB HaB4YaHHA KIl im.
Irops CikOpCbKOro 3a yciMma BugaMun ayauTOpHOI
Ta no3aayauTopHoi poboTn i nepenbavae
3aNikn, ek3ameHn. OKpeMo 34iNCHIOETHLCS
3axXUCT gucepTauinHoi poboTu.

Assessment of knowledge is carried out in
accordance with the Regulation on the system of
evaluation of learning results of KPI named after
Igor Sikorsky for all types of classroom and
extracurricular work and provides credits, exams
The dissertation is defended separately.
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6 - NMporpamMHi KoMmneTeHTHOCTI / Programme competencies

IHTerpanbHa KoMneTeHTHicTb / Integral competence

34aTHICTb NpoAyKyBaTW HOBI iAei, po3B'a3yBaTu The ability to produce new ideas, solve
KOMMNEKCHI npobnemun npogecinHoi Ta/abo complex problems of professional and/or
OOCNIAHNUBbKO-IHHOBALINHOT AisNnbHOCTI y cdepi research and innovation activities in the field
Kibepbesnekun Ta 3axucTy iHpopMauii, of cybersecurity and information protection,
3aCTOCOBYBaTM METOA0J0riI0 HAYKOBOI Ta apply the methodology of scientific and
nenarorivyHol fisbHOCTI, @ TaKOXX NPOBOANTU pedagogical activities, as well as conduct
BJIAaCHE HayKoBe OO0CNiA)XeHHS, pe3ysabTaThn 9Koro |one's own scientific research, the results of
MaloTb HayKOBY HOBU3HY, TEOPETUYHE Ta which have scientific novelty, theoretical and
MPakKTU4YHEe 3HAYEHHS. practical significance.

3aranbHi komneteHTHOCTI (3K) / General competencies
3K 30aTHICTb 00 abCTPaKTHOro MUC/IEHHS, Ability to abstract thinking, analysis and
01 aHanisy i cMHTesy synthesis
3K 30aTHICTb 40 nowyky, obpobneHHs Ta Ability to search, process and analyze
02 aHanisy iHopmMauii 3 pisHUX axxepen information from various sources
3K 34aTHICTb NpauBaTn B Mi>XXHAapOAHOMY The ability to apply knowledge to solving the
03 KOHTEKCTI latest scientific and practical problems

30aTHICTb pPO3B’A3yBaTN KOMMJIEKCHI
npobnemun npegmeTHOI 06/1aCTi HA OCHOBI
3K CUCTEMHOro HayKoBOroO CBiTOrNA4y Ta
04 3arajibHoOro KysibTYpHOro Kpyro3sopy i3
OOTPiIMaHHAM NPUHLMNMIB MPOGECINHOT €TUKN
Ta akageMivyHoi gobpodecHoCTi

Readiness for problem-oriented professional
communication in both Ukrainian and foreign
languages

daxosi komneteHTHOCTI (PK) / Professional competencies

30aTHICTb BUKOHYBATW OpPUriHaNbHi
DOCNio>KeHHs, AoCcAraTn HayKoBUX
pe3ysibTaTiB, AKi CTBOPIOIOTb HOBi 3HAEHHSA Y
@K | chepi kibepbesnekn Ta 3axncTy iHhopmauii
01 |Ta [OTUYHUX MiXKOUCUUMNIHAPHUX HanpaMax i
MOXYTb ByTn onybnikoBaHi y NpoBigHUX
HayKOBUX BUOaHHSAX 3 Kibepbesneku Ta
3axXucTy iHpopmauii.

The ability to perform original research,
achieve scientific results that create new
knowledge in the field of cybersecurity and
information protection and related
interdisciplinary areas and can be published in
leading scientific publications in cybersecurity
and information protection.

30aTHICTb iHiLitoBaTK, po3pobnaTtn i Ability to initiate, develop and implement
OK peanizoByBaTu KOMMJIEKCHI HAayKOBi Ta complex scientific and innovative projects in
02 |iHHOBaUiNHI NpoekTM B chepi Kibepbesnekn Ta| the field of cybersecurity and information
3axunCTy iHpopMauii protection
30aTHICTb po3B’aA3yBaTK 3Ha4vyLwm npobnemu y|Ability to solve significant problems in the field
®K | chepi kibepbesnekn Ta 3axucty iHbopmauii, | of cybersecurity and information protection,
03 pO3LWMpPIOBaTM Ta NepeoLiHioBaTV HasABHI expand and reassess existing knowledge and
3HaHHSA | NpodecinHi NpakTUKK professional practices
30aTHICTb epeKTUBHO 3aCTOCOBYBaTM METOAMN
aHasi3y faHuX, KOHLUEeNTyaJibHOro, The ability to effectively apply data analysis
MaTEMATUYHOIr0 Ta KOMMN'IOTEPHOro methods, conceptual, mathematical and
0] ¢ MOAEJOBAHHSA, BUKOHYBATU HaATYypPHI Ta computer modeling, perform field and
04 obuyncnoBasibHi eKCnepuMeHTn Npu computational experiments when conducting
MpoBeOeHHi HAYKOBUX i MpUKAagHNX scientific and applied research in the field of
nocnigxkeHb y cepi kibepbesnekn Ta cybersecurity and information protection
3axuCTy iHpopMauii
30aTHICTb reHepyBaTK HOBI ifel woao The ability to generate new ideas for the

pO3BUTKY Teopil Ta NpakTuku Kibepbesnekn development of the theory and practice of

@K |Ta 3axucTy iHopMaLlii, BUABNaTK, CTaBUTU Ta| cybersecurity and information protection, to

05 BUpiWyBaTK NpobnemMmn AoCAiAHULBKOIO identify, pose and solve research problems, to

XapaKTepy, OuUiHOBaTK Ta 3abe3nevyBaTun evaluate and ensure the quality of research
AKICTb BUKOHYBAHUX OOC/AiOXXEHb performed
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30aTHICTb BifIbHO CRiNIKYBAaTUCSA 3 MUTaHb, WO
cToCytloThCs chepun Kibepbesnekn Ta 3axXUCTy

The ability to report (including in a foreign

0] ¢ iHhOPMALLTT, 3 KONEraMu, LINPOKOIO HAYKOBOID language), organize and present knowledge,
06 pMaLill, ! P Hay ideas and scientific and practical results by
CMNiNIbHOTO, CYCNi/IbCTBOM Y LisIOMY specialty
YKPAiHCbKOI Ta aHrJlinCbKO MOBaMu P
oK 30aTHICTb 34iNCHIOBaTK Ta opraHizosyBaTu | Ability to carry out and organize scientific and
07 HayKOBY Ta OCBITHIO HaykKoBoO-negaroridyHy |educational scientific and pedagogical activity
[iSNbHICTb Y 3aKNlafax BULLOT OCBITK in higher education institutions
oK 30aTHICTb NpauBaTK 3 MeTogaMu Ta Ability to work with artificial intelligence
08 MOOENAMU WTYYHOr O iHTeNeKTy Ons methods and models to solve problems in the

pO3B’'sI3aHHS 3a4a4 Yy NnpeaMeTHin obnacTi

subject area
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7 - NMporpaMHi pesynbtatyu HaB4aHHA (MPH) / Programme learning outcomes

MaTwn nepefoBi KOHLUeNTyaNbHi Ta
MeTOA0J10riYHi 3HaHHS 3 Kibepbe3sneku Ta
3axucTy iHopMaLii i Ha MeXxxi NpeaMeTHUX
rajly3en, a TakoXX OOCNIAHNUBbKI HaBUYKW,

Have advanced conceptual and
methodological knowledge in cybersecurity
and information protection and at the border
of subject areas, as well as research skills

MPH . : g SO .
01 [OCTaTHI ANg NpoBeAeHHSA HAayKOBUX i sufficient to conduct scientific and applied
NPUKNaAHUX AOCAIOXEHb Ha PiBHI OCTaHHIX research at the level of the latest global
CBITOBUX OOCArHeHb 3 Kibepbesneku Ta achievements in cybersecurity and
3axucTy iHopmMaLii, oTpMMaHHSA HOBUX 3HaHb | information protection, obtain new knowledge
Ta/abo 34iNCHeHHA iIHHOBaLLIN and/or implement innovations
MnaHyBaTK i BUKOHYBaTU eKCriepnMeHTanbHi .
y yBart ep Plan and carry out experimental and/or
Ta/abo TeopeTnyHi [oCNigKeHHS 3 . . '
Kiep6esneky Ta 3axucTy iHopMmaLli Ta theoretical research in cybersecurity and
rPH . cTy : information protection and related
OOTUYHUX MIDKANCUUMIIHAPHUX HanNpsaMmiB 3 | . o )
02 X . interdisciplinary areas using modern tools and
BUKOPUCTAHHAM CyYaCHMX iIHCTPYMEHTIB Ta . :
o adhering to the norms of professional and
OOTPUMAaHHAM HOPM NPOoeCinHOI i . :
Lo academic ethics
aKaOeMi4yHOI eTUKMK
KpuTn4HO aHanizyBaTu pe3ysbTaTu BAaCHUX Critically analyze the results of one's own
[PH | pocnig>XeHb i pe3ynbTaTn iHWNX AO0CNiIAHKKIB | research and the results of other researchers
03 Yy KOHTEKCTIi YCbOro koMnJekcy cydacHux |in the context of the entire complex of modern
3HaHb WOA0 AOCAIAXXYBaHOI Npobaemu knowledge on the problem under study
FMnbokKo po3yMiTun 3arasibHi NPUHLMNN Ta To deeply understand the general principles
mMeToaun Kibepbesnekn Ta 3axumcTy iHpopmauii,|and methods of cybersecurity and information
[TPH |a Tako>X MeTo40/10Til0 HayKOBUX O0CAIAXKEHb, protection, as well as the methodology of
04 | 3acTocoByBaTWU iX Y BNAaCHMX OOCNigXeHHAX y [scientific research, to apply them in one's own
chepi iHhopMaUiINHNX TEXHONOrIN Ta Y research in the field of information technology
BMKNadaubKin npakTuu,i and in teaching practice
dopMyIOBaTK | NepeBipATU rinoTesun,
MYy PEBIP Formulate and test hypotheses, use
BUKOPUCTOBYBATW ANA OBrpyHTYBaHHS : . ;
. ; appropriate evidence to substantiate
BUCHOBKIB HaneXHi AoKa3un, 30KpeMa, : . .
rpPH : conclusions, in particular, the results of
pe3yibTaTn TEOPeTUYHOro aHanisy, : . .
05 ; : theoretical analysis, experimental research
eKcrnepuMeHTauIbHUX A0CAIAXKEHb i . .
. and mathematical and/or computer modeling,
MaTeMaTu4Horo Ta/abo komn'toTepHoOro . .
. X . available literature data
MO EeI0BaHHSA, HasABHI niTepaTypHi AaHi
BinbHO Npe3eHTyBaTn Ta obrosoptoBaTy 3 . : -
O NPE3EHTY : P Freely present and discuss with specialists and
haxiBuaAMU | HedhaxiBUAMUK pe3ysibTaTun Y e
. . . non-specialists research results, scientific and
[oCnio)KeHb, HayKOBi Ta npuknagHi npobnemn : .
Kibep6esneky Ta 3axucTy iHopMaLi applied problems of cybersecurity and
rpPH : information protection in the state and foreign
OEep>KaBHOI Ta iIHO3EMHOK MOBaMM YCHO Ta ; o .
06 languages, orally and in writing, publish
MMCbMOBO, OMNPUIIOOHIOBATU pe3yNbTaTn . o P .
NOCAIIKEHD Y HayKOBUX MyBiKaLIisX research results in scientific publications in
! b Y Hay ye y leading domestic and international scientific
NPOBIAHMX BITYN3HSAHUX Ta MiXKHAPOOHUX ‘ournals
HAYKOBUX BUOAHHSX ) :
3acTocoByBaTW 3arasbHi NpUHUMAK Ta Apply general principles and methods of
MeToAu MaTeMaTuKK, iHpopMaTuKM Ta iHWKx | mathematics, computer science and other
fPH HayK, a TaKo>XX Cy4acHi meToaun Ta sciences, as well as modern methods and
07 iIHCTPYMEHTW, unpoBi TexHONOrIT Ta tools, digital technologies and specialized
creuianizoBaHe nporpamMmeH 3abe3nevyeHHs software to conduct scientific research in the
AN NpoBaf>XeHHSA HayKOBUX O0CAIAXKEHb Y field of cybersecurity and information
chepi Kibepbeznekn Ta 3axncTy iHpopMauii protection
Po3pobnatu Ta gocnigxxyBaTu
pOb A AXY . . Develop and research conceptual,
KOHLIeNTYabHi, MaTeEMaTUNYHI | KOMM'IOTEPHI .
: N mathematical and computer models of
MoAeni npoueciB i CUCTeM, ePeKTUBHO i
- processes and systems, effectively use them
[IPH | BMKOPWUCTOBYBATWU iX A4S OTPUMAHHA HOBUX .
! o to obtain new knowledge and/or create
08 3HaHb Ta/abo CTBOPEHHS iIHHOBALIMHMX

NMPOAYKTIB y Kibepbesnewi Ta 3aXuUCTi
iHbopMaUii Ta AOTUYHUX MIXXANCLUUMIHAPHNX
HanpsaMax

innovative products in cybersecurity and
information protection and related
interdisciplinary areas
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3acToCcoByBaTU CyYacCHi iIHCTPYMEHTH i Apply modern tools and technologies for
TexHonorii nowyky, o6pobaeHHs Ta aHanisy searching, processing and analyzing
lPH | iHdopMaLii, 30KpeMa CTaTUCTUYHI MeTOAN information, including statistical methods for
09 aHani3y paHux senukoro obcsary Ta/abo analyzing large-scale and/or complex data,
CKJlagHOI CTPYKTYpW, cneuianizoBaHi 6a3n specialized databases and information
OaHuX Ta iHhopMaUinHi cnctemun systems
OpraHizoByBaTu i 34iNCHIOBATU OCBITHIN To organize and implement the educational
npouec y cepi kibepbesnekn Ta 3axncTy process in the field of cybersecurity and
fPH iHhopMaLii, NOoro HaykoBe, HaB4YaJIbHO- infqrmation protectio_n, its scientific,
10 MeToOUNYHE Ta HOpMaTMBHE 3abe3neyeHHs, educational, methodological and regulatory
po3pobnsaTY i BUKNagaTu crneuiaibHi support, to develop and teach special
HaBYaJIbHi AUCUUMJIHW Y 3aKafdax BULLOT educational disciplines in higher education
0oCBITK institutions
BonogiTn HaBnukamum nobynosu gianory 3  [Possess the skills to build a dialogue with large
BEJINKMMUN MOBHMMW MOoAensiMn, Ta B3aemodii | language models and interact with them to
[PH | i3 HUMK ans BUpIiLLEHHSA 3aaad Kibepbe3nekn, solve cybersecurity problems, possess the
11 BOJIOAITN NMPpUHUMNAMN MeToaiB WTy4YHoro |principles of artificial intelligence methods and
iHTenekTy Ta 340aTHICTIO 3acTocoByBaTu ix Ao | the ability to apply them to new professional
HOBITHiIX haxoBux 3aaa tasks

8 - PecypcHe 3abe3neyeHHs peanisauii nporpamu / Resource provision for programme
implementation

KappoBe 3abe3neueHHn / Staffing

BignoBigHO 00 KagpoBMX BUMOT LLLOOO
3abe3neyvyeHHs NpoBagXeHHS OCBITHbLOI
OianbHOCTI ona signosigHoro pisHsA BO,
3aTBepO)xeHux MNoctaHoBoto KabiHeTy MiHicTpis
Ykpainm Big 30.12.2015 p. Ne 1187 (B YMHHIN
penakuir)

In accordance with the personnel requirements
for ensuring the implementation of educational
activities for the corresponding level of HE,
approved by the Resolution of the Cabinet of
Ministers of Ukraine dated 12.30.2015 No. 1187
(as amended)

MaTepianbHO-TexHi4He 3abe3neyeHHs / Material-technical support

BionoBigHO 4,0 TEXHOJIOTIYHNX BUMOI LWOA0
MaTepiaslbHO-TeXHIYHOro 3abe3nevyeHHs
OCBITHbLOI AisNbLHOCTI BignosigHoro pisHsa BO,
3aTBepa)xeHux MNoctaHoBoto KabiHeTy MiHicTpis
YkpaiHu Big 30.12.2015 p. Ne 1187 (B YNHHIN
penakuii).

In accordance with the technological
requirements for the material and technical
support of educational activities of the
corresponding level of HE, approved by the
Resolution of the Cabinet of Ministers of Ukraine
dated 12.30.2015 No. 1187 (in the actual
version).

IHpopMauihHe Ta HaBYaIbHO-MeTOoAUYHe 3abe3neuyeHHs / Information and methodical support of the

education

al process

BionoBigHO 40 TEXHOJIOMIYHNX BUMOI LLOA0
HaB4aJIbHO-MeTOANYHOr 0 Ta iHhopMaLiNnHOro
3abe3neYyeHHs OCBITHbLOI AisA/IbHOCTI
BignosigHoro pisHa BO, 3aTBepOXeHUX
MNocTaHoBo KabiHeTy MiHicTpiB YKkpaiHu Big
30.12.2015 p. Ne 1187 (B 4MHHIN pepakuii).
KopuctyBaHHA HaykoBO-TexHi4HOO BibnioTekoto
KMl im. Irops CikopcbKoro.

In accordance with the technological
requirements for educational, methodological
and informational support of educational
activities of the corresponding level of HE,
approved by Resolution of the Cabinet of
Ministers of Ukraine dated 12.30.2015 No. 1187
(as amended).

Use of the Scientific and Technical Library of Ihor
Sikorsky Kyiv Polytechnic Institute.
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9 - AkapemMiyHa MobBinbHicTb / Academic mobility

HauioHanbHa kpeguTHa MobinbHicTb / National credit mobility

[JonycKaeTbCA cnifibHa NiAroToOBKa AOKTOPIB
dinocodii B paMkax ABOCTOPOHHIX yrog 3
IHWMMW BULLUMW HaBYaJIbHUMW 3aK1agamMm Ta
akageMiYHUMmM ycTtaHoBaMm YKpaiHu

Joint training of doctors of philosophy is allowed
within the framework of bilateral agreements
with other higher educational institutions and
academic institutions of Ukraine

MixxHapoaHa kKpeauTHa MobinbHicTb / International credit mobility

[onyCcKa€eTbCA CNisibHa NiAroTOBKa AOKTOPIB
inocodpii B pamkax ABOCTOPOHHIX yroj 3
BULLMMWN HaBYalbHUMW 3aKnajamu Ta
aKageMmiyHMM yCcTaHOBaMM iHLWINX KpaiH

Joint training of doctors of philosophy is allowed
within the framework of bilateral agreements
with higher educational institutions and
academic institutions of other countries

HaB4aHHs iHO3eMHuXx 3p06yBadiB BO / Study of Foreign applicants of HE

HaB4yaHH$ iHO3eMHUX 3006yBadiB BO, Ki
onaHoBytoTb Ol 3a NnporpamMamMn Mi>KHapogHOI
akKageMivyHoi MobifIbHOCTi, HaBYaHHA MOXXe
MPOBOANTUCH aHMNINCbKOI abo yKpaiHCbKOLO
MOBOIO, 3@ YMOBM BONOAiIHHA 3006yBavYeM MOBOIO
HaB4YaHHS Ha PiBHI He HUX4e B2

The training of foreign higher education
graduates who master the OP under
international academic mobility programs can
be conducted in English or Ukrainian, provided
the applicant has a command of the language of
study at a level not lower than B2
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2. MEPEJIIK KOMMOHEHTIB OCBITHbOI MPOrPAMMN / COMPONENTS of EDUCATIONAL

PROGRAMME

Kon/Code

OCBIiTHI kOMNoOHeHTU nporpamu/Components

KpeguTis
EKTC/ECTS
credits

dopMa
MigCyMKoOBOro
KoHTposnto/Final
control measure
form

HOPMATWBHI ocBiTHi koMnoHeHTU/Required (standard) components

0O60B’5A3KOBi KOMMOHEHTW LMKY 3arasibHoi nigrotoBku/General training cycle

HaB4anbHi gucumnniHn s 0BONOAIHHA 3arajbHOHaYKOBUMU (hinocopcbkmMin) komneTeHTHoCTAaMuU/Disciplines for

mastering general scientific (philosophical) competences

dinocogcbki 3acanm HaykoBoi gisnbHOCTI / Philosophical Foundations of Scientific

30 01 Activities 6.0 Ek3ameH / Exam
HaB4anbHi aucumnniHm ansa 3006yTTa MOBHUX KoMneTeHTHocTel/Disciplines for acquiring language competences
30 02 IHO3eMHa MoBa AJ1 HayKoBOi AisnbHOCTI / Foreign Language for Scientists
R I e e
30022 | e A B e e e
HaB4anbHi gucumnninn gna 3006yTTa rAMbrMHHUX 3HaHb 3i cneuianbHocTi/Disciplines for acquiring in-depth
knowledge of the specialty
10 01 KopensuinHnin aHanis B kibepbesneui / Correlation analysis in cyber security 4.0 3anik / Final test
110 02 S;ggfg:czirﬁ;pmmm NPURHATTSA pileHb B Kibepbesneui / Decision support systems in 4.0 3anik / Final test
110 03 zllee(:TJOFﬁc LWITYYHOro iHTenekTy y Kibepbesneui / Methods of artificial intelligence in cyber 4.0 3anik / Final test
110 04 SSl%LiEEiTi?i::aHB 3arpo3 Ta Bpa3smBocTen / System analysis of threats and 4.0 3anik / Final test
HaB4anbHi gucumnniHn onsa 3006yTTA YHiBEpcasbHMX KOMNeTeHTHocTel gocnigHmka/Disciplines for the acquisition
of universal competences of the researcher
110 05 ICr)];:r::)avr;it:«:i,;;1/2iZCHtiav);lt(izlzo-iHHOBaL|.i|7|H0'|' nisnbHocTi / Organization of Scientific and 50 Exsamen / Exam
110 06 ﬁggggg;;i npobnemun neparoriky suwoi wkonum / Actual Problems of Higher School 2.0 3anik / Final test
o 07 MeparoriyHa npakTuKka / Pedagogical Practice 3.0 3anik / Final test
BUWBIPKOBI ocBiTHi komnoHeHTW/Elective components
BnbipkoBi KOMMOHEHTW LMKy npodeciiHoi niarotosku/Professional training cycle
B 01 OcCBIiTHIn koMNoHeHT 1 ®-KaTanory / Educational Component 1 P-Catalogue 5.0 Ek3ameH / Exam
B 02 OCBITHIn KoMNOHeHT 2 ®-KaTanory / Educational component 2 from P-Catalogue 5.0 Ek3ameH / Exam
B 03 ggsgrgéiSOMmHeHT 3 ®-kaTanory / Elective Educational Component 3 from P- 4.0 3anik / Final test
3arajbHuii obcar HopMmaTUBHUX KoMMoHeHTiB OlN/Total scope of the required 38
components:
3aranbHuii obcar BubipkoBux komnoHeHTiB Ol/Total scope of the elective 14
components:
O6cAr 0CBITHIX KOMMOHEHTIB, WO 3abe3nevyoTb 3400yTTA KOMNETEHTHOCTEN
Bu3Ha4eHux CBO/Total scope of the educational components aimed at acquisition of 38
competencies specified in the Higher Education Standard:
3AFANTBHUI OBCAr OCBITHBLOI MPOrPAMU/TOTAL SCOPE OF THE EDUCATIONAL 52

PROGRAMME
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3. CTPYKTYPHO-JIOTIYHA CXEMA OCBITHbOI MPOrPAMM / STRUCTURAL-AND-LOGICAL
SCHEME OF THE EDUCATIONAL PROGRAMME

1 cem 2 cem 3 cem 4 cem

3001 B 01

o
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4. HAYKOBA CKJIAOOBA / SCIENTIFIC COMPONENT

Pik
niaroToBKu

3MicT HayKoBOi poboTu acnipaHTa

dopMa KOHTpPOJIO

1 pik

CknafgaHHA iHOMBiQyanbHOro njaaHy HaykKoBol
poboTuK acnipaHTa Ta NOro 3aTBEPAXKEHHSA Ha
BYeHin pagi HHI/akynbTeTy. Bnbip Ta
06rpyHTYBaHHS TE€MUW BJIACHOrO HayKOBOIO
0OCNio)XeHHS, BU3SHAYEeHHS 3MiCTy, CTPOKIB
BUKOHaHHS Ta obcary HaykoBux pobiT; Bubip Ta
0b6r'pyHTYBaHHSA MeTOA00rii NMpoBeAEHHS BNACHOI0O
HayKOBOIr0 OOC/iOXKEHHS, 30iINCHEHHSA ornany Ta
QHai3y iICHYK4YMX NOrasa4iB Ta Niaxonis, Lo
PO3BMHYJINCA B CyYacHin Hayui 3a obpaHum
HanpaMoM. OpopMNEHHS OTPUMaHUX pe3ybTaTiB B
TEKCTi gncepTauinHoro 4oCsigXXeHHs.

MNigrotoeka Ta nybnikauia He meHwe 1-i cTaTTi y
HayKOBUX BUAAHHAX, BKJOYEHNX 40 Nepeniky
HayKoBuX haxoBUX BUOaHb YKpaiHu, abo y
nepioaAnYHNUX HaYKOBUX BUAAHHAX NPOIHAEKCOBAHUX
y 6a3ax gaHux Web of Science Core Collection
Ta/abo Scopus (0 Taknx MOXyTb ByTn 3apaxoBaHi
04HOOCIBHI MOHOTrpadii, Lo peKoMeHa0BaHi o0
OPYKY BuyeHoo pagoto YHiBepcnTeTy Ta Nponwan
peueH3yBaHHA abo MaTeHT Ha BUHaXiA, Wo
MPOWLLOB KBafipikauinHy ekcnepTniy Ta
6e3nocepenHbO CTOCYETLCA HAaYKOBUX pe3ysibTaTiB
guncepTauin).

3BiTYBaHHS MPO XiA BUKOHAHHSA
iHOMBIAYaIbHOrO NJaHy
HayKoBOi poboTu acnipaHTa
0BiYi Ha piK 3 NpenCcTaBAEeHHAM
nigTBEPAXXYOYUX MaTepianiB
Mpo HayKOBi pe3ynbTaTun
(ny6nikauii, naTeHTN TOLLO).

2 pik

MpoBeAeHHs Mif KEPIBHULTBOM HayKOBOIr0
KepiBHMKa BJIACHOr0 HAayKOBOI0 AOC/IAXKEHHS, Lo
nepenbaya€e BUPiLLEHHS OOCNIAHULbKNX 3aBAaHb
LLJISIXOM 3aCTOCYBaHHS KOMMJIEKCY TEOPETUYHUX Ta
emMnipu4yHnx metoais. OPopMAEHHA OTPUMAHNX
pe3ynbTaTiB B TEKCTi AUCepTauUinHOro
0OCNiOXKEeHHS.

MigroToBka Ta nybnikauisa He meHwe 1-1 cTaTTi y
HayKOBUX BUAAHHSAX, BKJIIOYEHUX 00 nepeniky
HayKoBUX haxoBUX BUOAHb YKpaiHu, abo y
nepiognyHUX HayKoBMX BUAAHHSX MPOiHAEKCOBAHUX
y 6a3ax naHux Web of Science Core Collection
Ta/abo Scopus (A0 Takux MOXYTb ByTK 3apaxoBaHi
04HOOCIOHI MOHOTrpadii, Lo peKoMeHa0BaHi 40
OpYKy BuyeHoto paaoto YHiBepcnTeTy Ta NponLan
peueH3yBaHHSA abo MaTeHT Ha BUHaxig, Lo
MPOWLLOB KBalipikauinHy ekcnepTun3y Ta
be3nocepenHbO CTOCYETLCSH HAYKOBUX pe3yJsibTaTiB
guncepTadii.

3BiTYBaHHS MPO Xi BUKOHAHHSA
iHOMBIAYaIbHOIO NJaHy
HaykoBol poboTun acnipaHTa
OBiYi Ha piK 3 NpeACTaB/EHHAM
nigTBEPAXXYIOYUX MaTepiaiB
MpPO HayKOBi pe3ynbTaTun
(ny6nikauii, naTeHTN TOLLO).
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| Pik

niaroToBKu

| 3MicT HaykoBoOi poboTu acnipaHTa

dopMa KOHTPOJIIO

AHai3 Ta y3arajbHeHHSA OTPMMaHUX pe3ynbTaTiB
B/IACHOr0 HayKOBOI0 AOCNIAXKEHHS; 0brpyHTyBaHHS
HayKOBOi HOBM3HWN OTPUMaHKX pe3ynbTaTiB, ix
TeopeTuyHoro Ta/abo NpakTUYHOro 3HaYEeHHS.
OcopMneHHa oTpUMaHNX pe3ynbTaTiB B TEKCTI
oncepTauinHOro AOCAIAXKEHHS.

Nnigrotoska Ta nybnikauia He meHwe 1-i cTaTTi y
HayKOBUX BUAAHHAX, BKJKOYEHUX A0 nepeniky
HayKOBUX paxoBUX BUAAHb YKpaiHu, abo y

3BiTYBaHHSA NPO Xifi BUKOHAHHSA
iHOMBIAYaNbHOrO NJaHy
HaykoBoOi poboTu acnipaHTa

3 pik . BiYi Ha piK 3 NpeACTaBIEHHAM
P nepioaAnYHNX HayKOBUX BUAAHHSAX ﬁmTBe ;}K roqﬁxﬂMaTe i
npoiHaekcoBaHnx y 6asax gaHux Web of Science PAXY P
: Npo HayKoBi pe3ynbTaTu
Core Collection Ta/abo Scopus (40 TakKNx MOXYTb )
: P (nybnikauii, naTeHTn TOLLO).
OyTuK 3apaxoBaHi 0aHOOCIOHI MOHOrpadil, Lwo
pekoMeH0BaHi A0 APYKY ByeHowo panoto
YHiBepCcUTETY Ta NPOMLNK peleH3yBaHHA abo
MaTeHT Ha BMHaxiA, Lo NponLoB KBadidikauinHy
ekcnepTuly Ta 6e3nocepefHbO CTOCYETLCSA
HayKOBUX pe3ynbTaTiB Anceprauil.
OcopMneHHa HayKoBUX AOCATHEHb acnipaHTa y 3BiTYBaHHSA NPO XiA BUKOHaHHSA
BUrNa4i ancepTauil, niaBefeHHA NigcyMkis wono  |iHAMBiAyanbHOro niaaHy
MOBHOTW BUCBIT/IEHHSA pe3yfibTaTiB AucepTalii B HaykKoBOI poboTun acnipaHTa Ta
HayKOBUX CTaTTAX BiAMNOBIAHO YAHHNX BUMOT . npeseHTaUia aucepTaLlinHoOro
4 pik BnpoBap)XeHHS oaep)XaHUX pe3ynbTaTiB Ta NOCNIAXEHHA Ha 3acifaHHi

OTPUMaHHS NiATBEPOXKYBAJIbHUX LOKYMEHTIB.
MpoxoO)XeHHA Npouenypwn aTecTauii pa3oBoto
crewuianizoBaHoOK BYEHOI pafolo Ha MiacTaBsi
ny6niYHOro 3axmMcTy HayKOBUX AOCATHEHb Y DOPMi
ancepTauil.

Kaenpu y TepMiHU
BCTAHOB/IEHI HOPMATUBHMUMU
noKyMeHTamu. My6nivyHmn
3axXUCT gucepTalii B pa3osin
CreuianizoBaHin BYeHin pagi.

Year
preparation|

The content of the graduate student's
research work

Form of control

1 year

Compilation of an individual plan of a graduate
student's scientific work and its approval by the
academic council of the National Institute of

of the topic of one's own scientific research,
determination of the content, deadlines and scope
of scientific works; choosing and justifying the
methodology of conducting one's own scientific
research, conducting a review and analysis of
existing views and approaches that have developed
in modern science in the chosen direction.
Presentation of the obtained results in the text of
the dissertation research.

Preparation and publication of at least 1 article in
scientific publications included in the list of
specialized scientific publications of Ukraine, or in
periodical scientific publications indexed in the Web
of Science Core Collection and/or Scopus databases
(these may include individual monographs that are
recommended to be printed by the Academic
Council of the University and have undergone peer
review or a patent for an invention that has passed
a qualification examination and is directly related to
the scientific results of the dissertation).

Advanced Studies/faculty. Selection and justification

Reporting on the progress of
the implementation of the
individual plan of the graduate
student's scientific work twice a
year with the presentation of
supporting materials on
scientific results (publications,
patents, etc.).




21/24

Year The content of the graduate student's
p Form of control

reparation| research work

Under the guidance of a scientific supervisor,
conducting own scientific research, which involves
solving research tasks by applying a complex of
theoretical and empirical methods. Presentation of
the obtained results in the text of the dissertation
research.

|Preparation and publication of at least 1 article in
scientific publications included in the list of

2 year specialized scientific publications of Ukraine, or in
periodical scientific publications indexed in the Web
of Science Core Collection and/or Scopus databases
(these may include individual monographs that are
recommended to be printed by the Academic
Council of the University and have undergone peer
review or a patent for an invention that has passed
a qualification examination and is directly related to
the scientific results of the dissertation.

Analysis and generalization of the obtained results
of own scientific research; substantiation of the
scientific novelty of the obtained results, their
theoretical and/or practical significance.
Presentation of the obtained results in the text of
the dissertation research.

Preparation and publication of at least 1 article in
scientific publications included in the list of

3 year specialized scientific publications of Ukraine, or in
periodical scientific publications indexed in the Web
of Science Core Collection and/or Scopus databases
(these may include individual monographs that are
recommended to be printed by the Academic
Council of the University and have undergone peer
review or a patent for an invention that has passed
a qualification examination and is directly related to
the scientific results of the dissertation.

Reporting on the progress of
the implementation of the
individual plan of the graduate
student's scientific work twice a
year with the presentation of
supporting materials on
scientific results (publications,
patents, etc.).

Reporting on the progress of
the implementation of the
individual plan of the graduate
student's scientific work twice a
year with the presentation of
supporting materials on
scientific results (publications,
patents, etc.).

Reporting on the progress of
the implementation of the
individual plan of the graduate
student's scientific work and
the presentation of the
dissertation research at the
meeting of the department
within the terms established by
regulatory documents. Public
defense of the dissertation in a
one-time specialized academic
council.

IDesigning the scientific achievements of the
graduate student in the form of a dissertation,
summarizing the completeness of the coverage of
the dissertation results in scientific articles in
accordance with current requirements.

4 year Implementation of the obtained results and receipt
of supporting documents.

Passing the attestation procedure by a one-time
specialized scientific council based on the public
defense of scientific achievements in the form of a
dissertation.

5. ®OPMA ATECTALLII 340B5YBAYIB BULLLOi OCBITU / THE FORM OF ATTESTATION FOR
DEGREE PURSUERS

ATecTauis 3006yBadiB BULLOT OCBITU 3a OCBITHBOIO NPOrpamMoo TPETbOro PiBHA BULLOI OCBITH
cneuianbHocTi Kibepbesneka Ta 3axmcT iHQopMaLii 3AiNCHIOETLCA Y DOPMi 3aXUCTy AncepTauUinHoi
pob0Tn Ta 3aBepPLUYETLCA BUOAYE0 JOKYMEHTa BCTAaHOBJIEHOrO 3pa3ka NpPo NPUCYOXKEHHSA NOMY
CTyneHs aokTopa dinocodii 3 NpncBoeEHHAM KBanidikauii: JokTop dinocodii 3 Kibepbesneku Ta
3axucTy iHopMauii. OncepTauis NoBUHHa MaTu 06CAr OCHOBHOIO TEKCTY 4,5-7 aBTOPCbKUX
apkywiB. KBanicikauinHa poboTa nepeBipAeTbCA Ha NnariaT Ta Nicnsa 3aXUCTy PO3MILLLYETLCS B
peno3uTopii HTB YHiBepcnTeTy ona BifIbHOro AocTyny. ATecTauis 30iNCHIOETLCS BiAKPUTO Ta
ny6niyHo.
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Attestation of students of higher education in the educational program of the third level of higher
education in the specialty Cybersecurity and information protection is carried out in the form of the
defense of a dissertation and ends with the issuance of a document of the established model
awarding him the degree of Doctor of Philosophy with the qualification: Doctor of Philosophy in
Cybersecurity and Information Protection. The dissertation should have the volume of the main text
of 4.5-7 author's sheets. The qualifying work is checked for plagiarism and after protection is placed
in the NTB repository of the University for free access. Attestation is carried out openly and publicly.
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6. MATPULA BIAMNOBIAHOCTI MPOrPAMHUX KOMMNETEHTHOCTEA KOMMOHEHTAM
OCBITHbOI MPOrPAMU / COMPLIANCE MATRIX OF PROGRAMME COMPETENCIES WITH
PROGRAMME COMPONENTS

30 01|30 02|10 01|10 02|10 03|10 04|10 0510 06|10 07
3Ko1| X X X X X X
3K0z2| X X
3K 03 X X X
3K0o4| X
®PK 01 X
@K 02 X X
®K 03 X X X X X X
@K 04 X X X X X
®K 05 X X X
DK 06 X X
®K 07 X X
®PK 08 X
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7. MATPULUA 3ABE3NEYEHHA MPOrPAMHUX PE3YJIbTATIB HABYHAHHA BIANOBIAHUMU
KOMMOHEHTAMU OCBITHbOI MPOrPAMMN / COMPLIANCE MATRIX OF PROGRAMME
LEARNING OUTCOMES WITH PROGRAMME COMPONENTS

30 01(30 02|10 01|10 02|10 03|10 04|10 05|10 06|10 07
MPH 01 X X X X X
MPH 02 X X X X X
rPH 03 X
rnPH 04| X X X X
MPH 05| X X X X X
MPH 06 X X X X
rPH 07 X X X X X
lPH 08 X X X X X
rPH 09 X X X
MPH 10 X X
MPH 11 X X
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