Haulonanbiui TexrivKrk
yHiBEBCUTET YXpainn

"KuiBCLKNR NOosiTexXHIYHKA IHCTHTYT
iMeHi irops Cikopcskore”

National Technical
University of Ukraine
"lgor Sikorsky

Kyiv Politechnic institute"

¥

APPRCVED 3ATBEPIKEHC
oy the Academic Council SueHoe Danow
of tgor Sikorsky Kyiv Po ' "3 itk rQm Theeme ot

Bi, 3.y
NOca vachul padh
iXanac ShYERKO

rinutes of meeting N 0 2
Chairman of the Acadenrnc Counci
Mykhailo ILCHENKO

P

KIBEPBE3NEKA
CYBER SECURITY

JCBITHDC-HAYKOBA MPGTPAMA / EDUCATICNAL SCIENTIFIC PROGRAMME
€0EEG iD: E78584

Tne wira {educationai scientific) teve: of higrer

ToeT. (CCRITHBO-HAYKOBAA) DIBEHL ZALIGT CCBITY )
c ‘ . . 2'5 Ki6ant education
negianshicTs: L ibepbesrexa T2 3axKCT e " :
Hieteh ho Mapui" @ e e Speciziity: 125 Cyber Security and information
H®op a srozection
Fapryly et 12 - ¥ SUHARD T onoriy
Fany3s sHams: 12 - (HOopMauivinl TeXHoori o .
J " PopMaLiv . i Kriowiedge branch: 12 - Inforrmation Technology
Ksaniikaw:#: goxTop dinocedit 2 kibepdaznexky 1a I . S .
dirau:a: 4 P Cp. | il KibeE € “ Cuatification: phiiosophy doctor's degree in cyber
3aXUCTY iHopMaLii . e 7
' security and intormat.en protect.on
EsepeHc e gilc 7T TTTTT nacted since MO AIMADE meman s vegr
HaKa3IoMm DEKTC 2024 p. by rector’s orde 2024

Kuia/Kyiv

2024

Y pa3i HaABHOCTI B ONMUCI OCBITHLOI Nporpamu ByAb-aKkux po3BiskHOCTEN, NepeBary Mae TEKCT YKPaiHCbKO MOBOO /
in case of any differences in interpretation of the information in the educational programme, the Ukrainian text shall prevail



NPEAMBYA/PREAMBLE

POIPOBAEHO/ELABORATED:

lepignnk roynu/Team leader:

-

Aanpe
LmyTpo 20A0LMMYDOBYY
2.T.H., noodecop, 3asigysay

Kageapy indopmMadlinHol
teznexkw

Snewu roynv/Team members:

SOnOSKiHa ipyika BasepiisHa |

uouem ,qo_ge»
pvt rPopMaLIAHDT

Vg j“me/ €eres AHALVIOBYIY
L TR, TIPOGECos, npodecop
'peaw iHhopMaUinH=ol

CrOHCS AMUTES
Onexca-anosuy
K.T.rH., OLOUEHT,
SoLenT Kamenpu
50D MaLIBHST Ge3nery

TICGTOAMEHO/AGREED:

H2yKOBO-METOLiNHa KOoMiCin ‘-'Hiaepcm*eTy 2| crnewianeHoCTH L

ImpopMaL (T00TOKO Ne 3 Big
C7.05.2624;

Torogz BKY-125/Chairman of

Dmytro LANDE

Dr. Sc, Fuil Professor,
Head of the department of
information security

Iryna STYOPGCHKINA
PhD, Professor of the
department of information
security

1y Sergii SMIRNGCV

PhD, Asscciate Professor,
Professor of the department o
information security

tugene MACHUSKY

Dr. Sc, Fuill Professc

Professor of the uepartment of
information security

Dmytro PROGONGV
PhD, Associate Professor,

Professor of the department of
information security

; 07.05 2024 ¢

the SMCU-125

Omurpe JNTARLE / Dmytro LANDE

25 Kidepbensenka Ta 3axucT
.3/ The Scientific ang Methodological Commission of the
dniversity on speaality 125 Cybersecurity and information protection {minute

MeTonudHa papa K im. irops Cikopcskoro (mportokon Ne 7 2in 09.05.2024 p.)

The Methodciogical Council of Igor Sikorsky Kyiv Polytechnic institute {minutes of meeting Ne 7 of

£5.05.2024)

afgu/Chairman of the Methodelogic

i MESNTEHUYEHKO / Arnatoiil

al Council

MELNYCHENKG

s of meeting Ne 3 of



BPAXOBAHO/CONSIDERED:
MpenctaBHUKK poboToaaBLiB:

Kosanbyyk AHAOpin Onerosud,
KepiBHUK HanpsMKy BigoKpUTUX
iHHOBaUin Samsung R&D
Institute Ukraine (SPUKR),
BiANoBifasbHUI 3a cniBnpauto
3 YHiBepcutTeTamm

MosaTa Ceprin PycnaHoBuny,
OnepauinHmnn gupekTop
Mi>KHapo4HOI KOMNaHii 3
Kibepbesnekn ISSP

KyniH AHTOH Muxannosuy
FONOBHUI eKCnepT ynpaBaiHHSA
be3nekn iHdopmauii
nenapTaMeHTy 6e3neku
HauioHanbHoro 6aHky Ykpainu,
naypeat [ep>xaBHOI npemii
YKpaiHu B rany3si HayKu i
TeXHiKN, OOKTOP TEXHIYHMNX
HayK, CTapwnin HayKoBUI
CniBpobIiTHUK

MpencTaBHUKN CTYAEHTCbKUX OpraHisauin:

LLipennep Mapis,

yneH HMKY 125, ctygeHTka 1
KypCy MaricTpaTtypu 3a
cneuianbHicTio 125
Kibepbe3neka Ta 3axucT
iHhopMauii

PogioHoB AHApPIN, K.T.H., BUNYCKHMK acnipaHTypu 3a
creuianbHicTio 05.13.21 CuctemMun 3axucTy iHhopmauii
Anekcenyyk Jlecs, 3n06yBay 3a Nnporpamoto AoKTopa inocodii,

cneuianbHicTb 125 Kibepbesneka

Employers' representatives:

Andrii KOVALCHUK

Head of open innovation at
Samsung R&D Institute Ukraine
(SPUKR), responsible for
cooperation with universities
Serhii POYATA
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Operations director of the
international cyber security
company ISSP

Anton KUDIN

Chief expert of the Information
security department of the
Security department of the
National Bank of Ukraine,
laureate of the State Prize of
Ukraine in the field of science
and technology, doctor of
technical sciences, senior
researcher

Representatives of student organizations

Mariia SCHREIDER,

member of the Educational and
methodical comission of 125
specialty,

a 1lst-year undergraduate
student in the specialty 125
Cybersecurity and Information
Protection

Andrii RODIONOQV, Ph.D.,
graduate of postgraduate
studies at

specialty 05.13.21 Information
protection systems

Lesia ALEKSEICHUK,
Student of the PhD program,
specialty 125 Cyber security

EBosnouia OMN/Evolution of the EP

MigprotoBka ookTopiB inocodii 3a cneuianbHicTio 125 Kibepbesneka Ta 3axuct iHdpopmauii (125
Kibepbesneka) 6yna BiokpuTta 2020 p.

Y 2020 p. byno 3aTBepakeHo nepwy pepakuito OHIM y BignoBigHOCTI 3:

1) 3aTBepaxeHnmm B KIl iM. Irops CikopCbKOro popMoto OnNmncy OCBITHIX MporpamM; CTPYKTYpOlo Ta
3mictom 3K, ©K, TMPH; 2) BHeceHnMn 3MiHaMun Ao HauioHanbHOT pamkn kBanidikauin (HPK)
BiAMOBIAHO A0 SIKNX OCBITHbO-HAayKOBUI piBEHb MaricTp Bignosigas 8 piBHO HPK.

HacTtynHe oHoBneHHs Ol Binbynocsa y 2022 p. y 38'a3Ky 3 HabyTTam OTI HaB4asibHO-HayKOBUM
Qi3MKO-TEXHIYHUN IHCTUTYT. BHeCeHi 3MiHN y CKla[ NPOEKTHOI FPynu Ta cKaag cTenkxongepis. B
CTpYKTYypi Mepeniky komnoHeHT Ol BiabyBCs po3MoAdin Ha YaCTUHU HaBYasIbHUX ONCLUUMIIH
«®inocodCbKi 3acaan HayKoBoI OiaIbHOCTi» Ta «lHO3eMHa MOBa OJ189 HAaYKOBOI AiSA/IbHOCTI».

LLle ogHa pepakuia sBigbynaca y 2023 p. OCBiTHIO MporpamMmy OHOBJIEHO Y 3B'43KY 3i: 1) CnpoLieHoto
npouenypoto akpeguTauii; 2) 3MiHOO Ha3BM CcreuianbHOCTI - 125 «Kibepbesneka Ta 3axucTt
iHpopMauii (125 Kibepbe3sneka)». BHeceHi KopekTnBKM y BiANoBiAHOCTiI 3 BUMoramum lNMoctaHoBYK
KabiHeTy MiHicTpiB YKkpaiHn Big 16.12.2022 Ne 1392 “lNpo BHECEHHS 3MiH 0 Nepesiky rany3emn
3HaHb i CNeuiasbHOCTEN, 3a AKUMUN 34INCHIOETLCA NiAroTOBKa 3400yBaYviB BULLOI OCBITK".

BBeneHo HOBY ANCUMMNAIHY A8 NiACUAEHHSA KOMMNETEHTHOCTEN, MOB’'A3aHNX i3 MegaroriyHow
nisanbHicTio: “AKTyanbHi NpobnemMn neparoriky BULLOI LLUKOAN".
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OcTaHHA pepakuia OM sigbynacsa y 2024 p. bynun nepernaHyTi Ta CYyTTEBO 3MiHEHi 3a 3MiCTOM Ta
po3wunpeHi 3K, @K, MPH. BHeceHi 3MiHN 0o cknagy Ta/abo opMo CeMecTpoBOro KOHTPOJIO 3a
OCBITHIMM KOMMNOHeHTaMn: «CncTtemMn NiATPUMKKN NPUAHATTS pilleHb B Kibepbe3neui,
«KopensauinHuin aHanis B kibepbesnewi», «CncTemMHUIA aHani3 3arpo3 Ta Bpas3nMBoCcTen». BuganeHi
«CyYacHi MeToaM NPUKNAAHOT CTAaTUCTUKN», «MeToan aHaNliTUYHUX Mepex», «[pobneMn
Kibepbe3nekn KpUTUYHOI iIHPPACTPYKTYpU».

36inblwieHo obcarn «MeparoriyHol NpakTUKN» Ta «OpraHi3auii HayKoBO-iHHOBALiIMHOI Ai/IbHOCTI».

The training of doctors of philosophy in the specialty 125 Cybersecurity and information protection
(125 Cybersecurity) was started in 2020.

In 2020, the first edition of ONP was approved in accordance with:

1) approved in Igor Sikorsky's KPI form of description of educational programs; structure and content
of competences and programme learning outcomes; 2) by changes made to the National Framework
of Qualifications (NQF), according to which the master's educational and scientific level
corresponded to the 8th level of the NQF.

The next update of the EP took place in 2022 in relation with the acquisition of the “Educational and
Scientific” status by Institute of Physics and Technology. Changes were made to the project group
and the stakeholders list. In the structure of the list of EP components, the division was made into
parts of the academic disciplines "Philosophical foundations of scientific activity" and "Foreign
language for scientific activity".

Another revision took place in 2023. The educational program was updated in relation with: 1)
Simplified accreditation procedure; 2) By changing the name of the specialty - 125 "Cybersecurity
and information protection (125 Cybersecurity)". Corrections were made in accordance with the
requirements of the Resolution of the Cabinet of Ministers of Ukraine dated 16.12.2022 No. 1392 "On
Amendments to the List of Fields of Knowledge and Specialties for which Higher Education
Candidates are Trained".

A new discipline was introduced to strengthen competencies related to pedagogical activities:
"Actual problems of higher education pedagogy".

The last revision of the OP took place in 2024. The competences and program learning outcomes
were revised and significantly changed and expanded. Changes were made to the composition
and/or form of semester control of educational components: "Decision support systems in cyber
security, "Correlation analysis in cyber security", "System analysis of threats and vulnerabilities".
Also, disciplines were removed: "Modern methods of applied statistics", "Methods of analytical
networks", "Problems of cyber security of critical infrastructure".

The volumes of "Pedagogical practice" and "Organization of scientific and innovative activities" have
been increased.
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1. NIPO®JIb OCBITHbOI MPOrPAMWU/ EDUCATIONAL PROGRAMME PROFILE

1 - 3aranbHa iHdopmauina/General information

MoBHa Ha3Ba 3BO Ta HaBYasbLHOro
nigpo3ainy/Full name of Higher
education institution and
faculty/institute

HauioHanbHU TEXHIYHWUNA
yHiBepcuTeT YKpaiHu
«KWIBCbKUI MONITEXHIYHNN
IHCTUTYT iMeHi Irops
Cikopcbkoro», HaB4abHO-
HayKOBUN (Pi3NKO-TEXHIYHMIA
IHCTUTYT

National Technical University
of Ukraine «lgor Sikorsky Kyiv
Polytechnic Institute»,
Educational and Research
Institute of Physics and
Technology

CTyniHb BULLOT OCBITW Ta Ha3Ba
KBanidikauii/Higher education degree
and qualification title

CTyniHb gokTopa dinocodii
DOKTOp chinocodii 3
Kibepbesnekn Ta 3axucTy
iHopMaUii

PhD Degree
philosophy doctor's degree in
cyber security and
information protection

OdiuinHa Ha3Ba Ol/Educational
programme official title

Kibepbesneka

Cyber Security

Tun gunnomy Ta obcar Ol/Diploma
type and EP scope

Ounnnom pokTtopa dinocodii,
OCBIiTHA cknagosa 50
KpeauTis EKTC 3
nposefeHHsM BJIaCHOIro
HayKoBOIro JOCNig>KEeHHS Ta
0hOpPMSIEHHSA NOrO
pe3ynbTaTiB y BUrnagi
ancepTauil, TEPMIH
HaB4YaHHSA 4 POKKU

PhD diploma, 50 credits ECTS
with scientific research in the
form of a dissertation,
training period 4 years

HasaBHicTb akpeguTauii/Prior
accreditation

AkpeguntoBaHo HA34BO,
cepTudikaTt 5321 Big
2023-07-04 pincHunnm oo
2028-07-01

Accredited by NAQA,
cetificate No 5321 from
2023-07-04 valid to
2028-07-01

LUunkn, pieeHb BO/Education cycle, level
of HE

HPK YkpaiHn - 8 piBeHb
QF-EHEA - TpeTin unkn
EQF-LLL - 8 piBeHb

NQF of Ukraine - 8 level
QF-EHEA - 3 cycle
EQF-LLL - 8 level

MepepnymoBu/Prerequisites

HasBHICTb CTyneHa MmaricTpa

Master Degree

dopmun 3006yTTa ocBiTU/ Forms of

OyHa (pmeHHa); O4Ha (Bev.);

full-time; full-time evening;

Education 3aou.; part-time;
MoBa(wn) BVlKn.auaHHﬂ./Language (s) of YKpaiHCbka Ukrainian
instruction

IHTepHeT-agpeca po3MiweHHsa O /URL
of the educational program

https://osvita.kpi.ua/125_ONP
D KB
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2 - MeTa ocBiTHbOI nporpamu/Educational programme purpose

Migprotoska npodecioHaniB-HayKoBLiB Ha CTUKY
dyHOaMeHTaNlbHUX HaykK, Kibepbe3nekn Ta
3axXuUcTy iHopMaduii, 34aTHUX JoCioXKyBaTu Ta
pPO3pobaATY HOBITHI MaTEMaTUYHI MeToaN,
TexHonorii Ta 3acobu kibepbesnekn,
30iNCHIOBATN HAayYKOBO-A40C/iAHY, NeaaroriyHy
Ta iHHOBAUiMHY AiSANbHICTb B rajaysi
iHpopMaUinHOT Ta KibepHeTn4YHOI be3nekuy;
iHTerpauvisi HayKoBol, iIHHOBaLiMHOT OisNbHOCTI i
HaBYaJIbHOrO MpoLecy; OpiEHTaLiIa Ha
Mi>KHapoAHi Jocnig»XeHHs Ta CBIiTOBI
DOCArHEHHSs B chepi iHhopMaUinHOi Ta
KibepHeTn4HOi 6e3nekun; CNPSMOBaHICTb
HayKOoBO-A0C/iAHOT poboTN Ha CyYacHi BUMoru
PUHKY Ta CycnifbCTBa.

Training of professional scientists at the
intersection of fundamental sciences, cyber
security and of information protection, capable
of researching and developing the latest
mathematical methods, technologies and means
of cyber security, to carry out scientific
research, pedagogical and innovative activity in
the field of information and cyber security;
integration scientific, innovative activity and
educational process; orientation to international
research and global achievements in the field of
information and cybernetic security; the focus of
research work on the modern requirements of
the market and society
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3 - XapakTepucTuka ocBiTHbOi nporpamu/ Educational programme characteristics

NMpenmeTHa obnacTb/Subject area

O06’eKTN BUBYEHHSA:

* iHHOBAULiNHI NigxoAn Ta TeXHONOrii
KibepHeTUYHOro 3axucTy iHhopMmaluii, wo
LUVPKYJIOE B iIHHOPMaLinHO-KOMYHIiKaLiNnHNX
cuctemax, Ha ob’ekTax iHhopMaLuinHoT
OiNbHOCTI Ta KPUTUYHOT iIHPPaCTPYKTYpWU.
LLini HaBYaHHA:

MigroToBka paxiBuUiB, 34aTHNX PO3B'A3yBaTun
3ajavi pocnigHMUbKoro Ta/abo iHHOBaLUiMHOIO
XapakTepy y cgepi iHdpopMauinHoi Ta/abo
Kibepbesneku.

TeopeTU4YHMM 3MICT NnpepMeTHOI obnacrTi:
dyHOaMeHTaslbHiI Ta NpuKNaaHi HAyKOBO-
nocnigHi poboTn, aHani3, NPOEKTYBaHHS,
iHHOBaAUiNHI Niaxoan 00 BUPiLLEHHS
KOMMAEKCHUX npobnem y ranysi iHbopMauinHoi
Ta KibepHeTu4yHOiI 6e3nekn; meToaun
OOCNig>KeHHS CUCTeM, NMPOLECIB Ta TEXHOJOTIN
iHpopMaUinHoi Ta KibepHeTnYHOi 6e3nekn Ha
Pi3HUX PiBHAX OpraHisauii.

MeTtoam, MeTOAMKMU Ta TEXHONOTII
3arajibHOHaYyKOBi MeTOAM Ni3HaHHSA Ta
OOCNIAHNUBLKOI AiaNbLHOCTI; MeToAN
MaTEMaTUYHOro aHanisy, MOAENIOBaHHSA Ta
CUHTE3y cucTeM i 06'ekTiB; METOOUKMN i
TexXHONOoril BU3HAYEeHHS Ta aHanisy pusunkie
iHpopMaUinHOi i KibepHeTNYHOT Be3neku
Oep>XaBHMX Ta MPUBATHUX YCTaHOB; MeToaMu,
Mogeni Ta 3acobu KibepHeTUYHOro 3axXncTy
iHpopMalUii; iHhopMaLLInHO-KOMYHIiKaLinHi
TexHoNorii npe3eHTauii pe3ynabTaTiB
DOCNia>XKeHb; MeToAN Ta METOAUKN
BUK/IaOauUbKOI AiNIbHOCTI BULLOT LUKOIN.

IHCTpyMeHTM Ta oGnapgHaHHA

3acobu, npunaan Ta KOMMNJIeKCcK Ans
MoesntoBaHHA 06’'EKTIB Ta CUCTEM; NPOrpamMHi,
anapaTHi Ta NporpamMHo-anapaTHi KOMMJIeKcH,
L0 BUKOPUCTOBYIOTLCA ANS BUPILLEHHS 3a4ad
iHpopMaUinHoi Ta KibepHeTnYHOI be3nekn
06’eKTiB iIHOPMaALLINHOT OiANbHOCTI;
KOMMN'lIOTEPUN30BaHIi CUCTEMU Y HaBYaJlbHIM Ta
BUKIaOauUbKNN OiNbHOCTI.

Objects of study:

* innovative approaches and technologies of
cybernetic protection of information circulating
in information and communication systems, on
objects of information activity and critical
infrastructure.

Learning goals:

Training of specialists capable of solving tasks of
a research and/or innovative nature in the field
of information and/or cyber security.

Theoretical content of the subject area
fundamental and applied research works,
analysis, design, innovative approaches to
solving complex problems in the industry
information and cyber security; research
methods information and cybernetic systems,
processes and technologies security at different
levels of the organization.

Methods, techniques and technologies
general scientific methods of knowledge and
research activities; methods of mathematical
analysis, modeling and synthesis of systems and
objects; methods and technologies for
identifying and analyzing information and cyber
security risks of state and private institutions;
methods, models and means of cybernetic
information protection; information and
communication technologies for the
presentation of research results; methods and
techniques of higher education teaching
activities.

Tools and equipment

means, devices and complexes for modeling of
objects and systems; software, hardware and
software and hardware complexes used for
solving problems of information and cybernetic
security of objects information activities;
computerized systems in educational and
teaching activities

OpieHTauis

Ol/Aspect

OcCBiTHbO-HayKoBa

Educational scientific

OcHoBHu# ¢okyc OMN/Main focus

MaTeMaTu4Hi meToaun Kibepbesneku, cnctemu,
npouecun KibepnpocTtopy, KibepdiznyHi cnctemn,
Cy4YacHi meToam Ta 3acobun 3axucTy.

Knioyvosi cioBa: iHhopMaLlinHa 6e3neka, 3axnct
iHpopMauii, KibepHeTn4Ha be3neka,
MaTeMaTU4Hi MeToaun Kibepbesnekun, cncrtemn i
TexHoJorii iHhopMauinHoi Ta KibepHeTN4YHOI
6e3nekn

mathematical methods of cyber security,
systems, cyberspace processes, cyberphysical
systems, modern methods and means of
protection.

Keywords: information security, information
protection, cyber security, mathematical
methods of cyber security, systems and
information and cyber security technologies

Ocob6nusocTi ON/Features
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BnkoHaHHA HayKoBO-goCAiAHUX pobiT Ha
3aMOBJIEHHS Aep>KaBHUX YCTAHOB, Aep>XaBHUX
opraHisauin Ta NpMBaTHUX KOMMaHIn;
peanizauia nporpamm nepenbayvyae MOXAMBICTb
3a/lydeHHSs 00 ayOUTOPHUX 3aHATb
npodecioHaniB-npakTuKiB, eKCNepTiB ranysi,
npeactaBHuMKiB poboToaaBLiB.

Execution of research works commissioned by
the state institutions, state organizations and
private companies; implementation of the
program involves the possibility of involvement
in classroom classes of practicing professionals,
industry experts, and representatives of
employers.

4 - NMpupaTHICTb BUNYCKHUKIB 00 NpaueBsallTyBaHHA Ta noaanbwioro HaB4yaHHs/ Eligibility
of graduates for employment and further study

MpupaTtHicTh po npauesnawTtyBaHHA/Eligibility for employment

BignosigHo no dep>xaBHoro knacudikatTopy
npodecin K 003:2010 3i

3MiHO N010 BMNYCKHUKU MOXXYTb MpaLioBaTn
Ha nocagax, Lo BiANOBiAalOTb
knacndikauinHUM yrpynoBaHHAM:

2139.2 AHaniTuk 3arpos besneku,

2139.2 AHaniTUK CUCTEM 3axXUCTy iHopMaLil Ta
OLLIHKW Bpa3MBoCTEN

2131.1 Haykogi cniBpobiTHUKK (064ncntoBanbHi
cncTemm).

2132.2 Po3p0oBHUK CUCTEM 3axXUCTy iHhopMalLlii.
2149 MpodecioHanw i3 opraHi3auii
iHbopMauinHoi 6e3snekn.

2310 Buknapaydi 3aknaniB BULLLOI OCBITKU

According to the State Classifier of Professions
DK 003:2010 with

Amendment No. 10, graduates can work in
positions corresponding to the classification
groups:

2139.2 Security threat analyst.

2139.2 Analyst of information protection
systems and vulnerability assessment.

2131.1 Research staff (computer systems).
2132.2 Developer of information protection
systems.

2149 Professionals from the organization of
information security.

2310 Teachers of higher education institutions.

Mopanbwe HaByaHHA/Further study

MpoaoB>XXeHHS OCBITM B AOKTOPaHTYpi Ta/abo
y4acTb Y MOCTOOKTOPCbLKUX NporpamMax.
HedopManbHe HaBYaHHA

Continuation of education in doctoral studies
and/or participation in postdoctoral studies
programs. Informal learning.

5 - BukslapgaHHA Ta OUWiHIOBAH

HA/Teaching and assessment

BuknapaHHA Ta HaBYaHH

fi/Teaching and studying

Mporpamoto nepenbayeHo
CTyOEeHTOoUEeHTpOBaHe HaBYaHHA (A9 CTyOeHTIB
PhD), 3 enemMeHTaMn CaMOHaB4YaHHA Ta
npoba1eMHO-OpPiEHTOBAHOIr0 HaBYaHHS.
BuknagaHHS NpoBOONTLCA Y Takux hopMax:
neKuii, NpakTUYHi Ta NabopaTopHi 3aHATTS;
TeXHOJ10riA 3MillaHOro HaB4aHHSA 3a OKPeEMUMN
OCBIiTHIMM KOMMOHEHTaMM, negarorivyHa
npakTukKa. B noegHaHHI i3 HaB4YaIbHUM
MpoL.ecoM 34iINCHIETLCA HAaNMCaHHA HayKOBUX
CcTaTen Ta Te3, AAETbCA MOXJIMBICTb B3ATU
y4acCTb B HaYKOBO-MPaKTUYHUX KOHepeHLUiax
Ta HAayKOBO-A4OC/IAHNX NMPOoeKTax Kadenpwu,
CUCTEMATUYHO 34iNCHIOETLCSA KOHTPOJIb
BUKOHaHHSA eTanis agucepTauinHoi poboTun, Ta
niagroToBka A0 3aXUCTy AucepTauinHoi poboTn.

The program provides for student-centered
training (for students PhD), with elements of
self-study and problem-oriented teaching.
Teaching is carried out in the following forms:
lectures, practical and laboratory classes; the
technology of mixed learning by individual
educational components, pedagogical practice.
In combination with the educational process
involves writing scientific articles and theses,
there is an opportunity to participate in scientific
and practical conferences and research projects
of the department, systematically monitoring of
the stages of the dissertation work is carried
out, and preparation for the defense of the
dissertation.

OuiHloBaHHsA/Assessment

OUiHIOBaHHS 3HAHb 3OiNCHIOETLCA Y
BiAMOBIAHOCTI A0 MNMOJIOXKEHHS MPO CUCTEMY
OUiHIOBaHHSA pe3yabTaTiB HaB4aHHA Kl im.
Iropst CikopCbKOro 3a yciMma Bugamu ayanTopHOI
Ta no3aayanTopHoi poboTun i nepenbavae
3asiku, ek3ameHun. OKpeMo 34iNCHIOETLCS

Assessment of knowledge is carried out in
accordance with the Regulation on the system of
evaluation of learning results of KPI named after
Igor Sikorsky for all types of classroom and
extracurricular work and provides credits, exams
The dissertation is defended separately.

3axXUcT amncepTauinHoi poboTn.
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6 - NMporpamMHi kKoMmneTeHTHOCTI/Programme competencies

IHTerpanbHa KoMmneTeHTHicTb/Integral competence

34aTHICTb AocnigxysaTn, opMytoBaTH,
pO3B’'sAI3yBaTW HayKOBi Ta iHHOBaUiNHi npobaeMmun B
ranysi kibepHeTnyHoi 6e3nekn B ymoBax
KOMMJIEKCHOCTI Ta He40CTaTHbOI BU3HAYEHOCTI
yMOB, Wo nepenbayae rnmboke NnepeoCMmNCNEHHS
HasiIBHUX i CTBOPEHHS HOBUX 3HaHb Ta/abo
npodecinHOI MPaKTUKMN.

The ability to research, formulate, solve
scientific and innovative problems in the field
of cyber security in the conditions of
complexity and lack of certainty which
provide deep rethinking of existing and
creation of new knowledge and/or
professional practice.

3aranbHi komneteHTHOCTI (3K)/General competencies

3K |3[aTHICTb A0 KPUTUYHOIO MUCTIEHHS, aHanisy Ability to critical thinking, analysis and
01 i CUHTe3y synthesis
3’2( 30aTHICTb 00 AO0CNIOHNLUBKOI OisIbHOCTI Ability to research
3K 3'{J'aTH'CTb 3acTocosyBaTh sSHaHHA N0 The ability to apply knowledge to solving the
PO3B’A3aHHA HOBITHIX HAYKOBO-MPaKTUYHMNX - oEE -
03 sanad latest scientific and practical problems
3K FOTOBHICTb A0 NPO6/IEMHO-OPIEHTOBAHOIO Readiness for problem-oriented professional
04 npodecCinHOro cnifikyBaHHA K yKpaiHCbKOO | communication in both Ukrainian and foreign
Tak i iHO3eMHOK MOBOIO languages
3K 30aTHICTb 00 PO3BUTKY Ta BOOCKOHaIeHHS Ability to develop and improve existing
05 iICHYO4UNX pilleHb, FreHepaLii HoBUX inen solutions, generate new ideas
3K . L . . . .
06 FOTOBHICTb A0 MeAarorivyHol OisnbHOCTI Readiness for pedagogical activity
3K 30aTHICTb A0 PO3YMiHHSA iNOCOPCbKUX The ability to understand the philosophical
07 NPUHLMMIB 3aCTOCYBaHHA HaykoBoro Mmetoay | principles of applying the scientific method in
B TOYHUX HayKax the exact sciences
daxosBi komneteHTHOcTi (PK)/Professional competencies
BonofiHHA MaTemMaTUYHUM anapaToM Ta . .
. . : Possession of mathematical apparatus and
K TEXHOJIOTIYHUM IHCTPYMEHTapieM ans . : S
, technological tools for solving scientific and
01 pPO3B'A3aHHA HAYKOBO-MNPaKTUYHMX 3a4a4 3a . )
practical problems by specialty
haxom
30aTHICTb BUKOPUCTOBYBaTN MeTOAMN The ability to use artificial intelligence
®K |wTy4Horo iHTenekTy Ang 3agad kibepbesnekn| methods for cyber security problems and a
02 Ta rnnboke po3yMiHHSA IX MaTEMAaTUYHOIrO deep understanding of their mathematical
nigrpyHTA basis
oK FnMnboke po3ymiHHS npobnem kibepbesnekn Deep understanding of cyber security and
03 Ta 3axXUCTy iHopMaUuii Ta NPUHLMMIB 1X information protection issues and the
BUPILLEHHS principles of solving them
oK 34aTHICTb aHanizyBaTn npobnemun The ability to analyze the problems of cyber
04 KibepHeTUYHOro 3axnucTy cknagHux ob’'ekTiB protection of complex objects and develop
Ta po3pobnaTu BiANOBIAHI pilleHHS appropriate solutions
OK MaTe3?3;3LCiTnIZe?foCTmOCOsyzzgvﬂgg:i?;a ay The ability to apply modern mathematical
05 A Zo p A methods to solving problems in the field
3a paxoMm
30aTHICTL gonosigaTy (B TOMy 4MChi 1 The ability to report (including in a foreign
OK iHO3eMHOI0 MOBOID), 0OhOPMAATK Ta language), organize and present knowledge,
06 npencTaBAATU 3HaHHSA, iAel Ta HayKoBO- ideas and scientific and practical results by
MpakTU4Hi pe3ynbTaTh 3a haxoMm specialty
OK 30aTHICTb OpraHi3oByBaTu BNacHy HaykoBo- [The ability to organize one's own scientific and
07 iHHOBAUINHY OiSNbHICTbL Ta NPOBaANTHN innovative activities and conduct pedagogical

negaroriyHy AissbHICTb

activities
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7 - NMporpamMHi pesynbtTatn HaB4aHHA (MPH)/ Programme learning outcomes

3HaHHA Cy4YacHUX MeTOoAiB NpUuKNagHol

Knowledge of modern methods of applied

rPH CTaTUCTUKWN Ta BMiHHA 3aCTOCOBYBaTU statistics and the ability to apply correlation
01 | nigxoAwn KopenAuinHOro aHanily y HaykoBo- | analysis approaches in scientific and practical
NPakTUYHUX 3afa4ax 3a paxoMm tasks by specialty
. Knowledge of the mathematical basis of the
3HaHHA MaTeMaTU4YHOro NiArpyHTs poboTu . L : .
rPH _ . operation of decision-making systems in
CUCTEM NPUAHATTS pilleHb B yMOBaX - . .
02 . . conditions of complexity and uncertainty of
KOMIMJIEKCHOCTI Ta HEBU3HA4YHOCTI YMOB -
conditions
3HaHHA MeTOoAIB WTYYHOr o iHTeNeKTy Ta Knowledge of artificial intelligence methods
rPH . . o .
03 BMiHHSA BUKOPUCTOBYBATKU IX Y 3aja4vax 3a and the ability to use them in the tasks of the
haxom specialty
rpPH BMiHHS opraHizoByBaTu negarorivyny Ability to organize pedagogical activity and
04 OiSNbHICTb Ta 3HaHHA OCHOB Mefarorikm knowledge of the basics of pedagogy
FPH BMiHH: aHanisysaTy 06'ekTu cknaaHol Ability to analyze objects of complex structure
05 CTPYKTYpU
BMiHHS AOCAIAKYBATY AKTOPN PUINK The ability to investigate risk factors, in
rPH A Axy b p Y, particular, to apply the mathematical
30KpeMa 3aCTOCOBYBaTKM MaTeMaTUYHUN .
06 ; . apparatus to the analysis of threats and
anapaT [0 aHai3y 3arpo3 Ta Bpa3/IMBOCTEN iy
vulnerabilities
BMiHHA BUKOHYBaTK AOCNIOXXEHHS, The ability to conduct research, form and
[PH | ocbopMmnaTn Ta NpencTaBnaTh 3HaHHSA, igei Ta| present knowledge, ideas and scientific and
07 HayKOBO-MPaKTUYHi pe3yabTaTu 3a haxom, practical results by specialty, conduct a
MPOBOAUTU HayKOBY AUCKYCitO scientific discussion
rPH BMiHHSA aHanisyBaTu opraHi3auinHi cknaposi | Ability to analyze organizational components
08 Ta TEXHOJIOTiYHY iHpacTpYKTYypy cknagHux | and technological infrastructure of complex
06’eKTiB 3axUCTy protection objects
fPH BMiHHSA cnHTe3yBaTu HaykoBo obrpyHToBaHi | The ability to synthesize scientifically based
09 pilUeHHsA NO 3axXUCTY iHGopMauii B cknagHux | solutions for the protection of information in
cuctemax complex systems
MPH BM!HH;' NPMMaTK PILLEHHA 3 NnTatb The ability to make decisions on cyber security
Kibepbe3nekn B yMoBaxX HEMOBHOI . . s . )
10 ) issues in conditions of incomplete certainty
BN3HAYEHOCTi
[1PH | BMiHHA 3HaxoAuTu NpuxoBaHi 3akoHOMipHOCTI | Ability to find hidden patterns in data received

11 B OaHUX, OQEP>XXaHUX Bif CUCTEM 3axXUCTy from security systems
1PH BMIHHA Q(DOpMMTM' AOTOBIAATI pe3yNibTaTh Ability to draw up, report research results,
OOCNiO>KeHHs, ANCKYTyBaTKu 3a TeMOIO . . .o

; L discuss the research topic (including in a

12 DOCTio>XeHHs (B TOMY 4YMCAi 1 iIHO3EMHOIO .
foreign language)
MOBOI0)

[TPH |BMiHHSA nnaHyBaTW Ta opraHi3oByBaTu BAacHy| The ability to plan and organize one's own

13 HayKOBO-iHHOBALiNHY OiASIbHICTb scientific and innovative activities
fPH BMiHHA KpnTuyHO Ta BCcebiyHO ocmucnioBaTn | The ability to critically and comprehensively
14 HayKoBi Npo6sieMn 3 BUKOPUCTAHHAM understand scientific problems using

hinocohcbkmx 3arasibHO HayKOBUX MNiAXOAIB

philosophical general scientific approaches
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8 - PecypcHe 3abe3nevyeHHsa peanisauii nporpamu/ Resource provision for programme
implementation

KappoBe 3abe3neuyeHHs/Staffing

BignosigHO A0 KagpOBUX BUMOT LLOAO0
3abe3neyvyeHHs NPoBag)XeHHS OCBITHbLOI
OiNbHOCTI ong BignosigHoro piBHA BO,
3aTBepa)xeHux MNoctaHoBoto KabiHeTy MiHicTpis
YkpaiHu Big 30.12.2015 p. Ne 1187 (B YMHHIN
peaakuii)

In accordance with the personnel requirements
for ensuring the implementation of educational
activities for the corresponding level of HE,
approved by the Resolution of the Cabinet of
Ministers of Ukraine dated 12.30.2015 No. 1187
(as amended)

MaTepianbHO-TexHiYHe 3abe3ney

eHHs/ Material-technical support

BignoBigHO 00 TEXHONMOrMIYHMX BUMOT LL,OAO
MaTepiasbHO-TeXHi4YHOro 3abesnevyeHHs
OCBITHbOI AiSANILHOCTI BiAMoOBiAHOro piBHA BO,
3aTBepoxeHux MNoctaHoBoto KabiHeTy MiHicTpis
YkpaiHu Big 30.12.2015 p. Ne 1187 (B YMHHIN
penakuir).

In accordance with the technological
requirements for the material and technical
support of educational activities of the
corresponding level of HE, approved by the
Resolution of the Cabinet of Ministers of Ukraine
dated 12.30.2015 No. 1187 (in the actual
version).

IHdbopMauiHe Ta HaBYabHO-MeTOoAMYHe 3abe3neuy

education

eHHAa/ Information and methodical support of the
al process

BionoBigHO 4,0 TEXHOJIOTIYHUX BUMOI LLOA0
HaBYaJ/IbHO-METOANYHOro Ta iHpopMaLiNHOro
3abe3nevyeHHs OCBITHbOI AiA/IbHOCTI
BianoBigHOro piBHa BO, 3aTBEpAXEHUX
MocTaHoBow KabiHeTy MiHicTpiB YKpaiHu Bif
30.12.2015 p. Ne 1187 (B 4MHHIN pepakuii).
KopucTtyBaHHA HaykoBo-TexHi4HOW b6ibnioTekoto
KMl im. Irops Cikopcbkoro.

In accordance with the technological
requirements for educational, methodological
and informational support of educational
activities of the corresponding level of HE,
approved by Resolution of the Cabinet of
Ministers of Ukraine dated 12.30.2015 No. 1187
(as amended).

Use of the Scientific and Technical Library of Ihor
Sikorsky Kyiv Polytechnic Institute.

9 - AkapeMiyHa MOOGiINbH

ictb/Academic mobility

HauioHanbHa KpeauTHa Mo6in

bHicTb/National credit mobility

[JonycKa€eTbCA cNifibHa NiAroTOBKa AOKTOPIB
dinocodii B paMkax ABOCTOPOHHIX yrog 3
IHWMMM BULLMMW HaBYaJIbHUMW 3aK1agamMm Ta
akageMiYHUMuM ycTaHoBaMm YKpaiHu

Joint training of doctors of philosophy is allowed
within the framework of bilateral agreements
with other higher educational institutions and
academic institutions of Ukraine

MixxHapoaoHa KpeauTHa MObGiNIbH

icTb/International credit mobility

[onyCKa€eTbCA CNisibHa NiAroTOBKa AOKTOPIB
hinocodpii B pamMmkax ABOCTOPOHHIX yroj 3
BULLMMU HABYaJIbHUMU 3aKadaMu Ta
aKageMiYHUMKM yCTaHOBaMM iHWMX KpaiH

Joint training of doctors of philosophy is allowed
within the framework of bilateral agreements
with higher educational institutions and
academic institutions of other countries

HaB4yaHHsa iHO3eMHuXx 3p00yBaviB BO/Study of Foreign applicants of HE

HaB4yaHHS iHO3eMHUX 3006yBadviB BO, ki
onaHoBytoTb Ol 3a NnporpamMamMy MiXKHapogHOI
akKageMivyHoi MobifIbHOCTi, HaBYaHHA MOXXe
MPOBOANTUCH aHININCbKO abo yKpaiHCbKOLO
MOBOIO, 3@ YMOBM BONOAiIHHA 3006yBavYeM MOBOIO
HaB4YaHHS Ha PiBHI He HUX4e B2

The training of foreign higher education
graduates who master the OP under
international academic mobility programs can
be conducted in English or Ukrainian, provided
the applicant has a command of the language of
study at a level not lower than B2
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2. NEPEJIIK KOMMOHEHTIB OCBITHbOI MPOrPAMWU/COMPONENTS of EDUCATIONAL

PROGRAMME
dopMa
KpeguTiB | nigcymMkoBoro
Kopn/Code OcBIiTHI kOoMMoOHeHTU NporpamMu/Components EKTC/ECTS| koHTponto/Final
credits |control measure
form

HOPMATWBHI ocBiTHi koMnoHeHTU/Required (standard) components

HaB4anbHi gucumnniHn a8 oBONOAIHHA 3arajbHOHaYKOBUMU (hinocopcbkmMin) komneTeHTHoCTAaMuU/Disciplines for
mastering general scientific (philosophical) competences

3001 dinocodcbki 3acanm HaykoBoi aisnbHOCTI / Philosophical Foundations of Scientific

Activities 6.0 Ek3ameH / Exam

HaByYanbHi aucumnniHm ansa 3006yTTa MOBHUX KoMneTeHTHocTel/Disciplines for acquiring language competences

3002 |iHosemHa mMoBa anist HaykoBoi AisnbHocTi / Foreign Language for Scientists | 6.0 | 3anik / Final test

HaB4anbHi gucumnniHm ansa 3006yTTa rAanbuHHMX 3HaHb 3i cneudianbHocTi/Disciplines for acquiring in-depth
knowledge of the specialty

o 01 KopensuinHnin aHanis B kibepbesneui / Correlation analysis in cyber security 4.0 3anik / Final test
110 02 S;ggsg:cmﬁ;pmmm NPURHATTSA pileHb B Kibepbesneui / Decision support systems in 4.0 3anik / Final test
110 03 zlleecTuor,iut.c LWITYYHOro iHTenekTy y Kibepbesneui / Methods of artificial intelligence in cyber 4.0 3anik / Final test
110 04 \(/:LTliTeerzgiTi?i::anB 3arpo3 Ta Bpa3smBocTen / System analysis of threats and 4.0 3anik / Final test
HaB4anbHi gucumnniHn onsa 3006yTTA YHiBEpcasbHMX KOMNeTeHTHocTel gocniaHuka/Disciplines for the acquisition
of universal competences of the researcher
110 05 ICr)::r)]:)e\zlr;it:«;ii;\/;liZCHtiaV);lt(ig:o-iHHosaLl.i|7|Ho'|' nisnbHocTi / Organization of Scientific and 50 Exsamen / Exam
110 06 ﬁggggg;;i npobnemun neparoriky suwoi wkonum / Actual Problems of Higher School 2.0 3anik / Final test
o 07 MeparoriyHa npakTuka / Pedagogical Practice 3.0 3anik / Final test
BUWBIPKOBI ocBiTHi komnoHeHTW/Elective components
BnbipkoBi KOMMOHEHTW LMKy npodeciiHoi niarotosku/Professional training cycle
B 01 OcCBIiTHIn koMnoHeHT 1 ®-KaTanory / Educational Component 1 P-Catalogue 5.0 Ek3ameH / Exam
B 02 OCBITHIn KoMNoOHeHT 2 ®-KaTanory / Educational component 2 from P-Catalogue 5.0 Ek3ameH / Exam
B 03 OCBITHIn KoMNoOHeHT 3 ®-kaTanory / Educational Component 3 from P-Catalogue 4.0 3anik / Final test
3aranbHuii obcar HopMmaTuUBHUX KoMnoHeHTiB OlN/Total scope of the required 38
components:
3aranbHuii obcar Bubipkosux komnoHeHTiB Ol/Total scope of the elective 14
components:
O6car ocBiTHIX KOMMNOHEHTIB, W0 3abe3neyytoTb 3400yTTA KOMNETEHTHOCTEN
BM3Ha4veHnx CBO/Total scope of the educational components aimed at acquisition of 0
competencies specified in the Higher Education Standard:
3AFANTbHUN OBCAr OCBITHBLOI MPOrPAMU/TOTAL SCOPE OF THE EDUCATIONAL
PROGRAMME >2
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3. CTPYKTYPHO-JIOTIYHA CXEMA OCBITHbOI MPOrPAMU/STRUCTURAL-AND-LOGICAL SCHEME
OF THE EDUCATIONAL PROGRAMME

1 cem 2 cem 3 cem 4 cem

3001 B 01

o
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4. HAYKOBA CKJIAOOBA/SCIENTIFIC COMPONENT

Pik
niaroToBKu

3MicT HayKoBOi poboTu acnipaHTa

dopMa KOHTpPOJIO

1 pik

CknafgaHHA iHOMBiQyanbHOro njaaHy HaykKoBol
poboTuK acnipaHTa Ta NOro 3aTBEPAXKEHHSA Ha
BYeHin pagi HHI/akynbTeTy. Bnbip Ta
06rpyHTYBaHHS TE€MUW BJIACHOrO HayKOBOIO
0OCNio)XeHHS, BU3SHAYEeHHS 3MiCTy, CTPOKIB
BUKOHaHHS Ta obcary HaykoBux pobiT; Bubip Ta
0b6r'pyHTYBaHHSA MeTOA00rii NMpoBeAEHHS BNACHOI0O
HayKOBOIr0 OOC/iOXKEHHS, 30iINCHEHHSA ornany Ta
QHai3y iICHYK4YMX NOrasa4iB Ta Niaxonis, Lo
PO3BMHYJINCA B CyYacHin Hayui 3a obpaHum
HanpaMoM. OpopMNEHHS OTPUMaHUX pe3ybTaTiB B
TEKCTi gncepTauinHoro 4oCsigXXeHHs.

MNigrotoeka Ta nybnikauia He meHwe 1-i cTaTTi y
HayKOBUX BUAAHHAX, BKJOYEHNX 40 Nepeniky
HayKoBuX haxoBUX BUOaHb YKpaiHu, abo y
nepioaAnYHNUX HaYKOBUX BUAAHHAX NPOIHAEKCOBAHUX
y 6a3ax gaHux Web of Science Core Collection
Ta/abo Scopus (0 Taknx MOXyTb ByTn 3apaxoBaHi
04HOOCIBHI MOHOTrpadii, Lo peKoMeHa0BaHi o0
OPYKY BuyeHoo pagoto YHiBepcnTeTy Ta Nponwan
peueH3yBaHHA abo MaTeHT Ha BUHaXiA, Wo
MPOWLLOB KBafipikauinHy ekcnepTniy Ta
6e3nocepenHbO CTOCYETLCA HAaYKOBUX pe3ysibTaTiB
guncepTauin).

3BiTYBaHHS MPO XiA BUKOHAHHSA
iHOMBIAYaIbHOrO NJaHy
HayKoBOi poboTu acnipaHTa
0BiYi Ha piK 3 NpenCcTaBAEeHHAM
nigTBEPAXXYOYUX MaTepianiB
Mpo HayKOBi pe3ynbTaTun
(ny6nikauii, naTeHTN TOLLO).

2 pik

MpoBeAeHHs Mif KEPIBHULTBOM HayKOBOIr0
KepiBHMKa BJIACHOr0 HAayKOBOI0 AOC/IAXKEHHS, Lo
nepenbaya€e BUPiLLEHHS OOCNIAHULbKNX 3aBAaHb
LLJISIXOM 3aCTOCYBaHHS KOMMJIEKCY TEOPETUYHUX Ta
emMnipu4yHnx metoais. OPopMAEHHA OTPUMAHNX
pe3ynbTaTiB B TEKCTi AUCepTauUinHOro
0OCNiOXKEeHHS.

MigroToBka Ta nybnikauisa He meHwe 1-1 cTaTTi y
HayKOBUX BUAAHHSAX, BKJIIOYEHUX 00 nepeniky
HayKoBUX haxoBUX BUOAHb YKpaiHu, abo y
nepiognyHUX HayKoBMX BUAAHHSX MPOiHAEKCOBAHUX
y 6a3ax naHux Web of Science Core Collection
Ta/abo Scopus (A0 Takux MOXYTb ByTK 3apaxoBaHi
04HOOCIOHI MOHOTrpadii, Lo peKoMeHa0BaHi 40
OpYKy BuyeHoto paaoto YHiBepcnTeTy Ta NponLan
peueH3yBaHHSA abo MaTeHT Ha BUHaxig, Lo
MPOWLLOB KBalipikauinHy ekcnepTun3y Ta
be3nocepenHbO CTOCYETLCSH HAYKOBUX pe3yJsibTaTiB
guncepTadii.

3BiTYBaHHS MPO Xi BUKOHAHHSA
iHOMBIAYaIbHOIO NJaHy
HaykoBol poboTun acnipaHTa
OBiYi Ha piK 3 NpeACTaB/EHHAM
nigTBEPAXXYIOYUX MaTepiaiB
MpPO HayKOBi pe3ynbTaTun
(ny6nikauii, naTeHTN TOLLO).
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| Pik

niaroToBKu

| 3MicT HaykoBoOi poboTu acnipaHTa

dopMa KOHTPOJIIO

AHai3 Ta y3arajbHeHHSA OTPMMaHUX pe3ynbTaTiB
B/IACHOr0 HayKOBOI0 AOCNIAXKEHHS; 0brpyHTyBaHHS
HayKOBOi HOBM3HWN OTPUMaHKX pe3ynbTaTiB, ix
TeopeTuyHoro Ta/abo NpakTUYHOro 3HaYEeHHS.
OcopMneHHa oTpUMaHNX pe3ynbTaTiB B TEKCTI
oncepTauinHOro AOCAIAXKEHHS.

Nnigrotoska Ta nybnikauia He meHwe 1-i cTaTTi y
HayKOBUX BUAAHHAX, BKJKOYEHUX A0 nepeniky
HayKOBUX paxoBUX BUAAHb YKpaiHu, abo y

3BiTYBaHHSA NPO Xifi BUKOHAHHSA
iHOMBIAYaNbHOrO NJaHy
HaykoBoOi poboTu acnipaHTa

3 pik . BiYi Ha piK 3 NpeACTaBIEHHAM
P nepioaAnYHNX HayKOBUX BUAAHHSAX ﬁmTBe ;}K roqﬁxﬂMaTe i
npoiHaekcoBaHnx y 6asax gaHux Web of Science PAXY P
: Npo HayKoBi pe3ynbTaTu
Core Collection Ta/abo Scopus (40 TakKNx MOXYTb )
: P (nybnikauii, naTeHTn TOLLO).
OyTuK 3apaxoBaHi 0aHOOCIOHI MOHOrpadil, Lwo
pekoMeH0BaHi A0 APYKY ByeHowo panoto
YHiBepCcUTETY Ta NPOMLNK peleH3yBaHHA abo
MaTeHT Ha BMHaxiA, Lo NponLoB KBadidikauinHy
ekcnepTuly Ta 6e3nocepefHbO CTOCYETLCSA
HayKOBUX pe3ynbTaTiB Anceprauil.
OcopMneHHa HayKoBUX AOCATHEHb acnipaHTa y 3BiTYBaHHSA NPO XiA BUKOHaHHSA
BUrNa4i ancepTauil, niaBefeHHA NigcyMkis wono  |iHAMBiAyanbHOro niaaHy
MOBHOTW BUCBIT/IEHHSA pe3yfibTaTiB AucepTalii B HaykKoBOI poboTun acnipaHTa Ta
HayKOBUX CTaTTAX BiAMNOBIAHO YAHHNX BUMOT . npeseHTaUia aucepTaLlinHoOro
4 pik BnpoBap)XeHHS oaep)XaHUX pe3ynbTaTiB Ta NOCNIAXEHHA Ha 3acifaHHi

OTPUMaHHS NiATBEPOXKYBAJIbHUX LOKYMEHTIB.
MpoxoO)XeHHA Npouenypwn aTecTauii pa3oBoto
crewuianizoBaHoOK BYEHOI pafolo Ha MiacTaBsi
ny6niYHOro 3axmMcTy HayKOBUX AOCATHEHb Y DOPMi
ancepTauil.

Kaenpu y TepMiHU
BCTAHOB/IEHI HOPMATUBHMUMU
noKyMeHTamu. My6nivyHmn
3axXUCT gucepTalii B pa3osin
CreuianizoBaHin BYeHin pagi.

Year
preparation|

The content of the graduate student's
research work

Form of control

1 year

Compilation of an individual plan of a graduate
student's scientific work and its approval by the
academic council of the National Institute of

of the topic of one's own scientific research,
determination of the content, deadlines and scope
of scientific works; choosing and justifying the
methodology of conducting one's own scientific
research, conducting a review and analysis of
existing views and approaches that have developed
in modern science in the chosen direction.
Presentation of the obtained results in the text of
the dissertation research.

Preparation and publication of at least 1 article in
scientific publications included in the list of
specialized scientific publications of Ukraine, or in
periodical scientific publications indexed in the Web
of Science Core Collection and/or Scopus databases
(these may include individual monographs that are
recommended to be printed by the Academic
Council of the University and have undergone peer
review or a patent for an invention that has passed
a qualification examination and is directly related to
the scientific results of the dissertation).

Advanced Studies/faculty. Selection and justification

Reporting on the progress of
the implementation of the
individual plan of the graduate
student's scientific work twice a
year with the presentation of
supporting materials on
scientific results (publications,
patents, etc.).
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Year The content of the graduate student's
p Form of control

reparation| research work

Under the guidance of a scientific supervisor,
conducting own scientific research, which involves
solving research tasks by applying a complex of
theoretical and empirical methods. Presentation of
the obtained results in the text of the dissertation
research.

|Preparation and publication of at least 1 article in
scientific publications included in the list of

2 year specialized scientific publications of Ukraine, or in
periodical scientific publications indexed in the Web
of Science Core Collection and/or Scopus databases
(these may include individual monographs that are
recommended to be printed by the Academic
Council of the University and have undergone peer
review or a patent for an invention that has passed
a qualification examination and is directly related to
the scientific results of the dissertation.

Analysis and generalization of the obtained results
of own scientific research; substantiation of the
scientific novelty of the obtained results, their
theoretical and/or practical significance.
Presentation of the obtained results in the text of
the dissertation research.

Preparation and publication of at least 1 article in
scientific publications included in the list of

3 year specialized scientific publications of Ukraine, or in
periodical scientific publications indexed in the Web
of Science Core Collection and/or Scopus databases
(these may include individual monographs that are
recommended to be printed by the Academic
Council of the University and have undergone peer
review or a patent for an invention that has passed
a qualification examination and is directly related to
the scientific results of the dissertation.

Reporting on the progress of
the implementation of the
individual plan of the graduate
student's scientific work twice a
year with the presentation of
supporting materials on
scientific results (publications,
patents, etc.).

Reporting on the progress of
the implementation of the
individual plan of the graduate
student's scientific work twice a
year with the presentation of
supporting materials on
scientific results (publications,
patents, etc.).

Reporting on the progress of
the implementation of the
individual plan of the graduate
student's scientific work and
the presentation of the
dissertation research at the
meeting of the department
within the terms established by
regulatory documents. Public
defense of the dissertation in a
one-time specialized academic
council.

IDesigning the scientific achievements of the
graduate student in the form of a dissertation,
summarizing the completeness of the coverage of
the dissertation results in scientific articles in
accordance with current requirements.

4 year Implementation of the obtained results and receipt
of supporting documents.

Passing the attestation procedure by a one-time
specialized scientific council based on the public
defense of scientific achievements in the form of a
dissertation.

5. ®OPMA ATECTALII 30,06YBA4IB BULL,OI OCBITU/ THE FORM OF ATTESTATION FOR
DEGREE PURSUERS

ATecTauis 3006yBayiB BULLOT OCBITU CTYyNeHa AOKTopa ifocodii 3AiINCHIOETLCA Pa30BOIO
cnevianizoBaHOO BYEHO pafolo, Lo YTBOPETLCA BueHoo Pafoto yHiBepcuTeTy A1 NpoBeLeHHS
pa30BOro 3axuUCTy, Ha MigcTaBi Nyb6NiYHOro 3aXMCTy HayYKOBMX A0CATHEHb Y dOpMi ancepTauii.
060B’'A3KOBOIO0 YMOBOIO A0MYCKY A0 3aXUCTY € YCMillHEe BUKOHAHHS acrnipaHTOM Oro
iHOVBIAYaNnbHOr0 HaB4YaJIbHOrO NJaHy 3a ycCiMa KoMrnoHeHTamu OHI 3 NiAroToBKW AOKTOpPIB
hinocodpii 3a cneuianbHicTIO. MpeacTaBneHHa gucepTauii 40 3aXUCTy 3400yBayYeM 34iNCHIOETLCA He
Mi3HiLWe Hi>XXK NPOTAroM AeB'ATU MiCSUiB 40 3aBePLUEHHA HOPMAaTUBHOIO CTPOKY HaB4YaHHSA 3a
akpeamnToBaHoto OHIM y BiANOBIAHOCTI A0 BCTaHOBJIEHNX NpaBu Ta nNpouenyp NpoBefeHHs 3aXUCTIB
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3006yBayviB cTyneHsa ookTopa dinocodii yHiBepcnTeTy. AncepTtauia Ha 3400yTTa CTyneHs OOKTopa
inocodii € CaMOCTIMHNUM PO3rOPHYTUM OOCAIAXKEHHSAM, LLO NMPOMNOHYE PO3B'A3aHHSA KOMMIEKCHOT
npobnemu B chepi Kibepbesnekn Ta 3axncty iHbopMaLii, pe3ysibTaTu SKOro MatoTb HayYKOBY
HOBU3HY, TeopeTNYHe Ta NpakTU4yHe 3HavyeHHs. [ucepTauis He NOBUHHA MICTUTU akaZeMiyHoro
nnariaTty, hanbcungikavii, habpukauii. AncepTtauia mae 6yTn npeacTaBsieHa y APYKOBAHOMY
BUrAagi, opopmsieHa BignosigHo 4o Bumor opopmMneHHs ancepTauin, 3a3Ha4eHNX Yy HaKa3i
MinicTepcTBa 0CBiTK | Haykn YKkpaiHn Ne 40 Big 12.01.2017 p., wo nepenbayvae obcar it OCHOBHOIO
TeKCTY 4,5-7 aBTOPCbKUX apKyLWiB ANA TEXHIYHUX HAYK Ta BUKOHAHHS iHLLINX BUMOr. ATecTalis
3006yBayiB BNLLOI OCBITU 3a OCBITHbOI-HAYKOBOIO MPOrpamoto NpoBoAnNTbLCA y hopMi nybnivyHoro
3axXUCTy gucepTauii Ta 3aBepLUYyETHCA BPYYEHHSAM JOKYMeHTa BCTaHOBIEHOIO 3pa3ka npo
NPUCYL>KEHHSA CTyneHs AoKTopa inocodii 3 NpnUCcBOEHHAM KBanidikauii: «JokTop dinocodii 3
Kibepbe3nekn Ta 3axucTy iHhopMaLii»

The attestation of applicants for higher education with the degree of Doctor of Philosophy is carried
out by a one-time specialized academic council formed by the University Academic Council for a one-
time defense, based on a public defense of scientific achievements in the form of a dissertation. A
mandatory condition for admission to the defense is the successful completion by the graduate
student of his individual study plan in all components of the ONP for the preparation of doctors of
philosophy by specialty. The candidate submits the thesis for defense no later than within nine
months before the end of the standard period of study at an accredited university in accordance with
the established rules and procedures for the defense of the doctor of philosophy degree of the
university. The dissertation for obtaining the degree of Doctor of Philosophy is an independent
comprehensive study that offers a solution to a complex problem in the field of Cybersecurity and
Information Protection, the results of which have scientific novelty, theoretical and practical
significance. The dissertation should not contain academic plagiarism, falsification, fabrication. The
dissertation must be presented in printed form, designed in accordance with the requirements for
the design of dissertations specified in the order of the Ministry of Education and Science of Ukraine
No. 40 of 12.01.2017, which provides for the volume of its main text of 4.5-7 author's sheets for
technical sciences and execution other requirements. Attestation of higher education applicants
under the educational and scientific program is carried out in the form of a public defense of the
dissertation and ends with the awarding of a document of the established model on the award of the
degree of Doctor of Philosophy with the qualification: "Philosophy doctor of Cybersecurity and
Information Protection".
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6. MATPULA BIAMNOBIAHOCTI MPOrPAMHUX KOMMNETEHTHOCTEA KOMMOHEHTAM
OCBITHbOI MPOrPAMU/COMPLIANCE MATRIX OF PROGRAMME COMPETENCIES WITH
PROGRAMME COMPONENTS

30 01|30 02|10 01|10 02|10 03|10 04|10 0510 06|10 07
3Ko1| X X X X X X
3K0z2| X X
3K 03 X X X X X
3K 04 X X X
3K 05 X X X X X
3K 06 X X
3K07| X
@K 01 X X X X
®K 02 X
®K 03 X X
®PK 04 X
@K 05 X X X
PK 06 X X X
@K 07 X X
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7. MATPULUA 3ABE3NEYEHHA MPOrPAMHUX PE3YJIbTATIB HABYHAHHA BIANOBIAHUMU

KOMMOHEHTAMU OCBITHbOI MPOrPAMN/ COMPLIANCE MATRIX OF PROGRAMME
LEARNING OUTCOMES WITH PROGRAMME COMPONENTS
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