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BPAXOBAHO/CONSIDERED:

IIpu BHECEHHI 3MiH Ta JOIMOBHEHb J0 OCBITHBOT IMporpaMu BpaxoBaHo: Ctanzapt
BHIIOI OCBITH Ui TpeToro (OCBITHBO-HAYKOBOro) PpiBHA Yy Taily3i 3HaHbp 12
IndopmariiiiHi TexHOJIOTIT 3a crienianbHicTIO 125 Kibepbesneka Ta 3axucti inpopmaii,
3aTBEPKEHMI 1 BBEJICHHI B J1if0 HaKa30M MiHiCTepcTBa OCBITH 1 HAyKu YKpaiHu Bl
29.10.2024p. Ne 1543, [TocranoBy KabGinety MinictpiB Ykpaiuu Bix 16 rpyaas 2022
poky Ne 1392 «IIpo BHeceHHs 3MiH A0 MEpesiiky rajy3eil 3HaHb 1 CreliajlbHOCTEH, 3a
AKAMH 3IIHCHIOETBCS IMiroToBKa 37100yBaviB BHINOI OCBiTH», [locTanoBy Kabinery
MiunictpiB Ykpainu Bin 12 ciuns 2022 poxky Ne 44 «[lopsaaok npUCYKEHHS CTyHEHS
noktopa ¢inocodii Ta ckacyBaHHS pIIIEHHS Pa30BOi CIeLiali30BaHOi BYEHOI pajau
3aKJiaJly BHMIIOI OCBITH, HAYKOBOi YCTAaHOBM MpPO TMPHUCYIKEHHsS CTYHEHS IOKTOpa
binocodiix.

OCBITHbO-HAYKOBY Iporpamy 0O6roBOpEHO Micis HAJAXOPKEHHS BCIX MPOIO3HULLiH,
nobakaHb 1 3ayBa)keHb Bijl 3700yBaviB BUIIOT OCBITH, BUITYCKHHKIB Ta CTEHKXOJIIEPIB 1
cxBaneHo Ha 3aciganHi CrieniansHoi kadgenpu Ne 1 IC33I KIII im. Irops Cikopcbkoro
(mpoTokon Ne ﬂ/i Big“ 23”7 /2 2024 p.)

When making changes and additions to the educational program, the following are
taken into account:Higher education standard for the third (educational and scientific)
level in the field of knowledge 12 Information Technologies in the specialty 125
Cybersecurity and Information Protection, approved and put into effect by the order of
the Ministry of Education and Science of Ukraine dated October 29, 2024 Ne 1543,
Resolution of the Cabinet of Ministers of Ukraine dated December 16, 2022 Ne 1392
«On making changes to the list of fields of knowledge and specialties for which higher
education applicants are trained», Resolution of the Cabinet of Ministers of Ukraine
dated January 12, 2022 Ne 44 «The procedure for awarding the degree of Doctor of
Philosophy and canceling the decision of the one-time specialized general council of a
higher education institution, scientific institution on awarding the degree of Doctor of
Philosophy».

The educational and scientific program was discussed after receiving all proposals,
wishes and comments from higher education seekers, graduates and stakeholders and
was approved at the meeting of the Special Departmen Ne 1 ISZZI Igor Sikorsky Kyiv
Polytechnic Institute (protocol Ne. 4/2 from “ 23 ” . /2 2024)

Esomronis OIl/Evolution of the EP:

OHII nmokropa ¢inocodii 3 kibepOesrnekn Ta 3axucry iHpOpMaLii €
npasonactynauiero OHII PhD 3 kibepbesnenku 2020 poky, sika Oyna po3poOneHa
BianosiaHo 10 ITocranoBn KMV Binx 23 6epesns 2016 p. Ne 261 «IIpo 3arBepKeHHs
IMopsaky nmiaroroBky 3100yBadiB BUIIOT OCBITH CTYIIEHS IOKTOpa Bitocodii Ta JokTopa
HAyK Yy 3aKJiajjaXx BHIIOi OCBITH (HayKOBMX yCTaHOBaX)» 3i 3MiHamu y 2023 pomi y
3B’A3KY 31 3MIHOIO Ha3BH CHELiaIbHOCTI BianmoBiaHO 10 IlocranoBu KMY Bin 16 rpyans
2022 p. Ne 1392 «IIpo BHECEHHS 3MiH [0 NEPENIKY raay3el 3HaHb i CIeLialbHOCTEH, 3a
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SIKUMH 31UCHIOETHCS MIITOTOBKA 3700yBauiB BUIIOT OCBITH» Ta 3MiHeHa Y 2024 poiri y
3B’SI3KY 3 3aTBepIKeHHAM CTaHIapTy BULIOI OCBITH JIJIsl TPETOTO (OCBITHRO-HAYKOBOTO)
piBHSA y Taity3i 3HaHb 12 [Hdopmaniiini TexHonorii 3a cnewianpHicTio 125 KibepOe3neka
Ta 3axXMcTi 1H(pOpMAaIlli, 3aTBEpKEHOTIO 1 BBEICHOIO B [0 Haka3oM MiHICTepCTBa
OCBITH 1 Hayku Ykpainu Binx 29.10.2024p. Ne 1543 (nani — Crannapt). Ilpu oHoBIeHHI1
porpamMu OyJiu BHECEHI 3MIHHM 11100 3MICTY HaBYaHHs BiANOB1IHO CTaHAApTY, 30KpeMa
1I0JI0 KOMIIETEHTHOCTEN Ta Pe3yJIbTaTiB HABYAHHS.

ESP Doctor of Philosophy in Cyber Security and Information Protection is the legal
successor of the 2020 ESP PhD in Cyber Security, which was developed in accordance
with the Resolution of the CMU of March 23, 2016 Ne 261 «On the approval of the
Procedure for the training of higher education applicants for the degree of Doctor of
Philosophy and Doctor of Science in higher education institutions (scientific
institutions)» with changes in 2023 in connection with the change of the name of the
specialty in accordance with the Resolution of the CMU of December 16, 2022 Ne 1392
"On Amendments to the List of Fields of Knowledge and Specialties for which Higher
Education Candidates are Trained." and amended in 2024 in connection with the
approval of the Higher Education Standard for the third (educational and scientific) level
in the field of knowledge 12 Information Technologies in the specialty 125
Cybersecurity and Information Protection, approved and put into effect by order of the
Ministry of Education and Science of Ukraine dated October 29, 2024 Ne, 1543
(hereinafter referred to as the Standard). When updating the program, changes were
made to the content of the training in accordance with the Standard, in particular to
competencies and learning outcomes.

1. MPO®LJIb OCBITHHOI IPOI'PAMMUW/ EDUCATIONAL PROGRAMME
PROFILE

1 —3araabna indgopmanisi/General information

IToBHa Haszsa 3BO Ta Hamiomamsamit  texmiummit | National Technical University of

HABYAJILHOTO MiAPO3IiTy/ YHIBEpCUTET Vkpainu | Ukraine  "lhor  Sikorsky  Kyiv

Full name of HE institution and «KuiBcekuit momitexuiunmii | Polytechnic Institute”, Institute of

faculty/institute iHcTHTYTY  iMeni  Irops | Special Communication and
CikopchKOroy, Iacturyt | Information Protection.

CIIEiaTbHOTO  3B’SI3KYy  Ta
3axuCTy iHpOpMaIlii.

CryniHb BUIIOI OCBITH Ta Ha3Ba Crymine BO — gmokrop | The degree - doctor of philosophy
kBaTiikarii/ dbimocodii Educational qualification — doctor of
Higher education degree and Ocsitass  kBamidikamis  — | philosophy in cyber security and
qualification title JIOKTOP dbinocodii 3 | information protection.

KibepOe3nekn Ta 3axucTy
iH(popMarii.




Odiniitna Haszsa OI1/
Educational programme official
title

besneka JIepKaBHUX
iHpOpMaLiitHUX pecypciB.
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Security of state information resources.

Tun puriomy ta o6csr OIT/
Diploma type and EP scope

Juruiom nokropa ¢inocodii,
OCBITHSI CKJIaJI0Ba 48
kpemqutiB  €KTC, Tepmin
niarotoBku 4 poku. HaykoBa
CKJIaJIOBa nepeadavae
HPOBE/ICHHS BJIACHOTO
HAYKOBOT'O JIOCITI/DKEHHS Ta
oopmiteHHS fioro
pe3yabTaTiB Yy  BHIJISIL
JUcepTariii.

Doctor of  Philosophy  degree,
educational component of 48 credits of
the ECTAS, training period of 4 years.
The scientific component involves
conducting your own scientific research
and presenting its results in the form of
a dissertation.

[Hdopmaris npo akpeauTariro /
Accreditation information of EP

Ceprudikat
aKpeIuTallio OCBITHBOT
porpaMu - BUJIAHUI
20.12.2021 HamioHaabHUM
areHTCTBOM 13 3a0e3IeueHHs
SIKOCTI BHIIO1 OCBITH
Ne 2729, JIMCcHUN bi (o)
01.07.2027.

po

Certificate of accreditation of the
educational programme - issued on
20.12.2021 by the National Agency for
Quality Assurance in Higher Education
Ne 2729, valid until 01.07.2027.

Huxn, piBers BO/
Education cycle, level of HE

HPK VYxkpainu — 8 pieHs,
QF-EHEA — tperiii 1uk,
EQF-LLL — 8 piBeHb.

NQF of Ukraine - 8th level,
QF-EHEA — the third cycle,
EQF-LLL — 8th level.

[lepenymoru/Prerequisites

HasHicTh cTyIIeHs MaricTpa
Ta Oyt 0c00010
o(imepcrKoro CKIamy
JlepkcIen3B’ 3Ky .

Having a master's degree and being an
officer  of State  Special
Communications.

®opwma 3100yTTs ocBiTH/ Forms of
Education

Iacturynifina (ouHa (IeHHA,
BEUIpHS), 3209HA).

Institutional (full-time (day, evening),
extramural).

Moga(un) BUKIagaHHS/
Language (s) of instruction

YKkpaiHchbKa.

Ukrainian.

IaTepuer-aapeca posmimenus OI1
/URL of the educational program

https://osvita.kpi.ua/125 ON
PD BDIR

https://skl.pp.ua/phd.html#o
pp-2022



https://osvita.kpi.ua/125_ONPD_BDIR
https://osvita.kpi.ua/125_ONPD_BDIR
https://sk1.pp.ua/phd.html#opp-2022
https://sk1.pp.ua/phd.html#opp-2022
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2 — MeTta ocBiTHbOI mporpamu/Educational programme purpose

[TigroroBKa BUCOKOKBaNI(PIKOBAHUX, KOHKYPEHTOCIIPOMOXHUX, IHTETPOBAHUX Y
€BPOINEHUCHKUI Ta CBITOBMM HAyKOBO-OCBITHIM mpocTip (axiBLiB, 30aTHUX
MPOJAYyKYBaTU HOB1 17€i, PO3B’s3yBaTH KOMIUIEKCHI mpobieMu mpodeciiiHoi Ta
JOCIIAHUIBKO-IHHOBALIMHOI JISUIBHOCTI Yy cdepl KidepOe3nekn Ta 3axXUcCTy
iH(popMallii, 3aCTOCOBYBAaTH METOAOJIOT1I0 HAYKOBOI Ta MEJaroriyHoi ASUIbHOCTI, Ta
3MIACHIOBATH BJIACHI HAYKOB1 JOCHIIKEHHS, pEe3yJbTaTH SKUX MalOTh HAyKOBY
HOBH3HY, TEOPETUYHE Ta MPAKTUYHE 3HAUYCHHS y Tally31 iIHPOpMALIMHUX TEXHOJIOT1H
1 notped [Jlepkcnenss’a3ky.

Mera OCBITHBO-HAyKOBOI Mporpamu Bianosizae CraHmapTy Ta cTpaTerii
po3Butky KIII im. Iropss Cikopcbkoro Ha 2020-2025 poku mono (popmyBaHHS
CYCNUJIbCTBA MalOyTHBROTO Ha 3acajax KOHIENUIi CTajoro po3BUTKY Ta
dbyHIaMenTanmizaiii niAroToBKy (axiBIIiB.

Training of highly qualified, competitive, integrated into the European and
global scientific and educational space specialists capable of producing new ideas,
solving complex problems of professional and research and innovation activities in
the field of cybersecurity and information protection, applying the methodology of
scientific and pedagogical activities, and conducting their own scientific research, the
results of which have scientific novelty, theoretical and practical significance in the
field of information technologies for the needs of the State Special Communications.

The purpose of the educational and scientific program corresponds to the
Standard and Development Strategy of Igor Sikorsky Kyiv Polytechnic Institute for
2020-2025 regarding the formation of the society of the future based on the concept
of sustainable development and fundamentalization of specialist training.

3 — XapakTepucTuka ocBitHboi nporpamu/ Educational programme characteristics

IIpeomemmna obnacmu/Subject area

06’exkm (u) suguennss ma/abo OiaNbHOCMI:
— iHopMariiifHli CUCTEMH 1 TEXHOJIOTIl Ha
0o0’extax iH(MOpMaIifHOI iSIBHOCTI Ta
KPUTHYHOI iHDpacTpyKTypH chepu
KibepOe3neKky Ta 3aXUCTy 1HPOpMAIIii;

— HOBITHI CUCTEMHU  Ta  KOMILUIEKCH
CTBOpPEHHS, 00pOoOKH, repeaadl, 30epiraHHs,
3HUINEHHS, 3aXUCTy Ta BiIOOpaKeHHS
iH(popmaii (iHpopmaIiitHUX MOTOKIB);

Object (s) of study and/or activity:

— information systems and technologies at
information activity facilities and critical
infrastructure in the field of cybersecurity
and information protection;

— latest systems and complexes for creating,
processing, transmitting, storing, destroying,
protecting and displaying information
(information flows);




—cyvacHl 1H(QOpMaUiiiHI pecypcHu pi3HUX

KJIaciB (y Tomy YUCI1 JepKaBH1
1H(popMaliifHI pecypcn);
—porpaMHe Ta  IPOrpaMHO-amaparHe

3a0e3neueHHs (3aco0un) Ki0ep3axucry;

— aBTOMAaTH30BaHl CHCTEMM  yHpPaBIiHHSA
1H(popMaliifHOI Oe3nekoro, KibepOe3neKoro
Ta 3aXUCTOM 1H(OpMaIl;

— METOJI0JIOT1i, TEXHOJIO0r1i, METOIH, MOJEI1
Ta 3acobu KkiOepOe3nmekn Ta 3aXHCTY
1H(popMarii.

Teopemuunuil 3micm npeomemHoi odracmi:
MPUHIMINA, KOHIICMINi, Teopli 3axXucTy
KUTTEBO BAXJIMBUX I1HTEPECIB JIIOJUHU 1
IpOMaJTHIHA, CYCIIIBCTBA Ta JIEPIKaBHU IIiJT
yac BUKOPHUCTaHHS KiOEpHpOCTOpY, 3a IKOTO
3a0e3MeuyroThCs CTaJIu PO3BUTOK
1H(pOpMaLIfHOTO CYCIIJIBCTBA Ta UG POBOTrO
KOMYHIKaTUBHOTO CEpPEJIOBHUIIA, CBO€YACHE
BUSIBJICHHSI, 3amoOiraHHs 1 HelTpamizaiis
peaTbHuX 1 MOTEHIIMHUX 3arpo3
HaIL[lOHAIbHIN Oesmerl VYkpainu y
kibeprpocTopi.

Memoou, memoouku ma  MexHoa02ll:
CyyacHI METOAM, MOJENi, METOAUKU Ta
TEXHOJIOT1i TOCIIDKEHHS Ta BIOCKOHAJICHHS
IpOIIECiB CTBOPEHHS, OOpOOKH, mepeadi,

NpuiiMaHHs, 3HUIICHHSA, BiJTOOpakeHHS,
3axucty (kibep3axucry) iH(pOpMAIIHHUX
pecypciB 'y  kibepmpocTopi,  MeTOau

CTaTUCTUYHOTO aHAJI3y JaHUX.
Incmpymenmu ma 0b1a0HaHHA. TIPOTPAMHO-

amapaTHe Ta TporpamMHe 3a0e3leucHHS,
IHCTpyMEHTaIbHI ~ 3ac00HM, KOMIT FOTEpHA
TEXHIKa, creriajibHi KOHTPOJIBHO-
BHMIPIOBAJIbHI MIPUITAIH, IIporpamMHoO-

TEeXHIYHI 3aco0M aBTOMaru3alii Ta CUCTEMH
aBTOMAaTH3allii MPOEKTYBAaHHS, BUPOOHHUIITBA,
eKCIUTyartallii, KOHTPOJII0, MOHITOPHHTY,
MEpEekHi, MOOUIbHI, XMapHi, TEXHOJOTII,
MEpEeKHE YCTaTKyBaHHS Ta CEpEIOBHIIIE,
MPUKIATHE Ta CIeIiadi3oBaHe IMpPOTrpaMHe
3a0e3reueHHs, aBTOMaTU30BaHI CHUCTEMHU Ta
KOMIUIEKCH TPOCKTYBAaHHS, MOJICIIOBAHHS,
eKCIulyartanii, KOHTpPOJIIO, MOHITOPHUHTY,
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— modern information resources of various
classes (including state information
resources);

— software and hardware (tools) for cyber
protection;

— automated information  security,
cybersecurity and information protection
management systems;

— methodologies, technologies, methods,
models and tools of cybersecurity and
information protection.

Theoretical content of the subject area:
principles, concepts, theories of protecting
the vital interests of a person and citizen,
society and the state when using cyberspace,
which ensures the sustainable development
of the information society and the digital
communicative environment, timely
detection, prevention and neutralization of
real and potential threats to the national
security of Ukraine in cyberspace.

Methods, techniques and technologies:
modern methods, models, techniques and
technologies for research and improvement
of the processes of creation, processing,
transmission, reception, destruction, display,
protection (cyber protection) of information

resources in cyberspace, methods of
statistical data analysis.
Tools and equipment: hardware and

software, tools, computer equipment, special
control and measuring instruments, software
and hardware automation tools and
automation systems for design, production,
operation, control, monitoring, network,
mobile, cloud, technologies, network
equipment and environment, application and
specialized software, automated systems and
complexes for design, modeling, operation,
control, monitoring, processing, display and
protection of data (information flows).




00poOKH, BIAOOpaKEHHS Ta 3aXUCTy AaHUX
(iHpopMaLIiHUX TOTOKIB).
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Opienmayia Oll/Aspect EP

OcCBITHBO-HayKOBa

Educational and scientific

Ocnosnuii ¢poxyc Oll/Main focus EP

bazosuit  goxyc oceimnvoi npoepamu —

KkibepOe3neka, TEXHIYHUN Ta
KpunrorpapiyHuii  3axuct  iHpopMaii,
CyyacHI METOJM Ta 3aco0M  3axXHCTy
1H(popMarii.

Knrouosi cnosa: xibepbesneka, TEXHIUYHUN
3axucT  1HpopMmaii,  KpuntorpadiuHun
3axucT 1HdoOpMarlii, CydacHi METOIu Ta

3aco0u 3axucty iHdopmarii.

The basic focus of the educational program
— is cyber security, technical and
cryptographic  information  protection,
modern methods and means of information

protection.
Keywords:  cyber security, technical
information  protection,  cryptographic

information protection, modern methods and
means of information protection.

Ocobausocmi Oll/Features EP

[TinroroBka ¢axiBiiB, 3AaTHUX MPOBOIUTH
yCHIIHY NMpodeciiiHy 1HKEHEPHY Ta HAYKOBY
TSTBHICTE Y ramy3i iHpopMamiiHUX
TEXHOJIOTIH, 110 Mae peIMETHY
CIIPSIMOBAHICTh 3a HalpsiMaMu KibepOe3meKH,
KpUNITOrpapiyHOTO Ta TEXHIYHOTO 3aXHCTY
iH(dopMarlii, Ha OCHOBI IUPOKOT MOTIHOIEHOT
0a30BO1 IMIATOTOBKHA Ta 34ATHOCTI MIBUIKOTO
CaMOCTIHOTO OCBOEHHSI HOBHX TEXHOJIOTIH 1
cucteM s motped Jlepikenen3s’sa3Ky.

[limi Ta  KOHTEHT  OCBITHBO-HAayKOBOIi
porpamMH  BIJAMOBIAAIOTh KOHIICTITYaJIbHUM
mookeHHs crparerii  po3Butky KIII im.
Iropst Cikopcbkoro, 30kpema, 3a0e31meueHHIo
CHUCTEMHOCTI Ta KOMIUIEKCHOCTI ITiJITOTOBKH,
rapMOHi3aIlii B3a€MO/Iii OCBITHHOTO TPOIIECY
3 HayKOBOIO Ta  HayKOBO-TEXHIYHOIO
TISTTBHICTIO TAPO3AUTIB JlepKcnen3B’ 13Ky,
BpaXyBaHHIO ICHYIOYOTO CTaHy pPO3BUTKY
HayKH, TEXHIKH, TEXHOJIOT1H Ta
BUPOOHUIITBA, CTBOPEHHIO 3a PaxyHOK
MOETHAHHS HAyK Ta MEPEIOBOI OCBITH yMOB
JUTS. TEXHOJIOTIYHOTO MPOPUBY 32 HANIPSIMaAMU

Training of specialists capable of conducting
successful professional engineering and
scientific activities in the field of
information technologies, which has a
subject orientation in the areas of cyber
security, cryptographic and technical
protection of information, based on
extensive in-depth basic training and the
ability to quickly independently master new
technologies and systems for the needs of the
State Special Communications.

The goals and content of the educational and
scientific program correspond to the
conceptual provisions of the development
strategy of at Igor Sikorsky Kyiv
Polytechnic Institute in particular, regarding
the  provision of systematic and
comprehensive training of personnel,
harmonization of the interaction of the
educational process with the scientific and
scientific and technical activities of the units
of the State Special Communications; taking
into account the current state of development
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KibepOesrekHy, kpunrorpagiuaoro  Ta [ of science, technology, technology and
TEXHIYHOTO 3axXHCTy iHpopMaIii B iHTepecax | production; creating conditions for a
JlepKCIIeI3B 3Ky . technological breakthrough in the areas of
cyber security, cryptographic and technical
protection of information in the interests of
the State Special Communications Service
due to the combination of science and
advanced education.

4 — IlpuaaTHicTh BUIYCKHUKIB /10 MPaleBJIAITYBAHHS TAa NOJAIbIIOI0 HABYAHHSA/
Eligibility of graduates for employment and further study

Ipuoamuicmoe 0o npayesrawmysanns/Eligibility for employment

JlepkaBHe 3aMOBJIEHHsT Ha miArotoBky | The state order for the training of scientific
HAyKOBHMX Ta HayKoBo-memaroriyaux kazapis | and scientific-pedagogical personnel is
3IIMCHIOEThCA U 3a10BOJIeHHS TOTped | carried out to meet the needs of the State
Hepxcnenss’a3ky 1mono 3amimenHs nocan | Special Communications regarding the
HayKOBHX i HayKoBo-Tiefaroriunux | replacement of positions of scientific and
NpaliBHUKIB, BAMOTH JI0 AKUX Tiependavaroth | scientific-pedagogical workers, the
HasABHICTh HAYKOBOT'O CTYIIEHS. requirements for which require the presence
ITpodecionanu B ramysi kibepOesneku Ta | of a scientific degree.

3aXUCTY iHdopMaii BinnosinHo | Professionals in the field of cybersecurity
HanionaneHoro xnacudikaropa VYkpainu: | and information protection according to the
Knacudixkarop mpodecii JIK 003:2010. | National Classifier of Ukraine: Classifier of
ITpodecionan: 2139 Ilpodecionanu B inmux | professions SC 003:2010. Professional:
raimy3sx oouncieHs (komm'rorepusartii), 2310 | 2139  Professionals in  other fields of
Buknanayi 3akiaiB BULIOT OCBITH. computing (computerization), 2310
Teachers of higher education institutions.

looanvwe nasuanus/Further study

[IpaBo Ha 3m00yTTS HaykoBoro crtymens | The right to obtain a doctorate and additional
JOKTOpa HayK Ta JoJaTkoBuX KBamidikaiii y | qualifications in the adult education system.
CUCTEMI OCBITH JIOPOCIIHX.

5 — Buknananns ta ouinroBanus/Teaching and assessment

Buxnaoannua ma nasuanns/Teaching and studying

[TpoGnemHo-opieHTOBaHe  HaBuaHHs 3 | Problem-oriented  learning  with  the
HaOyTTSIM KOMIIETCHTHOCTEH, HeoOXimHux | acquisition of competencies necessary for
JUIS IPOYKYBaHHSI HOBUX iJiei, po3B’si3anns | the production of new ideas, solving




KOMIUIEKCHUX MpobOieM y mnpodeciiiHii
rajiysi, iK€ BKJIIOYA€ JIEKIi, MPAaKTUYHI Ta
CEMIHAPCHKI 3aHITTS, TEXHOJIOT1S 3MIIIAHOTO

HaBYaHHS, rneaaroriyga MPaKTHKa,
MITOTOBKAa Ta  3aXUCT  JUCEPTaIlifiHOl
poboTHu.
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complex problems in the professional field,

which includes lectures, practical and
seminar classes, mixed learning technology,
pedagogical practice, preparation and

defense of dissertation work.

Oyinrosanns/Assessment

[ToTOYHMIT KOHTPOJIB Y BUIJISA1 KOHTPOJIBHUX
poOIT, pedepariB, CEMECTPOBUN KOHTPOJb Y
BUIISIII 3aJliKIB Ta MUCBMOBUX 1 YCHHUX
€K3aMEHIB TPOBOJATHCS  BIAMOBIAHO [0
[TonoxkeHHsT TPO  CHUCTEMY  OLIIHIOBAHHS
pesyabTariB HaByaHHi B KIII im. Irops
Cikopcekoro. IIpoMiKHUN  KOHTPOJb 3
HayKOBOi poOOTH 3AIMCHIOETHCS Yy opMi
pluyHOTO 3BITY BIITIOB1THO bi (e}
1HIUB1IyaJIbHOTO TIJIaHY.

Current control in the form of test papers,
essays, semester control in the form of tests
and written and oral exams are conducted in
accordance with the Regulation on the
system of evaluation of study results at Igor
Sikorsky  Kyiv  Polytechnic Institute.
Intermediate control of scientific work is
carried out in the form of an annual report in
accordance with the individual plan.

6 — KomnerenTHocTi/Competencies

Inmeepanvra komnemenmuicmo/Integral competence

31aTHICTD MIPOIyKYyBaTH HOBI 171€d,
pO3B’s3yBaTH KOMITJIEKCHI npooyieMu
npodeciiinoi Ta/abo JIOCJII THUAIIBKO-
IHHOBAIIIIHOT TISTTBHOCTI y chepi
kibepOesnmekn Ta 3axWCTy iHQopMailii,
3aCTOCOBYBATH METOJOJIOTII0O HAyKOBOI Ta
[e1aroriyHo1 TISIIBHOCTI, a TaKOXK

IIPOBOAXUTHU BJIACHC HAYKOBC I[OCJ'IiI[)KeHH}I,
PE3yJabTaTH AKOI'O MAarOTh HAYKOBY HOBU3HY,
TCOPCTHUYHC Ta IIPAKTHUYIHC 3HAYCHHA.

Ability to produce new ideas, solve complex
problems in the field of computer science,
apply the methodology of scientific and
pedagogical activity, as well as conduct own
scientific research, the results of which have
scientific novelty, theoretical and practical
significance.

3aeanvni komnemenmuocmi (3K)/General competencies(GC)

3K 1 31atHICTh 10 aOCTPAKTHOTO MHUCIICHHS,
aHaJi3y 1 CUHTE3Y.

GC 1 Ability to think abstractly, analyse and
synthesise.

3K 2 3natHicTh 10 moyKy, oOpoOieHHs Ta
aHauizy iH(opMarlii 3 pi3HUX JHKeped.

GC 2 Ability to search, process and analyse
information from various sources.

3K 3 3xarHiCTh MpalroBaTu B
MIKHAPOJHOMY KOHTEKCTI.

GC 3 Ability to work in an international
context.




3K 4 31atHICT, PO3B’A3yBaTH KOMILIEKCHI
npoOiaeMu MpeaMeTHOT 00JacTi Ha OCHOBI
CHCTEMHOTO HAyKOBOTO CBITOTJIALY Ta
3arajbHOr0 KyJbTYpPHOTO Kpyrosopy i3
JOTPUMAHHAM  TMPUHLHUIIB  NpodeciitHol
€TUKH Ta aKaJeMiuyHO1 JOOPOUYECHOCTI.
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GC 4 Ability to solve complex problems in
the subject area based on a systematic
scientific worldview and general cultural
outlook while adhering to the principles of
professional ethics and academic integrity.

Cneyianvni (¢haxoei, npeomemni) komnemenmuocmi (CK)/ Special (professional,
subject-specific) competencies (SC)

CK 1 3patHicTh BHUKOHYBaTH OpHIiHaJbHI
JOCHIIKEHHS, J0cAraTH HAyKOBUX
pE3yJbTaTIB, SIKI CTBOPIOIOTH HOBI 3HAHHS Y
cdepi kibepOe3neku Ta 3aXHUCTy 1HPopMalii
Ta TOTUYHUX MDKIUCLMIUTIHAPHUX HaNpsIMax
1 MOXXyTh OyTH OIMyOJiKOBaHI y MPOBIAHMUX
HAayKOBHX BHJIAaHHSIX 3 KiOepOesnmeku Ta
3axXUCTy 1HQOpMaIlii.

SC 1 Ability to perform original research,
achieve scientific results that create new
knowledge in the field of cybersecurity and
information  protection and  related
interdisciplinary areas and can be published
in leading scientific publications in
cybersecurity and information protection.

CK 2 3parHicTh 1HILIIOBATH, PO3POOISTH 1
peanizoByBaTH KOMIUIEKCHI HAyKOBI Ta
IHHOBAIIIHI MPOEKTU B cepi KibepOe3neku
Ta 3aXUcTy iH(popMmarii.

SC 2 Ability to initiate, develop and
implement  complex  scientific  and
innovative projects in the field of

cybersecurity and information protection.

CK 3 3pgatHicTh  poO3B’sI3yBaTH  3HAUYIII
npobiemu y cepi kibepOe3neKku Ta 3aXUcTy
iHpopmarii, PO3IIUPIOBATH Ta
MIEPEOIIIHIOBAaTH HasIBHI 3HAHHA 1 MpodeciitHi
NPaKTUKH.

SC 3 Ability to solve significant problems in
the field of cybersecurity and information
protection, expand and reassess existing
knowledge and professional practices.

CK 4 3natHicTh €(pEeKTHBHO 3aCTOCOBYBAaTH
METOIM aHali3y JaHuX, KOHIENTYaJIbHOTO,
MaTeMaTUIHOTO Ta KOMIT FOTEPHOTO
MOJICITIOBAHHSI, BHKOHYBaTH HAaTypHI Ta
00YHCITIOBATBHI EKCIIEpUMECHTH pu
MPOBEJCHHI  HAayKOBHX 1  MPHUKIAIHUX
IocHipkeHb 'y cdepi  kibepOesmekn Ta
3axucTy iHpopMarrii.

SC 4 Ability to effectively apply data
analysis methods, conceptual, mathematical
and computer modeling, and perform field
and computational experiments when
conducting scientific and applied research in
the field of cybersecurity and information
protection.

CK 5 3natHicTh TeHEpYyBaTH HOBI 1€l 1010
PO3BUTKY TEOpii Ta MPaKTUKU KibepOe3neku
Ta 3axXUCTy iH(opmarlii, BUSBISATH, CTABUTH
Ta BUPINIyBaTH MPOOJIEMHU JIOCIHiTHUIIBKOTO
XapakTepy, OIliHIOBaTH Ta 3abe3rnedyBaTh
SIKICTh BUKOHYBAHHX JOCITIKEHb.

SC 5 Ability to generate new ideas for the
development of the theory and practice of
cybersecurity and information protection, to
identify, pose and solve research problems,
and to evaluate and ensure the quality of
research performed.




CK 6 3maTHICTh BUIBHO CIUJIKyBaTHCS 3
MUTaHb, 10 CTOCYIOThCS cthepu
kibepOe3neku Ta 3axucTy 1HQopmarii, 3
KOJIeTaMH, HIUPOKOIO HayKOBOIO
CHUIBHOTOIO, CYCHIIBCTBOM Yy IIJIOMY 3
BUKOPUCTaHHSAM aKaJIeMIYHOI YKpaiHChKOI Ta
AHTIIMCHKOI MOBH.
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SC 6 Ability to communicate freely on
issues related to cybersecurity and
information protection with colleagues, the
broader scientific community, and society at
large using academic Ukrainian and English.

CK 7 3gartHicTh 3I1JICHIOBATHA Ta
OpraHi3oByBaTH HAyKOBY Ta  OCBITHIO
HAyKOBO-TIEJarOr14YHy AISUIBHICTD Y 3aKJ1aax
BHUIIO] OCBITH

SC 7 Ability to carry out and organize
scientific and educational scientific and
pedagogical activities in higher education
institutions

CK 8 3patHicTh OpraHi3oByBaTH HayKOBY
TUSTIBHICTH 1110710 TOTpeOd JlepKcmen3B’ 3Ky .

SC 8 Ability to organize scientific activities
in relation to the needs of the State Special
Communications.

CK 9 3natHIiCTh CTBOpIOBaTH HOBI1 i€l Ta
pO3B’sI3yBaTH CKJIAJHI HAYKOBO-NPHUKJIAIHI
npobaeMu 3a HampsMaMH KiOepOe3meKH,
KpUNTOrpapiqyHOro Ta TEXHIYHOTO 3aXHCTY
iH(dopmartii, 1Mo MoB’si3aHi 3 PO3POOJICHHIM
Ta JOCIIIPKEHHSIM CHCTEM Ta TEXHOJOTIN JyIs
notped [lepxcnenss’si3Ky.

SC 9 Ability to create new ideas and solve
complex scientific and applied problems in
the areas of cyber security, cryptographic
and technical information protection related
to the development and research of systems
and technologies for the needs of the State
Special Communications.

7 — PesyabraTu HaBuanHus (PH)/
Learning outcomes (LO)

PH 1 Matn mepenoBi KOHIENTYyalbHI Ta
METOJOJIOTIUHI 3HaHHSA 3 KiOepOe3meku Ta
3axucTy 1HpopMaIli 1 Ha MeXi MPeaIMeTHHUX
rajy3ed, a TaKoX JOCIITHUIbKI HAaBHUKH,
JOCTaTHI JUISI TIPOBEJACHHS HAyKOBUX 1
NPUKIATHUX JOCIIKEHb Ha PIBHI OCTaHHIX
CBITOBHX JOCSTHEHb 3 KiOepOe3neku Ta
3aXHUCTy 1HQoOpMAIi, OTpPUMaHHSI HOBUX
3HaHb Ta/a00 3a1HCHEHHS 1HHOBAIIIM.

LO 1 Have advanced conceptual and
methodological knowledge in cybersecurity
and information protection and at the border
of subject areas, as well as research skills
sufficient to conduct scientific and applied
research at the level of the latest global
achievements  in  cybersecurity and
information  protection, obtain  new
knowledge and/or implement innovations.

PH 2 IlnanyBatu 1 BUKOHYBAaTH
EKCIIEpUMEHTANIbHI  Ta/ab0  TEeOpeTHuHi
JOCTIPKeHHS 3 KiOepOe3meku Ta 3axXHcTy
iHdopmarrii Ta TOTUYHUX
MDKIUCITUATIIIHAPHUX HaIpsiMiB 3
BUKOPUCTAHHSIM CyYacCHUX IHCTPYMEHTIB Ta
JNOTpUMaHHSAM  HOpM  mpodeciitHoi 1
aKaJeMIYHOl ETHKH.

LO 2Plan and carry out experimental
and/or theoretical research in cybersecurity
and information protection and related
interdisciplinary areas using modern tools
and adhering to the norms of professional
and academic ethics.




PH 3 Kputnuno anamizyBatu pe3yibTaTH
BJIACHUX JOCIHIKEHb 1 pe3yJbTaTH IHIIUX
JOCIITHUKIB Y KOHTEKCT1 YChOTO KOMIUIEKCY
CydYacHHX 3HaHb IWIOJ0 JOCIIIKYBaHOT
poOIeMH.
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LO 3 Critically analyze the results of one's
own research and the results of other
researchers in the context of the entire
complex of modern knowledge on the
problem under study.

PH 4 I'nuboko po3yMmiTH 3arajibHi TPUHIIUIIN
Ta METOOu KiOepOe3neku Ta 3axUcTy
1H(popMallii, a TAKOK METOAOJIOTII0 HAYKOBHX
JOCTII)KEeHb, 3aCTOCYBAaTH iX Yy BIACHUX
JNOCHDKEHHAX Yy cdepl 1HopMamiiHuX
TEXHOJIOT1H Ta y BUKJIAJAIbKIN TPAKTHUIIL.

LO 4 Deeply understand the general
principles and methods of cybersecurity and
information protection, as well as the
methodology of scientific research, and to
apply them in one's own research in the field
of information technology and in teaching
practice.

PH 5 ®opmymntoBaTH 1 epeBIpsATH TIMOTE3H;
BUKOPHCTOBYBaTH  JUIsl  OOIPYHTYBaHHS
BHCHOBKIB  HaJIeKHI  JIOKa3u, 30Kpema,
pe3ynbTaTu TEOPETUYHOTO aHasizy,
E€KCIIEPUMEHTAJIbHHUX JIOCHIIKEHD 1
MaTeMaTHYHOTO0  Ta/ab0  KOMIT FOTEPHOTO
MOJIETIIOBAHHSI, HAasIBH1 JIITEpaTypHI JaHi.

LO 5 Formulate and test hypotheses; use
appropriate  evidence to  substantiate
conclusions, including the results of
theoretical analysis, experimental studies,
and  mathematical and/or  computer
modeling, and available literature data.

PH 6 BinsHo MIPE3eHTYBATH Ta
obrooproBatu 3 (paxiBisgMH 1 HeaxiBIIMH
pe3yiapTaTH  JOCTI/DKEHb, HAyKOBI  Ta
npuKIagHl mpobiemMu KibepOesmeku Ta
3axucty  1HGopmalli  JAepKaBHOK  Ta

1HO3eMHOI0O MOBAaMH YCHO Ta IIHCHMOBO,
OTIPHITIOTHIOBATH PE3YJIbTaTH JOCIIIKEHb Y
HAYKOBUX  MyOdiKamissX y  MPOBITHUX
BITYM3HSHHX Ta MIDKHApOAHUX HAYKOBUX
BUIAHHSX.

LO 6 Freely present and discuss with
specialists and non-specialists research
results, scientific and applied problems of
cybersecurity and information protection in
the state and foreign languages, orally and in
writing, to publish research results in
scientific publications in leading domestic
and international scientific journals.

PH 7 3actocoByBaTH 3arajibHi MPUHIIMIIN Ta
METOM MaTeMaTHKH, 1HHOPMATUKH Ta IHIITUX
HayK, a TakKoXX CydacHI MeToau Ta
IHCTpyMEHTH, IM(poBI  TexHoJNOrii Ta
crieliaji3oBaHe IporpaMHe 3a0e3leueHHs
JUTS. TIPOBAPKEHHS HAYKOBUX JOCITIHKCHb Y
ctepi kibepOe3neKn Ta 3aXUCTy 1HPOpMAaIIii.

LO 7 Apply general principles and
methods of mathematics, computer
science, and other sciences, as well as
modern methods and tools, digital
technologies, and specialized software to
conduct scientific research in the field of
cybersecurity and information protection.

PH 8 Po3polunstu Ta JOCTIIKyBaTH
KOHIIENTYyallbHI, MATEMATUYHI 1 KOMIT FOTepHI
Mozeni TpoleciB 1 cucteMm, eQGeKTUBHO
BUKOPUCTOBYBATH iX JJII OTPUMAaHHS HOBUX
3HaHb Ta/ab0 CTBOPEHHS IHHOBAIlIHHUX

LO 8 Develop and research conceptual,
mathematical and computer models of
processes and systems, effectively use them
to obtain new knowledge and/or create
innovative products in cybersecurity and




NPOAYKTIB 'y KiOepOe3neku Ta 3axucTy
1H(popmarii Ta JOTHUYHHX
MDKAMCUMILTIHAPHUX HaMpsiMax.
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information  protection and  related

interdisciplinary areas.

PH 9 3actrocoByBatu cydacHi iHCTpyMEHTH 1
TEXHOJIOT1i MOLIYKYy, 0OpOOJIEHHS Ta aHali3y
iHdopmarrii, 30kpemMa, CTaTUCTUYHI METOAU
aHayi3y JaHUX BEJIMKOro o0csary Ta/abo
CKJIQJTHOI CTPYKTYpH, CIeliaai3oBaHl 0a3u
JaHuX Ta 1H(HOpPMAaIliifHI CUCTEMH.

LO 9 Apply modern tools and technologies
for searching, processing and analyzing
information, in  particular, statistical
methods for analyzing large-scale and/or
complex data, specialized databases and
information systems.

PH 10 OpranizoByBatu 1  37iiicHIOBaTH
OCBITHIM mporec y cdepi kidepOe3neku Ta
3axucty  1HQopmaiii, HOro  HayKOBE,
HaBYAJIbHO-METOJAMYHE Ta  HOPMATHBHE
3a0e3nedyeHHs, PO3pOOJSITH 1 BHUKIAIATH
CrieliajibHl ~ HaBYAJIbHI  JUCHMIUIIHK Y
3aKJIafax BHUIIOI OCBITH.

LO 10 Organize and implement the
educational process in the field of
cybersecurity and information protection, its
scientific, educational, methodological and
regulatory support, to develop and teach
special academic disciplines in higher
education institutions.

PH 11 Bwminus IJIaHyBaTH Ta
OpraHi3oByBaTH BJIaCHY HayKOBY AiSUIbHICTb
oo norped Jlepxcnens3s’s3Ky.

LO 11 Ability to plan and organize one's
own scientific activities in relation to the
needs of the State Special Communications.

Ta BCceOIYHO
npobiemMu 3
BUKOPUCTAHHIM bimocodcrkux
3arajJbHOHAYKOBHUX MIXOI1B Ta
0CcOo0JIMBOCTEH 3aB/IaHb JlepiKCIeI3B 3Ky .

PH 12 Bminasa
OCMUCIIIOBATH

KPUTUYIHO
HayKOBI

LO 12 Ability to critically and
comprehensively  understand  scientific
problems using philosophical general

scientific approaches and specific tasks of
the State Special Communications.

PH 13 CtBoproBatu HOBI 11ei Ta
PO3B’SI3yBaTH CKJIAaJHI HAyKOBO-TIPUKJIATHI
npoOiemMu 3a HampsMaMH  KiOepOes3mekH,
KpUNITOrpapiyHOTO Ta TEXHIYHOTO 3aXHCTY
iHdopmartii, 1o MoB’sI3aHi 3 PO3pOOIECHHAM
Ta JOCHIHKCHHSM CUCTEM Ta TEXHOJIOTIN IS
notped JlepKcIen3B’ a3Ky.

LO 13 Create new ideas and solve complex
scientific and applied problems in the areas
of cyber security, cryptographic and
technical protection of information related to
the development and research of systems
and technologies for the needs of the State
Special Communications.

8 — PecypcHe 3a0e3neuyeHHsi peaJji3auii nporpamm/
Resource provision for programme implementation

Kaopose 3a6e3neuenns/Staffing

BiamoBigHO 10 KaapoBHIX BHUMOT  II0JIO
3a0e3neUYeHHsT  MPOBA/HKCHHS  OCBITHBOI
TISTTBHOCTI JJIS BiAMOBIAHOTO PIBHS BHIIO1
OCBITH, 3aTBEPHKCHHUX ITocTranoBoro

In  accordance with the personnel
requirements for ensuring the
implementation of educational activities for
the corresponding level of higher education,




Kabinery MinictpiB Ykpainu Bix 30.12.2015
p. Ne 1187 B umHHIN penakuii.

3anmyueHHs J0 BUKIAJaHHS mpodeciiiHo-
OpI1EHTOBAHUX JUCILIUATLIIH (axiBIIiB-
MIPAKTUKIB B Tary31 Ki0epOe3neKu Ta 3aXuCTy
iH(dopmariii, 30kpema iBa A.T.H., 3 HUX OJIUH
npodecop, OIWH JOUEHT Ta OAWH K.T.H.
JIOLIEHT.
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approved by the Resolution of the Cabinet of
Ministers of Ukraine dated 30.12.2015 Ne
1187 in the current version.

Involvement of practitioners in the field of
cyber security and information protection
including two Dr. Sci. (Engin.), including
one professor, one associate professor, and
one PhD (Engin.). Associate Professor.

Mamepianvrno-mexuiune 3abesneqwenns/Material-technical support

BiamoBigHO 40 TEXHOJIOTYHUX BUMOT II[OJIO0
MaTeplagbHO-TEXHIYHOTO 3a0e3neYeHHs
OCBITHBOI JISTIBHOCT1 BIJMOBITHOTO PIBHS
BHIIIOT OCBITH, 3aTBepKeHUX IlocTaHOBOIO
Kab6inery MinictpiB Ykpainu Big 30.12.2015
p. Ne 1187 B uuHHIN penakiii.
Buxopucranuss  cyuacHux  3aco0iB  Ta
KOMIUIEKCIB  JUIL  JOCHIIKEHHS  OIL[IHKH
3aXUIEeHOCTI 1H(dopmallii, BUMOra MI0I0
3aXUCTY SIKOI mependadyeHa 3aKOHOIaBCTBOM
VYkpainu, OpieHTOBaHWX Ha 3IHCHEHHS
OCBITHBOT'O MPOIIECY.

30kpeMa [Uisi BUKOPHCTAHHS B OCBITHBO-
HAyKOBOMY TIpOIIeCi MIATOTOBKUA JOKTOPIB
(bimocodii MaroTh MicCIie: OJIHa KOMIT FOTEpHA
HaBYaJbHA JlabopaTopis, OJHa HaBYaJlbHA
JabopaTopis 3 TEXHIYHOTO  3aXHUCTY
iHdopmarrii IMeHi Ckpunnuka JI. B,
obOnanHanHs HaykoBO-I0OCHIAHOTO LEHTPY
[HctutyTy, JOCTaTHE  MYJIbTUMEJiHE
oOJtaTHaHHA.

In accordance with the technological
requirements for the material and technical
support of educational activities of the
corresponding level of higher education,
approved by the Resolution of the Cabinet of
Ministers of Ukraine dated December 30,
2015 Ne 1187 in the current version.

The use of modern means and complexes for
the study of the assessment of the security of
information, the requirement for the
protection of which is stipulated by the
legislation of Ukraine, oriented to the
implementation of the educational process.
In particular, the following are available for
use in the educational and scientific process
of training doctors of philosophy: one
computer training laboratory, one training
laboratory  for technical information
protection named after Skrypnyk L. V,
equipment of the Institute's Research Center,
sufficient multimedia equipment.

Inpopmayiiine ma HaguanvbHo-memoouuHe 3abe3neyents/
Information and methodical support of the educational process

BiamoBigHO 10 TEXHOJIOTIYHUX BHMOT IIIOJ0 MaTepiaIbHO-TEXHIYHOTO 3a0e3MeUCHHS
OCBITHBOI MISUTBHOCTI BIAMOBIAHOTO PIiBHS BHINOI OCBITH, 3aTBepmkeHHX I[locTaHOBOIO
Kab6inery MinictpiB Ykpainu Big 30.12.2015 p. Ne 1187 B unHHIN penakiiii.

KopucryBannst HaykoBo-texniunoro 6i0miorekoro KIII im. Iropss Cikopcbkoro,
bibmiorekoro HaBuanpHOrO Bimminy [HcTuTyTy, ChemianpHoto 6ibmiorekoro [HcTHTYTY Ta
iHmmmu iHdopmamiitaumu pecypcamu KIII im. Iropst Cikopebkoro ta IC331 KIII im. Irops

CiKOpChKOTO.
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In accordance with the technological requirements for the material and technical
support of educational activities of the appropriate level of higher education, approved by
the Resolution of the Cabinet of Ministers of Ukraine dated December 30, 2015 Ne 1187 in
the current version.

Use of the Scientific and Technical Library of KPI of Igor Sikorsky Kyiv Polytechnic
Institute, the library of the educational department of the Institute, the Special Library of the
Institute and other information resources of KPI of Igor Sikorsky Kyiv Polytechnic Institute
and 1SZZ1 of Igor Sikorsky Kyiv Polytechnic Institute.

9 — AkagemiuHa MoOiIbHICTB/Academic mobility

Hayionanvna kpeoumna mobinvnicme/National credit mobility

[Tporpamoro He mepeadaYeHo. The program does not provide.

Misxcnapoona kpeoumna mobinenicmu/International credit mobility

[Tporpamoro He mepeadaYeHo. The program does not provide.

Hasuanns inozemnux 3006ysauie BO/ Study of Foreign applicants of HE

[Tporpamoro He niepeadadeHo. The program does not provide.

2. [IEPEJIIK OCBITHIX KOMIIOHEHTIB/EDUCATIONAL COMPONENTS

dopma
Kon/ Kpeaurn i ZICYMKOBOT'O
Code OcgitHi komnonenTn/Educational Components €KTC/ KOHTPOJIO/

ECTS credits Final control measure
form

Oo60B’s13k0Bi (HopMaTnBHi) komnonenTn/Required (standard) components

dinocodchki 3acaau HAYKOBOI IisTIbHOCTI/

H1 Philosophical principles of scientific activity 6 cksamen/exam
[HO3eMHa MOBa AJ1s1 HAYKOBOI AISTIbHOCTI.
H21 Yactuna 1. Haykosi gociimkenHs/ 3 saix/test

The foreign language for scientific activity.
Part 1. Scientific research
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[HO3emMHa MOBa /1J11 HAYKOBO1 A1SUIBHOCTI.
Yactuna 2. HaykoBa KoMyHiIKalist/

The foreign language for scientific activity.
Part 2. Scientific communication

H22 3 3amik/test

MeTonon0risi HAyKOBUX JOCTIIKEHb/

The Methodology of scientific research 3 3amik/test

H3

AKTyanbH1 IpOOJIEMH Me1aroriki BUIIOT ITKOIH/

H4 The Actual problems of higher school pedagogy

2 3asik/test

[TinroToBKa HAyKOBUX MyOJIIKAIlIi Ta
MPE3CHTAIlsl PE3YIbTaTIB HAYKOBUX JOCHIIKEHB/
The Preparation of scientific publications and
presentation of the results of scientific research

H5 3 3asik/test

H6 ITenaroriuna npaktuka/ Pedagogical practice 3 3anik/test

MeTO}IOHOFiH IMPOCKTYBAHH:A Ta IICPCIICKTUBU
PO3BUTKY 3ac00iB 3aXucTy 1HPOpMaIlii/
Design methodology and prospects for the
development of information protection tools

H7 4 eK3aMen/exam

H8 Hocmimkenns oneparii/Operations Research 7 eK3aMen/exam

Bubipkoni komnonentu/Elective components

Bubipkosa mucnurmiina 3 @-Karamory /

Elective Subject from P-Catalogue 7 ek3aMen/exam

Bl

Bubipkosa nucuurmiina 3 ®-Karanory/

B2 Elective Subject from P-Catalogue

7 eK3aMen/exam

3arajapHuii 00cAr 000B’I3KOBUX KOMIIOHEHTIB/
Total scope of the required components: 34

3aranpHuil 00csAT BUOIPKOBUX KOMIIOHEHTIB/
Total scope of the elective components: 14

3ATAJIBHUM OBCAT OCBITHbOI TIPOT'PAMM/
TOTAL SCOPE OF THE EDUCATIONAL PROGRAMME 48
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3. CTPYKTYPHO-JOI'TYHA CXEMA OCBITHBOI IIPOI'PAMU/
STRUCTURAL-AND-LOGICAL SCHEME of THE EDUCATIONAL

PROGRAMME

YacTtuHa 1. Haykosi
OOCNiAKEHHA

YacTuHa 2. Haykosa
KOMYHiKaL,if

npeseHTayis
pe3ynbTaTiB HayKOBMX

AOCNiAXKEeHb

| | | |
| | | |
| cemecTp | Il cemectp | Il cemecTp | IV cemecTp | V-VIIl cemecTp
] 1 ] |
| | | |
T T T T
| | |
| | Haykosacknagosa | |
| | | |
| | | |
I | I I
| | | |
| | |
| 6 | |
. . | AkTyanbHi npobnemn | ! . !
dinocodcbki 3acaam | yarioHl b . | MeparoriyHa :
. . | neAaroriku BULLOi ! >
HaYKOBOT AiANbHOCTI | KO | MpaKT1Ka |
| | |
| | |
| | |
: ‘ | | Iy
| ] ] ]
1 | | |
| | t >
! | | |
: | | |
| A | | ; |
! : : Bubipkosa : W
: MeTogonoris : : avcumnnida : >S<
Metoponoria ! HaYKOoBMX ! ! (3a Hanpamom ! 2 T 3
. . S 2 i)
I I I
NPOEKTYBAHHA Ta : LOCNIAXEHb | ﬂ,OCﬂi,D,)KEHHFI | ,D,OCI]I,EI,)KGHHH) | ﬁ ; > §
! - | | )
nepcnekTuen | l onepaLljit | 3 ®-Karanory | 28 3
PO3BUTKY 3acobiB : ! ! ! o o
i T =
3axucty iHbopmauii | ! ! ! ) =
ViHbop ! | i | Bubipkosa
! | | avcumnaiHa
: | | (3i cnewjanbHoCT)
| |
| | | 3 ®-Katanor
| ! | i | NigrotosKa HayKoBmx | | e
HO3eMHa MOBa A/1A HO3eMHa MOBa A1A | | L | nBipKOoBi
. o o o ny6nikawjii Ta | P
HayKOBOI AiANbHOCTI. |~ HaYyKOoBOI AifNbHOCTI. | | ! KOMMOHEHTY
T
: | |
| | |
| | T
| | |
| | |
! | |
! | |




| semester

Il semester

Il semester

IV semester

19/

V-VIII semester

25

Scientific component

Philosophical principles
of scientific activity

The Actual problems
of higher school

pedagogy

Y

Pedagogical practice

Design methodology
and prospects for the
development of

information
protection tools

Elective
The Methodology of ) Subject S W
scientific research (in the area 3 2
of research) ° 2
Operations Research from P-Catalogue S =
m =N
5 0

The foreign language

y

for scientific activity.
Part 1. Scientific
research

The foreign language
for scientific activity.
Part 2. Scientific
communication

The Preparation of
scientific publications
and presentation of
the results of

Elective
Subject

(by specialty)
from P-Catalogue

i_

Elective

components

uoI1B1I3SSIP 3Y1 JO Isuasad

scientific research

4. HAYKOBA CKJIAJJOBA / SCIENTIFIC COMPONENT

Pik minrorokn/ Year
of preparation

3micT HaykoBoi poooTu acnipanta/The content of the
postgraduate student's research work

DopMH KOHTPOIIO/
Control forms

1 pix/year

pe3ynbTaTiB

BUCHIA  pai
OOTpYHTYBaHHA TEMU
JOCIIIKEHHS,
BUKOHAHHS Ta 00CIry HAyKOBUX poOiT; BUOIp Ta
OOrpyHTYBaHHSA
BJIACHOTO HAYKOBOTO JIOCII/DKEHHSI, 3/iCHEHHS
OTJISiAYy Ta aHami3y ICHYIUMX TMOIJIAIIB Ta
MiIXOMIB, III0 PO3BUHYIUCS B Cy4YacHi Haylli 3a
oOpanuM HanpsmMoM. O¢GOpMIIEHHS OTPUMAaHUX
JcepTaLiiHOTO

BHU3HA4YCHHAA

BJIaCHOI'O

METOI0JIOTIT

TEKCTI

Bubip

CknanaHHs IHIUBIAYaJLHOTO IUIAHY HAaYKOBOi
poboTH acmipaHTa Ta HOTO 3aTBEP/DKCHHS Ha
HHI/dakynbreTy.

Ta

HAyKOBOT'O

3MiCTY,

CTPOKIB

IMPOBCIACHHA

3BiTYBaHHS MPO Xif
BUKOHAHHS
IHIUB1IyaIbHOTO
IJIaHY HayKOBO1
poboTH  acmipaHTa
JIBiUI Ha PpiKk 3
MPEJICTaBICHHIM
MIATBEP/DKYIOUUX
MarepiariB po
HAyKOB1 pe3ynbTaTH
(my6mikarii,
MaTEeHTH TOIIIO ).

OCHIHKEHHS.

[TigroroBka Ta myOumikaris He MeHIIe 1-1 cTarTiy
HAayKOBUX BUJAHHSIX, BKIIOYEHHUX JI0 TEPETiKy
HaykoBUX (haXxOBHX BHUAAHb YKpaiHu, abo y




NEePi0ANIHUX HayKOBHUX BUJIAHHSAX
npoinjekcoBanux y 6azax ganux Web of Science
Core Collection Ta/abo Scopus (m0 TaKux
MOXXYTh Oytu 3apaxoBaHi OJHOOCIOHI
MoHOrpadii, MmO pPEeKOMEHJOBaHI 10 JAPYKY
Buenow pamoro VYHiBepcUTETYy Ta NPOUIILIN
pelieH3yBaHHsT ab0 TAaTEHT Ha BHHAXid, IO
npoimoB  KBamiikalifiHy eKCHepTHU3y Ta
6e3nocepeiHbO CTOCY€EThCS HayKOBHX
pe3yNIbTaTIB ArcepTarlii).

Compilation of an individual plan of research
work of a graduate student and its approval by the
Academic Council ESI / faculty. Selection and
justification of the topic of one's own scientific
research, determination of the content, deadlines
and scope of scientific works; choosing and
justifying the methodology of conducting one's
own scientific research, conducting a review and
analysis of existing views and approaches that
have developed in modern science in the chosen
direction. Presentation of the obtained results in
the text of the dissertation research.

The preparation and publication of at least 1
article in scientific publications included in the
list of specialized scientific publications of
Ukraine, or in periodical scientific publications
indexed in databases Web of Science Core
Collection and/or Scopus (these may include
single monographs recommended for publication
by the Academic Council of the University and
passed a review or a patent for an invention that
passed a qualification examination and is directly
related to the scientific results of the dissertation).
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Reporting on the
progress of the
implementation  of
the individual plan
of the graduate
student's  scientific
work twice a year
with the presentation

of supporting
materials on
scientific results

(publications,
patents, etc.).

2 pix/year

[lpoBeneHHs Tijg KEpPIBHUITBOM HAYKOBOTO
KEpIBHHKA BIIACHOTO HAyKOBOTO JIOCIHIKCHHS,
mo 1nepeadadae BHPIMICHHS AOCTIIHUIIBKHX
3aBllaHb IUISXOM 3aCTOCYBaHHS KOMILICKCY
TEOPETHYHHX  Ta  EMIIPUYHUX  METOJIIB.
OdopmieHHsT OTpUMAaHUX PE3YJbTATIB B TEKCT1
JTUCEPTAILIHHOTO J0CTiPKCHHS.

[TigroroBka Ta myOumikaiis He MeHIIe 1-1 cTarTiy
HAyKOBHX BHUIAHHSX, BKJIIOYEHHUX 10 TEPENTiKy
HAayKOBHX (paxOBUX BHJAaHb YKpainu, abo y
nepioUUHUX HayYKOBHUX BUJIAHHSAX
NpoiHJeKCOBaHUX y 0a3zax nanux Web of Science
Core Collection Ta/abo Scopus (g0 TaKuX
MOKYTb Oytu 3apaxoBaHI  OJHOOCIOHI
MoHOTpadii, II0 pPEKOMEHIOBaHI 10 JPYKY
Buenoro pamoro VYHIBepcHUTETy Ta HpPOMILIH

3BiTYBaHHS MPO Xif
BUKOHAHHS
1HIMB1AyaJIbHOTO
IJIaHY HayKOBO1
poboTH  acmipaHTa
JIBIUI HA PpiKk 3
MPEACTABICHHAM
MIATBEP/DKYIOUUX
MmartepiajiB po
HAyKOB1 pe3ynbTaTH
(my6mikarii,
MaTeHTH TOIIIO).




perieH3yBaHHS a00 MATEHT HA BWHAXIA, MO0
npoiimoB  kBamiikamiiHy  eKcrepTusy Ta
6e3mocepeHbOo CTOCYETBCS HAyKOBUX
pe3yNbTaTIB AUCEpTAIlil.

Conducting your own research under the
guidance of a supervisor, which involves solving
research problems by applying a set of theoretical
and empirical methods. Presentation of the
obtained results in the text of the dissertation
research.

The preparation and publication of at least 1
article in scientific journals included in the list of
scientific professional publications of Ukraine or
in periodicals indexed in databases Web of
Science Core Collection and/or Scopus (these
may include single monographs recommended
for publication by the Academic Council of the
University and passed a peer review or a patent
for an invention that has passed a qualification
examination and is directly related to the
scientific results of the dissertation.
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Reporting on the
progress of the
implementation  of
the individual plan
of the graduate
student's  scientific
work twice a year
with the presentation

of supporting
materials on
scientific results

(publications,
patents, etc.).

3 pik/year

AmHani3 Ta y3araJbHEHHS] OTpUMaHUX PE3yJIbTaTIB

BJIACHOTO HAYKOBOTO JOCITI/PKEHHS;
OOTpyHTYBaHHSI HayKOBOI HOBHW3HH OTPHMAaHUX
pe3ynbTaTiB,  iX TEOPETUYHOTO  Ta/abo
MPAKTUIHOTO 3HAYCHHSI. OdopmiteHHS
OTPUMAaHUX pe3ysbTaTiB B TEKCTI

JTUCEPTAIITHOTO JOCTiPKSHHS.

[TinroroBka Ta my6sikaris He MeHIIe 1-1 cTarTiy
HAyKOBHUX BUJAHHAX, BKJIIOYEHHUX JI0 TMEPENiKy
HAayKOBHX (paxOBUX BHJIaHb YKpaiHu, abo y
HnepioaUUHUX HayKOBHUX BUJIAHHSIX
NpoiHJIeKcoBaHUX y 0Oa3zax ganux Web of
Science Core Collection Ta/a6o Scopus (10 Takux
MOXXYTh Ooytu 3apaxoBaHi OJHOOCIOHI
MoHOrpadii, 0 pPEeKOMEHIOBaHI 10 JAPYKY
Buenoro pagorwo VYHiBepcuTeTy Ta MNPOUILIH
pelieH3yBaHHs a00 MaTeHT Ha BHHAXIN, IO
OpoOHIIOB  KBadiikamidHy eKchmepTusy Ta
0e3nocepeIHbO CTOCY€ThCS HayYKOBHUX
pE3yNbTATIB AWCEPTAIIii.

Analysis and generalization of the obtained
results of own scientific research; substantiation
of the scientific novelty of the obtained results,
their theoretical and/or practical significance.
Presentation of the obtained results in the text of
the dissertation research.

3BITYBaHHS NPO XiJ
BUKOHAHHS
IHIUB1IyaIbHOTO
TUIAHY HAyKOBO1
poboTH  acmipaHTa
IBIUI HA piKk 3
MPEJICTaBICHHIM
MIATBEPKYIOUNX
MarepiariB po
HAyKOB1 pe3yJIbTaTH
(myOumikartii,
MaTEeHTH TOIIIO).

Reporting on the
progress of the
implementation  of
the individual plan
of the graduate
student's  scientific
work twice a year




The preparation and publication of at least 1
article in scientific publications included in the
list of specialized scientific publications of
Ukraine, or in periodical scientific publications
indexed in databases Web of Science Core
Collection and/or Scopus (these may include
single monographs recommended for publication
by the Academic Council of the University and
passed a peer review or a patent for an invention
that has passed a qualification examination and is
directly related to the scientific results of the
dissertation.
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with the presentation

of supporting
materials on
scientific results

(publications,
patents, etc.).

4 pik/year

OdopmieHHs: HAYKOBUX JTOCATHEHB acIipaHTa y
BUIJISIII  AMCEpTAallli, IMiABEIEHHS MIICYMKIB
00 TOBHOTM  BHCBITJICHHS  pE3yJbTaTIB
qucepTaiii B HAYKOBUX CTaTTAX BIMOBIIHO
YHHHAX BHUMOT. BIpoBa/pkeHHS OJep)KaHuX
pe3yNnbTaTiB Ta OTPUMAaHHS MIATBEPHKYBATIBHUX
JIOKYMEHTIB.

[IpoxomkeHHsT TpoleaypH aTecTarii pa3oBOIO
CIeIiaTi30BaHO0 BYEHOKO paZol0 Ha TMiACTaBi
MyOIIYHOTO 3aXUCTy HAyKOBUX JOCATHEHb Y
dhopmi nucepTartii.

Designing the scientific achievements of the
graduate student in the form of a dissertation,
summarizing the completeness of the coverage of
the dissertation results in scientific articles in
accordance  with  current  requirements.
Implementation of the obtained results and
receipt of supporting documents.

Passing the attestation procedure by a one-time
specialized scientific council based on the public
defense of scientific achievements in the form of
a dissertation.

3BITYBaHHS MPO XiJ
BUKOHAHHS
IHIUB1IyaIbHOTO
IUIaHY HayKOBOI
poOoTH acmipaHTa Ta
MIPE3CHTAIIIS
JUCcepTaliitHOro
MOCIIHKEHHS Ha
3acigaHHi Kaeapu y
TEPMIHH
BCTaHOBJICHI
HOPMaTUBHUMU
JIOKyMEHTaMHU.
[TyOmiunuii  3axucT
JcepTarlii B pa3oBiit
crerianizoBaHii
BUCHIN pai.

Reporting on the
progress of the
implementation  of
the individual plan of
the graduate
student's  scientific
work and the
presentation of the
dissertation research
at the meeting of the
department  within
the terms established
by regulatory
documents.  Public
defense  of  the
dissertation in a one-
time specialized
academic council.
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4. POPMA ATECTAIII 3/JO0BYBAUIB BUIIIOI OCBITH/
THE FORM OF ATTESTATION FOR DEGREE PURSUERS

Arecraiiisi 3100yBaviB BHUIOT OCBITH 3a OCBITHBO-HAayKOBOIO TMporpamoro «besmeka
JepkaBHUX 1H(OpMaLIHUX pecypciBy» 3A1MCHIOETbCS y (opmi MyOIIYHOTO 3aXHUCTy
AECepTamiifHOT poOOTH Ta 3aBEPIIYETHCA BUAAUCIO JOKYMEHTa BCTAHOBIIEHOTO 3paska PO
MPUCY/DKEHHST MOMY CTYINEHsl JOKTopa (uiocodii 3 NPUCBOEHHSAM KBaji(ikalii: JOKTOp
¢inocodii 3 kibepOe3nekn Ta 3axUCTy 1HQOpMaIii, 32 OCBITHRO-HAYKOBOIO MPOrPAMOIO
«besmneka nep>xaBHUX 1HPOPMAIIITHUX PECYPCIBY.

Huceprauis Mae BianoBigaTu [lomiTuill BUKOPUCTaHHS IITYYHOTO IHTENEKTY B
akanemiuHiil aismeHOCTI KIII im. Iropst Cikopchbkoro Ta He MOBHMHHA MICTUTH aKaJeMI4HOTO
miariaty, ¢anscudikanii, padpuxanii. [Ipoueaypa nepeBipku aucepTanii Ha BiAMOBIIHICTh
[TonmiTuili BUKOPUCTAHHSA WITYYHOrO iHTeNEKTy B akajaemiudiil mismebHOCcTi KIII im. Irops
CiKOpChKOTO Ta Ha HasABHICTh O3HAK akKaJeMIYHOro rmiariaty, ganbcudikaiii, padpukarii
3niicHIOEThCs 3rigHo ynHuX noruioxeHb KIII im. Irops Cikopebkoro.

Hucepratiig Mae OyTH po3MillleHa Ha CailTi 3aKJiay BUIIOI OCBITH (HAyKOBOI yCTaHOBHU)
(OKpiM pOOIT, SIKI MICTATH 1HPOPMAILiIO 3 OOMEKEHUM JJOCTYIIOM).

3axucT OucepTalifHuX poOIT 3AilCHIOEThCS BiAmoBiAHO 10 I[lpaBun ta mporeayp
MIPOBE/ICHHS 3aXUCTIB AUcCepTalliil 3100yBayiB CTyneHs 1okTopa (inocodii B HanionansHoMy
TEXHIYHOMY YHIBepcuTeTi YkpaiHu «KuiBCbKMII TOJMITEXHIYHUN IHCTUTYT iMeHi Irops
CikopchKOTO». 3aXHUCT AUCEPTAIIHHUX POOIT, IO MICTITh CEKPETHY 1HPOpPMAIIit0, BIJHECEHY
70 JepkaBHOI TaeMHHuIll abo iHQopmarito, BkItoueHy g0 Ilepenmiky BigoMocTel, 10
CTAHOBJISATH CIy>X00BY 1H(popMaIiro, 3aIHCHIOETBCA BiAmoBiAHO 10 [IpaBun Ta mponeayp
IIPOBEACHHS 3aXUCTIB JUCEpTalliif, SKI MICTATh 1HPOpPMAII0O 3 OOMEKEHHUM JOCTYIIOM
3100yBaviB CTymeHsi JokTopa ¢inocodii B [HCTUTYTI chemiaibHOTO 3B’S3KYy Ta 3aXUCTYy
iH(dopmartii HarioHalbHOTO TEXHIYHOTO yHiBepcuTeTy YKpainn « KHIBCHKUN MOMITEXHIYHHUM
iHCTUTYT IMeH1 [ropss CiKOpChKOTOY.

OO6csr aucepTallii B JIpyKOBAaHOMY BUTJISII Mae€ CTaHOBUTH He 4,5 — 7 aBTOPCHKHUX
apkyiiB (OJMH aBTOPCHKUUM apkyml aopiBHIOe 40 THC. JPYKOBAaHUX 3HAKIB, BPAaXOBYIOUHU
1udpy, PO3AUIOBI 3HAKU, MPOMDKKH MIX CIIOBaMH, IO CTAaHOBUTH ONM3BKO 24 CTOPIHOK
JIPYKOBAHOTO TEKCTY MpH 0(QOpMIIEHHI AUCEpTallli 3 BUKOPUCTAHHSAM TEKCTOBOTO PEIAKTOPY
Word, mpudt — Times New Roman, po3mip mpudty — 14 pt).

Certification of higher education applicants under the educational and scientific program
"Security of State Information Resources" is carried out in the form of a public defense of the
dissertation and is completed by issuing a document of the established sample on awarding him
the degree of Doctor of Philosophy with the assignment of the qualification: Doctor of
Philosophy in Cybersecurity and Information Protection, under the educational and scientific
program "Security of State Information Resources".

The dissertation must comply with the Policy on the use of artificial intelligence in
academic activities of Igor Sikorsky Kyiv Polytechnic Institute and must not contain academic
plagiarism, falsification, fabrication. The procedure for checking the dissertation for
compliance with the Policy on the use of artificial intelligence in academic activities of Igor
Sikorsky Kyiv Polytechnic Institute and for signs of academic plagiarism, falsification,
fabrication is carried out in accordance with the official regulations of Igor Sikorsky Kyiv
Polytechnic Institute.
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The dissertation must be posted on the website of the higher education institution
(scientific institution) (except for works containing information with restricted access).

The defense of theses is carried out in accordance with the Rules and Procedures for
Defense of Dissertations for Candidates of the Doctor of Philosophy Degree at the National
Technical University of Ukraine "lhor Sikorskyi Kyiv Polytechnic Institute”. Defense of
dissertations containing classified information classified as a state secret or information
included in the List of information constituting official information is carried out in accordance
with the Rules and procedures for defense of dissertations that contain information with limited
access to candidates for the degree of Doctor of Philosophy at the Institute of Special
Communication communication and information protection of the National Technical
University of Ukraine "lhor Sikorskyi Kyiv Polytechnic Institute".

The volume of the dissertation in printed form should not be 4.5 — 7 author's sheets (one
author's sheet is equal to 40 thousand printed characters, taking into account numbers,
punctuation marks, spaces between words, which is about 24 pages of printed text when
designing a dissertation using a text editor Word, type — Times New Roman, font size — 14pt).

5. MATPHUIISI BIIIMOBIZTHOCTI KOMIIETEHTHOCTEMN
KOMIIOHEHTAM OCBITHBOI IPOT'PAMU/
COMPLIANCE MATRIX OF COMPETENCIES WITH PROGRAMME

COMPONENTS

H1 | H2 | H3 | H4 | H5 | H6 | H7 | H8 ?Kifl‘;‘(’g‘;
3K01 4 4 4 + + +
3K02 + + + + + + +
3K03 + + + + + + + +
3K04 + 4
CKO1 + 4 4
CKO02 N N
CKO3 N N
CKO4 N N
CKO5 + N
CK06 4
CKO7 + 4
CKO8 N
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CKO09

6. MATPULIA 3ABE3IIEYEHHS PE3YJIBTATIB HABYAHHSA
BIANMOBIJTHUMHA KOMIIOHEHTAMHU OCBITHBOI TIPOIT'PAMMU/ MATRIX
OF PROVIDING LEARNING OUTCOMES WITH APPROPRIATE
CURRICULUM COMPONENTS

H1

H2

H3

HA4

HbS

H6

H7

H8

Hayxosa
CKJIaJI0Ba

PHO1

+

+

+

PHO02

PHO3

PHO04

PHOS5

PHO6

PHO7

PHO8

PH09

PHI10

PHI1

PH12

PHI3
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