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BPAXOBAHO/CONSIDERED:

[Ipu BHECEHH] 3MiH Ta JOMOBHEHb 0 OCBITHBOI MporpaMu BpaxosaHo: ITocrtanosy
Kabinety Minictpis Ykpainu Bin 16 rpynns 2022 poky Ne 1392 «IIpo BHeceHHS 3MiH
IO TeperiKy Tany3eil 3HaHb 1 CreliaJbHOCTel, 3a SKUMHU 3AIHCHIOETHCS MMiArOTOBKA
3100yBayiB BUILIOI OCBiTHY», [TlocTanoBy KabGinety MinictpiB Ykpainu Bin 12 ciuns 2022
poky Ne 44 «[lopsiiok MpHCYIKeHHsI CTyneHs aoktopa ¢inocodii Ta ckacyBaHHs
pillleHHs pa30BOi CIeliani3eBaHOl BYEHO! paau 3aKjaay BHIIOI OCBITH, HayKOBOI
YCTaHOBH IMPO MPUCYIKEHHS CTYTEHs TOKTopa (inocodiin.

OcCBITHBO-HAYKOBY IpOIrpaMy 0GroBOPEHO Micisi HaIXOKEHHS BCIX MPOMO3ULI,
nobakaHb i 3ayBaKeHb Bill 3100yBaviB BULIOI OCBITH, BUITyCKHHKIB Ta CTEHKXOJIAEPIB I
cxsaneno Ha 3aciganni CrienianpHoi kademnpu Ne 1 1C33I KIII im. Irops Cikopepkoro
(porokon Ne&/2 gig *“ 29 ” ¢4 2024 p.)

When making changes and additions to the educational program, the following are
taken into account: Resolution of the Cabinet of Ministers of Ukraine dated December
16,2022 Ne 1392 «On making changes to the list of fields of knowledge and specialties
for which higher education applicants are trained», Resolution of the Cabinet of
Ministers of Ukraine dated January 12, 2022 Ne 44 «The procedure for awarding the
degree of Doctor of Philosophy and canceling the decision of the one-time specialized
general council of a higher education institution, scientific institution on awarding the
degree of Doctor of Philosophy».

The educational and scientific program was discussed after receiving all proposals,
wishes and comments from higher education seekers, graduates and stakeholders and
was approved at the meeting of the Special Departmen Ne 1 ISZZI Igor Sikorsky Kyiv
Polytechnic Institute (protocol No.£/2 from * 29 ” ¢4 2024)

Esomouisi OIl/Evolution of the EP:

OHII pokropa dinocodii 3 kiGepOesneku Ta 3axucty iHdopmauii €
npaBonactynHuuero OHII PhD 3 kibepbesnenku 2020 poky, sika Oyia pospobiieHa
BianosigHo a0 [ToctanoBu KMY Bin 23 Gepesns 2016 p. Ne 261 «IIpo 3aTtBepakeHHs
[Topsaky miAroToBKH 3100yBaviB BUILIOI OCBITH CTyIeHs A0KTopa (dhinocodil Ta fokTopa
HayK y 3aKjajilax BHILO1 OCBITH (HAyKOBHMX ycTaHOBax)» Ta 3MiHeHa y 2023 poui y
3B’ 3Ky 31 3MIHOIO Ha3BH crieliaibHOCTI BianoBiHo 10 ITocranosu KMV Bin 16 rpynns
2022 p. Ne 1392 «IIpo BHeceHHs 3MiH JI0 MepestiKy rajity3eit 3HaHb 1 crieliagbHOCTelH, 3a
SIKUMU 3/11IHCHIOETBCS MIArOTOBKA 3/100yBauiB BUILOT OCBITHY. [Ipu OHOBIEHHI porpam
OKpIM Ha3BM CleHialbHOCTI Oyjo 3MiHeHO ¢opMar TOKYMEHTY, 00’€M OCBITHIX
KOMITOHEHT Ta 3MICT HAyKOBOI poOOTH BiAMNOBIAHO A0 BUMOT, 11O Ais/IM HA TOH yac, Ta
[locranoBu KMY Bin 19 tpaBus 2023 p. Ne 502 «Ilpo BHeceHHs 3MiH 10 AesAKUX
nocraHoB Kabinetry MiHicTpiB YkpaiHu 3 NUTaHb MIANOTOBKM Ta aTecTauli 3100yBayiB
HAYKOBHX CTYTICHIBY.
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ESP Doctor of Philosophy in Cyber Security and Information Protection is the legal
successor of the 2020 ESP PhD in Cyber Security, which was developed in accordance
with the Resolution of the CMU of March 23, 2016 Ne 261 «On the approval of the
Procedure for the training of higher education applicants for the degree of Doctor of
Philosophy and Doctor of Science in higher education institutions (scientific
institutions)» and was amended in 2023 in connection with the change of the name of the
specialty in accordance with the Resolution of the CMU of December 16, 2022 Ne1392
"On Amendments to the List of Fields of Knowledge and Specialties for which Higher
Education Candidates are Trained." When updating the programs, in addition to the name
of the specialty, the format of the document, the volume of educational components, and
the content of the scientific work were changed in accordance with the requirements in
force at the time and Resolution of the CMU of May 19, 2023 Ne 502 "On Amendments
to Certain Resolutions of the Cabinet of Ministers of Ukraine on Training and
Certification of Graduates of Scientific Degrees".

1. MTPO®LJIb OCBITHBOI TIPOTPAMU/ EDUCATIONAL PROGRAMME
PROFILE

1 — 3araabna indopmanisi/General information

ITosHa Ha3zea 3BO Ta Harmionamsamit  Texmiunmii | National Technical University of

HaBYaJIBHOTO IMiAPO3IiTy/ YHIBEpPCUTET Vkpainu | Ukraine  "lhor  Sikorsky — Kyiv

Full name of HE institution and «KuiBchkuii momitexuiunmii | Polytechnic  Institute”, Institute of

faculty/institute incrutyty  imemi  Irops | Special Communication and
CikopchKoroy, IactutyT | Information Protection.

CHCIiaIbHOTO  3B’SI3KYy  Ta
3axXUCTy iHpOpMAIIii.

CryniHb BHIIOI OCBITH Ta Ha3Ba Crymime BO - nmokrop | The degree - doctor of philosophy
KBasiikarmii/ ¢binocodii Educational qualification — doctor of
Higher education degree and Ocsitus  kBamidikamis  — | philosophy in cyber security and
qualification title TOKTOP ¢inocodii 3 | information protection.

KibepOe3nekn Ta 3axHCTy

iH(popMarii.
Odiniitna nazsa OIl/ Besneka nepkaBHuX | Security of state information resources.
Educational programme official iHpOpMaIIiTHUX pecypCiB.
title
Tun gumiomy ta o6esr OIT/ Juriom mokropa ¢inocodii, | Doctor  of  Philosophy  degree,
Diploma type and EP scope OCBITHS CKJIaZI0Ba 48 | educational component of 48 credits of

kpeautiB  €KTC, Tepmin | the ECTAS, training period of 4 years.
i ATOTOBKH 4 poku. [ The scientific component involves

Haykosa ckiamoBa | conducting  your own  scientific
nepenbavae nposezeHHs | research and presenting its results in
BJIACHOTO HaykoBoro | the form of a dissertation.

JTOCITI IKEHHS Ta

o opMITCHHS fioro
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pe3yibpTaTiB Yy  BUIIAIL
TCEPTAIIii.
Inpopmauis nmpo akpeauTario / Ceptudikar npo | Certificate of accreditation of the
Accreditation information of EP aKpEIUTAIIO ocBiTHBOI | educational programme - issued on
nporpamu  —  Bupanmid | 20.12.2021 by the National Agency for
20.12.2021 HawmionanenuMm | Quality  Assurance  in Higher
areuTcTBOM i3 3a0e3neuenns | Education Ne 2729, wvalid until
SIKOCTI BUIIOT ocsitu | 01.07.2027.
Ne 2729, IIMCHHAN bi o)
01.07.2027.

Huxn, piBens BO/
Education cycle, level of HE

HPK Vkpainu — 8 piBeHs,
QF-EHEA - tperiif 1uk,
EQF-LLL - 8 piBeHb.

NQF of Ukraine - 8th level,
QF-EHEA - the third cycle,
EQF-LLL - 8th level.

[lepemymoBu/Prerequisites

HasBHicTh cTyIIeHs MaricTpa
Ta OyTH 0c00010
odirnepcrkoro CKJIamy
Jleprxcren3B’ 13Ky .

Having a master's degree and being an
officer  of State  Special
Communications.

®opma 3100yTTs OcBiTH/ Forms of
Education

OuHa (neHHa, BEipHS).

Full-time (daytime, evening).

Moga(u) BUKIaaHHS/
Language (s) of instruction

VYkpaiHcbKa.

Ukrainian.

Inrepuet-agpeca posmimenns OI1
/URL of the educational program

https://osvita.kpi.ua/125 ON
PD BDIR

https://sk1.pp.ua/phd.html#o
pp-2022

2 — Meta ocBiTHBLOI porpamu/Educational programme purpose

[linroToBKa BHCOKOKBaNi(iKOBAaHUX, KOHKYPEHTOCIPOMOKHUX, 1HTETPOBAHUX

y €BpPOMEHCHKUN Ta CBITOBUM HAyKOBO-OCBITHIM MHpOCTip (axiBiliB, 3AaTHUX OO
CaMOCTIHHOT ~ KpEaTWBHOI  HAYKOBO-JOCHIJIHOI, 1HHOBAIlifHOi, = BUPOOHUYO-
TEXHOJIOTIYHO1, OpraHi3aliiiHO-yNnpaBIiHChKOI, MENaroridyHol AiSUIbHOCTI y ramysi
1HGOpMaIIHHUX TEXHOJOT1 Ha OCHOBI HIMPOKOI MOrIHONEHOT (yHIaMEHTAIbHOI
HiATOTOBKM Ta 3JaTHOCTI UIBHJAKOIO CAMOCTIMHOTO OCBOEHHS HOBUX 3HaHb,



https://osvita.kpi.ua/125_ONPD_BDIR
https://osvita.kpi.ua/125_ONPD_BDIR
https://sk1.pp.ua/phd.html#opp-2022
https://sk1.pp.ua/phd.html#opp-2022
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TEXHOJIOT1H Ta CUCTEM Y il Tamy3i 11t moTped Jlepkcmens3s’sa3Ky.

MeTta OCBITHBO-HAYKOBOI Iporpamu Bifamnosinae ctparerii po3Butky KIII im.
Irops Cikopcerkoro Ha 2020-2025 pokm moao (opmMyBaHHS CyCHiIBCTBA
MaOyTHBOT'O Ha 3acajax KOHIEMIli CTajJoro PO3BUTKY Ta (yHmameHTaizarii
M1TOTOBKU (PaxiBIIiB.

Training of highly qualified, competitive specialists integrated into the
European and global scientific and educational space, capable of independent
creative scientific research, innovative, production-technological, organizational-
management, pedagogical activities in the field of information technologies based
on extensive in-depth fundamental training and the ability to quickly independently
mastering new knowledge, technologies and systems in this field for the needs of
State Special Communications.

The goal of the educational and scientific program corresponds to the
development strategy of of the Igor Sikorsky Kyiv Polytechnic Institute for 2020-
2025 regarding the formation of future society based on the concept of sustainable
development and fundamentalization of specialist training.

3 — Xapakrepucrtuka ocBiTHboi nporpamu/ Educational programme characteristics

Ilpeomemnua obracmu/Subject area

O6°ckm (u) eusuenns ma/abo Oisibnocmi: | Object () of study and/or activity:

iHHOBalliHI ~ miaXoaW  Ta  TexHoJjorii | innovative approaches and technologies of
KibepHeTHYHOTO 3axucTy iH(popmarii, o | cyber protection of information circulating
UPKYITIOE B iHpopmariitHo- | in information and communication systems,

KOMYHIKAIlIHHUX CHCTeMaX, Ha 00 €KTax
iHpopMaIiifHOT AISTTBHOCTI Ta KPUTHYHOI
1HppacTpyKTypH.

Teopemuunuti smicm npeomemuoi 0dIACMI:
dbyHIaMeHTanbHI Ta TPUKIAAHI HAYKOBO-
AocmigHi poOOTH, aHami3, NPOEKTYBaHHS,
iHHOBAIliiHI ~ MIAXOAW 70  BUPIMICHHS
KOMILIEKCHUX npobiemM y ramysi
iHpopMmarliitHOi Ta KiOepHEeTHYHOI Oe3MeKHu;
METOJIM JTOCHIJDKEHHSI CHCTEM, TPOIIECIB Ta
TEXHOJIOT1! 1H(popMaLiiHOT Ta
KiOepHeTHYHOT Oe3MeKW Ha PI3HUX PIBHIX
oprasizari.

Memoou, memoouku ma  MexHoN02ii:
3araJlbHOHAyKOBI ~METOJAM Mi3HAHHSA Ta
JIOCII HHUIIBKOT JUSITBHOCTI; METOIU
MaTEMaTUYHOTO aHalli3y, MOJICIIOBAaHHS Ta
CHUHTE3y CHCTeM 1 O00’€KTIB; METOAMKU 1

on objects of information activity and
critical infrastructure.

Theoretical content of the subject area:
fundamental and applied research works,
analysis, design, innovative approaches to
solving complex problems in the field of
information and cybernetic  security;
research methods of information and cyber
security systems, processes and
technologies at different levels of the
organization.

Methods, techniques and technologies:
general scientific methods of cognition and
research activity; methods of mathematical
analysis, modeling and synthesis of systems
and objects; methods and technologies for




TEXHOJIOT1i BU3HAYEHHS Ta aHaJi3y PU3HKIB
iHdopmartiiiftHoi 1 KiGepHEeTHYHOi Oe3meKu
JepKaBHUX Ta MPUBATHUX YCTAHOB; METOJIH,
MoJIeNi Ta 3aCo0M KiOEpHETHYHOTO 3aXUCTY

iHpopmarii; 1HGOpMaIiHHO-KOMYHIKAIIHHI
TEeXHOJIOT11 npe3eHTarii pe3yabTaTiB
JAOCTIDKeHb,  METOAM  Ta  METOIMKHU

BUKJIAIAIbKOI AISUIBHOCTI BHUIIOI IIKOJIH.
Incmpymenmu ma o061a0HawHA:  3aco0W,
NpWIagd Ta KOMIUIEKCH AJII MOJIEIIOBaHHS
00’€KTIB Ta CUCTEM; IPOTPaMHi, amapaTHi Ta
nporpamMHo-amapaTHi ~ KOMIUIEKCH, IO
BUKOPUCTOBYIOTBCSl JUIsl BUPIIICHHS 3aJad
iHpopMmariitHOi Ta KiOepHEeTHYHOI Oe3meKu
00’€KTiB iHpopMmarriitHOi TisUTBHOCTI,
KOMIT I0OTEPU30BaHl CHCTEMHU Yy HaBYaJIbHIH
Ta BUKJIAAALBKANA QISJTIBHOCTI.

7124

identifying and analyzing information and
cyber security risks of state and private
institutions; methods, models and means of
cybernetic information protection;
information and communication
technologies for the presentation of
research results; methods and techniques of
higher education teaching activities.

Tools and equipment: tools, devices and
complexes for modeling objects and
systems; software, hardware and software-
hardware complexes used to solve the
problems of information and cybernetic
security of objects of information activity;
computerized systems in educational and
teaching activities.

Opienmayis Oll/Aspect

OcCBiTHBO-HAYKOBA

Educational and scientific

Ocnosnutl poxyc OIl/Main focus

bazosuit  oxyc oceimnvoi npocpamu
KibepOesneka, TeXHIYHUN Ta
kpunrorpagiyanii  3axuct  iH(popMarlii,
CydyacHI MeETOAM Ta 3aco0M  3axucTy
iHdopmarrii.

Knwouosi cnosa: ibepbOesrneka, TeXHIYHUI
3axucT  iHpoOpmamii,  KpunrtorpadiuHuit
3aXUCT 1HQoOpMaIlii, CydyacHI METOau Ta
3aco0u 3axucTy iH(popMmairii.

The basic focus of the educational program
- is cyber security, technical and
cryptographic  information  protection,
modern methods and means of information
protection.

Keywords:  cyber security, technical
information  protection,  cryptographic
information protection, modern methods
and means of information protection.

Ocobnusocmi

Oll/Features

[TinroroBka ¢axiBiliB, 31aTHUX MPOBOIUTH
ycmimHy — npodeciiHy  iH)KEHepHy — Ta
HAayKOBY  MJISUTBHICTH y ramysi
iHQopMaIlIMHUX  TEXHOJOTIH, IO  Mae€
MpPEeIMETHY CHPSIMOBAHICTh 33 HANpPSIMaMH
KiOepOe3mneku, KpUOTOrpadiyHOro Ta
TEXHIYHOTO 3aXUCTy 1H(]opmarlii, Ha OCHOBI
IUPOKOT MOranOeHoi 6a30BO1 MiATOTOBKHU

Training of specialists capable of
conducting successful professional
engineering and scientific activities in the
field of information technologies, which
has a subject orientation in the areas of
cyber security, cryptographic and technical
protection of information, based on

extensive in-depth basic training and the




Ta 3IaTHOCTI IIBHUJKOTO  CaMOCTIHHOTO
OCBO€HHSI HOBHMX TEXHOJIOTIM 1 cucTeM MAJis
notped Jlepkcnenss’si3Ky.

[Miri Ta  KOHTEHT  OCBITHBO-HayKOBOI
MPOrpaMH  BiJMOBIIAI0OTh KOHIIECTITYIbHAM
nmoysiokeHHst crparerii  po3Butky KIII iwm.
Irops Cikopcbkoro, 30kpema, 3a0e3neueHHI0
CUCTEMHOCTI Ta KOMIUIEKCHOCTI IIATOTOBKH,
rapMoHi3allii B3a€MO/Iii OCBITHHOTO MPOIIECY
3  HayKOBOKO Ta  HAyKOBO-TEXHIYHOIO
TISUTBHICTIO miapo3ALTiB Jlepkcmenss’ si3Ky;
BpaxyBaHHIO ICHYIOUOTO CTaHy pO3BHUTKY
HayKH, TEXHIKH, TEXHOJIOT1H Ta
BUPOOHUIITBA;, CTBOPEHHIO 3a PaxyHOK
MOETHAHHS HAyK Ta TMEePeoBOi OCBITH yMOB
JUTSL TEXHOJIOTIYHOTO TIPOPHBY 32 HAPSIMAMHU
Kki0epbOe3neku, KpunrorpagpiyHoro Ta
TEeXHIYHOTO 3aXUCTy iH(pOopMallii B iHTepecax
Jlepkcnen3B’si3Ky.
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ability to quickly independently master new
technologies and systems for the needs of
the State Special Communications.

The goals and content of the educational
and scientific program correspond to the
conceptual provisions of the development
strategy of at Igor Sikorsky Kyiv
Polytechnic Institute in  particular,
regarding the provision of systematic and
comprehensive training of personnel,
harmonization of the interaction of the
educational process with the scientific and
scientific and technical activities of the
units of the State Special Communications;
taking into account the current state of
development of science, technology,
technology and production; creating
conditions for a technological breakthrough
in the areas of cyber security, cryptographic
and technical protection of information in
the interests of the State Special
Communications Service due to the
combination of science and advanced
education.

4— le/l)jlaTHiCTb Bl/ll'lyCKHl/lKiB A0 IPAlEBJIAINITYBAHHA Ta MOAAJIBIIIOTO HABYaHHSA/
Eligibility of graduates for employment and further study

Ilpuoamuicmo 0o npayesnawmyesanns/Eligibility for employment

Jlep>kaBHEe  3aMOBJICHHS Ha  ITJIFOTOBKY
HAyKOBUX Ta HAYKOBO-TIEAArOTiYHUX KaJpiB
3MIWCHIOETBCS I 3aJ0BOJICHHS TOTPEO
JlepKcnen3B’si3Ky MIOJI0 3aMIIlEHHST MTOCa

HAYKOBUX i HAyKOBO-TIEIarOT1YHUX
MpAaIliBHUKIB, BUMOTH bi (e} SIKUX
nependavyaroTh HasIBHICTh HayKOBOTO
CTYIICHSI.

[Ipodecionanun B ramy3i kibepOesmeku Ta
3aXUCTY iHpopMmaii BiJITIOBiTHO

Hamionansaoro xmacugikaropa YkpaiHu:
Knacudikatop mnpodeciit K 003:2010.
[Tpodecionan: 2139 Ilpodecionanu B iHIMX

The state order for the training of scientific
and scientific-pedagogical personnel is
carried out to meet the needs of the State
Special Communications regarding the
replacement of positions of scientific and
scientific-pedagogical workers, the
requirements for which require the presence
of a scientific degree.

Professionals in the field of cybersecurity
and information protection according to the
National Classifier of Ukraine:

Classifier of professions SC 003:2010.
Professional: 2139 Professionals in other
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rany3sx — oOuwcienb  (komm'torepusarii), | fields of computing (computerization),
2310 BukJiamayi 3aKiiaaiB BUIIOI OCBITH. 2310 Teachers of higher education
institutions.

llooanvwe nasuanus/Further study

[IpaBo Ha 3100yTTsA HaykoBoro ctymens | The right to obtain a doctorate and
JIOKTOpa Hayk Ta nojaTkoBux kBamidikarii | additional qualifications in the adult
Y CUCTEMI OCBITH JIOPOCIIHX. education system.

5 — Bukaananns ta ouinHioBanHsi/ Teaching and assessment

Buknaoanns ma nasuanns/Teaching and studying

[TpoGnemHo-opieHTOBaHe  HaBuaHHs 3 | Problem-oriented  learning  with  the
HAOyTTSM KOMIICTEHTHOCTEH, HeoOXigHux | acquisition of competencies necessary for
JUIS IPOAYKYBaHHS HOBHX i1c#, po3B’si3anns | the production of new ideas, solving
KOMIUICKCHUX Tpobnem y mupodeciiiniit | complex problems in the professional field,
rajgysi, sKe BKJIIOYae Jekmii, mpaktuyHi Ta [ which includes lectures, practical and
CeMiHapChKI 3aHATTS, TEXHOJIOTIs 3mitranoro | seminar classes, mixed learning technology,
HaBYAHHS, nearoriyna npakTHKa, | pedagogical practice, preparation and
miAroTOBKa Ta  3axucT  jauceprariiiiaoi | defense of dissertation work.

poboTwu.

Ouinrosanns/Assessment

[Torounui KOHTPOJTb y surisai | Current control in the form of test papers,
KOHTPOJIbHUX pooiT, pedeparis, | essays, semester control in the form of tests
CeMeCTPOBHI KOHTPOJIb Y BUIJIsLII 3autikiB Ta | and written and oral exams are conducted in
NUCBMOBHX 1 YCHHX €K3aMeHiB mpoBasThes | accordance with the Regulation on the
BignoBimHo g0 IlomoxxenHs mpo cuctemy | System of evaluation of study results at Igor
omintoBanHs pe3yabTaTie HaBuanHs B KIII | Sikorsky — Kyiv  Polytechnic  Institute.
im. Irops  Cikopcekoro.  IIpomixknwmii | Intermediate control of scientific work is
KOHTPOJIb 3 HayKOBOI poOoTH 31iicHIOeThCs | carried out in the form of an annual report
y ¢opmi piuHoro 3BiTy BimmoBimHo g0 |inaccordance with the individual plan.

1HMBIyaTbHOTO TUIAHY.

6 — IIporpamui komnereHTHOCTI/Programme competencies

Iumeepanvna komnemenmuicmu/Integral competence

3nmatHicTh  mpoaykyBath — HoBi  izmei, | The ability to produce new ideas, solve
pO3B’sI3yBaTH  KOMILTEKCHI mpobimemu y | complex problems in the field of computer
cdepi KOMIT'IOTEPHUX HayK, 3acTocoByBaTH | science, apply the methodology of scientific
METOJIOJIOTII0 HaykoBOoi Ta mnexaroriynoi | and pedagogical activity, as well as conduct
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TISUTBHOCTI, a TaKoX IPOBOAMTH BiacHe | OWN scientific research, the results of which
HayKOBe JOCIIKeHHs, pe3yiabTatu skoro | have scientific novelty, theoretical and
MalOTh HAyKOBY HOBH3HY, TeopeTuuHe Ta | practical significance.

NPaKTUYHE 3HAYCHHS.

3azanvni komnemenmuocmi (3K)/General competencies

3K 1 3natHicTh 10 abctpakTHOoro mucienns, | GC 1 Ability to think abstractly, analyse

aHaJIi3y Ta CHHTE3Y. and synthesise.

3K 2 3patHicte 10 nomryky, oopoonenns ta | GC 2 Ability to search, process and analyse
aHasizy iHpopMalii 3 pi3HUX HKEPEIL. information from various sources.

3K 3 3xarHicTh IpaIoBaTh B| GC 3 Ability to work in an international
MDKHapOJHOMY KOHTEKCTI. context.

3K 4 3natricte po3p’s3yBatu  komiiekcHi | GC 4 Ability to solve complex problems of
npobiemn  kibepOesmeku Ta  3axucry | cybersecurity and information protection
iHpopmanii  Ha  ocHOBI  cuctemHoro | based on a systematic scientific outlook and
HAyKOBOTO  cBiTOrIAmy Ta 3aranbHoro | general cultural outlook in compliance with
KyJIBTYpHOTO Kpyrosopy i3 mporpumanusam | the principles of professional ethics and
OpuHIMIIB ~ mpodeciiHoi  eTmkm  Ta | academic integrity.

aKaJIeMIYHOi T0OpOYECHOCTI.

Daxosi komnemenmuocmi (PK)/Professional competencies

®K 1 3natHicts mpoBogutu nociimkenus | PC 1 Ability to conduct research on
3 KibepOe3neku Ta 3aXHIIEHOCTI cydacHHX | Cybersecurity and security of modern and
Ta MEPCIIEKTUBHUX iHpopmamiitno- | future information and communication
KOMYHIKaliiHUX cucteM Ta 00 ekTiB | Systems and objects of information activity
iHbopMarliiHoi aisIpHOCTI Big kidep3arpos | from cyber threats to develop proposals for
JUIS pO3pOOKHU MPOIO3HIIii 3 OHOBIEHHS Ta | updating and

BBEJICHHsSI HOBHMX TOKa3HHKIB 3axuieHOCTI | introducing new security indicators and their
Ta IX HOPMOBAaHUX 3HAYCHb. normalised values.

®K 2 3narnicts BukopuctoByBatu metoqu | PC 2 Ability to use artificial intelligence
HITYYHOTO IHTENEeKTy  JUIs 3agau | methods for cybersecurity and information
KibepOe3meky Ta 3aXucTy iHdopMarrii. protection tasks.

@K 3 I'muboke  posyminas  npobaem | PC 3 Deep understanding of cybersecurity
KibepOe3nekn Ta mpuHIUIIB X BupimeHHs. | problems and principles of their solution.

@K 4 3natnicts aHanmizyBatu mpobsemu | PC 4 The ability to analyze the problems of
KiOEpPHETUYHOTO 3aXUCTY ckinagaux | cyber protection of complex objects and
o0’ekTiB  Ta  po3pobmsaTu  BiamosigHi | develop appropriate solutions.

pimieHHs.
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@K 5 3natHicTh 3actocoByBatu cydachi | PC 5 Ability to apply modern mathematical
MaTeMaTH4YHi MeToaud 0 po3B’s3anHs | methods to solve problems in the specialty.
3a/1a4 3a paxom.

®K 6 3natuicts gonosigaru (B Tomy umciai | PC 6 The ability to report (including in a
i iHOo3eMHOIO MOBOW), odopmistu Ta | foreign language), organize and present
NMPEJICTAaBIIATA 3HaHHsA, i7ei Ta HaykoBo- | knowledge, ideas and scientific and practical
NpaKTHYHI pe3ynbTaTH 3a HampsMamu | results by specialty in the areas of cyber
kibepOesnieku,  kpunrorpadiunoro  Ta | Security,  cryptographic and technical

TEXHIYHOTO 3aXUCTy iHpopMaIlii. information protection.

®K 7 3narHicTh opranizoByBatu HaykoBy [ PC 7 The ability to organize scientific
TiSUTBHICTD 110710 notpe0 | activities in relation to the needs of the State
JlepKCIIel3B A3KYy. Special Communications.

®K 8 3narnicts crBoproBatd HOBI izmei Tta | PC 8 The ability to create new ideas and
pO3B’sI3yBaTH CKJIAIHI HayKoBo-mpukianHi | Solve complex scientific and applied
npobsieMu 3a HampsMamu KiGepOesmeku, | problems in the areas of cyber security,
KpunrorpagidHoro Ta TeXHi4HOro 3axucry | cryptographic and technical information
indopmariii, 1o moB’s13aHi 3 po3podieHusam | protection related to the development and
Ta JOCIIKCHHSIM CHCTEM Ta TexHouorii | research of systems and technologies for the
st moTped JlepiKernenss’ a3Ky. needs of the State Special Communications.

7 — Ilporpamui pe3yiabtatu HaB4aHHsa (IIPH)/
Programme learning outcomes (PLO)

ITPH 1 3nanus CY4acHUX meroxiB | PLO 1 Knowledge of modern methods of
NpUKIAAHOI CTAaTHCTHKM Ta BMiHHA 1x | applied statistics and the ability to use them
BUKOPHUCTOBYBAaTH Yy HaykoBo-mpakTtudHux | in scientific and practical tasks by specialty.
3agadax 3a paxom.

IIPH 2 3uanus  wmetoxiB  a”amitnunux | PLO 2 Knowledge of analytical network
MepeX Ta BMiHHS BHKOpuCTOBYBatd ix juist | methods and the ability to use them to make
IPUAHATTS pillIeHb B ymoBax | decisions in conditions of complexity and
KOMILIEKCHOCTI Ta HEBU3HAYEHOCT1 YMOB. uncertainty.

ITPH 3 3uHanus METO/IIB mrryanoro | PLO 3 Knowledge of artificial intelligence
IHTEJIeKTY Ta BMIHHS BHKOPUCTOBYBaTH iX y | methods and the ability to use them in the
3aja4ax 3a paxom. tasks of the specialty.

ITPH 4 Bminus opranizoByBatu | PLO 4 Ability to organize pedagogical
MeIaroriuny JisIbHICTH Ta 3HaHHA OcHOB | activity and knowledge of the basics of
MeIaroriku. pedagogy.

ITPH 5 Bminnus aHai3yBaTH o6’ext | PLO 5 Ability to analyse objects of
CKJIQHOI CTPYKTYpPH. complex structure.




ITPH 6 BMminHg pgocnipkyBatu TmipoOieMu
KibepOe3nekn KPUTHIHOT 1HPPACTPYKTYPH.
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PLO 6 Ability to research critical
infrastructure cybersecurity issues.

IIPH 7 BMiHHA BHUKOHYBAaTH JOCHIIKCHHS,
o(hopMIIATH Ta PEACTABIATH 3HAHHS, 1/1e1 Ta
HAyKOBO-TIPAKTUYHI pE3yNbTaTH 3a (haxom,
MIPOBOJIUTH HAYKOBY JUCKYCIIO.

PLO 7 The ability to conduct research,
organize and present knowledge, ideas and
scientific, practical results by specialty,
conduct a scientific discussion.

ITPH 8 Bminust anHamizyBaTH oOprai3amiiiai
CKJIQJIOBl Ta TEXHOJIOT1YHY 1HPPACTPYKTYpy
CKJIQTHUX 00’ €KTIB 3aXHUCTY.

PLO 8 Ability to analyse the organisational
components and technological
infrastructure of complex security objects.

IIPH 9 BminHg ~ cuUHTE3yBaTH  HAyKOBO
OOIpyHTOBaHI  pIIEHHS MO  3aXHUCTy
iHpopMmarii B Kibepcucremax Ta
Kibep(i3uUHUX cUCTEMaX.

PLO 9 The ability to synthesize
scientifically based solutions for the
protection of information in cyber systems
and cyber-physical systems.

IIPH 10 BminHs npuiiMaTtd  pilieHHS 3
NUTaHb KiOepOe3nekn B yMOBax HEMOBHOI
BHU3HAYECHOCTI.

PLO 10 Ability to make decisions on
cybersecurity issues in conditions of
incomplete certainty.

IIPH 11 Bminas  3HaxoIuTH  NPUXOBaHI
3aKOHOMIPHOCTI B JaHHUX, OJEpPKaHUX BIJ
CHUCTEM 3aXHCTY.

PLO 11 Ability to find hidden patterns in
the data received from security systems.

IIPH 12 Bminas  odopMIIsSITH, JTOTOBIIATH
pE3yNIbTaTH JIOCHIDKEHHS, NHUCKYTYBaTH 3a
TEMOIO JIOCHI/DKEHHS (B TOMY 4YHCHI W
1HO3EMHOI0 MOBOIO), 30KpeMa 3a HalpsMaMu
HayKOBOi Ta HAYKOBO-TE€XHIYHOI IisUTHHOCTI.

PLO 12 The ability to draw up, report the
results of the research, discuss the research
topic (including in a foreign language), in
particular, the areas of scientific and
scientific and technical activity.

ITPH 13 Bwminus TJIaHyBaTH Ta
OpraHi3OBYBaTH BIaCHY HAyKOBY AiSUTbHICTB
o010 notped Jlepkcnen3B’si3Ky.

PLO 13 The ability to plan and organize
one's own scientific activities in relation to
the needs of the State Special
Communications.

IIPH 14 BMmiHHS KpUTUYHO Ta BCeOIUYHO
OCMHUCITIOBaTH  HAayKoBI  mpoOiemMu 3
BUKOPHUCTaHHAM ¢inocodcepkux
3arajJbHOHAYKOBUX M1IX0/I1IB Ta
ocobnmBOCTeH 3aBAaHb JlepiKcIel3B sa3Ky.

PLO 14 The ability to critically and
comprehensively  understand  scientific
problems using philosophical general
scientific approaches and specific tasks of
the State Special Communications.

ITPH 15 CtBoproBatu HOBI el Ta
PO3B’SI3yBaTH CKJIAIHI HAyKOBO-TIPUKJIAIHI
npobiemMn 3a HampsMamu  KiOepOe3rekH,
KpUNTOTpagiyHOTO Ta TEXHIYHOTO 3aXUCTY
iH(dopmMartii, o MoB’sA3aHi 3 PO3POOICHHIM
Ta JOCIIHKEHHAM CUCTEM Ta TEXHOJIOTIN It

PLO 15 Creating new ideas and solve
complex scientific and applied problems in
the areas of cyber security, cryptographic
and technical protection of information
related to the development and research of
systems and technologies for the needs of
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notped Jlepikcrier3B’ a3Ky. the State Special Communications.

8 — PecypcHe 3a6e3neueHHsi peasizanii nporpamu/
Resource provision for programme implementation

Kaopoee 3abe3neuenns/Staffing

BignosimHo 1m0 kaapoBux BuMor 1mozo |In  accordance  with  the  personnel
3a0e3MeUeHHsT  MPOBADKEHHS  OCBITHBOI | requirements for ensuring the
TISUTBHOCTI U1 BiamoBigHoro piBHs Buinoi | implementation of educational activities for
OCBITH, 3aTBEPIKEHUX [Tocranosoto | the corresponding level of higher education,
KaGinery =~ MinictpiB  Ykpaimm  Big | approved by the Resolution of the Cabinet
30.12.2015 p. Ne 1187 B umHHIN peaaKiiii. of Ministers of Ukraine dated 30.12.2015
BanyueHHs 40 BHKIamaHHs mpodeciiino- | Ne 1187 in the current version.
OpIEHTOBAHMX TUCIUTUTIH daxismis- | Involvement of practitioners in the field of
NpaKTUKIB B Tary3i KibepOe3mekn Ta 3axucry | cyber security and information protection
indopmariii, 30kpema aBa I.T.H., 3 HuX oxuH | including two Dr. Sci. (Engin.), including
npodecop, OAWH OIEHT Ta OJWH K.T.H. | One professor, one associate professor, and
JIOTICHT. one PhD (Engin.). Associate Professor.

Mamepianvno-mexniune 3abesneuenns/Material-technical support

Bigmosiguo 10 TexHomoriunux Bumor oo | In - accordance with the technological
MaTepiaTbHO-TEXHIYHOTO 3abe3neuenns | requirements for the material and technical
OCBITHBOT [isJIBHOCTI BiAmoBigHOro pieHs | support of educational activities of the
BUIIIOI OCBIiTH, 3aTBepkeHuX I[locranosoro | corresponding level of higher education,
KaGinery =~ MinictpiB ~ Ykpaimm  Big | approved by the Resolution of the Cabinet
30.12.2015 p. Ne 1187 B umHHIM peaaKiiii. of Ministers of Ukraine dated 30.12.2015
Bukopucranus  cysacHux  3aco6iB  Ta | Ne 1187 in the current version.

KOMIUIEKCIB  JuIs  JociijpkeHHs — ominku | The use of modern means and complexes
3axmmieHocti iHpopmanii, Bumora tmono | for the study of the assessment of the
3aXHUCTy SKOI mepeadadeHa 3aKoHOAaBCTBOM | Security of information, the requirement for
VYkpainu, opieHTOBaHMX Ha 3aiicHenHs | the protection of which is stipulated by the
OCBITHBOTO TIPOLIECY. legislation of Ukraine, oriented to the
30kpemMa Il BHKOPUCTaHHS B OCBITHBO- | Iimplementation of the educational process.
HAyKOBOMY Tmporieci miaroroBku mokTopis | In particular, the following are available for
¢inocodii maroTh Miciie: oxHa KoM roTepHa | use in the educational and scientific process
HaBYajdbHa Jlabopatopis, oxaHa HaBuaibHa | Of training doctors of philosophy: one
nabopatopiss 3 TEXHIYHOTO  3aXMCTy | computer training laboratory, one training
iHpop™marrii iMeHi Cxpunnuka JI. B., | laboratory ~ for  technical  information
obnaguanns Haykoso-gociigHoro uentpy | protection named after Skrypnyk L. V,
Iacturyty, nocratHe  mynbtuMmeniiine | equipment of the Institute’s Research
00JTaTHAHHS. Center, sufficient multimedia equipment.
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Inghopmayitine ma nasuanbHo-memoouute 3abe3nevents/
Information and methodical support of the educational process

BianoBigHO 10 TEXHOJIOTIYHUX BHMOT IIOJI0 MaTepiaIbHO-TEXHIYHOTO 3a0e3MeUeHHS
OCBITHBOI iSUTBHOCTI BIAMOBITHOTO PIiBHSA BUINOI OCBiTH, 3aTBepkeHUX [locTaHOBOIO
Kab6inery MinictpiB Ykpainu Big 30.12.2015 p. Ne 1187 B unnHi# penaxiii.

KopucryBannss HaykoBo-texniunorw 0i0miotexkoro  KIII im. Irops Cikopcwkoro,
bibmioTekoro HaB4yanpHOrO Bigauly [HctuTyTy, CremianbHor 0i0mioTekor [HCTUTYTY Ta
iHmmmu ingopmaniitaumu pecypcamu KIII im. Irops Cikopeskoro ta IC331 KIII im. Irops
CikopchKOTO.

In accordance with the technological requirements for the material and technical
support of educational activities of the appropriate level of higher education, approved by
the Resolution of the Cabinet of Ministers of Ukraine of 30.12.2015 Ne 1187 in the current
version.

Use of the Scientific and Technical Library of KPI of Igor Sikorsky Kyiv Polytechnic
Institute, the library of the educational department of the Institute, the Special Library of
the Institute and other information resources of KPI of Igor Sikorsky Kyiv Polytechnic
Institute and 1SZZI of Igor Sikorsky Kyiv Polytechnic Institute.

9 — Akanemiuna MoOiIbHiCTB/Academic mobility

Hayionanvna kpeoumna mobinonicme/National credit mobility

[Tporpamoro He niepeadayYCHoO. The program does not provide.

Misicnapoona kpeoumna moobinvnicms/International credit mobility

[Tporpamoro He nepeadayuCeHo. The program does not provide.

Hasuanns inozemnux 3006ysauie BO/ Study of Foreign applicants of HE

[Tporpamoro He niepeadayYCHoO. The program does not provide.
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2. HEPEJIIK OCBITHIX KOMIIOHEHTIB/EDUCATIONAL COMPONENTS

Dopma
Kow/ Kpenutu IiICYMKOBOTO
Code Ocgithi kommnonentn/Educational Components E€KTC/ KOHTPOJII0/
ECTS credits Final control measure
form
Oo6oB’s13Kk0Bi (HopMmaTuBHi) koMnoHeHTu/Required (standard) components
dinocodepki 3acaau HayKOBOI AisIbHOCTI/
H1 s b . -4/l Hay 1 AL o 6 eK3aMeH/exam
Philosophical principles of scientific activity
[HO3emMHa MOBa 17151 HAYKOBOI isLTBHOCTI.
Yactuna 1. Haykosi nocaimkenss/ )
H21 i Y A JUKCHH .. 3 3asik/test
The foreign language for scientific activity.
Part 1. Scientific research
IHOo3eMHa MOBa 11 HAYKOBOI JIISUTBHOCTI.
Yacrtuna 2. HaykoBa koMmyHIiKalisa/ )
H2.2 : Y yHIKanr .. 3 3ajik/test
The foreign language for scientific activity.
Part 2. Scientific communication
MeTo10J10T1I HAYKOBUX JOCHIIKEHE/ )
H3 A Y ¢ 0TI 3 3ajik/test
The Methodology of scientific research
AKTyabH1 Ipo0OIeMHU ITEAArOT1KHA BUILOT KON/ )
H4 y P * i 2 3ajik/test
The Actual problems of higher school pedagogy
[TinroToBKa HAyKOBUX MyOJIIKaIlii Ta
[IPE3EHTALlS PE3YIbTATIB HAYKOBUX JOCIIIKEHE/ )
HS5 P LA pe3yJIbTaTIB HAyKOBHX ]I a 3 3ajik/test
The Preparation of scientific publications and
presentation of the results of scientific research
H6 [Tenaroriuna nmpaktuka/ Pedagogical practice 3 3asik/test
MeTomomoris MpOeKTyBaHHS Ta MEPCIIEKTUBU
03BHUTKY 3ac001B 3axucTy 1HGopMaIii/
H7 PO3BHTKY y indopman 4 eK3aMeH/exam
Design methodology and prospects for the
development of information protection tools
H8 Hocmimkenns onepaniii/Operations Research 7 eK3aMeH/exam
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Bubipkosi komnonentu/Elective components
Bubipkosa nucuumiina 3 ®-Karamnory / )
Bl Elective Subject from P-Catalogue ! CK3aMeH/EXam
BubipkoBa nuctumiina 3 ®@-Karanory/ )
B2 Elective Subject from P-Catalogue ! CK3aMeH/EXam
3arainbHui 00CAT 000B’ I3KOBUX KOMIIOHCHTIB/
Total scope of the required components: 34
3aranpHuil 006cAr BHOIPKOBUX KOMIOHEHTIB/
Total scope of the elective components: 14
3ATAJIbHUM OBCST OCBITHLOI TPOT'PAMU/
TOTAL SCOPE OF THE EDUCATIONAL PROGRAMME 48
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3. CTPYKTYPHO-JOI'TYHA CXEMA OCBITHBOI IPOI'PAMMU/
STRUCTURAL-AND-LOGICAL SCHEME of THE EDUCATIONAL
PROGRAMME

MeTogonoris
NPOEKTYBaHHSA Ta
nepcnexkTMem

HayKOBMX
[OCNiAXKEHb

LocnigeHHs

(3a Hanpamom
[OCNIAXKEHHS)
3 ®-Katanory

| |
| |
| cemecTp | Il cemecTp Il cemecTp IV cemecTp | V-VIII cemectp
] 1
| |
T T
| HaykoBa cknagosa |
| |
| |
I I
| |
|
|
. . AkTyanbHi npobnemu . !
®dinocodebki 3acaam v . P . MeparoriyHa :
. . nesaroriki BULWOI R
HaYKOBOI A4iANbHOCTI NpaKT1Ka |
WKONU |
|
|
| N
Ly
|
>
|
|
|
Y ) |
BubipkoBa :
MeTogonoria i |
i aucupninida |
|
|
I
|
|
|
|

PO3BMUTKY 3acobiB
3axucTy iHpopmauii

onepauin

|HO3emMHa moBa AnA

HayKOBOI AiANbHOCTI.

YacTtuHa 1. Haykosi
OOCNioKEHHA

\ 4

|IHO3emMHa moBa ans

HayKOBOI AiANbHOCTI.

YacTtuHa 2. Haykosa
KOMYHiKaLifa

MigroToBKa HayKoBUX
ny6nikauii Ta

\ 4

npeseHTayis
pe3ynbTaTiB HayKOBMUX
[OCNigKeHb

BubipkoBa
avcumnnida
(3i cnewjanbHoCTI)
3 ®-Kartanor

Bubipkosi
KOMMOHEHTH

egaoeusd
eaodAeH
lIneidaoun Lonxeg

i_

\ 4




| semester

Il semester Il semester

IV semester
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V-VIII semester

Scientific component

Philosophical principles
of scientific activity

The Actual problems
of higher school
pedagogy

4

Pedagogical practice

\ 4

Design methodology
and prospects for the
development of

The Methodology of
scientific research

Operations Research

Elective
Subject
(in the area
of research)
from P-Catalogue

o11IUBIS

information
protection tools

juauodwod

The foreign language

\ 4

for scientific activity.
Part 1. Scientific
research

Elective
Subject
(by specialty)
from P-Catalogue

The Preparation of
scientific publications
and presentation of

The foreign language
for scientific activity.

\ 4

Elective
components

uoI3eIISSIP BY) JO AsudaQ

Part 2. Scientific the results of

communication N
scientific research

4. HAYKOBA CKJIAJTIOBA / SCIENTIFIC COMPONENT

Pik minroroBku/ Year
of preparation

3mict HaykoBoi podoTu acnipanTa/The content of the
postgraduate student's research work

DopMHU KOHTPOJIIO/
Control forms

1 pik/year

CxiamanHs 1HAWBIAYAIBHOTO IUJIAHY HAyKOBOI
poboTH acmipaHTa Ta WOTO 3aTBEP/KEHHS Ha
BueHii paxi HHIU/dakynsrery. Bubip Ta
OOTpYHTYBaHHS TEMH BJIACHOTO HAyKOBOTO
JOCHIJKeHHSI, BHU3HAYCHHS 3MICTy, CTPOKIB
BUKOHAHHS Ta 00CATY HayKOBHX poOiT; BHOIp Ta
OOIpYHTYBaHHS  METOJOJIOTII  MPOBEICHHS
BJIACHOTO HAYKOBOTO JOCII/KCHHS, 3/IIMCHCHHS
OMNIALYy Ta aHali3y ICHYIOUMX TMOIMSAIB Ta
MIIXO0/TIB, IO PO3BUHYJIMCS B CYYacHIN Haylll 3a
obparnM HampsmMoM. OdopMIIEHHS OTPUMaHUX
pe3yipTaTiB B TEKCTI  JUCEPTAIHOTO
JIOCIIKEHHSL.

[TinroroBka Ta myOmikarliss He MeHie 1-i cTaTTi
Yy HayKOBUX BUJAHHSIX, BKIIOYCHUX JI0 TIEPETiKY
HayKoBUX (DaxoBUX BHUAAHb YKpaiHu, abo y

3BiTYBaHHS MPO XiA
BUKOHAHHS
1HUBIyaTbHOTO
TUIaHY HAyKOBOI1
pobotu  acmipanTa
IBi4I Ha PpiK 3
MPEICTAaBICHHSIM
MiTBEPHKYIOUHNX
Mmarepiaiis po
HayKOBI pe3yibTaTH
(my6mikarii,
MaTEHTH TOIIIO).




NEPiIOUIHUX HAYKOBHUX BUIaHHSX
MpoiHACKCOBaHUX y 0Oazax manmx Web of
Science Core Collection Ta/abo Scopus (10
TaKuX MOXYTh OyTH 3apaxoBaHi OJHOOCIOHI
MoHOrpadii, M0 pPEKOMEHAOBaHI 10 JPYKY
Buenoro pagoro VYHiBepcHUTETy Ta MPOUIILIH
perieH3yBaHHS a00 TAaTeHT Ha BHHAXIA, IO
MPOWIIIOB  KBaT(iKamiifHy  eKCIepTU3y Ta
6e3mocepeHbO CTOCYETBCA HaYKOBUX
pe3yiabTaTiB qucepTariii).

Compilation of an individual plan of research
work of a graduate student and its approval by
the Academic Council ESI / faculty. Selection
and justification of the topic of one's own
scientific research, determination of the content,
deadlines and scope of scientific works;
choosing and justifying the methodology of
conducting one's own scientific research,
conducting a review and analysis of existing
views and approaches that have developed in
modern science in the chosen direction.
Presentation of the obtained results in the text of
the dissertation research.

The preparation and publication of at least 1
article in scientific publications included in the
list of specialized scientific publications of
Ukraine, or in periodical scientific publications
indexed in databases Web of Science Core
Collection and/or Scopus (these may include
single monographs recommended for
publication by the Academic Council of the
University and passed a review or a patent for an
invention that passed a qualification examination
and is directly related to the scientific results of
the dissertation).
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Reporting on the
progress of the
implementation  of
the individual plan
of the graduate
student's  scientific
work twice a year
with the
presentation of
supporting materials
on scientific results
(publications,

patents, etc.).

2 pik/year

[IpoBeneHHsT mig KEpPIBHUIITBOM HAYKOBOTO
KEepiBHUKA BJIACHOTO HAyKOBOTO JOCIIKCHHS,
mo Tmepeadavae BUPIMICHHS OCHITHHUIBKUAX
3aBlaHb [UIAXOM 3aCTOCYBaHHS KOMILIEKCY
TEOPETHYHHX  Ta  EMIIIPUYHUX  METOJIB.
OdopmiieHHST OTPUMaHUX pE3yJbTATIB B TEKCTI
JTUCEPTAIITHOTO AOCTIHKCHHS.

[TinroToBka Ta myOiikaiis He MeHIe 1-i cTarTi
y HAyKOBUX BUJIaHHSX, BKJIIFOUEHHX IO TIEPEITiKY
HAayKOBUX (haxOBUX BHUAAaHb YKpaiHu, abo y
NePiOINIHAX HaYKOBHUX BUIaHHSX
npoiHAeKkcoBaHux y Oa3zax pganux Web of
Science Core Collection Ta/abo Scopus (m0
TAaKUX MOXYTh OYTH 3apaxoBaHi OJHOOCIOHI

3BITYBaHHS TPO XiJ
BUKOHAHHS
1HIMB1TyaTbHOTO
IJIaHy HayKOBOI
pobotu  acmipaHTa
IBiYli Ha piK 3
IPEJICTaBICHHIM

M ATBEPIKYIOUNX
MarepiaiiB mpo
HAYKOBI pe3yJbTaTH
(myOumikarii,
MaTeHTH TOIIIO).




MoHOrpadii, MO0 pPEKOMEHAOBaHI 10 JPYKY
Buenoro pagoro VYHIBepcHUTETy Ta MIPOUIILIH
perieH3yBaHHsS ab0 TATEHT HAa BUHAXiJ, IO
MPOMIIOB  KBam(iKamiifHy  eKCIepTU3y Ta
6e3mocepeHbO CTOCYETBCA HaYKOBUX
pe3yibTaTiB qucepTarlii.

Conducting your own research under the
guidance of a supervisor, which involves solving
research problems by applying a set of
theoretical and empirical methods. Presentation
of the obtained results in the text of the
dissertation research.

The preparation and publication of at least 1
article in scientific journals included in the list
of scientific professional publications of Ukraine
or in periodicals indexed in databases Web of
Science Core Collection and/or Scopus (these
may include single monographs recommended
for publication by the Academic Council of the
University and passed a peer review or a patent
for an invention that has passed a qualification
examination and is directly related to the
scientific results of the dissertation.
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Reporting on the
progress of the
implementation  of
the individual plan
of the graduate
student's  scientific
work twice a year
with the
presentation of
supporting materials
on scientific results
(publications,

patents, etc.).

3 pik/year

Amnauri3 Ta y3araJbHEHHS OTpPUMaHUX
PE3yNbTaTIB BJIACHOTO HAYKOBOTO JIOCIIIKCHHS;
OOTpYHTYBaHHS HAYKOBOI HOBH3HH OTPHMAaHHUX

pe3ynbTaTiB,  ix TEOPETUYHOTO  Ta/abo
MPaKTUIHOTO 3HAYCHHS. OdopmteHHs
OTpUMaHMUX pe3yibTaTiB B TEKCT1

JTUCEPTAIITHOTO AOCTIHKCHHS.

[TinroToBka Ta myOiikaiis He MeHIIe 1-i cTarTi
y HAyKOBUX BUJIaHHSX, BKJIIFOUEHHX IO TIEPEITiKY
HAayKOBUX (haXxOBUX BHUAaHb YKpaiHu, abo y
NePiOINIHUX HAYKOBHUX BUIAHHSIX
NpoiHAeKCOBaHMX y 0Oa3ax naHux Web of
Science Core Collection Ta/abo Scopus (mo
TaKUX MOXYThb OyTH 3apaxoBaHi OJHOOCIOHI
MoHOTpadii, IO pPEeKOMEHIOBaHI JO0 JPYKY
Buenoio panmoro VYHiBepcuTeTy Ta MpOHILIH
perieH3yBaHHs a00 MAaTeHT Ha BHHAXIJ, IO
OpoHImoB  KBamiikaliifiHy eKkcrnepTuzy Ta
0e3mocepeIHbO CTOCYETBCS HAYKOBUX
pe3yabTaTiB AUCEPTaLii.

Analysis and generalization of the obtained
results of own scientific research; substantiation
of the scientific novelty of the obtained results,
their theoretical and/or practical significance.
Presentation of the obtained results in the text of

3BITYBaHHS TPO XiJ
BUKOHAHHS
1HIMB1TyaTbHOTO
IJIaHy HayKOBOI
pobotu  acmipaHTa
IBiYli Ha piK 3
IpeJICTaBICHHIM
MiATBEPIKYIOUNX
MarepiaiiB po
HAYKOBI pe3yJbTaTH
(myOmikarii,
MaTeHTH TOIIIO).

Reporting on the
progress of the
implementation  of
the individual plan
of the graduate




the dissertation research.

The preparation and publication of at least 1
article in scientific publications included in the
list of specialized scientific publications of
Ukraine, or in periodical scientific publications
indexed in databases Web of Science Core
Collection and/or Scopus (these may include
single monographs recommended for
publication by the Academic Council of the
University and passed a peer review or a patent
for an invention that has passed a qualification
examination and is directly related to the
scientific results of the dissertation.

21/24

student's  scientific
work twice a year
with the
presentation of
supporting materials
on scientific results
(publications,

patents, etc.).

4 pix/year

OdopmiieHHsI HAyKOBUX TOCATHEHb aclipaHTa y
BUTJISIII  TUCEpTallii, MigBEACHHS TiACYMKIB
010 TIOBHOTH  BHCBITJICHHS  pPE3yJbTaTiB
aUcepTanii B HAayKOBUX CTAaTTSIX BIAMOBITHO
YUHHUX BHUMOT. BIpoOBa/pKeHHS OJepKaHUX
pe3yJabTaTiB Ta OTPUMAHHS MiATBEPIKYBATHHUX
JIOKYMEHTIB.

[TpoxomKeHHsT MpOLEeAypr aTecTallii pa3oBOIO
CIEIiali30BaHO0 BUYCHOI0 PaJol0 Ha TiJCTaBl
nyOJIIYHOTO 3aXHMCTy HAyKOBUX JIOCATHEHb Y
dhopmi nuceprartii.

Designing the scientific achievements of the
graduate student in the form of a dissertation,
summarizing the completeness of the coverage
of the dissertation results in scientific articles in
accordance  with  current  requirements.
Implementation of the obtained results and
receipt of supporting documents.

Passing the attestation procedure by a one-time
specialized scientific council based on the public
defense of scientific achievements in the form of
a dissertation.

3BiTYBaHHs MPO XiA

BUKOHAHHS
1HIMB1TyaIbHOTO
IJIaHYy HAayKOBOI
pobotu  acmipaHTa
Ta Mpe3eHTAaIlis
JIUCepTaIlifHOTO
OCIIIKEHHS Ha
3acimanHl  kadenpu
y TEpPMiHU
BCTaHOBJICHI
HOPMaTUBHUMU
JIOKYMEHTaMH.
[TyOmiyHauii  3axucT
aucepTartii B
pa3oBiit
creniajai3oBaHii

BYCHIH paji.

Reporting on the
progress of the
implementation  of
the individual plan
of the graduate
student's  scientific
work and the
presentation of the
dissertation research
at the meeting of the
department  within
the terms established
by regulatory
documents.  Public
defense  of  the
dissertation in a one-
time specialized
academic council.
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4. DPOPMA ATECTAIII 3I0BYBAYIB BUIIIOI OCBITH/
THE FORM OF ATTESTATION FOR DEGREE PURSUERS

ATtecrariisi 3100yBaviB BHIINOI OCBITH 3a OCBITHRO-HAyKOBOIO Mporpamoro «besmneka
AepKaBHUX 1HPOPMAMIMHUX pecypciBy 3MIHCHIOETECA y (HOPMI 3aXHCTy JUCEPTAIHOT poOoTH
Ta 3aBEPIIYETHCS BUAAUCIO JOKYMEHTA BCTAHOBIIEHOTO 3pa3Ka Mpo MPHUCYIKEHHS HOMY CTyIHEeHS
nokTopa ¢imocodii 3 MpUCBOEHHAM KBamidikalli: 1okTop dinocodii 3 kibepOe3neKu Ta 3aXUcTy
iHdopmartiii, 3a OCBITHbO-HAyKOBOIO TMporpamoro «besneka pgepkaBHUX 1HGOpMAIIHHUX
pecypciBy.

3axuct aucepTamiiHuX poOIT 3aicHIOEThCS BinmoBigHOo g0 [lpaBun Ta mpouexyp
MIPOBEJICHHS 3aXMCTIB IUcepTaliil 3100yBayiB cTyneHsa Aokropa ¢inocodii B HamionansHomy
TEeXHIYHOMY YyHiBepcuteTi Ykpainum «KuiBCbkHMii TOMITEXHIYHUNA 1HCTHTYT iMeHi Irops
CikopchKOTroy». 3aXUCT AUCEPTAIIHHUX POOIT, 10 MICTATH CEKPETHY 1HPOpMAITit0, BITHECEHY J0
Jiep’KaBHO1 TaeMHHULI abo iH(popmallito, BKIoUeHy A0 Ilepeniky BiomMocTel, 110 CTaHOBISATH
cinyx00By 1H(poOpMallito, 3AIHCHIOEThCA BiANoBiAHO 10 IlpaBui Ta mpouenyp HNpOBEACHHS
3aXUCTIB JUCEPTAIlil, SKI MICTATH 1H(POpPMAIII0 3 0OMEKEHUM JIOCTYIOM 37400yBaviB CTYIEHS
noktopa ¢inocodii B [HCTUTYTI crienianbHOTO 3B 3Ky Ta 3axucty iHpopmaiii HamionansHOTO
TEXHIYHOTO YHiBepcuTeTy YKpaiHu «KuUiBCbKMN TONITEXHIYHUM I1HCTUTYT 1MeH1 Irops
CiKOpCBhKOTOY.

OO6csr quceprallii B IpyKOBAaHOMY BUTJISAJII MAa€ CTAHOBUTH HE 4,5 — 7 aBTOPCHKUX apKYIIIiB
(omuH aBTOpCHKMU apkym aopiBHIOe 40 THC. JPYKOBaHHMX 3HAKIB, BpaxoBYIOUW HUPPH,
PO3AUIOBI 3HaKU, MPOMIKKH MIXK CJIOBaMH, L0 CTAHOBUTH OJM3bKO 24 CTOPIHOK APYKOBAHOTO
TEKCTy mpu oopMIIeHHI AucepTallii 3 BUKOPUCTAHHIM TEKCTOBOTO penakropy Word, mpudt —
Times New Roman, po3mip mpudty — 14 pt).

The attestation of higher education applicants under the educational and scientific program
"Security of State Information Resources" is carried out in the form of a dissertation defense and
is completed by issuing a document of the established model awarding him the degree of Doctor
of Philosophy with the qualification: Doctor of Philosophy in Cyber Security and Information
Protection, according to the educational and scientific program "Security of state information
resources".

The defense of theses is carried out in accordance with the Rules and Procedures for
Defense of Dissertations for Candidates of the Doctor of Philosophy Degree at the National
Technical University of Ukraine "lhor Sikorskyi Kyiv Polytechnic Institute”. Defense of
dissertations containing classified information classified as a state secret or information included
in the List of information constituting official information is carried out in accordance with the
Rules and procedures for defense of dissertations that contain information with limited access to
candidates for the degree of Doctor of Philosophy at the Institute of Special Communication
communication and information protection of the National Technical University of Ukraine
"Ihor Sikorskyi Kyiv Polytechnic Institute".

The volume of the dissertation in printed form should not be 4.5 — 7 author's sheets (one
author's sheet is equal to 40 thousand printed characters, taking into account numbers,
punctuation marks, spaces between words, which is about 24 pages of printed text when
designing a dissertation using a text editor Word, type — Times New Roman, font size — 14pt).
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. MATPHUIISI BIIITOBITHOCTI TIPOTPAMHUX KOMIIETEHTHOCTEM
KOMIIOHEHTAM OCBITHBOI TIPOI'PAMM/
COMPLIANCE MATRIX OF PROGRAMME COMPETENCIES WITH
PROGRAMME COMPONENTS

H1 | H2 | H3 | H4 | H5 | H6 | H7 | HS8 iiﬁ‘;iaa
3K01 4 N
3K02 4 + + +
3K03 + N
3K04 + + + + + +
DKO1 4 +
DK02 + + + + +
DKO3 4 +
DKO4 + N
DKO5 + +
DK06 + + + + +
DKO7 + +
DKO8 + +
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6. MATPULIA 3ABE3IIEYEHHSA ITPOT'PAMHUX PE3YJIBTATIB HABYAHHSA
BIIIOBIJHUMHA KOMIIOHEHTAMMJ OCBITHHOI ITIPOTPAMM/
COMPLIANCE MATRIX OF PROGRAMME LEARNING OUTCOMES WITH
PROGRAMME COMPONENTS

H1

H2

H3

H4

HbS

H6

H7

H8

Haykosa
CKJIaJ10Ba

ITPHO1

+

+

ITPHO2

+

ITPHO3

+

ITPHO4

ITPHOS

ITPHO6

ITPHO7

ITPHO8

ITPHO9

ITPH10

ITPH11

ITPH12

ITPH13

IIPH14

ITPH15
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