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CUCTEMM, TEXHOJIOI'TI TA MATEMATHYHI
METOJIU KIBEPBE3IIEKH

SYSTEMS, TECHNOLOGIES AND MATHEMATICAL
METHODS OF CYBER SECURITY

OCBITHBO-TIPO®ECIHHA ITPOIT'PAMA

neporo (dakaaaBpcbKOro) piBHsi BULIOT OCBITH

3a ceniaapuicTio 125 KidepoOe3neka
raJjysi 3Hainb 12 Indopmaniiini Texnosorii

KBagi(ikanis DakajiaBp 3 KidepoOesnexku

Beeneno B xito 3 2021/2022 nagy. poky
HaKa30M peKTopa
KIII im. Irops CikopcbKoro

Bin /904 2021 p. Ne /(/ﬁ////ﬂ/?l?f /
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[MPEAMBYJA
PO3POBJIEHO npoekTHOIO IpyIolo:

KepiBHUK IPOEKTHOT I'pyIIn:

HogikoB Onekciii MukonaiioBu4, TOKTOp TEXHIYHUX HayK, Ipodecop, TUPEKTOP
®Diznuko-TexHIYHOTO IHCTUTYTY

YJeHH NpOeKTHOI IpYyH:

['paitBoponchkuit Mukona BiaaneHoBud, kaHauaaT (i3UK0-MaTeMaTUYHUX HaYK,
JOLIEHT, TOUEHT KadeapH iHpopMaliliHol Oe3neku, Pi3UKo-TeXHIYHHN IHCTUTYT

bapanoBcekuit Onekciii MukonaiioBHy, KaHIUIAT TCXHIYHUX HAYK, JOICHT
kadeapu iHpopmanifinoi 6e3neku, Pi3UKO-TCXHIYHHH IHCTUTYT

JlaBpeHtok Anna MukonaiBHa, KanJuaT TEXHIYHUX HAYyK, JTOLCHT, TOLCHT
kadeapu iHpopmaliiiHoi 6e3nekn, OI3UKO-TEXHIYHHN IHCTUTYT

Crromoukina Ipuna BanepiiBHa, KaHTUAAT TEXHIYHUX HaYK, AOIeHT Kadeapu
iHpopmaniitnoi Oe3neku, Oi3UKO-TeXHIYHUE IHCTHTYT

MOTO/I’KEHO:
HayxkoBo-meroaununoro komiciero KITI im. Irops Cikopeskoro 3i cneriamsaocti 125 Kibepbeszneka

T'omaa HMKY 125
}7 +~ Onexciit HOBIKOB

M

z
(npotokoa Ne 1/2021 Big «25» ciuns 2021 p.)

Meroamuanoro panoo KIII im. Irops Cikopcbkoro
['onoBa M YHOI paju

FOpiit AKUMEHKO

(mpotokon Ne £ Bim«29» (& 2021p.)




BPAXOBAHO:

[Tpono3wurtii cTelkxonaepis:

IIpencraBHUKH poOOTOAABIIB:

Moxonbko Onekciii AHaToi0BUY, AUPEKTOP 3 iH(popMaIliiftHOT Oe3mneKHu,
TOB “Camcynr Enexrponikc Ykpaina Kommnani”,

YKpaiHCBKUH LEHTP JOCHIHKEHBb Ta pO3po0OK Samsung

K.p.-M.H., R&D

2Kopa Biktop Bonogumuposud,
kepiBHEK TOB «H]oceiid»

Kynia Arton Muxaitinosud,

3aCTYITHUK JUPEKTOPA JACTIAPTaAMEHTY, HAYaJbHHUK YIIPABITiHHS
6e3nexu indopmarnii [denapramenty 6e3nexku HBY

J.T.H., podecop

IIpeacTaBHUKH CTYAEHTCbKHUX OpPraHi3amii:
PakoBuu Jlapuna, B.o. rosnosu [Ipodoropo ®OTI,
CTyZIeHTKa 4 Kypcy OakanaBpary 3a

cnenianbHicTio 125 KiGepbe3neka

Muxanko JImutpo, ronosa Ctynpaau @TI, ctyneHt
4 xypcy 6akanaBpary 3a cneuianbHicTio 125 Kibepbesneka

Komnicuiuenko Omnbra, cTyieHTKa 1 Kypcy MaricTparypu
3a crienianbHicTiO 125 Kibepbesneka

Bpaxosaro maxi nponosuyii’ cmetikxonoepis:

- 30inbwumu 06csa2u OUCYUNIIIH, AKI 6I0N08I0AIOMb 3a HAOYMMS KIIOY08UX (DaX08UX KOMNEMEeHMHOCmel
(30Kpema, 360pomua po3pooxa ma aHaiz WKIOAUE020 NPOSPAMHO20 3a0e3NeUeHHs);

- GuUHecmu OUCYUNTIHU, AKI He € HeoOXIOHUMY OJiA 3a0e3nedenns Komnemenmuocmeu cmanoapmy 125
Kibepbesneka, 0o cknady subipkosux (3oxkpema, Teopis ingpopmayii ma xooysanns).

- 3MiHUMU 00CA2U MA CKIAO 2YMAHIMAPHUX OUCYUNTIH, MAKUM YUHOM, WoOU 80HU 8ION0GIOAU
HeOoOXiOHUM KOMNemeHmHocmam cmanoapmy (Oucyuniinu OCHO8U 300p06020 CROCODY dHcUmms,

OcHosu exoHOMIKUY, NPABOBL OUCYUNTIHU MA iH.)

3minu obroBopeHo Ha 3acimaHHsax HMKY Ta yxBaneno Ha 3acinanHi kaenpu iHpopMmariitHoi

6e3neku, mpotokoa Nel1/2021 Big 13.01.2021.
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1. MIPO®L/Ib OCBITHBOI IPOTPAMU
3i cneniaabHocTi 125 KidepOe3nexka

3a OCBiTHBOI Nporpamor «CucremMu, TEXHOJIOTII Ta

MaTeMaTU4Hi MeTOu KidepOe3nexku»

1 - 3araabHa ingopmanis

[ToBna nHa3zBa 3BO ta
1HCTUTYTY/(paKynbTEeTY

HamionansHui TEXHIYHUN YHIBEPCUTET Y KpaiHU
“KuiBCchbKUH MOJITEXHIYHUN THCTUTYT iMeH1 [ropst
Cixopcbkoro”, @13UKO-TEeXHIYHUN IHCTUTYT

Crymiab BUIIOT
OCBITH Ta Ha3Ba
KBaidikarii
MOBOIO OpPHUTiHATY

Cryninp — 6akayaBp
Ksamidikaris — 6akanaBp 3 kibepOe3neku

Pisens 3 HPK

HPK Vxkpainu — 6 piseab, QF-EHEA — neprmii muxor, EQF-LLL —
6 piBeHb

Odimiiina Ha3Ba
OCBITHBOI MTPOTpaMH

CucTtemu, TEXHOJIOTIT Ta MaTEMaTUYHI METOIU KiOepOe3neKu

Tun quruiomy ta
oocsr
OCBITHBOI ITPOrpaMu

Jluruiom OakanaBpa, ofMHHYHUK, 240 KpeaUTIB, TSPMiH HaBYaHHS
3 poku 10 micsi

HasBHicTh Ceptudikar akpeautaitii cnemianpaocTi Y/ 11010979 3rigno
aKpeauTarii Peectpy cy0’e€KTiB OCBITHBOI AistIbHOCTI AiticHuii 1o 01.07.2028
[TepenymoBu HasBHicTh TOBHOT 3araibHOI CEpeIHBO1 OCBITH

MoBa(1) BUKIIaJIaHHS

VYKpaiHCcbKa

TepMiH aii OCBITHBOT
porpaMu

Jo HacTymHOT akpenuTarii

InTepuer-agpeca
MOCTIHOTO
PO3MIIICHHS
OCBITHBOI ITPOrpaMu

https://osvita.kpi.ua/node/103, (po3nin «OcBiTHI IporpamMm»),

http://is.ipt.kpi.ua/navchalni-programi-2

2 — Merta oCBiTHBOI IpOrpaMu

[linroToBka QaxiBiiB, 30aTHUX BUKOPHUCTOBYBATH i BIPOBAKYBATH TEXHOJOTII iHpOpMAaIiiiHOi Ta/ab0
KibepOe3nekn; a TaKoXK HOBITHI TEXHOJIOTIT Ta MaTeMaTH4HI METOJH, NMPOBOJUTH IHHOBAIIWHY
JUSITBHICTD B Tay3i 3axucTy iHQopMalii i kibepHeTnyHoi Oe3neKy; 3a0e3rneueHHs MoTrInoIeHol
(dyHAaMEHTaNbHOI MiATOTOBKH; TApMOHINHHICTh, OaraTOBUMIpHICTh OCBITH; 1HTErpauis HayKOBO-
IHHOBaLiMHOI Ta MPaKTUYHOI AISUIBHOCTI 1 HaBYAJIBHOI'O IPOLIECY; Opi€HTAIis Ha MiXHApOIHI
BUMOTH B cepi KibepOe3rekn; opieHTaIlis Ha BAMOTH PUHKY IIpalli Ta IyaIbHY OCBITY.

Merta ocBiTHROT porpamu Bignmosigae crparerii po3Butky KIII imeni Irops Cikopcrkoro 2020-
2025 pokiB moao (opMyBaHHS CYCHUIbCTBA MallOyTHROTO Ha 3acajaxX KOHIICMII CTalioro

PO3BUTKY.



https://osvita.kpi.ua/node/103
http://is.ipt.kpi.ua/navchalni-programi-2

3 — XapakTepucTHKA OCBiTHbOI
nporpamMu

IIpeamerna
o0JacTe

006’ ekt TpodeciiHOT AiSITLHOCTI BUITYCKHUKIB:
— 00'exTH 1H(OpMaTH3allii, BKIOYAIOUN KOMITHOTEPHI,
aBTOMAaTH30BaHI, TEJICKOMYHIKaliiiHi, iHpopmamiiiHi,
iHpopManiiHO-aHATITHYHI, 1HpOpMaIiIiHO- TeTeKOMYHIKaLiiH1
cucreMu, iH(opMaIliiiHi pecypeu 1
TEXHOJIOT1;
— TEXHOJIOT1i 3a0e3reueHHs Oe3neKu iHdopmariii;
— MPOLIECH YIpaBIiHHA iH(pOpMaIiifHOIO Ta/abo
KiOepOe3IeKor0 00’ €KTIB, IO MiIISITal0Th 3aXUCTY.
Llini HaBYAHHS MMiArOTOBKA (haxXiBIliB, 3JaTHUX BUKOPUCTOBYBATH 1
BIPOBAKYBATH TEXHOJIOTIT iHPpopMaIiifHOT Ta/abo KibepOe3neKH.
TeopernuHuit 3MICT IPEAMETHOI 007aCTi
3HaHHS
— 3aKOHO/1aBYO0i, HOPMAaTUBHO-NPaBOBOI 0a3u YKpaiHu Ta
BHMOT BIJIITOBITHUX MIKHAPOIHUX CTAHIAPTIB 1 MPAKTUK
1010 3A1CHEHHS TPOECiiHOT iSITBHOCTI,
— IPUHLHUIIB CYPOBOY CUCTEM Ta KOMILJICKCIB
iH(opMmaIiifHOT Ta/ab0 KibepOe3neKy;
— Teopii, MOZIeTIeH Ta MPUHIIMITIB YIPABIHHS TOCTYIIOM JI0
iH(popMaliifHuX pecypciB;
— Teopii cucTeM yIpaBiiHHS 1HPOpMaliiiHOIO Ta/abo
Ki0epOe3neKoro;
— METO/IIB Ta 3ac001B BUSBIIEHHS, YIIPABIIIHHA Ta
imeHTudiKanii pu3uKis;
— METO/IB Ta 3ac001B OILIIHIOBAHHS Ta 3a0e3IeYeHHS
HEOOXI1JTHOTO PiBHA 3aXMIIEHOCTI iH(popMarlii;
— METO/IB Ta 3aC001B TEXHIYHOTO Ta KPUNTOTPAPIUHOTO 3aXUCTY
1Hdopmarii;
— Cy4acHHX 1H(QOpMaIiiHO-KOMYHIKAI[IHHUX TEXHOJIOT1H;
— CY4acHOTO IIPOTrPaMHO-aNapaTHOro 3a0e3NneueHHs
— 1H(pOpMaIIfHO-KOMYHIKAI[IHHUX TEXHOJIOTIH;
— aBTOMAaTH30BaHUX CHUCTEM MPOCKTYBAHHS.
MeTou, METOIMKY Ta TEXHOJIOTII:
— Metoau, MeToaukH, iHQOpMaLIHHO-KOMYHIKAaIIiiH1 TEXHOJIOTIT
Ta 1HII TEXHOJIOT1i 3a0e3meueHHs iHpopMaIliifHOi Ta/abo
Ki0epOe3nexu.
IHCTpYMEHTH Ta 00JaTHAHHS
— CHCTEMH PO3pOOKH, 3a0e3MeUeHHs, MOHITOPUHTY Ta KOHTPOJIIO
npotieciB iHdopmaliiHoi Ta/ abo kibepOe3neky;
— cydacHe IporpamHo-anaparHe 3abe3neyeHns iHpopmaiiiHo-
KOMYHIKAI[ITHUX TEXHOJIOT1H.

OpieHTallis OCBITHBOL
porpamu

OcsiTHBO-TIpO(eciitHa




OcHoBHUil Pokyc
OCBITHBOI ITpOrpamMu

bazoswii pokyc OII — cuctemu Ta mporecu KideprpocTopy, 3acoou
Ta 3aXO0JIU 3aXHUCTY.

KirouoBi ciioBa: kibepHeTnuHa Oe3reka, iHhopmariitHo-
TEJICKOMYHIKaIlIi{HI CUCTEMH, IPOTPaMHi Ta arapaTHi 3aco0n
3axuCTy iH(OpMAIlii, CHCTEMH 1 TEXHOJIOT11 KioepOe3nekH,
MaTeMaTHU4HI METOIN

KibepOe3neku, ayaAuT KiOepiHIIUACHTIB, TEXHIYHUHN ayJIuT

Oco0iBocCTI
porpaMu

1) rpyHTOBHA (hyHIAaMEHTaNbHA MiATOTOBKA Y IMOETHAHHI 13
Cy4acHOI0 MpodeciiiHO0 MiATOTOBKOKO, SIKA J03BOJISIE TIPOBOIUTH
IHHOBAIIIIHY JISUTBHICTD 1 IPALIOBATH 3 HAYKOEMHUMH
TEXHOJIOT1SIMU KiOepOe3neku;

2) IpOXOKEHHS NEPEAUIUIOMHOT IIPAKTUKU Ha 0a3i
MiIPUEMCTB- TAPTHEPIB Ta yYACTh CTYACHTIB Y BUKOHAHHI1
CHUIBHUX HaYKOBO- JIOCIIITHUX MPOEKTIB HA 3aMOBJICHHS YCTAHOB
ta npoBigHux IT- komnaniit Ykpainu 3a paxowm;

3) miAroTOBKA 10 AyallbHOI OCBITH B Marictparypi.

4 — IlpuaaTHicTh

BI/IHyCKHI/IKiB A0 MpaneBJIAIITYBAHHA Ta MOAAJLIIOI0 HABYAHHSA

[IpunaTHicTh 10
MpaleBIalTyBaH
Hi

BinnosigHo no epxaHoro kinacudikatopy npodeciii 1K
003:2010 BUyCKHMKHU MOXYTb IIPALIOBAaTH HA [10CAaaX, 110
BIJIMOBIAAIOTH KIacU(]IKAIIHHUM YIPYIIOBaHHSAM:

3439 “daxiBens i3 3axucty iHpopmarii B iHpopMamiifHuX i
KOMYHIKaIiiHuX cuctemax”’, “@axiBelp 13 opraHizaiii
1H(popMmaliiiHOT Oe3nexu’

3121 daxiBeup 3 iIHPOPMALIITHUX TEXHOJIOT1H.

Bunyckauku OIl MoxyTh npamoBaty ¢paxiBLsIMU 13 3aXUCTY
iHpopMauii Ta kibepOe3neku B CKIajl BIAMOBIIHUX JeMapTaMEHTIB
oprasi3zanii, mjanpueMCTB Ta OaHKIB, pO3pOOHUKAaMU Ta
TECTyBaJIbHUKaMH 3aCTOCYHKIB, 1110 TOTPEOYIOTh BUKOHAHHS
0CO0JIMBUX BUMOT 11100 1H(OpMaLIiHOT Ta KIOEpHETUUHOT Oe3NeKH;
CHIBpOOITHUKAMHU CTyX0 3aXucTy iHpopMallii; aaMiHICTpaToOpamMu
1H(popMaLiiHOT Ta KIOepHETUUHOT 0€3MeKH, TPOEKTyBAIbHUKAMHU
CHCTEM 3aXUCTY B KiOepHpocTopi; po3poOHUKaMU IPOTPaMHUX Ta
MpOrpaMHO-anapaTHUX 3aco01B 3aXUCTy 1H(OpMallii B Kibeprpocropi,
KOHCYJIbTAaHTaMHU-1HCTPYKTOpaMHU 3 KibepOe3neku, crenianicraMmu B
rairy3i kibepOe3neku B CKJIa/l IPaBOOXOPOHHUX OpPraHiB,
crieniagicramu 3 3abe3nedyeHHs Kibepoe3neku B KibeprnpocTopi
(30Kpema, 00’ eKTax KpUTHYHOI IHPPACTPYKTYPH)

Tlopgansme HaByaHHa

IIponoBKeHHs OCBITH 3a IpYTUM (OCBITHBO-IIPOQECIHHUM,
OCBITHbO- HAYKOBUM) pPIBHEM BHIIOi OCBITH

5 — BuKJIaJaHHA TA ONIiHIOBAHHSA

Buxnananusa
Ta HaBYaHHS

[Iporpamoro nependavdeHo CTYASHTOIICHTPOBaHE HaBYaHHs. Bukiiaganas
HPOBOHUTHCS y TAKMX (popMax: JIEKIIii, MPaKTUYHI Ta CEMiHAPChKi
3aHSTTS, KOMI FOTEPHI IPAKTUKYMH 1 1a00paToOpHi poOOTH; KYypCOBI
po0OTH 1 IHAUBIAYalbHI 3aBAAHHS; TEXHOJIOTIS 3MIIIAHOTO HABYAHHS
3a IeKMMH OCBITHIMU KOMIIOHEHTaMH, IPAKTUKH; BUKOHAHHS
JTUIIIOMHOI po00TH (GaKanaBpCchKOi IUTIIOMHOI poOOTH)

OuiHOBaHHSA

O1iHIOBaHHS 3HaHb CTYJICHTIB 3IHCHIOETHCS Y BIMOBITHOCTI JI0
[Tosno>keHHs PO PEUTUHIOBY CUCTEMY OLIIHIOBAaHHS Pe3yJbTaTiB
HapuaHHs ctyaeHTiB KIII im. Irops Cikopcekoro 3a ycima
BUJIAMHU ayJUTOPHOI Ta M03aayJUTOPHOI poOOTH (BXiAHUH,
MOTOYHUH, KaJeHJapHUH, MICYMKOBHI KOHTPOJIb); YCHUX Ta
MHCHhMOBHX €K3aMEHIB, 3aJIiKiB




6 — IlporpamMHi KOMIIETEHTHOCTI

InrerpansHa
KOMIIETEHTHICTh

31aTHICTh PO3B’SI3yBaTH CKJIA/IHI CIIeliali3oBaHi 3a1a4i Ta
MpaKkTHYHI TpoOJIeMu y ranysi 3a0e3nedeHHs iHdopMariiHoi
6e3nekn 1\abo KibepOe3nekH, Mo XapaKTepU3yeTbCs
KOMILICKCHICTIO Ta HETIOBHOI BU3HAYEHICTIO YMOB..

3araabHi komnerenTHOCTI (K3)

K31

31aTHICTh 3aCTOCOBYBATH 3HAHHS Y MPAKTUYHUX CUTYAIIisIX.

K32

3HaHHS Ta PO3YMIHHS MPEIMETHOT 00J1aCTi Ta pO3YMIHHS
npodecii.

K33

3natHICTh MPO(ECIMHO CHIIKYBATUCA JEP/KABHOIO Ta 1HO3EMHOIO
MOBaMHU SIK YCHO, TaK 1 MUCHMOBO.

K3 4

BMiHHS BUSIBIIATH, CTABUTH Ta BUPINIYBaTH IpoOIeMHu 3a
npodeCiifHIM CTIpSIMYBaHHSIM.

K35

31aTHICTH 10 MOUIYKY, 00poOIeHHs Ta aHai3y iHpopmariii.

K3 6

3/1aTHICT peaizyBaTH CBOI ITpaBa i 000B’A3KH K WiCHA
CYCIJIbCTBA, YCBIOMITIOBATH L[IHHOCTI FPOMASTHCHKOTO
(BUIBHOTO IEMOKPATUYHOTO) CYCHIBCTBA Ta HEOOXITHICTD HOTO
CTaJIOr0 PO3BUTKY, BEPXOBEHCTBA MpaBa, MpaB i CBOOO JIFOIUHH
1 TpoMaJiTHUHA B YKpaiHi,

K37

31aTHICTh 30epiraTiu Ta NPUMHOXYBAaTH MOPalbHI, KyJIbTYpHI,
HayKOBI1 LIIHHOCTI 1 IOCSITHEHHS CYCIIJIbCTBA HA OCHOBI
PO3YMiHHS ICTOPIT Ta 3aKO-HOMIPHOCTEH PO3BUTKY MPEAMETHOI
o0Jacri, ii Micl y 3araibHiil cucTeMi 3HaHb IIPO MPUPOY 1
CYCHUIBCTBO Ta Y PO3BUTKY CYCHUIbCTBA, TEXHIKH 1 TEXHOJIOTIH,
BUKOPHUCTOBYBATH Pi3HI BUIU Ta GOPMHU PyXOBOI AKTUBHOCTI
JUIs aKTUBHOT'O BIATIOYMHKY Ta BEIEHHS 3J0POBOrO CIIOCO0Y
KHUTTS.

daxoBi komnereHTHOCTI (PK)

oK 1

31aTHICTh 3aCTOCOBYBAaTH 3aKOHOJaBUy Ta HOPMAaTHUBHO-

MpaBoBy 0a3y, a TAaKOX JEep>KaBHI Ta MI>KHAPOIHI BUMOTH,
MPAKTUKHU 1 CTAHIAPTH 3 METOIO 3[1HCHEHHs npodeciiHol
JISUTBHOCTI B TalTy31 iHpopMaliiiHoi Ta/abo kibepOe3neKu.

OK 2

3/1aTHICTh 10 BUKOPUCTaHHS 1H(GOpMalifHO- KOMYHIKaI[IHHUX
TEXHOJIOT1H, CyyaCHUX METOJIIB 1 Mozenel iHdopmaliifHol
Oesrexu Ta/ ab6o kibepOe3neKu.

OK 3

3/1aTHICTh 10 BUKOPUCTAaHHS POrpaMHUX Ta MPOTPaMHO-
amapaTHUX KOMILIEKCIB 3ac001B 3aXUCTy iHpopMallii B
iH(hOopMaLiifHO- TeJIeKOMYHIKalIHHUX (aBTOMaTHU30BaHUX )
CUCTEMAX.

OK 4

3naTHIiCTh 3a0e3neuyBaTi HelepepBHICTh Oi13HECY 3T1IHO
BCTaHOBJIEHO1
noiTHKY 1H(opMaliiHoi Ta/abo KibepOe3neKu.

DK 5

3naTHICT 3a0e3meuyBaT 3aXUcT iHdopMarlii, 1o oopobseTbes
B iH(pOpMaNiifHO-TEIeKOMYHIKalliHHIX (aBTOMATU30BAHHX )
cHCTEeMax 3 METOI0 peasi3allii BCTAHOBJICHOI MOJITUKH
iH(opMartiifHoi Ta/abo KibepOe3neKHu..




DK 6

31aTHICTD BIJHOBJIIOBATH IITaTHE (DYHKIIOHYBaHHS iHpOpMaLiiHUX,
1H(OpMaIIHHO-TEIEKOMYHIKalIMHUX (aBTOMATH30BAHMX ) CUCTEM
micIs peanizarii 3arpo3 , 31iiCHeHHs KibepaTak, 3001B Ta BiIMOB
PI3HUX KJIaciB Ta MOXOKEHHS.

OK 7

31aTHICTD BIIPOBAKYBATH Ta 3a0e3medyBaTu (PyHKIIIOHYBaHHS
KOMIUIEKCHUX CHCTEM 3axHCTy iH(opmarltii (KOMILIEKCH
HOPMAaTHBHO- IPABOBUX, OPraHi3allifHuX Ta TEXHIYHUX 3aCO0iB 1
METO/IB, TPOLIETYP, MPAKTHYHUX TPUHOMIB Ta iH.)

DK 8

31aTHICTD 3AiMCHIOBATH MPOLIEAYPH YIIPABIIHHS 1HIIMECHTAMH,
MIPOBOJIUTH PO3CIIIyBaHHA, HAIaBaTH iM OLIIHKY.

OK 9

31aTHICTh 31HCHIOBATH MPOodeciifHy AiSIbHICTh HA OCHOBI
BIPOBAKEHOI CHCTEMH YIIPaBJIiHHS 1HPOPMAIIHHOIO
Ta/ab0 KibepOe3neKoro

OK 10

31aTHICTh 3aCTOCOBYBATH METO/IM Ta 3aCO0M KpUNTOTrpadiyHOro Ta
TEXHIYHOTO0 3aXHCTy iHQopMarlii Ha 00’ ekTax iHpopMmalliitHol
JISIIBHOCTI.

OK 11

3/1aTHICTh BUKOHYBATH MOHITOPHHT IPOIIECIB
¢dbyHKIiOHYBaHHS 1H(OpMaLiIHHUX 1HPOpMaIiiTHO-
TEJICKOMYHIKAIlIMHUX (aBTOMATH30BAHMX ) CHCTEM 3T1IHO
BCTAHOBJICHOI MOJIITHKY 1H(OpMaIiiHoi Ta/ a60
KibepOe3neKu.

DK 12

3/1aTHICTh aHAJTI3yBaTH, BUSBIISATH Ta OI[IHIOBATH MOXIJIHBI 3arpo3H,
ypaszIUBOCTI Ta AecTadini3yro4i YUHHUKY 1H(HOpMaLliHHOMY
MPOCTOPY Ta iHPOPMALIHHUM pecypcam 3TiTHO 3 BCTAHOBJICHOIO
MOJIITHKOIO 1H(opMaIliiiHo1 Ta/ab0 KibepOe3neku

DK 13

31aTHICTH PO3B’SA3yBaTH 334a4i 3a (paxoM 13 BUKOPUCTAHHAM
MaTeMaTHYHUX METOJIIB, AITOPUTMIB, TPUKIIQJHUAX Ta CHCTEMHHUX
POrpaMHHUX pillIeHb Ta TEXHOJIOTIH

oK 14

31aTHICTh PO3B’SI3yBaTH 33/1a4i 13 3a0e3MeYeHHs
KOH(D1JIEHIIITHOCTI, IIUTICHOCTI, JOCTYITHOCTI Ta CIIOCTEPEKHOCTI
iHpopMallii Ta KepyBaHHS HEIO 13 BAKOPUCTAHHIM CyYaCHUX
TEXHOJIOT1H, MozieNiel Ta MeTO11B KibepOe3neKH 13 BpaXyBaHHSIM
BHMOT HOPMaTUBHUX JOKYMeHTiB Ta CTaH/IapTiB

DK 15

3AaTHICTB 10 aynuTy KidepOesneku iHhopMaIliiHuX CUCTEM, Ta
yIIpaBJIiHHS 1HPOPMALIIHHOIO Ta KIOEpPHETUYHOIO 0e3MEeK0I0

DK 16

3/1aTHICTH /10 MPOEKTYBAHHSI Ta PO3POOKH 3aXUIIEHUX
iHpOpMaLIHUX CUCTEM

oK 17

31aTHICTH 10 3BOPOTHOI PO3POOKH Ta aHAI3y MPOTPAMHOTO
3a0e3IeYeHHS

7 — IlporpamMHi pe3yJbTaTH HABYAHHSHA

I[TPH 1

3acTocoBYBaTH 3HAHHS JEPKABHOI Ta IHO3EMHHUX MOB 3 METOIO
3a0e3neyeHHs epeKTUBHOCTI MPOodeciiiHOT KOMYHIKAaIIil

I1PH 2

OpranizoByBaTH BiacHy ImpodeciiiHy  IIAIbHICTh, OOUpaTu
ONTUMAJIbHI METOOM Ta CHocoOM poO3B’A3yBaHHS  CKJIAJHUX
CHeliai30BaHuX 3ajjad Ta MPaKTHYHUX IMpolseM y mpodeciiiHiii
TISITBHOCTI, OIIHIOBATH iXHIO €()EKTUBHICTh

ITPH 3

BukopucToByBaTH pe3yinbTaTH CaMOCTIHHOTO TONIYKY, aHAJII3y Ta
CUHTE3Y iH(opMaIlii 3 pi3HUX JuKepel A e(peKTUBHOTO pillleHHS
Creniaii3oBaHuX 3a/1a4 MpodeciiHol AISITBHOCTI




IIPH 4

AmnanizyBaTH, apryMeHTYBaTH NMPUHMATH PILICHHS NPH PO3B’s3aHHI
CKJIQJIHUX CIICIiali30BaHUX 3aJad Ta HPAKTHYHHX HpolieM y
npodeciifHiil AiTTBHOCTI, SKI XapaKTePU3yIOThCS KOMIUIEKCHICTIO Ta
HETOBHOIO BU3HAYEHICTIO YMOB, BiJIOBIIATH 32 MPUUHATI PIIICHHS

ITIPH 5

AJlanTyBaTUCS B YMOBaX 4acToi 3MiHM TEXHOJOT1H podeciitHol
JISTTBHOCTI, POTHO3YBAaTH KIHIIEBUH pe3yIbTaT

IIPH 6

KpuTHuHO OCMUCITIOBATH OCHOBHI TEOPii, MPUHIIUITA, METOIH 1
MOHATTS Y HaBYAHH1 Ta MpoQeciitHiil TiaIbpHOCTI

IIPH 7

JlisiT Ha OCHOBI1 3aKOHOABYO1 Ta HOPMATHBHO-TIPABOBO1 0a3u
VYkpaiHu Ta BUMOT BiATIOBIAHUX CTAHAAPTIB, y TOMY YHCIIi
MDKHApPOJHHX B Taiy3i iH(opMarlliitHoi Ta /abo kibepoe3neku;,

I1PH 8

l'otyBatu npormo3uilii 10 HOPMAaTUBHUX AKTIB MO0 3a0C3MECUCHHS
iH(opMaIiiiHOT Ta /200 KibepOe3neku,

I[TPH 9

BripoBamxyBatu nporecu, mo0a3yroThCs Ha HAllIOHATBHUX Ta
MDKHApPOJHHUX CTaHAAPTaX, BUABICHHS, 1IeHTH(IKAIII], aHATI3y Ta
pearyBaHHs Ha IHIUACHTH iH(opMalliitHoi Ta/ab0 KibepOe3neKu

ITPH 10

BukonyBaTu aHami3 Ta AeKOMIO3UIII0 1HGOpMAIliitHO-
TEJIEKOMYHIKAI[ITHUX CHCTEM

ITPH 11

BuxonyBaTu aHani3 3B’s13KiB MK 1HQOpMaLIHUMU MTpoliecaMu Ha
BIJIaJICHUX OOYHUCITIOBATBHUX CUCTEMAX

ITPH 12

Po3pobnsaTi Mozieni 3arpo3 Ta MOpyILIHUKA

ITPH 13

AmnanizyBaTH poeKTH iH(HOpMaIiiiHO-TeTeKOMYHIKAlIHHUX CUCTEM
0a3yl04MCch Ha CTaH/IapPTU30BAaHUX TEXHOJIOTISX Ta
MIPOTOKOJIAX Mepeaayi JaHuX

ITPH 14

BupimyBatu 3aBjaHHs 3aXHMCTy IIporpam ta iHgopmartii, 1o
00pobseThCs B iIHPOPMALIIHHO-TENEKOMYHIKAIIMHUX cHCTeMax
MpOTpaMHO-amapaTHUMHK 3ac00aMH Ta JJaBaTH OIIHKY
PE3yJIbTaTUBHOCTI SIKOCT1 PUHHATHUX pillIEHb

ITPH 15

BukopucroByBaTH cyyacHe MporpamMHoO-anaparHe 3a0e3nedeHHs
iH(pOopMaliifHO-KOMYHIKallIHHUX TEXHOJIOT1H

IIPH 16

Peasni3oByBaTy KOMIUIEKCHI CUCTEMHU 3aXMCTY iH(pOpMaIlii B
aBToMaTn3oBaHux cucreMax (AC) opranizaiii (miaANIpuEMCTBA)
BIJIMOBIHO IO BUMOT HOPMaTHUBHO-TIPABOBUX JJOKYMEHTIB

ITPH 17

3abe3neuyBaTy MPOLECH 3aXUCTY Ta (PYHKIIOHYBaHHS
iHpOpMaLiiHO- TEIEKOMYHIKAIlIHHUX (ABTOMAaTH30BaHUX) CHCTEM
Ha OCHOBI IPAaKTHK, HABHYOK Ta 3HaHb, II0/I0 CTPYKTYPHHUX
(CTPYKTYPHO-JIOTIYHUX) CXEM, TOTIOJIOTIi Mepexi, CydaCHUX
apXITEKTYp Ta MOJIEJeH 3aXHUCTy EIEKTPOHHUX 1H(OpMAIIITHUX
pecypciB 3 BiqoOpaskeHHSIM B3a€MO3B’s3KiB Ta iHGOpMaIiiHUX
MOTOKIB, TIPOIIECIB JJII BHYTPIIIHIX 1 BiJTAIEHUX KOMITOHEHT
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ITPH 18

BukopucToByBaTH porpaMHi Ta MporpaMHo-arnapaTHi KOMIUIEKCH
3axXUCTy 1HGOPMAIIHUX pecypciB

ITPH 19

3acTOCOBYBATH TEOPIii Ta METOAN 3aXUCTY IS 3a0e3MeUeHHs Oe3MeKn
iHpopMaii B iHpopManiiHO-TEIEKOMYHIKAIlIHHIX CHCTEMax

ITPH 20

3abesneuyBatu (QyHKIIOHYBAHHS CIICI1aTbHOTO MIPOTPAMHOTO
3a0e3neueHHsl, 00 3aXUCTY iHpopMalii BiJ pyHHYIOUNX
MIPOrpaMHUX BIUIMBIB, PyHHYIOUHX KOiB B iHPOpMAaIIIiHHO-
TEJIEKOMYHIKAIIHHUX CUCTeMax

ITPH 21

BupimryBaru 3ama4i 3a0e3nedeHHs Ta CynpoBoy (B.T. YHCIHi: OTJIIS,
TECTYBaHHS, MiJI3BITHICTb) CUCTEMH YIPABIIIHHS JOCTYIIOM 3T1IHO
BCTAHOBJICHOT MOJIITUKYU Oe31eku B iHQOpMaIliiHUX Ta
iH(pOpMaIiifHO-TeIeKOMYHIKalIHHIX (aBTOMAaTH30BaHHUX) CUCTEMAaX

ITPH 22

BupinryBartu 3agadi ynpapiiHHS IpoLeAypaMu iqeHTHdIKaIiT,
aBTeHTHIKaIlii, aBTOpH3allii MPOLIECIB 1 KOPHUCTYBAYIB B
iH(pOpMaIiifHO- TEIEKOMYHIKAI[ITHUX CHUCTEMaXx 3T1THO
BCTAHOBJICHOI MOJIITUKY iH(OpMaIiitHOi 1\abo kibepOe3nekn

ITPH 23

PeaiizoByBaTu 3aX01 3 IPOTHIIT OTPUMAHHIO HECAHKI[IOHOBAHOTO
JIOCTyNy A0 1H()OpMaLiIHUX pecypciB 1 IPoIeciB B iHGOpMaLIHHUX
Ta 1HpOpMAaIIHHO-TEICKOMYHIKAIIIMHUX (aBTOMATH30BaHMX )
CUCTEMax

ITPH 24

BupimryBartu 3a7a4i ynpasiiHHS JOCTYIIOM JI0 1HPOpMAIITHUX
pecypciB Ta mporeciB B iHpopManiiiHux Ta iHpopmaniiHo-
TeJIeKOMYHIKalliifHUX (aBTOMaTH30BaHMUX ) CHCTEMax Ha OCHOBI
MojIeNiel YIpaBIiHHS JOCTYNOM (MaHIaTHUX, JUCKPEIIHHUX,
POJILOBHX)

ITPH 25

3abe3neuyBaTy BBEACHHS MA3BITHOCTI CUCTEMHU YIIPABIiHHS
JIOCTYTIOM JI0 €IEKTPOHHUX 1H()OpMalLIiHUX pecypciB 1 IPOLECIB B
1H(hopMaiifHUX Ta 1H(QOpPMaLIHHO-TeTeKOMYHIKaI[ITHIX
(aBTOMaTHU30BaHMX) CUCTEMAX 3 BUKOPUCTAHHSM JKypHAIIiB
peecTparlii Mo, iX aHali3y Ta BCTAHOBJIEHUX MPOLIEYp 3aXUCTY

ITPH 26

BnpoBamxyBaTu 3axoau Ta 3a0e3meuyBaTH peaizaiio mpoieciB
MOTEePEHKEHHS OTPUMAHHIO HECAHKIIIOHOBAHOT'O JIOCTYILY 1 3aXUCTY
iHpopManiiHuX, iIHPOPMALIHHO-TENIEKOMYHIKAI[ITHUX
(aBTOMaTH30BaHUX ) CUCTEM Ha OCHOBI €TaJJOHHOI MOJIEN1 B3a€MO/Tii
BIJIKPUTHX CUCTEM
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ITPH 27

BupimyBartu 3amadi 3aXucTy NOTOKIB AaHUX B iHGOpMAIITHUX,
1H(OpMaIIHHO-TEIEKOMYHIKAIlIMHUX (aBTOMAaTH30BaHUX ) CHCTEMaX

ITPH 28

AHaJi3yBaTH Ta MPOBOJMWTH OIIHKY €(DEKTUBHOCTI Ta PiBHSA
3aXMILIEHOCTI PECYPCIiB Pi3HMUX KJIAciB B iH(QOpMAIIHHUX Ta
iH(pOpMaliiiHO- TENIEKOMYHIKAIIIHHUX (ABTOMAaTH30BaHUX) CHCTEMAax
B XO/Ii IPOBEACHHS BUMPOOYBaHb 3TTHO BCTAHOBIICHOI MOITUKH
iHdopmartiiiHoi Ta\abo kibepOe3neku

ITPH 29

3niiCHIOBATH OI[IHIOBAaHHS MOXJIMBOCTI peanmizamii MOTeHUIHHIX
3arpo3 iHpopmamii, mo o00pobiseTbcst B iHPOpMaLIHHUX Ta
iHpopMaIliifHO- TEJICKOMYHIKAlIMHUX CHCTeMaX, e(QEKTHBHOCTI
BHKOPHCTAHHS KOMIUICKCIB 3aco0iB 3aXHMCTy B YMOBax peaiizamii
3arpo3 pi3HUX KJIaciB

ITPH 30

31iCHIOBATH OI[IHIOBAHHS MOKJIMBOCTI HECAaHKI[IOHOBAHOTO JAOCTYITY
710 €JIeMEHTIB 1H(QOpMaIliITHO-TEIEKOMYHIKAI[IHHUX CUCTEM

I1PH 31

3acToCOBYBaTH TEOPIl Ta METOIM 3aXUCTY AJs 3a0e31eueHHs O0e3meKu
€JIEMEHTIB 1H()OpMAIIITHO-TEIIEKOMYHIKAI[IHHUX CHCTEM

ITPH 32

BupimryBatu 3aga4i ynpasiiHHs MPOIECAMHU BiTHOBJICHHS IITATHOTO
¢byHKIiOHYBaHHS 1H()OPMAIITHO-TEIEKOMYHIKAIIIHHAX CUCTEM 3
BUKOPHUCTaHHSAM IPOIEyp pe3epBYBAaHHS 3T1JHO BCTAHOBJIEHOT
MOJIITUKY O€3MeKU

IIPH 33

BupimyBatu 3agaui 3a0e3nedeHHs 6e3mepepBHOCTI O13HeC NpoIIeciB
oprasizalii Ha OCHOBI T€Opii pU3HKIiB;

IIPH 34

[Ipuitmatu yyacTh y po3poOiii Ta BIPOBaPKEHHI CTpaTerii
iH(popMmaniiiHo1 Oe3neku Ta/abo KiGepOe3neKku BiIMOBIAHO J10
LJIeH 1 3aB/IaHb OpraHi3alii

ITPH 35

BupimyBatu 3agaui 3a0e31ne4eHHs Ta CyIpOBOIYKOMITJIEKCHUX
CHCTEM 3aXUCTy iH(opMallii, a TAKOXX MPOTHIIT HECAHKI[IOHOBAHOMY
JOCTYIy 70 iHpopMaLiiHUX pecypciB 1 MpoleciB B iHGOpMaIifHUX Ta
iH(hOopMaIIiifHO- TeTEeKOMYHIKALlIHHUX (aBTOMAaTU30BaHUX) CUCTEMAX
3T1THO BCTAHOBJICHO1 MOJITHKY 1HGOopMaliiiHoi 1\abo KibepOe3neky;

[TIPH 36

Bussiisitu HeOe31eyHi CUrHAIM TEXHIYHUX 3aC001B

[1PH 37

BumiproBatu napamerpu HeOe3MeYHUX Ta 3aBaJJOBUX CUTHAIB Mij
Yyac IHCTPYMEHTAIBHOI'0 KOHTPOJIIO MPOIIECIB 3aXUCTy 1HPOpMaIii Ta
BU3Ha4YaTH €PEeKTUBHICTh 3aXUCTY iHpOpMallii BiJl BATOKY
TEXHIYHUMHU KaHaJIaMH BiJIIOBITHO /O BUMOT HOPMaTHUBHUX
JOKYMEHTIB CUCTEMH TEXHIUHOTO 3aXHCTY iH(pOopMaIlii;

ITPH 38

[aTepnperyBaTH pe3yabTaTH MPOBEACHHS CHEIiabHIX BUMIPIOBAaHb 3
BHUKOPHUCTAHHIM TEXHIYHUX 3aC001B, KOHTPOJIO XapaKTEPUCTHK
1H(OpMaIIHHO-TEIEKOMYHIKAIlIMHUX CUCTEM BIJIIMOBIIHO O BUMOT
HOPMAaTHUBHUX JOKYMEHTIB CUCTEMH TEXHIYHOTO 3aXHUCTY 1H(HOpMaItii
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ITPH 39

[IpoBomuTH aTecTarlito (CUPAIOYMCh HAa OOJIK Ta OOCTEKCHHS)
PSKUMHHX TEpPUTOpPiId (30H), MPHUMILIEHb TOLIO B YMOBax
JOJICPKAHHS PEXKUMY CEKPETHOCTI 13 (DIKCYBaHHAM pe3yJIbTaTiB y
BIJIMOBITHUX JOKYMEHTaX

ITPH 40

IarepriperyBaT  pe3yibTaTH  MPOBEACHHS  CIEMiAJIbHUX
BUMIPIOBaHb 3 BHUKOPHCTAHHSIM TEXHIYHHUX 3ac00iB, KOHTPOIIIO
xapaktepuctuk ITC BIiAMOBIAHO 70 BHUMOT HOPMATHBHHUX
JIOKYMEHTIB CHCTEMH TEXHIYHOTO 3aXUCTy iHhOopMarii;

I1PH 41

3a0e3neuyBaTd HEMEPEPBHICTh MPOLECY BEICHHS >KypHAIIiB
peectparii MO Ta IHIUICHTIB HA OCHOBI aBTOMATH30BaHHX
poIeTyp

I1PH 42

BripoBapkyBatu nporecu BUSBICHHS, ieHTH(IKALT, aHaTi3y Ta
pearyBaHHS Ha iHIIUIEHTH iH(popMaIliifHoi 1/ab0 kibepOe3nexn

I1PH 43

3acTOCOBYBATH HAIIOHATBHI Ta MIDKHAPOIHI PETYIIOI0Yi aKTH B
chepi indopmariiiHoi Oe3nekn Ta/ abo kibepOe3meku s
PO3CIIiTyBaHHS 1HIUJICHTIB;

[1PH 44

BupimyBatn 3amaui 3abe3meueHHs Oe3nmepepBHOCTI  Oi3Hec-
IIPOLIECIB OpraHizaiii Ha OCHOBI T€Opii PU3UKIB Ta BCTAHOBIJIEHOT
CHUCTEMH YHpaBIiHHA 1H(opMamiiiHol0 Oe3mneKkoro, 3riTHO 3
BITYM3HSIHUMH Ta MDKHAPOJAHUMHU BUMOT'aMU Ta CTaHJapTaMH

I1PH 45

3acTocoByBaTH PI3HI KJIacu MOMITUK 1H(popMaliiiHoi O6e3neku Ta/
abo kibepOe3neku, 1m0 0a3ylOThCS Ha PUBUK-OPIEHTOBAHOMY
KOHTPOJI1 IOCTYIY J10 iH(OpMAaIliifHUX aKTHUBIB;

[1PH 46

3mificHIOBaTH  aHai3 Ta MIHIMI3alil0 PUBHKIB  OOpOOKH
iH(popMarii B iH(pOopMaIiifHO-TeIeKOMYHIKallIHHIX cHcTeMax

IIPH 47

BupimryBatu 3amaui 3axucty iHbopMmarlii, 1mo oOpoOsserbes B
iHpOpMaLiHHO-TENIEKOMYHIKAIlIHHUX CHCTEeMax 3 BUKOPHUCTaHHAM
Cy4acHHX METOMIB Ta 3aco0iB KpUNTOrpaiqHOTO 3aXHUCTy
iHpopmarii

ITPH 48

BukoHyBaTH BIpPOBa/KEHHS Ta MiIATPUMKY CHCTEM BHUSBICHHS
BTOPTHEHb Ta BUKOPUCTOBYBAaTH KOMIIOHEHTH KpUITOIrpagiuHOro
3aXUCTy uid 3a0e3leueHHs HEOOXIAHOro pIBHSA 3aXHUIIEHOCTI
iH(dopmaii B iHpopMaliifHO-TeTeKOMYHIKAIIITHIX CUCTeMax

ITPH 49

3abe3neuyBaTy HaleXHe (QYHKIIOHYBAaHHS CHCTEMH MOHITOPHHTY
1H(popMaIiHHUX PeCypcCiB 1 MPOIIECIB B iHPOPMAIIIITHO-
TEJIECKOMYHIKAI[IHHUX CHCTEMaX;
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3abe3nevyBaty (PyHKI[IOHYBAHHS ITPOTPAMHUX Ta MPOTPAMHO-aNapaTHUX
KOMILJICKCIB BUSIBJICHHSI BTPOTHEHb Pi3HUX PIBHIB Ta KJIACiB

ITPH 50 (CTaTUCTUYHUX, CUTHATYPHUX, CTATUCTUYHO-CUTHATYPHUX )
[TinTpuMyBaTH mparne3aaTHICTh Ta 3a0e3nedyBaTi KOH(PITypyBaHHS
CUCTEM BUSIBJIICHHS BTOPTHEHb B 1HPOPMAIIITHO-TEIEKOMYHIKAIIHHUX
ITPH 51 cucremMax
BukopucroByBaTH iIHCTpyMEHTapii 1151 MOHITOPUHTY MPOLIECIB B
IIPH 52 iH(pOpMaliifHO-TEIEKOMYHIKaLIHHIX CHCTEMax
BupimyBaru 3agaui anaiizy IporpaMHOTO KOy Ha HasBHICTh MOXKIIMBHX
IIPH 53 3arpos
Y CBiIOMITIOBATH IIHHOCTI TPOMASTHCHKOTO (BUTBHOTO AEMOKPATUYHOTO)
CYCIJIBCTBA Ta HEOOXIAHICTh HOTO CTAIOTO PO3BUTKY, BEPXOBEHCTBA
I1PH 54 IpaBa, mpaB 1 CBOOO JIOAMHY 1 TpoMaiHuHA B YKpaiHi
3MiiiCHIOBATH 3BOPOTHY pO3pOOKY Ta aHAI3 MIKiIJIMBOTO IPOTPAMHOTO
[IPH 55 3a0e3MmeueHHs 13 3aCTOCYBaHHSM Cy4aCHUX TEXHOJIOTIH Ta MaTeMaTHYHUX
METOMIB
3acTOCOBYBATH CydyacHI METOJIM Ta TEXHOJIOTI aHali3y Ta MOHITOPUHTY
IPH 56 KiOepHeTHuHOI Oe3nexu i 3a0e3neueHHs YIpaBiIiHHs 1H(OpMaIliHOO
0€e3MeKor0
3AiiiCHIOBATH YIIPaBJIiHHSA IHIIMICHTaMH O€3TEKH 13 3aCTOCYBAHHIM
[IPH 57 PHU3HUK-OPIEHTOBAHOTO MIIXOAY
Bosonitu npuHIMIIaMu IPOEKTYBAHHS Ta CUCTEMHO] 1HXKEeHepil
I1PH 58 3aXHIIEHUX CHCTEM
IPH 59 3niiicCHIOBaTH TEXHIYHUH ayuT KibepOe3neku, ayuT KiOepiHIUAEHTIB
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8 — PecypcHe 3a0e3neueHHs peasizamii
nporpamMu

Kanpoge BianoBiiHO 10 KaApOBUX BUMOT 1100 3a0€3MeYeHHs
3abe3nedeHHs MPOBA/KEHHSI OCBITHBOT JISUTBHOCTI IS BIATIOBIHOTO PiBHS
BO (momatok 3 go JlitieH31iHUX YMOB, 3aTBEPIKEHUX
[Tocranosoro Kabinery MinictpiB Ykpainu Bix 30.12.2015
p- Ne 1187, 3a TekctoM noctaHoBu Kabinety MiHicTpiB
VYkpainu Big 10.05.2018 p. Ne 347, n. 28-32)
MarepianbHo- BianoBiHO 10 TEXHOJIOTIYHUX BUMOT IOJI0 MaTepiaibHO-
TEeXHIUHE TEXHIYHOI0 3a0e3IIeYeHH OCBITHROI MIsUIBHOCTI BIIIIOBIIHOTO
3a6e3meuenHs piBast BO (nomatok 4 1o JlinieH3iiHUX YMOB, 3aTBEpIKEHUX
[TocTanoBoro Kabinery MinictpiB Ykpainu Big 30.12.2015 p. Ne
1187, 3a TexctoM noctanoBu Kabinery MinicTpiB Ykpainu Bix
10.05.2018 p. Ne 347, . 34-35), 3 koMII'FOTEPHUX KJIACH, TTOJITOH
3 KibepOe3neku
MarepianpHo-TexHiuHa 6a3a Samsung R&D Institute Ukraine
[adopmarniiine BignoBimHO [0 BHMOT IIOJO HABYAJIHHO-METOAWYHOTO Ta
Ta HaBYAJILHO- iH(opMmariiHoro 3a0e3eYeHHs OCBITHBOI JISUIBHOCTI
METOJIUYHE BignosigHoro piBHA BO (momarox 5 nmo JlineH3idHMX yMOB,
3a0e3neYcHHs 3arBepmkenux llocranoBoro Kabinery MinicTpiB Ykpainu Bin
30.12.2015 p. Ne 1187, 3a Ttexkcrom mnocraHoBu KalGiHery
MinictpiB Ykpainu Bix 10.05.2018 p. Ne 347, 11.36).
Pecypcu mHaykoBo-TexHiunoi Oibmiorekn KIII imeni Irops
CikopchKOTO,
610mioTexn Di3UKO-TEXHIYHOTO IHCTUTYTY
9 — AkaseMiuyHa MOOITbHICTH
HarmionaneHa
KpeauTHa VY4acTh CTyIEHTIB y MporpaMax akajeMigyHOi MOO1IBHOCTI
MOOUIBHICTh
MixnapoaHa M . . .
OJKJIMBICTB YKJIAJICHHS YTOJ IPO MDKHAPOJIHY aKaJAeMidHy
Kperha MOOUIBHICTB, PO TPUBAII MIXKHAPOIHI TPOEKTH
MOOUIBHICTh
HaBuanns B oxpemux akageMiuyHHX Tpynax, Ipu [bOMY yKpaiHChKa MOBa
1HO3E€MHUX BHUBUAETHCS SIK 1HO3€MHA a00 yKpaiHChKOK MOBOIO ITPH HABYAHHI y
3100yBaviB CNUIBHUX aKaJeMIYHHMX Ipymax 3 yKpaiHOMOBHUMHU 37100yBauamMu BO

BUIIOI OCBITH
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2. IEPEJIIK KOMIIOHEHTIB OCBITHbOI IPOTPAMHU

KOMHOHCHT.I/I OCBiTHBO'l'. nporpamu (HaBYaJIbH1 Kilbk .(DopMa
Kon JUCLUILUIIHU, KypCOB1 IPOEKTH (poOOTH), ) IT1JICYMKOB.
H/10 PaKTHKH, KpeH KOHTPOJI
KkBasidikariiina podora) 1B 10
1. HopmaTHBHi OCBiTHi KOMIIOHEHTH
1.1 Huk 3arajibHOI MiATOTOBKH
301 |VYkpaincbka MOBa 3a podeciiHUM CIpSIMYyBaHHIM 2 Baik
302 [cTopist HAYKH 1 TEXHIKH 2 Banik
303 OCHOBH 3J0pOBOT0 CIIOCOOY KUTTS 3 Bamik
304 IHo3emMHa MOBa 6 Basik
305 OCHOBH €KOHOMIKH 2 Basik
306 BXX]] Ta nuBiILHMEI 3aXHCT 2 3amik
307 MaremaTnyHui aHaTI3 12 Ex3amen
30 8 ®di3muka 10 Ex3ameHn,
3K
309 Teopist IMOBIpHOCTEM Ta MaTeMaTUYHA 5,5 Ex3amen
CTaTUCTHKA
30 10 JIuCKpeTHa MaTeMaTHKa 45 Ex3amen
3011 [TporpamyBaHHs 8 Ex3ameH,
3aUTiK
30 12 AnreGpa Ta reoMeTpis 7,5 Ex3ameH,
3aItiK
30 13 Beryn no xibepHeTnuHoi 6e3nexu 2 Barik
30 14 Iadopmartiiini TexHOIOTIT 3 Zaiik
30 15 OCHOBH KOMIT FOTEPHUX MEPEK 3 Banik
30 16 ApXITEeKTypa KOMITIOTEPHUX CHCTEM 4 Ex3amen
30 17 Omnepartiiiii cuctemMu 5 Ex3amen
30 18 TeopeTnuHi OCHOBH 3axHCTy iH(pOpMaIIii 3 Ex3amen
30 19 CucreMHa iHXEHepis 5 Ek3amen
30 20 Kpunrorpadis 6 Ex3amen
30 21 KommiekcHi cucteMu 3axucty iHpopmanii: 3,5 3aiik
MIPOCKTYBAHHSI, BIIPOBAP)KCHHSI, CYTPOBIT
30 22 [HO3eMHa MOBa poQeCiitHOrO CpsSIMYyBaHHS 6 Exsamen,
3aUTiK
3023 dinocodcbki OCHOBH HAYKOBOTO Mi3HAHHS 2 Baik
30 24 Indopmariiina 6e3mnexa 2 Bamik
30 25 [MepenaumnaoMHa MpakTHKa 6 Baik
30 26 JIMIaoMHe TPOEeKTYBaHHS 6 3axucr
1. 2 Huxa npogeciiiHoi miAroTOBKHU
I10 1 ANropuT™MH Ta CTPYKTYpH JaHUX 3,5 3anik
1O 2 Beryn o ananisy mkiammsoro nporpaMHoro 3a6e3rnedeHHs 5 Ex3amen
I10 3 @DyHKII0HATIBHI 3aJIEXKHOCTI Ta CTPYKTYpPHU 4 Ex3amen
10 4 ba3u nanux Ta iHpopmariiiHi cucteMu 4 3aiik
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o 5 OcCHOBH TEXHOJIOT1H 3aXHCTy 1H(OopMarii 4,5 3arix
I10 6 3BOpOTHA po3poOKa Ta aHaIi3 IKIATUBOTO 5 Ex3amen
MPOrpaMHOTro 3a0€3MeUeHHS
1o 7 be3neka KOMIT'FOTEpHUX MEpex 4,5 Ex3amen
10 8 CucTtemMH TEXHIYHOTO 3aXUCTy 1HPOpMaii 3 3arix
109 3axucT IpOrpaMHOro 3a0e3neueHHs 4 Ex3amen
10 10 VYrpaBniHHS IHIIUACHTAMUA KOMIT FOTEPHOT 4 Ex3amen
Oe3neku
10 11 besrmeka onepamniitHux cuctem 4 Ex3zamen
I10 12 Teopist pu3uKiB 3 Ex3amen
I10 13 TexHiuHUM ayauT 4 Ex3amen
10 14 KypcoBa po0ota 3 6a3 nanux Ta iHpopManiiHux 1 Basik
CUCTEM
I10 15 AHaJi3 Ta MOHITOPUHT KiIOEpHETHUYHO1 Oe3MeKu 3
Ex3amen
10 16 Yupasiinas iHQOpMAIIHOI0 0e3MeKOor0 2,5 3anik

2. BubipkoBi 0CBiTHi KOMIIOHEHTH

2.1. lluki 3arajibHOI NiAr0TOBKH
(BuOipkoBi OCBITHI KOMIIOHEHTH i3 3arajibHOYHiBepcuTercbkoro Karamnory)

3B 1 OcsitHiit komnonent 1 3Y-Karanory 2 3amik

3B 2 OcsitHiit komnoneHt 2 3¥Y-Karanory 2 3amik

2.2. Iuka npodeciiiHol NiATOTOBKH
(BubipkoBi ocBiTHI KOMIIOHEeHTH 3 akyabTeTchbKoro/kadenpaibuoro Karasoris)

IB 1 OcgitHili komnoneHT 1 ®@-Karanory 4 3anik
I1B 2 OcaiTHi kKomnoHeHT 2 @-KaTtanory 4 3aiik
IIB3 | Ocsirniii komnonent 3 ®-Karanory 4 3anix
1B 4 OcsiTHiit kommonenT 4 ®-Karanory 4 3aiik
I1B 5 OcaiTHi komMnoHeHT 5 @-KaTanory 4 3amik
I1B 6 OcaiTHi KoMnoHeHT 6 ®-KaTanory 4 3amik
I1B 7 OcsaiTHil komnoHeHT 7 ®@-KaTanory 4 3amik
I1B 8 OcaiTHil komnoHeHT 8 @-KaTanory 4 3amik
I1B 9 OcgiTHi kKomMnoHeHT 9 @-KaTanory 4 3amik
I1B 10 | OcgirtHiii komnonent 10 ®-Katanory 4 3amik
B 11 OcsiTHilt komnoHeHT 11 ®-Karanory 4 3amik
1B 12 | OcsitHiit komnoneHT 12 ®-Karanory 4 3amik
IIB 13 | OcsitHiit komnoneHT 13 ®-Karanory 4 3amik
I1B 14 | OcsitHiit komnoneHT 14 ®-Karanory 4 3amik
3araabHuii 00csr 000B’I3KOBUX KOMIIOHEHTIB 180
3arajabHuii 06csr BUOIpKOBMX KOMIIOHEHTIB 60
OO0csAr ocBITHIX KOMIIOHEHTIB, 10 320e3Me4YYI0Th 3100y TTS 180
KOMIleTeHTHocTel, Bu3Hauenux CBO
3ATAJIbHUH OBCAT OCBITHHOI ITPOT'PAMHA 240
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3. CTPYKTYPHO-JIOTTYHA CXEMA OCBITHbOI IPOTPAMU
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3l - 3axucT iHchopmadyi

IC - iHdopmaUiitHi cucTemm

OC - onepauiiiHi cucTemm

CT3I - cucTemMu TEXHIYHOTO 3axucTy iHdopmawii
KC3I - komnnekcHi cucTemu 3axucTy iHchopmauii
T Ta MC- Teopin iMosipHOCTEl Ta
MaTemMaTUyHa CTaTUCTUKA

M3 -nporpamHe 3abe3neyeHHA

N3 - wxignuee N3
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4, ®OPMA ATECTALIII 3I06BYBAYIB BUIII0I OCBITH

Arectamist  3m00yBadiB BHINOI OCBITH 3a OCBITHBO-TIpOdeciiiHOl0 mporpamoro «CHCTeMH, TEXHOJOTil Ta
MaTeMaTH4YHI METOX KiOepOe3nekn» 3MIHCHIOETECS Y (hopMi IMyOIigHOTO 3aXUCTY KBai(iKaiiHOTO MTPOEKTy/poOoTH
Ta 3aBEPUIYETHCS BUAAYCIO JIOKYMEHTY BCTAHOBJICHOTO 3pa3Ka NpO MPHCBOEHHS KBamidikamii OakanaBpa 3
KibepOe3IeK.

Ha arecrariito BHHOCUTBCS CYKYIHICTh 3HaHb, yMiHb, HABHYOK, 1HIINX KOMIETEHTHOCTEH, HAOyTHX 0CO00I0 Y
nporieci HaByanHs. [{o aTecTauii JOMyCKarOTbCsA CTYACHTH, SIKi BAKOHAIM BC1 BUMOTH MIPOTPaMU MiJArOTOBKH.

KpamigikamiitHa po0oTa HepeBipsAeTbCS Ha IUIAriaT Ta MICHS 3aXUCTY PO3MIIIYETHCS B PEMO3UTOPil HAYKOBO-
TeXHIYHOI 0106JI0TeKH YHIBEPCUTETY JJISl BUIBHOTO JIOCTYILY.
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5. MATPULIA BIATIOBIZAHOCTI TPOTPAMHUX KOMIIETEHTHOCTEX HOPMATUBHHUM KOMIIOHEHTAM OCBITHHOI IIPOTPAMHM
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