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IIPEAMBY/JIA / PREAMBLE

PO3POBJIEHO / ELABORATED:

KepiBnuk rpymnu / Team leader:

Axosie leop bocoanosuu, kanouoam mexuiunux Hayk, ooyenm, doyenm CneyianbHoi
xageopu Ne 5 Incmumymy cneyiansrozo 36 'a3ky ma 3axucmy ingopmayii Hayionarenozo
mexHiyHo20 ynieepcumemy Yipainu “Kuigcoxkuit noaimexuiunuii incmumym imeni leops
Cixopcovroeo™ / Thor YAKOVIV, Candidate of Technical Sciences, Associate Professor,
Associate Professor at the Special Department No.5 Institute of Special Communication
and Information Protection of the National Technical University of Ukraine “Igor Sikorsky
Kyiv Polytechnic Institute”.

Unenu rpynu / Team members:

Cybau leop Opinosuy, dokmop mexniunux Hayk, npogecop, zasioyeau CneyianvHoi
xaghedpu Ne 5 Incmumymy cneyiaronoo 36 'si3ky ma zaxucmy inghopmayii Hayionanerozo
mexniunoeo yHieepcumemy Vkpainu “Kuiecoxuit nonimexuiunuit incmumym imeni leops
Cixopcvroeo” / Thor SUBACH, Doctor of Technical Sciences, Full Professor, Head of the
Department of the Special Department No.5 Institute of Special Communication and
Information Protection of the National Technical University of Ukraine “Igor Sikorsky Kyiv
Polytechnic Institute”.

Muxumiox Apmem B ’auecnasosuu, dokmop inocoii, zacmynnux 3agioyeaua
Cneyianenoi kageopu Ne 5 [ncmumymy cneyianvhoco 36’a3ky ma 3axucmy ingpopmayii
Hayionanonoco mexniunoco yuieepcumemy Vipainu “Kuigcokuit nonimexuiunuil
incmumym imeni leopsa Cixopcorkoeo™ / Artem MYKYTIUK, Doctor of Philosophy, Deputy
Head of the Department of the Special Department No.5 Institute of Special Communication
and Information Protection of the National Technical University of Ukraine “Igor Sikorsky
Kyiv Polytechnic Institute”.

Jlanoe /Imumpo Bonooumuposuu, dokmop mexuiunux Hayk, npogecop, npoghecop
Cneyianonoi kagheopu Ne 5 Incmumymy cneyiarenozo 36’s3ky ma zaxucmy inghopmayii
Hayionanbnoeo  mexniunoco yuieepcumemy Vipainu “Kuiscokuii  nonimexuiunuil
incmumym imeni leopa Cikopcoxoeo ™ / Dmytro LANDE, Doctor of Technical Sciences, Full
Professor, Professor at the Special Department of No.5 Institute of Special Communication
and Information Protection of the National Technical University of Ukraine “Igor Sikorsky
Kyiv Polytechnic Institute”.

Coxronoe Borooumup Bonooumuposuy, kanouoam mexuivnux Hayk, 0oyexnm, 0oyeHm
Cneyianorol kagheopu Ne 5 Incmumymy creyiarvnoeo 36’a3ky ma 3axucmy ingopmayii
Hayionanenoco  mexuniunoco  ymisepcumemy Vipainu “Kuiecoxkuii  nonimexuiunuii
incmumym imeni leopa Cikopcexozo™ / Volodymyr SKOLOV, Candidate of Technical
Sciences, Associate Professor, Associate Professor at the Special Department No.5
Institute of Special Communication and Information Protection of the National Technical
University of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute”

Psoyes Bauecnas Bimaniiiosuu, kanduoam mexwniunux Hayk, ooyenm, OoyeHm
Cneyiaronoi kagpedpu Ne 5 Incmumymy cneyiarenoeo 36's3ky ma zaxucmy ingpopmayii
Hayionanvnoco mexniunoco  yuigepcumemy Vipainu “Kuigcokuii  nonimexwiuruil
incmumym imeni leops Cikopevkoeo” / Viacheslav RIABTSEV, Candidate of Technical
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Sciences, Associate Professor, Associate Professor at the Special Department No.5
Institute of Special Communication and Information Protection of the National Technical
University of Ukraine “Igor Sikorsky Kyviv Polytechnic Institute”.

lapaokin [Imumpo Muxaiiiosuy, xanouoam mexHiYHUX HAVK, OOYeHm, O0OyeHm
Cneyianvroi kagpedpu Ne 5 Incmumymy cneyiaioHoco 36'a3ky ma 3axucmy ingopmayii
Hayionanenoco mexniunoco yuieepcumemy Vipainu “Kuiscokuii  noaimexwiunui
incmumym imeni leopa Cixopcvkoco™ / Dmytro SHARADKIN, Candidate of Technical
Sciences, Associate Professer, Associate Professor at the Special Department No.5
Institute of Special Communication and Information Protection of the National Technical
University of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute”.

Kunin Apmem Bikmopoeuu, kaHouoam mexHiuHux HAayk, OOYeHm, HAYATbHUK 3
ynpaeninus [epoicasnoco yewmpy kibepzaxucmy [epocasHoi cayxcobu cneyiartoHoco
36 ‘A3ky ma 3axucmy Vrpainu / Artem ZHYLIN, Candidate of Technical Sciences, Associate
Professor, Head of the 5th Unit, The State Cyber Protection Center of the State Service of
Special Communications and Information Protection of Ukraine.

Konuu Jlanuro Onexcitiosuu, Kypcawm Mmazicmepcykoeo Kypcy (cneyianoricme
122 Komn 'tomepni nayku) Incmumymy cneyiansHoco 363Ky ma 3axucmy iHgpopmayii
Hayionanenoco mexniunoco yunieepcumemy Vipainu “Kuiecokuti  nonimexwiunui
incmumym imeni leops Cikopcokoeo ™ / Danylo KOPYCH, master degree cadet (Speciality:
122 Computer sciences) Institute of Special Communication and Information Protection of
the National Technical University of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute”.

HOT'O/ZKEHO / AGREED:
HaykoBo-meTonuuHa KoMmiciss yHiBepcHTETY 31 cneuianbHocTi 122 Komn'toTepHi Hayku
(mpotokon Ne 5~ Bin S0.24.20 24 p.) / The Scientific and Methodological Commission
of the University on speciality 122 Computer sciences (minutes of meeting Ne 5~ of
30.07.2024)
I'onosa HM

-122 (ana IC33I) / Chairman of the SMCU-122 (for the ISCIP)
Irop CYBAY / Thor SUBACH

Meronuuna pafia KIII im. Irops Cikopebkoro (mpotokon Ne + Bin 09 .05 2024 p.)/
The Methodological Council of Igor Sikorsky Kyiv Polytechnic Institute (minutes of
meeting Noe 7 of 09.05 2024 )

T-os nunoi paayn / Chairman of the Methodological Council
rl/é /.. S/ —— Amnatoniit MEJIbHUYEHKO / Anatolii MELNYCHENKO
BPAXOBAHO / CONSIDERED:

1. Metonuuni pexkomenjaiii cexropy BHIIOI OocBiTH HaykoBo-meroanunoi paam
MinictepcTBa OCBiTH i Hayku Ykpainu (mporokon Ne 7 Bim 06 mortoro 2020 p.)
https://mon.gov.ua/ua/osvita/visha-osvita/naukovo-metodichna-rada-ministerstva-osviti-
inauki-ukrayini/metodichni-recomendaciyi-vo / Methodological Recommendations of the
Higher Education Sector of the Scientific and Methodological Council of the Ministry of
Education and Science of Ukraine (protocol No. 7 of February 06, 2020)
https://mon.gov.ua/ua/osvita/visha-osvita/naukovo-metodichna-rada-ministerstva-osviti-i-
nauki-ukrayini/metodichni-rekomendaciyi-vo.
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2. CtangapT BUIIOI OCBITH 31 crerianbHocTi 122 Kommn’toTepHi HayKu AJis IPYyroro
(Maricrepcbkoro) piBHs BuIioi ocsitu https://mon.gov.ua/storage/app/media/vishcha-
osvita/zatverdzeni%?20standarty/2022/04/28/122-Kompyuterni.nauky-mahistr.393-
28.04.22.pdf / Standard of higher education of Ukraine of the second (master’s) level in
specialty 122 "Computer Science" https://mon.gov.ua/storage/app/media/vishcha-
osvita/zatverdzeni%20standarty/2022/04/28/ 122-Kompyuterni.nauky-mahistr.393-
28.04.22.pdf.

3. Hamionansny pamky kBamidikaniit (IlocranoBa Ka6inety MinicTpiB Ykpainu Bif
25 uepBHs 2020 Ne 519) / The National Qualifications Framework (Resolution of the
Cabinet of Ministers of Ukraine of June 25, 2020 No. 519).

4. TTonoxeHHs Mpo po3poOIICHHS, 3aTBEPI>KEHHS, MOHITOPUHT Ta MEPErJis]l OCBITHIX
nporpam B KIII im. Irops Cikopcekoro https://osvita.kpi.ua/node/137 / Regulation on the
development, approval, monitoring and revision of educational programs at Igor Sikorsky
Kyiv Polytechnic Institute https://osvita.kpi.ua/node/137

5. Hakaz Anminictparnii Jlep»aBHOi CIy»OH CHEmiaJbHOTO 3B 53Ky Ta 3aXUCTy
iHpopmarii Ykpainu Bim 19 cepmuas 2021 poxy Ne 507 “IHcTpykiisi mpo TMOPSIIOK
oprasizailii IpoOBEJIEHHS MPAKTUYHOI Ta BIKCHKOBO-MPOQECIITHOT MIATOTOBKU 3/100yBayiB
BUIIOT OCBITH B 3aKJjaji OCBITH JlepaBHOT CIIyKOH CIEIiaJIbHOTO 3B’SI3KY Ta 3aXHUCTY
iHpopmarii Ykpaian” / Order of the Administration of the State Service for Special
Communications and Information Protection of Ukraine of August 19, 2021, No. 507
“Instruction on the procedure for organizing practical and military professional training of
higher education students in an educational institution of the State Service for Special
Communications and Information Protection of Ukraine”.

6. 3ayBaskeHHsI 1 MPOMO3HUIIIT CTEHKXO0IAepiB — AamiHicTpaii [epxkcnenss’s3ky Ta
IHIIUX CHUJIOBHMX BIJJOMCTB CEeKTOpy Oe3rneku i oboponm Ykpainu. / Comments and
suggestions from stakeholders — the Administration the State Service for Special
Communications and Information Protection of Ukraine and other security and defense
agencies of Ukraine.

7. Ilpomo3wuttii Bix kypcantiB BunyckHux KypciB IC331 KIII im. Irops Cikopcbkoro. /
Suggestions from the graduate cadets ISCIP of the Igor Sikorsky Kyiv Polytechnic
Institute.

OcBiTHIO TIporpamMy 0OTrOBOPEHO TIC/S HAIXOKEHHS BCiX M0OaKaHb Ta MPOTIO3HUIIIH
1 yxBaneHo Ha 3aciganui Crnemianbnoi kadenpu Ne 5 IC33I KIII im. Irops Cikopchkoro
npotokoa Ne9 Bix 26.04.2024 p. / The educational program was discussed after receiving
all the wishes and suggestions and approved at the meeting of the Special Department No.
5 of the ISCIP Igor Sikorsky Kyiv Polytechnic Institute, minutes of meeting Ne9 of
26.04.2024.

EsoJronis OII / Evolution of the EP:

THouunarouu 3 2016 poky na 6a3i [ncmumymy cneyianvHozo 36°s3KYy ma 3aXUCHLY
ingpopmayii.  Hayionanenoeo — mexuiunoeo  yHieepcumemy  Vipainu  “Kuiscoxutl
noaimexuiunuil incmumym imeni leops Cikopcbkoco ™ 30iUCHIOEMbCA NI020MOBKA (haxisyie
3a ocsimHvo-npogecitinoro npocpamoro (OIIll) “Komn’romepri cucmemu i mexHonoeii
cneyianbho2o 36°s3ky” Opyeoeo (macicmepcokoeo) piens euwoi ocsimu. J{o po3poonenns


https://mon.gov.ua/storage/app/media/vishcha-osvita/zatverdzeni%20standarty/2022/04/28/122-Kompyuterni.nauky-mahistr.393-28.04.22.pdf%20/
https://mon.gov.ua/storage/app/media/vishcha-osvita/zatverdzeni%20standarty/2022/04/28/122-Kompyuterni.nauky-mahistr.393-28.04.22.pdf%20/
https://mon.gov.ua/storage/app/media/vishcha-osvita/zatverdzeni%20standarty/2022/04/28/122-Kompyuterni.nauky-mahistr.393-28.04.22.pdf%20/
https://osvita.kpi.ua/node/137%20/%204
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OIlI1 6ynu 3anyueni npogioHi Haykoso-nedazociuni npayisHuku Cneyianvroi kageopu Ne S,
3000y8a4i euwoi oceimu, npedcmasnuku Aominicmpayii /lepoiccneyss’s13ky ma  iHUUX
CUNOBUX BIOOMCME ceKmop)y be3neku i 0boporu Ykpainu.

3a nepioo peanizayii OIIll 6i0bynucy npoyedypu ii OHOBNEHHS, NOB8’SA3aHI 3
8DAXYBAHHAM: MeHOeHyil po3sumky [lepoccneys36’ a3y, SAK 20J106H020 3AMOBHUKA
sunyckuukie 3a danoro OIIIl; eumoe “‘Incmpykyii npo nopsook opeauizayii nposeoeHHs
NPAKMuyHoi ma BillcbKo80-Npoghecilinoi nio2omosku 3000y8auié euwjoi oceimu 8 3axknadi
oceimu JlepacasHoi ciyacou cneyianvbHoz2o 36’ a3Ky ma 3axucmy ingopmayii Ykpainu”,
3ameepodicenoi naxazom Aominicmpayii [epoiccneyss’szky 6io0 19 cepnua 2021 poky
Ne 507; eumoe Cmanoapmy euwoi oceimu 3i cneyianonocmi 122 Komn’romepui nayku 0nist
opyeo2o (mMazicmepcbko2o) pieHs sujoi oceimu, 3ameepodxcenoco Haxazom Minicmepcmea
oceimu i Hayku Yxpainu 6i0 28 keimusa 2022 poxy Ne 393; nponosuyiti cmetikxonoepie ma
BUNYCKHUKIB [HCcmumymy.

3 memoro AKiCHOI ni02omoeKu 3000y8auie GUWOI 0CGIMU MA HA BUKOHAHHS BUMOZ
naxazy KIII im. leops Cikopcokoeo 6i0 08 weimua 2024 poxy Ne HO//263/24 ““Ilpo
opeawizayilo ma niaHy8aHHs 0ceimnvo2o npoyecy Ha 2024-2025 nasuanvuuil pik”’, a
makodic 8 pe3ynomami nepezisidy ma OHosleHHs nonepeouvoi eepcii OIIII, po3pobaeno
nomouny eepcito OIIII “Komn’tomepHi cucmemu i mexHonozii cheyianbHo2o 368’ a3Ky .

Since 2016, the Institute of Special Communication and Information Protection of the
National Technical University of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute” has
been training specialists in the educational and professional program (EPP) ““Computer
systems and special communications technologies’ of the second (master’s) level of higher
education.

Leading scientific and pedagogical workers of Special Department No. 5, higher
education students, representatives of the State Special Communication Service
Administration the State Service of Special Communications and Information Protection of
Ukraine and other law enforcement agencies of the security and defense sector of Ukraine
were involved in the development of the EPP.

During the implementation period of the EPP, its update procedures were carried out,
associated with taking into account:development trends of the State Special Communication
Service, as the main customer of graduates of this EPP; requirements of the ““Instructions on
the procedure for organizing the conduct of practical and military-professional training of
higher education students in an educational institution of the State Service of Special
Communication and Information Protection of Ukraine”, approved by order of the
Administration of the State Service of Special Communication and Information Protection of
Ukraine dated August 19, 2021 No. 507; requirements of the Standard of Higher Education
in the specialty 122 Computer Science for the second (master’s) level of higher education,
approved by order of the Ministry of Education and Science of Ukraine dated April 28, 2022
No. 393; proposals of stakeholders and graduates of the Institute.

In order to ensure the high-quality training of higher education students and in
compliance with the requirements of the order of the Igor Sikorsky KPI dated April 08, 2024
No. NOD/263/24 ““On the organization and planning of the educational process for the 2024-
2025 academic year™, as well as as a result of reviewing and updating the previous version
of the EPP, the current version of the EPP “Computer systems and special communications
technologies™ has been developed.
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1. MIPO®LIIb OCBITHLOI IPOI'PAMM / EDUCATIONAL PROGRAMME

PROFILE

1 — 3aranbHa indgopmanis / General information

IToBna Hazsa 3BO Ta
HABYAJIBLHOTO Migpo3iny /

Full name of HE institution and
faculty/institute

HanionansHuid TEXHIYHUNA YHIBEPCUTET
Ykpaian “KuiBcbkuii momiTeXHIYHAN
iHctuTyTy iMeHi Iropst Cikopcskoro”
[HCTUTYT cneniagbHOTO 3B A3KY Ta
3axHcTy iHpopMaii

National Technical University
of Ukraine “Igor Sikorsky
Kyiv Polytechnic Institute”
Institute of Special
Communication and
Information Protection

Crymisp BUIOT OCBITH Ta Ha3Ba
kBauigikarii /

Higher education degree and
qualification title

CrymiHb BHIIOT OCBITH — MaricTp
OcgitHs KBamiikais — MaricTp 3
KOMIT IOTEpHUX HAYK

Higher education degree —
Master’s

Qualification title — Master’s
degree in computer science

Odirrittna naszsa OIT /
Educational programme official
title

KoM’ toTepHi cHCTEMH 1 TEXHOJIOT11
CIIEITIaTFHOTO 3B’ 13Ky

Computer systems and special
communications technologies

Tun gumiomy ta o6¢sr OIT /
Diploma type and EP scope

Jurom Marictpa, onuHn4Hui, 90
KpEIUTiB, TEPMiH MATOTOBKHU 1 poku 4
MicCAIiB

Master’s Degree, single, 90
credits, duration 1 year 4
months

Iadopmariis mpo akpeauraiiro /
Accreditation information of EP

CeptrdikaT mpo akpeauTaIio
cnerianbHOCTI Bumanuii 27.06.2023, cepis
Y] 11017614, niticanii mo 01.07.2025 p.

Certificate of accreditation of
the specialty issued on June
27, 2023, series UD 11017614,
valid until July 1, 2025.

Ik, piBens BO /
Education cycle, level of HE

HPK VYxkpainu — 7 piBeHb,
QF-EHEA - napyruii nuki,
EQF-LLL — 7 piBeHb

NQF Ukraine- level 7,
QF-EHEA - second cycle,
EQF-LLL —level 7

IMepemymoBu / Prerequisites

Jo InctutyTy npuiiMaroThes:

- KypcaHTu [HCTUTYTY, siKi 3100yIIH BUIILY
OCBITY CTyIeHS OaKkanaBpa;

- IMBLIBHI 0c00H BikoM 110 30 pokiB, SKi
MaloTh BUIILY OCBITYy CTYyICHs OaKalaBpa,
BiiOpaHi Ta BUBUEHI HiAPO3aiIaMU
Jepxcren3s’si3Ky a0o sIKi
0e3nocepeIHbO 3BEPHYJIIHCS 3 3asBOIO 10
HavyalbHUKA [HCTUTYTY.

The following are admitted to
the Institute:

- cadets of the Institute who
obtained a bachelor’s degree;
- civilians under the age of 30
who have a bachelor’s degree,
selected and studied by units
of the State Service of Special
Communications and
Information Protection of
Ukraine or who directly
applied to the head of the
Institute.

dopma 3100yTTH OCcBiTH / FOrms
of Education

IHcTHTYIIIHA — OuHA (IeHHA)

Institutional — full-time (day)

Mosa(u) BukIaganus /
Language (s) of instruction

YkpaiHcbka

Ukrainian




[aTepHeT-aapeca po3MileHHS
OI1 / URL of the educational
program

https://osvita.kpi.ua/122_OPPM_KSTSZ

https://iszzi.kpi.ua/sk5/master.html#opp

R

ﬂﬁ.-::

2 — Meta ocBiTHBOI mporpamu / Educational programme purpose

Mertoro OCBITHBO-TIpO(eciitHOT porpamu
“KoMIr'toTepHi CHUCTEMH 1 TEXHOJOTIi CIEIliaIbHOTO

3B’s3Ky” € MIArOTOBKAa  BHCOKOKBaJIi(hiKOBaHUX
¢daxiBuiB y ramy3i iHpoOpMauUidHUX TEXHOJOTIH,
3MaTHUX pO3B’s3yBaTH CKJIaH1 3amayl

JOCITIAHUIIBKOTO Ta/ab0 IHHOBAILIIMHOIO XapakTepy 3
no0ya0BU KOMIT I0TEpHHX, iHpopmauiitHo-
KOMyHIKallifHuX Ta  iH(opMamiifHO-yIpaBIsSIounX
cucteM 1 Mepex mist motped JlepKermer3B’s3Ky 3
BUKOPUCTAHHIM: TEXHOJOTI MaTeMaTHYHOIO Ta
KOMIT IOTEpPHOTO MOJICJIIOBaHHS; CyYaCHUX TEXHOJIOTiH
mporpaMyBaHHs; MeTOmiB  300py, aHamizy Ta
KOHCOJIiAamii po3moaiieHoi iHpopMarlil; TeXHOJIOriH
Ta METOMAIB MPOEKTYBAaHHA, pPO3POOJICHHA  Ta

3a0e3neueHHs SKOCTI  CKJIaJOBUX iH(pOpMaLiiHIX
TEXHOJIOTIH; TEXHOJIOTIM  Bi3yamizarmii  JaHUWX;
TexHoJori  imxenepii 3HaHb, CASE-texHonorii

MOJICTIOBaHHS Ta NpoeKkTyBaHHA IT.

Merta ocBiTHRO-TIpO(ECiitHOI TIporpamMu BiAIIOBiAAE
crparerii po3Butrky KIII im. Irops Cikopchkoro Ha
2020-2025 poku momo QOpMYyBaHHS CYCHIJIBCTBA
MalOyTHBOT'O Ha 3acaaax KOHIIEMIIii CTAaJIOr0 PO3BUTKY
Ta yHIaMEHTaII3alli TiAroTOBKY (axiBIliB.

The purpose of the educational and professional
program  “Computer systems and  special
communications technologies” is to train highly
qualified specialists in the field of information
technologies, capable of solving complex tasks of a
research and/or innovative nature in the construction
of computer, information and communication and
information- control systems and networks for the
needs of the State Service of Special
Communications and Information Protection of
Ukraine using: mathematical and computer modeling
technologies; modern programming technologies;
methods of collecting, analyzing and consolidating
distributed information; technologies and methods of
design, development and quality assurance of
information ~ technology =~ components; data
visualization technologies; knowledge engineering
technologies, CASE modeling and IT design
technologies.

The purpose of the educational and professional
program corresponds to the development strategy of
Igor Sikorsky Kyiv Polytechnic Institute for 2020-
2025 regarding the formation of future society based
on the concept of sustainable development and
fundamentalization of specialist training.

3 — XapakrepucTuka ocBiTHboi mporpamu / Educational programme characteristics

Ilpeomemna obnacmo | Subject area

00’ exm(u) eusuennss ma/abo OisibHOCmI. TPOLECH
300py, mpexactaBieHHs, OOpoOku, 30epiraHHs,
nepeaadi Ta AOCTyIy A0 iHpopMalii B KOMIT IOTEPHHX
cHcTeMax.

Llini nasuanna: HAOYTTA 30AaTHOCTI PpO3B’A3yBaTH
3aJadl  JOCHIAHHUILKOrO  Ta/abo  1HHOBAIMHOTO
xapakrepy y chepi KOMIT FOTEpPHUX HayK.

Object(s) of study and/or activity: processes of
collecting, presenting,  processing,  storing,
transmitting and accessing information in computer
systems.

Learning objectives: acquiring the ability to solve
research and/or innovation problems in the field of
computer science.
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Teopemuunuii 3micm npedmemnoi obaacmi. cydacHi
MOJEIIi, METOIH, aITOPUTMH, TEXHOJIOT1i, TIPOIIECH Ta
crocoOM OTpUMaHHs, MPEICTABJICHHS, OOpPOOKH,
aHaiizy, nepenadi, 30epiraHHs TAHUX B
iH(pOpMAaIIHHUX Ta KOMIT IOTEPHUX CHCTEMaX.
Memoou, memoouxu ma mMexHoAo2i: METOAu Ta
AITOPUTMU PO3B’S3aHHS TCOPETUYHUX 1 MPUKIAIHUX
3aMad  KOMITFOTCPHHX  HAyK;  MareMaThyHe i
KOMIT FOTEpHE  MOJICIIIOBAaHHS, Cy4YacHI  TEXHOJOTil
NpOrpamMyBaHHs; METOIU 300Dy, aHai3y Ta KOHCOJinamii
posroniteHoi  iH(oOpMaIlii; TEXHOJOTii Ta METOAH
MIPOCKTYBAHHS, PO3POOJICHHS Ta 3a0€3MMEeUYECHHS SIKOCTI
CKJIAIOBUX  iHQOpMAaIiHHUX  TEXHOJIOTiH, MeTOIu
KOMIT'IOTepHOI rpadiku Ta TexHOJOril Bizyasnizawii
JIAHKX; TexHouoril imxkeHepii 3HaHb, CASE-texHomorii
MOJIETTIOBAaHHsI Ta poeKTyBaHHA [T.

Tncmpymenmu ma 001a0OHAHHS: PpO3MOiIeHI
OOYMCITIOBAIIGHI ~ CHCTEMH;  KOMIT FOTEPHI ~ MEpEKi;
MOOUTEHI Ta XMapHI TEXHOJOTii, CHCTEMH YITPaBIIiHHS
0azamy  JTaHWMX,  OMepalliiHi  CHCTeMH,  3aco0u
po3podIeHHs iHGOPMALIIHHUX CHCTEM 1 TEXHOJIOTIH.

Theoretical content of the subject area: modern
models,  methods, algorithms,  technologies,
processes and methods of obtaining, representing,
processing, analyzing, transmitting, storing data in
information and computer systems.

Methods, techniques, technologies: methods and
algorithms for solving theoretical and applied
problems of computer science; mathematical and
computer  modeling,  modern  programming
technologies; methods of collecting, analyzing and
consolidating distributed information; technologies
and methods of designing, developing and ensuring
the quality of information technology components,
computer graphics methods and data visualization
technologies; knowledge engineering technologies,
CASE technologies for modeling and designing IT.
Tools and equipment: distributed computing
systems; computer networks; mobile and cloud
technologies, database management  systems,
operating systems, information systems and
technology development tools.

Opienmayis

OI1 | Aspect

OcgiTHBO-TIpOdeciiina

Educational and professional

OcHosHuti poxyc

OI1/ Main focus

[Iporpama CHpsIMOBaHa Ha (hopmyBaHHS
KOMITETCHTHOCTEH 3100yBadiB BHIINOi OCBITH, IO
poOIISITH MOXJIMBHM iX BceOIUHHMH mpodeciiHui,
IHTENIeKTYaJIbHUH Ta COLaJbHUN PO3BUTOK y raiysi
iH(pOpMaLiHHIX TEXHOJOTIH.

IIporpama 3abe3nedye HaOyTTS OCBITHBOI KBaTiikamii
JUTsI BAKOHAaHHS PpodeciiHol AisIbHOCTI, OB’ SI3aHOT 3
no0yA0BOIO KOMIT IOTEpHHUX, iHpopmaruiitHo-
KOMYHIKallifHuX Ta  iH(opMamiifHO-yImpaBsIounX
cucTema i Mepexa st moTped JlepKcrenss’ si3Ky.
OcHoBHHI (HOKYC OCBITHBOT TPOrpaMH HAIPABICHUI
Ha MOE€AHAHHS KJIACHYHOI OCBITHBOI YHIBEPCHUTETCHKOI
mporpaMd HaBYaHHSI 3 BUMOIaMH  TOJIOBHOTO
CTEUWKXOJJiepa, IO JO3BOJSIE BHUITyCKHHKAM MAaTH
(axoBi komIeTeHIIi1, 3aTpeOyBaHi B Jlepxcren3s’ si3ky
Ta cydacHUM puHKOM IT.

3mo0yBaui  BHIOI OCBITH MalOTh  MOXJIHMBICTH
OTpHMAaTH 3HaHHA 3 IHIIMX Taly3edl  Haykw,
HEOOXiZIHUX Yy pi3HUX cepax JNIOJICHKOI MisTBHOCTI,
3aBISKA  MOXJIMBOCTI  (pOpMyBaHHS  THYYKOI
IHIVBIAyaTbHOT TPAEKTOPil HABYAHHSL.

Knrouosi cnosa:

The program is aimed at forming the competencies of
higher education students, which make possible their
comprehensive professional, intellectual and social
development in the field of information technologies.
The program ensures the acquisition of educational
qualifications for the performance of professional
activities related to the construction of computer,
information-communication and information-
management systems and networks for the needs of
the State Service of Special Communications and
Information Protection of Ukraine.

The main focus of the educational program is on

combining the classical educational university
program with the requirements of the main
stakeholder, which allows graduates to have

professional competencies in demand in the State
Service of Special Communications and Information
Protection of Ukraine and the modern IT market.
Students of higher education have the opportunity to
acquire knowledge from other fields of science,
necessary in various spheres of human activity,
thanks to the possibility of forming a flexible
individual learning trajectory.

Cy4acHl TEXHOJOTIi TpOrpamyBaHHs, METOAM Ta| Keywords:
TEXHOJIOTi ~MAallMHHOIO —HaBYaHHs, MojenmoBaHHsAl modern programming technologies, methods and
CHCTEM, BUCOKOIPOYKTHBHI posnoxaineHi| technologies of machine learning, system modeling,
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00YHCITIOBaTIbHI CHCTEMH, aAMIHICTPYBaHHS Ta 3aXUCT

CHCTEM YIIpaBIiHHSA OazamMu JaHUX, 3a0e3leueHHs
STKOCTI Ta peBepC-IHKUHIPUHT MIPOTPaMHOTO
3a0e3reucHHs, OOpOOJCHHS HAJBEIMKUX MAaCHUBIB

nanux, [T-aynur.

high-performance distributed computing systems,
administration  and  protection of  database
management systems, quality assurance and reverse
engineering of software, processing of extremely
large data sets, IT audit.

Ocobausocmi OI1 | Features

IlinroToBKa  (paxiBIiB 3MIMNCHIOETBCS Yy  CTaTycl
KypcaHTa. 3aJydeHHS [0 BHUKIAQJAaHHA HABYAIBHHX
JUCIIMILTIH (DaxiBI[iB 3 IHIIMX 3aKJIaJ[iB BUINOI OCBITH,
HAayKOBHUX YCTAHOB Ta JlepiKCrer3B’ 3Ky.
MOXIMBICT ~ BUKJIQNAHHA  OKPEMHX
KOMITOHEHTIB aHTTIiICHKOI0 MOBOIO.
[IpakTikn TPOBOAATHCS BiANOBIAHO 10 “IHCTpyKIis
PO TOPSAOK OpraHi3allii MPOBEACHHS MPAaKTHIHOI Ta
BiliCBKOBO-TIpOQeCiiftHOl MATrOTOBKH 3400yBadiB BUILO]
OcBiTM B 3akimaai ocBitH [lepkaBHOI  ciryx0m
CIEIIaIbHOTO  3B’SI3Ky Ta  3aXUCTy  iHpopMarlii
VYkpaian”®, 3aTBEpPKEHOI Haka3oM AnMiHICTparlii
HepxaBHOi ciy)0u CHeuianbHOTO 3B’SI3Ky Ta 3aXHCTY
iHpopmauii Ykpainu Big 19 cepmas 2021 poxy Ne 507
Ta CKIIQJAETHCA 3:

- KibepHaBYaHHs B MEPIIOMY Ta TPETbOMY CEMECTpi,
aKki mpoBoauThca Ha miardopmi  HapuaneHoro
cutyamiiHoro teHtpy kidepoesnmeku IC331 KIII im.
Irops Cikopchkoro;

- KibepHaBYaHHs B APYTOMY CEMECTPi sIKi IPOBOASTHCS
Ha 1utargpopmi Tpeninrosoro 1eHtpy KibepueHTpy
UA30;

- BICBKOBE CTaXXyBaHHS B TPETbOMY CEMECTpi, SKe
MPOBOIOUTECS B miaposminax Jlepkcnemns3s’s3ky Ta
BKJIIOYAE OMpAIfIOBaHHSI Ta aHam3 HEO0OXITHOTO
MaTepiany [Uid HamucaHHs KBamidikaliidHOT poOoTH,
MIPOBEICHHS BIJIIOBIAHUX EKCIIEPUMCHTIB 1
JOCITI/DKEHB.

OCBITHIX

Training of specialists is carried out in the status of a
cadet. Involvement of specialists from other
institutions of higher education, scientific institutions
and the State Service of Special Communications and
Information Protection of Ukraine in the teaching of
academic disciplines.

The possibility of teaching individual educational
components in English.

Practices are conducted in accordance with the
“Instructions on the procedure for organizing
practical and military-professional training of higher
education applicants in the educational institution of
the State Service of Special Communications and
Information Protection of Ukraine”, approved by the
order of the Administration of the State Service of
Special Communications and Information Protection
of Ukraine dated August 19 No. 507 of 2021 and
consists of:

- cyber training in the first and third semesters, which
are held on the platform of the Cyber Security
Training Situational Center of the ISCIP of Igor
Sikorsky Kyiv Polytechnic Institute;

- cyber training in the second semester, which are
held on the platform of the Training Center of the
UA30 Cyber Center;

- military internship in the third semester, which is
held in the units of the State Service of Special
Communications and Information Protection of
Ukraine and includes the processing and analysis of
the necessary material for writing a qualification
work, conducting appropriate experiments and
research.

4 — [IpuaaTHiCTH, BUMYCKHHUKIB /10 MPaNeBJANITYBAHHS Ta MOAAIbIIOr0 HABYAHHSA /
Eligibility of graduates for employment and further study

Ipuoamnicmo 0o npayesrawumysanns | Eligibility for employment

IIpodeciiina aisapHICTD K npodecioHana 3 po3poOKu
MaTeMaTHYHOro, iH(OpMaliifHOrO Ta MPOTPaMHOTO
3a0€3MeYeHHs] KOMIT IOTEPHUX CHCTeM, Yy Taiys3i
iHpOpMAaIIHHUX TEXHOJIOTIH, a TaKOXX aaMiHiCTpaTopa
0a3 MaHUX 1 CUCTEM.

BHITyCKHUKH ~ MOXYThb  TIpalfoBaTd 3a  TaKUMH
npodecismu 3rimHo 3 HamionamsHUM KiacugpikaTopoM
npodeciit JIK 003:2010, nanpuxnaz:

Professional activity as a professional in the
development of mathematical, information and
software of computer systems, in the field of

information technology, as well as database and
system administrator.

Graduates can work in the following professions
according to the National Classification of
Occupations DK 003:2010, for example
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2131.1 HaykoBuii  cmiBpoOITHUK  (OOYHCITIOBAIbHI
CHCTEMU)

2131.2 AnmiHicTpaTop 6a3u AaHUX

2131.2 AHaJliTUK 3 KOMII FOTEPHUX KOMYHIKaIlik

2131.2 AHaliTUK KOMII' FOTEPHHUX CHCTEM

2131.2 AHamiTHK ONepaliiHOrO Ta MPUKIAIHOTO
pOrpaMHOro 3a0e3nedeHHs

2131.2 Imkenep 3 ABTOMATHU30BaHMX  CHCTEM
KepyBaHHS BUPOOHUIITBOM

2131.2 TmxeHep 3 KOMIT' FOTEPHUX CUCTEM

2131.2 [mxkeHep 3 HPOrpaMHOro  3a0e3MeueHHS
KOMIT TOTEpiB

3amoBHUKOM  (axiBIiB 31  cmemiameHOCTI 122
Komm’totepni nHayku Buctynae JlepkaBHa ciyx0a
CICIIaJIbHOTO 3B’ SI3KY Ta 3aXMCTy iH(popMaii YKpaiHu.

2131.1 Researcher (computer systems)

2131.2 Database administrator

2131.2 Computer communications analyst

2131.2 Computer systems analyst

2131.2 Analyst of operating and application software
2131.2 Engineer of automated production control
systems

2131.2 Computer systems engineer

2131.2 Computer software engineer

The State Service for Special Communications and
Information Protection of Ukraine acts as the
customer of specialists in the specialty 122 Computer
Sciences.

Tlooanvue nasuanns | Further study

3100yTTSI OCBITH 3a OCBITHBOIO MPOTPaMOI0 TPETHOTO
(OCBITHRO-HAYKOBOTO) PiBHS BHINOI OCBITH Ta 3M00YTTS
JTIOTATKOBUX KBaMi(hiKaIiii B CHCTEM1 OCBITH JOPOCIIHX.

Obtaining education under the educational program of
the third (educational and scientific) level of higher
education and obtaining additional qualifications in
the adult education system.

5 — Bukaaganns ta ouinoBanns / Teaching and assessment

Buxnaoanns ma nasuanns | Teaching and studying

Jlexmii, TmpakTHYHI Ta  CEeMIHApPChKI  3aHATTS,
KOMIT'IOTepHI ~ MpPakTUKYMH;  KypcoBa  poOoTa;
caMmocTiiiHa po0oTa 3 MOXKIIHUBICTIO KOHCYJIbTAalild 3
BUKJIaZayeM; TEXHOJIOriS  3MIIIAHOTO  HAaBYaHHS,
NPakTUKKW Ta eKCKypcii; BUKOHAaHHS MaricTepchKoi
JucepTarti.

Lectures, practical and seminar classes, laboratory
work and computer workshops; term paper;
independent work with the possibility of consultations
with the teacher; blended learning technology,
practices and excursions; master’s thesis.

Ouyinrosannsn | Assessment

[loTounnii KOHTPONb y BUIIIAAI 1a0OpaTOPHUX 3BITIB,
KOHTPOJIBHUX POOIT, CEMECTPOBUII KOHTPOJIb Y BUTIISI
3QTIKIB T4 THUCBMOBUX 1 YCHHUX €K3aMEHIB, 3aXHCT
kBaJidikamiiHoi poOOTH MPOBAaIATHCS BIAMOBIIHO 1O
[lonoxeHHsT MPO CHUCTEMY OIIHIOBAHHS PE3YNbTaTiB
naBudauHs B KIII im. Irops Cikopcrkoro.

Current control in the form of laboratory reports,
tests, semester control in the form of tests and written
and oral examinations, defense of qualification work
are carried out in accordance with the Regulations on
the system of evaluation of learning outcomes in Igor
Sikorsky Kyiv Polytechnic Institute.

6 — IIporpamui komnereHTHOCTI / Programme competencies

Inmeepanvha komnemenmuicmo | Integral competence

31aTHICTh pO3B’sI3yBaTH 3a/1a4i TOCIIITHUIIBKOIO Ta/a00
IHHOBAIlIMHOTO XapakTepy y cdepi KOMI IOTCPHHUX
HayK.

Ability to solve research and/or innovation problems
in the field of computer science.
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3acanvui komnemenmnocmi (3K) [ General competencies (GC)

3K 1 3matHicTh 10 aOCTPaKTHOTO MHCIICHHS, aHAII3Y
Ta CUHTE3Y.

GC 1 Ability to think abstractly, analyze and
synthesize.

3K 2 3naTHicTh 3aCTOCOBYBaTH 3HAHHS Y MPAKTUYHUX
CUTYyaIlisX.

GC 2 Ability to apply knowledge in practical
situations.

3K 3 31aTHICTh CIUIKYBaTHCS JEPKaBHOIO MOBOIO SIK
YCHO, TakK 1 MMCHMOBO.

GC 3 Ability to communicate in the state language
both orally and in writing.

3K 4 31aTHICTh CITIIKYBaTUCS IHO36MHOI MOBOIO.

GC 4 Ability to communicate in a foreign language.

3K 5 3parHiCTh BUMTHCSA 1 OBOJOAIBATU CYyYaCHUMH
3HAHHAMH.

GC5 Ability to learn and master modern

knowledge.

3K 6 3naTHicTh OyTH KPUTHYHUM i CAMOKPUTHYHHM.

GC 6 Ability to be critical and self-critical.

3K 7 3naTHiCTh TeHEepyBaTH HOBI i11€i (KpEaTUBHICTS).

GC 7 Ability to generate new ideas (creativity).

Daxoei komnemenmuocmi (PK) |

Professional competencies (PC)

DK 1 VY cBigoMaeHHS
KOMIT IOTEpHUX HaYK.

TCOPCTUIHUX 3acaa

PC 1 Understanding the theoretical foundations of
computer science.

®K 2 3parHicTh GopmaizyBaTH NpeAMETHY 00J1acTh
NEBHOTO  MPOEKTY Yy  BUMIAAL  BIAMOBIAHOL
iHpopMartitHoi Moemi.

PC 2 Ability to formalize the subject area of a
particular project in the form of an appropriate
digital model.

®K 3 3parHiCTP BHKOPUCTOBYBAaTH MaTeMaTHYHI
MeToAM s aHamizy (opMalli3oBaHUX MoJelNeH
MPeAMETHOI 00JIaCTi.

PC 3 Ability to use mathematical methods to analyze
formalized models of the subject area.

®K 4 3parnicte 30mpatn 1 aHamizyBaTH  JaHi
(BKJIIOYHO 3 BENMKHMH), A 3a0e3ledeHHs SKOCTi
HPUHHATTS IPOEKTHHX PIlICHB.

PC 4 Ability to collect and analyze data (including
big data) to ensure the quality of project decision-
making.

@K 5 3natHicTh po3po0IIATH, OTUCYBATH, aHATI3YBaTH
Ta OTNITUMIi3yBaTH apXiTEeKTypHi pileHHs
iHpOpMaIIHHAX Ta KOMIT IOTEPHUX CHCTEM pi3HOTO
NpU3HAYCHHS.

PC5 Ability to develop, describe, analyze and
optimize architectural solutions for information and
computer systems for various purposes.

®K 6 31aTHICTh 3aCTOCOBYBATH ICHYIOUI 1 pO3POOIATH
HOBI alNTOPUTMH PO3B’SA3yBaHHSA 3a4ad y Talrysi
KOMIT FOTEpHUX HayK.

PC 6 Ability to apply existing and develop new
algorithms for solving problems in the field of
computer science.

DK 7 3mMaTHICT PpO3pOOIATH porpamHe
3a0e3nedeHHS BiITOBITHO 10 C(hOpMYyITHOBAHUX BUMOT
3 ypaxyBaHHSM HassBHUX PECYpCiB Ta OOMEIKEHb.

PC 7 Ability to develop software in accordance with
the formulated requirements, taking into account
available resources and limitations.

®K 8 37aTHicTh PO3POOIIATH 1 peai30ByBaTH MPOEKTH
31 CTBOPEHHsI TPOTPAMHOTO 3a0€3NEUYCHHS, Y TOMY
yuchai B HemepeadadyBaHMX yMOBaX, 3a HEYITKHX
BHAMOT HEOOXiTHOCTI HOBI

Ta 3aCTOCOBYBATU

CTpaTeriuHi IMiIX0IW, BUKOPHUCTOBYBATH IIPOTPAMHI

PC 8 Ability to develop and implement software
development projects, including in unpredictable
conditions, with unclear requirements and the need
to apply new strategic approaches, use software tools
to organize teamwork on the project.
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IHCTPYMEHTH IJIsl OpraHi3allii KOMaHIHOI pOOOTH Hax

MPOEKTOM.

®K 9 3parHicTs po3polMsSTH Ta anMiHiCTpyBaTH 0a3u
JIaHMX Ta 3HaHb.

PC 9 Ability to develop and administer databases
and knowledge storage.

@K 10 3naTHICTH OIiHIOBATH Ta 3a0€3MeUyBaTH SKICTh
IT-mpoexTiB, iH(MOpMAIITHUX Ta KOMIT IOTCPHUX
CHUCTEM  pI3HOTO  TIPU3HAYCHHS, 3aCTOCOBYBATH
MIXXHApPOJIHI CTaHAAPTH OIIHKU SKOCTI MPOrPaMHOTO
3a0e3neueHHs  1HQOpPMAaLifHUX Ta KOMIT IOTEPHHUX
CHCTEM, MOJIEJ OIIIHKH 3PUIOCTI MPOIIECIB PO3POOKH
iH(pOopMaLiHHIX Ta KOMIT FOTEPHUX CUCTEM.

PC 10 Ability to evaluate and ensure the quality of
IT projects, information and computer systems for
various purposes, apply international standards for
assessing the quality of software for information and
computer systems, models for assessing the maturity
of information and computer system development
processes.

®K 11 3parHicTs iHINiOBATH, IUTAHYBaTH Ta
peali3oByBaTH MPOLECH PO3POOKHU iHGOpMAIitHUX Ta
KOMIT FOTEpHUX cUCTEM Ta MIPOrPaMHOTO
3a0e3MeueHHsl, BKIIFOYHO 3 HOTO PO3pOOKOI0, aHAITI30M,
TECTYBaHHSM, CHUCTEMHOIO IHTEerpali€ro,
BIIPOBAKCHHSIM 1 CYTIPOBOJIOM.

PC 11 Ability to initiate, plan and implement
processes for the development of information and
computer systems and software, including its design,
analysis, testing, system integration, implementation
and maintenance.

@K 12 3patHicTh 3aCTOCOBYBaTH KOMIUIEKC (hi3HMIHOT
MIATOTOBKH  BIMCHKOBOCITY)KOOBITIB JUISI  PO3BUTKY
3aralbHUX 1 CHEIaNbHUX  (i3MYHUX  SKOCTEH,
(opMyBaHHSI BIMCBKOBO-TIPUKJIQJHAX HAaBUYOK Ta
BUXOBAHHS BOJIbOBHX 1 TICUXIYHUX SKOCTEH.

PC 12 Ability to use a comprehensive physical
training program for military personnel to develop
general and special physical qualities, form military-
applied skills, and cultivate volitional and mental
qualities.

@K 13 YCBiIOMICHHS TCOPETUYHHX 3acajJ PO3POOKH
IT npoekriB st 00poOKU NepKaBHUX 1HPOPMALIIHHNX
pecypciB 1 iH(pOpMaIlii, BUMOTa MIOAO 3aXHCTy SAKOi
BCTaHOBJICHA 3aKOHOM, Ta 3aTHICTh (JOPMaIi30BaHOTO
OMHUCY TpenMEeTHOI 001acTi y BUITSII MOAENTI, IO
BpPaxoOBYy€ OCOOJHMBOCTI 3aCTOCYBAHHS KOMII IOTEPHHX
TEXHOJIOTI B paMKax KpUTUYHOI iH(OpMaLiiHOT
iHpPacTpyKTypH.

PC 13 An understanding of the theoretical foundations
of IT project development for processing state
information resources and information that is legally
protected, as well as the ability to formally describe the
subject area in the form of a model that takes into
account the specifics of the application of computer
technologies within the framework of critical
information infrastructure.

@K 14 3patHicTh 30MpaTH HOCTOBIPHI AaHi PO CTaH
00’€KTIB KpUTHYHOI iH(DOpMaIiiiHOI 1HQPaCTPYKTYpH,
BUKOPHCTOBYBAaTH MAaTEeMAaTH4YHI METOIM IS aHANi3y
(dhopmamizoBaHux Mojenell  TeXHOJOriii  0OpoOKH
JiepKaBHUX 1HGOpMAIIHUX pecypciB Ta iHpopMariii,
BHAMOTa III0JI0 3aXUCTY SKOI BCTAHOBJICHA 3aKOHOM, Ta
OPOBOAWTH  MOPIBHSUIBHUHA aHaNi3 apXiTeKTypHUX
pileHn TUTSI CrieIiaTbHIX iHpopmarriitHo-
KOMYHIKaI[ifHUX CHCTEM.

PC 14 Ability to collect reliable data on the state of
critical information infrastructure objects, use
mathematical methods to analyze formalized models
of state information resource processing technologies
and information whose protection is required by law,
and conduct comparative analysis of architectural
solutions for special information and communication
systems.

®K 15 3patHicte  po3polisATH  KOMIT IOTEPHI
TEXHOJOrl 00poOku iH(OpMalii BiAMOBIAHO 0
BUMOT  IOJO  MOPSAAKY  OOpOOKH  JiepXKaBHUX

iHhopMaliiHUX pecypciB Ta iH(OpMaIii, BUMOTa
IIOJI0  3aXUCTy SKOT BCTAaHOBJICHA 3aKOHOM, B
iHbOpMaIiiHIX, EJIeKTPOHHUX KOMYHIKAI[iHHUX Ta
iH(pOopMaLifHO-KOMYHIKaLliHHUX CUCTEMaX.

PC 15 Ability to develop computer information
processing technologies in accordance with the
requirements for the procedure for processing state

information resources and information, the
protection of which is required by law, in
information,  electronic  communication  and

information and communication systems.
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7 — Ilporpamui pesyabtaT Hapuanus (ITPH) /
Programme learning outcomes (PLO)

ITPH 1 Maru criemianizoBaHi KOHIIENTYaabHI 3HAHHS,
10 BKJIIOYAIOTh Cy4YacHI HAyKOBi 3100yTKH y cdepi
KOMIT FOTEpHUX HayK i € OCHOBOIO ISl OPUTIHAIEHOTO
MUCIICHHST Ta TMPOBEACHHS JOCHIKEHb, KPUTHYHE
OCMHMCJICHHSI TPo0JIeM y cdepi KOMIT FOTEPHUX HayK Ta
Ha MEXi rary3eil 3HaHb.

PLO 1 Have specialized conceptual knowledge,
which includes modern scientific achievements in
the field of computer sciences and is the basis for
original thinking and research, critical understanding
of problems in the field of computer sciences and on
the border of fields of knowledge.

NPH2 Maru
O3B’ sI3aHHS

CremiamizoBaHi  yMiHHS/HaBUYKH
mpoOjeM  KOMITIOTepHHX  Hayk,
HEOOXiMHI I TIPOBEJCHHS JIOCHIDKCHb Ta/abo
MPOBaJPKCHHS 1HHOBAIIHHOI [iSUTBHOCTI 3 METOH0
PO3BUTKY HOBHX 3HaHb Ta MPOLICAYD.

PLO 2 Have specialized skills for solving computer
science problems necessary for carrying out research
and/or innovative activities for the purpose of
developing new knowledge and procedures.

IIPH 3 3po3ymMisio i HENBO3HAYHO ITOHOCUTH BIIACHI
3HAaHHSA, BHCHOBKM Ta apryMeHTamiro y cdepi
KOMIT'FOTEpHHUX HayK 10 (QaxiBLiB 1 HedaxiBIiB,
30KpeMa JI0 0ci0, SKi HABYAFOThCSL.

PLO 3 Convey own knowledge, conclusions, and
arguments in the field of computer sciences clearly
and unambiguously to specialists and non-specialists,
in particular to the persons who are studying.

IMPH 4 Yupaemsata pobounMu TmporecamMu y cdepi
iHpOpMAIIHHUX TEXHOJIOTIH, SKi € CKJIaJHHMH,
Henepen0adyyBaHUMU ~ Ta  NOTpPeOyIOTh  HOBHUX
CTpAaTEriuHUX IMiIXO/IiB.

PLO 4 Manage work processes in the field of
information technologies, which are complex,
unpredictable and require new strategic approaches.

ITPH 5 OminroBaty pe3yiabTaTH AisSUTBHOCTI KOMAaHI Ta
KOJIEKTUBIB y cdepi iHpopMamiiHUX TEXHOJIOTIH,
3a0e3nedyBaT e(PeKTUBHICTD iX MiSUTBHOCTI.

PLO 5 Evaluate the activity results of teams and
collectives in the field of information technologies,
ensure the effectiveness of their activities.

MNPHG6  Po3pobmsaTd  KOHIENTYaJbHY
iHpopMaLiitHOT 200 KOMIT IOTEPHOI CHCTEMH.

MOJEIb

PLO6 Develop a conceptual model of an

information or computer system.

ITPH 7 Po3po0asT Ta 3aCTOCOBYBaTH MaTeMaTHYHI
METOAH JAJIS aHali3y iHQOopMaliiHIX MOAETCH.

PLO 7 Develop and apply mathematical methods for
the analysis of information models.

IIPH 8 Po3polbiiaTi MaTeMaTH4HI MOJET Ta METOIM
aHai3y JaHuX (BKIIOYHO 3 BEJIMKUMHU).

PLO 8 Develop mathematical models and data
analysis methods (including big data).

INPHY9 Po3pobnstu anropuTMiuHe Ta MpoOrpaMHe
3a0e3nedeHHs JUIA  aHauizy MJaHuxX (BKJIIOYHO 3
BEITUKIMH ).

PLO 9 Develop algorithmic support and software for
data analysis (including big data).

MNPH 10 [IlpoextyBaTH  apXiTeKTypHi  pillleHHS
iHpOpMaIIHHUX Ta KOMIT IOTEPHUX CHCTEM pi3HOTO
HpU3HAYCHHS.

PLO 10 Design architectural  solutions  of
information and computer systems for various
purposes.

IPH 11 CreoproBatd HOBi aJrOPUTMH PO3B’SA3yBaHHS
3a1a4 y cdepi KOMIIOTEPHHUX HAyK, OIIHIOBATH iX
e(heKTHBHICTH Ta 0OMEKEHHS Ha TX 3aCTOCYBAHHSI.

PLO 11 Create new algorithms for solving problems in
the field of computer sciences, evaluate their
effectiveness and limitations on their application.

IPH 12 TIlIpoexTyBaTH Ta CyNpOBOIUKYBaTH 0a3u
JIAHUX T 3HAHb.

PLO 12 Design and databases and

knowledge bases.

support
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IPH 13 OuwuinoBatd Ta 3a0e3meyyBaTd  SKICTh
iHpOpMaIIHHUX Ta KOMIT IOTEPHUX CHCTEM pi3HOTO
MIPU3HAYCHHS.

PLO 13 Assess and ensure the quality of information
and computer systems for various purposes.

ITPH 14 TecrtyBaTu nporpaMue 3a0e31eIeHHS.

PLO 14 Test the software.

IPH 15 BusBnatu notpedu MOTEHUIHHUX 3aMOBHHKIB
II0J0 aBTOMAaTu3alii 00poOKH iHpopMaIii.

PLO 15 Identify the needs of potential customers
regarding the automation of information processing.

IIPH 16  Bukonysatu
KOMIT FOTEPHHX HaYK.

JOCHiKEeHHsT Y cdepi

PLO 16 Conduct research in the field of computer
sciences.

ITPH 17 BusBiata Ta ycyBaTH TpOOJIEMHI CHTyaIlii B
mporieci  eKCIUTyaTarlii IMporpaMHOro 3abe3redeHHs,
¢dopmymoBaTi 3aBmaHHS Ui Mioro Moamdikauii abo
PEIKUHIPUHTY.

PLO 17 Identify and eliminate problematic
situations during software operation, formulate tasks
for its modification or reengineering.

IIPH 18 36upatu, popmanizyBaTh, CHCTEMAaTU3yBaTH 1
aHaJli3yBaTH MOTPEOM Ta BHUMOTU 10 iHQopMamiiiHoi
ab0 KOMIT'IOTePHOI CHCTEMH, IO PO3POOISIETHCS,
eKCIITYaTy€eThCsl YU CYHPOBOIKYETHCS.

PLO 18 Collect, formalize, systematize, and analyze
the needs and requirements for the information or
computer system being developed, operated or
supported.

IIPH 19 AmanizyBaT cy4acHWl cTaH 1 CBITOBI
TEHIEHITII PO3BUTKY KOMII'IOTEPHMX HAyK Ta
1HpOpMAaIIHHIX TEXHOJIOTIMH.

PLO 19 Analyze the current state and global trends
in the development of computer sciences and
information technologies.

IPH 20 Po3BuBatu 3araimpHi 1 croerianbHi (i3ndHi
SKOCTI miia  (GopMyBaHHS BIMCHKOBO-TIPUKIIATHUX
HABHYOK Ta BUXOBAaHHS BOJBOBHUX 1 TMCHXIYHHX
SIKOCTCH.

PLO 20 To enhance general and specialized physical
attributes for the establishment of military-applied
skills and the nurturing of volitional and mental
traits.

IPH 21 CrBoproBaT Ta JOCIDKYBAaTH 1H(pOpMAIiiHi
Ta MaTeMaTUYHI MOJEN CHUCTEM 1 TpOIeCiB, IO
JIOCITIJKYIOTBCS, 30KpeMa 00’ €KTiB aBTOMATH3Allil.

PLO 21 o create and investigate informational and
mathematical models of systems and processes under
study, including automation objects.

IIPH 22 Maru croemiamizoBaHi 3HaHHS KOHIIEIIIIH,
HOJNITHK ~ Ta  METOMOJOTIH 3aCTOCYBaHHS
KOMIT IOTEpHUX TEXHOJOriH 3abe3mnedeHHs] oOpoOKH
JepkaHux iHGopMaIiitHuX pecypciB.

PLO 22 To possess specialized knowledge of
concepts, policies, and methodologies for the
application of computer technologies for processing
state information resources.

NPH 23 Matu creuiami3oBaHi yMiHHS/HaBUYKH
pO3B’si3aHHST TIPOOJIEM 3aCTOCYBaHHS KOMIT FOTCPHHX
TEXHOJIOT1H KPUTHYHOL i opmartiitnoi
iHppacTpyKTypH.

PLO 23 To possess specialized problem-solving
skills in the application of computer technologies for
critical information infrastructure.

IPH 24 VYupasnatd poOouuMu Tporecamu y cdepi
iHbOPMaLIHHIX TEXHOJOTIH I 0OpOOKH AepiKaBHUX
iHopmamniiiHuX pecypciB Ta iHopmallii, BUMOra mojao
3aXHUCTY SIKOT BCTAHOBJICHA 3aKOHOM, SIKi € CKJIaJJHUMU Ta
MOTPEOYIOTh HOBUX CTPATETTYHUX ITiAXOIIB.

PLO 24 To manage complex and demanding IT
workflows for processing state information resources
and information protected by law, requiring
innovative strategic approaches.

IPH 25 Bonoxitn ykpalHCBKOIO Ta 1HO3EMHOIO
MOBaMH Ha piBHI, JOCTaTHBOMY Ui YCHOTO 1
NHCBMOBOTO  OOroBOpeHHs  (paxoBHX  IIUTaHb,
3IHCHEHHS] HAYKOBOI Ta/ab0 mpodeciiHoil MisIbHOCTI,
NpEeACTaBICHHS PEe3yIbTaTiB JOCITIKEHb.

PLO 25 To possess proficiency in Ukrainian and a
foreign language sufficient for oral and written
discussions of professional matters, conducting
scientific and/or  professional activities, and
presenting research findings.
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8 — PecypcHe 3a6e3neueHHst peaJiizamii nporpamu /
Resource provision for programme implementation

Kaopose 3abesneuenns | Staffing

BianoBigHO 10 KaapOBWX BUMOT IIOA0 3a0e3MeUCHHS
MPOBAKCHHS OCBITHBOI MiSTTBHOCTI JUTSL BiJIIOBiTHOTO
PIBHA BHUIIOI OCBITH, 3aTBEp/UKCHUX [lOCTaHOBOIO
Kabinety MinictpiB Ykpaiam Big 30 rpyzas 2015 p.
Nel187 B uMHHIN pemaKitii.

3anyueHHs! 1O BUKJIaaHHS NpodeciiiHO-OpieHTOBAaHHX
JUCTTAILTIH (axXiBIiB-TIPAKTHKIB Y chepi KOMIT IOTEPHUX
HayK, sSKi MalOTh HAYKOBHH CTYIiHb Ta/ab0 BUCHE
3BaHHS Ta NPAIFOIOTh 32 OCHOBHUM MicCIleM pPOOOTH
cranoButh 70 %.

In accordance with the staff requirements for
ensuring the implementation of educational activities
for the corresponding level of HE, approved by the
Resolution of the Cabinet of Ministers of Ukraine of
December 30, 2015, No. 1187 in the current version.
The involvement of practicing computer science
professionals with scientific degrees and/or academic
titles who work in their primary field of employment
in the teaching of professionally oriented disciplines
is 70%.

Mamepianvno-mexniune 3a6esneuenns | Material-technical support

BigmoBimHO 10 TEXHOJOTIYHHX  BUMOT
MaTepiabHO-TEXHIYHOTO  3a0e3MeueHHs]  OCBITHBOI
MISITBHOCTI ~ BIATIOBIAHOTO PIBHSA BHUINOi  OCBITH,
3aTBepmkeHnx IlocranoBoro KabGinetry MiHicTpiB
VYxpainn Big 30 rpyaus 2015 p. Nell87 B umnHIlI
penaxiii.

BukopucranHs Cy4acHOrO MaTepialbHO-TEXHIIHOTO
3a0e3MeUeHHs, a ceMe:

- HABYQJIBHUN CUTYalliiHU IIeHTp 3 KiOepeOesmneku
IC33I KIII im. Irops CikopchKoro;

- KabiHeT Tpymd  pearyBaHHsI Ha  IHIMIACHTH
komm’rotepHoi Oesnekn CSIRT-ED IC331 KIII im.
Iropst CikopchbKoro;

1010

- KOMIT'IOTepHI  JjabopaTtopii 3  oONagHaHUMH
KOMIT I0TepHUMHU pOOOYNMH MiCUSIMU;

- crieniaiaizoBaHi ayuTopii 3 BIJIITIOBITHUM
00JTaTHAHHSIM;

-ueHTp  (i3MYHOrO  BHXOBaHHS Ta  CIHOPTY
“IToniTexHIK”;

- MyJIbTUMEIIHE 0018 THAHHS;

- Ta 1HIIe.

In accordance with the technological requirements
for the material and technical support of educational
activities of the relevant level of HE, approved by
the Resolution of the Cabinet of Ministers of Ukraine
of December 30, 2015, No. 1187 in the current
version.

Modern material and technical support is used, and
seme:

- educational situational center for cyber security of
ISCIP Igor Sikorsky Kyiv Polytechnic Institute;

- the office of the computer security incident response
group CSIRT-ED of ISCIP Igor Sikorsky Kyiv
Polytechnic Institute;

- computer laboratories with equipped computer
workplaces;

- specialized classrooms with appropriate equipment;
-the center of physical education and sports
“Polytechnic™;

- multimedia equipment;

- and other.

Inpopmayitine ma nasuanvro-memoouune 3abesnevernns |
Information and methodical support of the educational process

KopucryBanuss HaykoBo-TexHiuHOI0O 0i0mioTEeKOI0 Ta
iHmmMu iHGopMariiaumu pecypcamu KIII im. Irops
Cikopcbkoro, 0i0OMOTEKOI0 HABYAIBHOTO  BIIILTY
IC33I KIII im. Irops Cikopcekoro Ta cHeuiaibHOIO
6iomorekoro IC331 KIII im. Irops Cikopchkoro.

Use of the Scientific and and other information
resources of Igor Sikorsky Kyiv Polytechnic Institute,
the library of the educational department of the ISCIP
Igor Sikorsky Kyiv Polytechnic Institute and the special
library of the ISCIP Igor Sikorsky Kyiv Polytechnic
Institute.
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9 — Akagemiuna modinbHicTs / Academic mobility

Hayionanvna kpeoumna mobinenicms [ National credit mobility

MoOXJIMBICTE  YKJIA@aHHA yTOA TIpO  aKaJeMidHy
MOOINBHICTD He mependaveHa y 3B’AKy 3 crenudikoro
MiATOTOBKM 3100yBaviB BUINOI OCBITH 3a JIaHOIO
OCBITHBO-TIPO(ECIHHOIO TPOTPAMOIO.

The possibility of concluding agreements on
academic mobility is not provided for in connection
with the specifics of the training of applicants for
higher education under this educational and
professional program.

Mixcnapoona kpeoumna mobinenicme | International credit mobility

MoOXJIMBICTE  YKJIA@aHHA yTOA TIpO  aKaJeMidHy
MOOUTBHICTD, TIPO TPHUBATI MiXHAPOIHI MPOEKTH, SKi
nepen0avaoTh  BKJIIOYEHE HaBYaHHSA  3700yBadiB
BUIIO1 OCBITH (3a pileHHsIM l'onosu
Jepxcmen3s’ 3Ky ).

Possibility of concluding academic mobility contracts
and long-term international partnerships that involve
embedded learning for higher education students (as
determined by the Head of the The State Service for
Special Communications and Information Protection of
Ukraine).

Hasuanns inozemmnux 3006ysauie BO

/ Study of Foreign applicants of HE

HaBuanHs iHO3eMHMX 3100yBauiB BUINOi OCBITH 3a
JAHOIO  OCBITHRO-TIPO)ECIHHOIO  TIporpamMor0  He
nepeadadeHo.

This educational and professional program is not
open to international higher education students.
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2. TEPEJIIK OCBITHIX KOMITIOHEHTIB / EDUCATIONAL COMPONENTS

Kpenutu . opE
Kox / . . €KTC/ MHACYMKOBOTO
OcgitHi komnonenTy / Educational Components KOHTpOJIIO /
Code ECIIS -
- Final control
credits
measure form
O00B’s13K0Bi (HOPpMATHBHI) KOMIIOHEHTH /
Required (standard) components of the EP
Iuxa 3araasnoi miarorosku / General training cycle
30 1 InrenexkTyansHa BiacHiCTH Ta mareHTosHaBctBo / Intellectual 3 sanik | credit
Property and Patent Law
302 Cramuit inHOBamiHMii possuTok [/ Sustainable Innovative 4 sarmix / credit
Development
303 HpaI.CTI/I‘lHI/Iﬁ Kypc iHO3€MHOi MOBH A Ii10BO1 K_OM}_lHiKaui'i / 3 sarix | credit
Foreign Language Course for Professional Communication
Huxa npogeciitnoi mixroroBku / Professional training cycle
110 1 disnune Buxosanus / Physical Education 4 3ayik / credit
[ndopmaniiiai TexHoNOrIl B HAIOHATBHIN cUCTeMi KibepOe3neku
110 2 / Information Technologies in the National Cyber Security 4 3aiik / credit
System
OOpoOieHHs HaJaBEIMKHX MacuBiB nanux / Processing of eK3aMeH /
o 3 4 s
Extremely Large Data Sets examination
10 4 CyuacHi TEXHOJIOTTl TPOrpaMyBaHHs / Modern Programming 4 sarix / credit
Technologies
Mopeni, MeToAaM 1 TEXHOJOTIi 1HKEeHepii 3HaHb Ta MAaITHHHOTO
110 5 masuanas / Models, Methods and Technologies of knowledge 3 3ayik / credit
Engineering and Machine Learning
Mo 6 Posmonineni obuncmoBanbhi cuctemu / Distributed Computing 4 eK3aMeH /
Systems examination
AMiHICTpYBaHHS Ta 3aXUCT CUCTEM YMpaBIIiHHS 06a3aMu JaHUX / . .
IT L . . 3 t
07 Administration and Protection of Database Management Systems saniic/ credi
3a0e3neueHHs SKOCTI Ta PEBEPC-IHKUHIPUHT MPOTrPaMHOTO
o s 3abesrmeuenns / Quality Assurance and Software Reverse 4 3anik / credit
Engineering
3a0e3meueHHs] SKOCTI Ta PEBEPC-IHKUHIPUHT TPOTPAMHOTO
o9 3abe3nieueHHs. KypcoBa poGora / Quality Assurance and 1 3aiik / credit
Software Reverse Engineering. Coursework
Bukonanns maricrepcbkoi auceptauii / Preparation of Master’s 3axucr /
o 10 . 14
Thesis defense
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IpakTuxn / Practices
MO 11 | Kibepnasuanns / Cyberlearning 3 3aiik / credit
10 12 | BiickkoBe cTaxkyBants / Military Internship 9 3anik / credit
Bu6ipkosi komnonenTn / Elective components
Huxa npogeciitnoi mixroroBku / Professional training cycle
Bubipkora gucrumiina 1 3 ®-Karanory / . .
1B 1 Elective Subject 1 from P-Catalogue S sanix / credit
BubipkoBa gucuuruina 2 3 @-Karanory / 5 . .
1B 2 Elective Subject 2 from P-Catalogue sk / credit
BubipkoBa nqucuumuiina 3 3 @-Karanory / . .
1B 3 Elective Subject 3 from P-Catalogue > sanix / credit
Bubipkora gucrumiina 4 3 ®-Karanory / . .
1B 4 Elective Subject 4 from P-Catalogue 4 sanix / credit
Bubipkora gucrumiina 4 3 ®-Karanory / . .
[B5 Elective Subject 4 from P-Catalogue 4 sanix / credit
3aranpHuid 00CAT 000B’SI3KOBUX KOMITOHEHTIB /
. . 67
Total scope of the required components:
3aranbHui 00CsAT BUOIPKOBUX KOMITOHEHTIB /
. , 23
Total scope of the elective components:
OOcsr OCBITHIX KOMIIOHEHTIB, 1110 3a0€3MeUyI0Th 3100yTTs
KOMIIeTeHTHOCTel BusHaueHux CBO / 59
Total scope of the educational components aimed at acquisition of
competencies specified in the Higher Education Standard
3ATAJIbHUM OBCST OCBITHLOI TPOT'PAMM / 90
TOTAL SCOPE OF THE EDUCATIONAL PROGRAMME
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3. CTPYKTYPHO-JOI'TYHA CXEMA OCBITHbBOI IPOT'PAMM /
STRUCTURAL-AND-LOGICAL SCHEME of THE EDUCATIONAL
PROGRAMME
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4. DOPMA ATECTALI{ 3/I0BYBAYIB BULLIOI OCBITH /
THE FORM OF ATTESTATION FOR DEGREE PURSUERS

Artecrariisi 3100yBadiB BUIOI OCBITH 3a OCBITHBO-TIpodeciiiHol mporpamoro “Komm’rotepHi
CHUCTEMH 1 TEXHOJIOTIi CIeIiallbHOro 3B’SI3KY~ 3IiMCHIOETBCS y (QopMi MyOJIYHOTO 3aXHCTy
kBamdikamiinuoi podotu, MO 3abe3medye OIIHIOBAaHHS JOCSATHEHHsS pe3yJIbTaTiB HaBUYaHHI,
BHU3HAUEHUX OCBITHHOIO MPOTPAMOIO0 Ta 3aBEPIIYETHCS BHUIAYCIO JOKYMEHTA BCTAHOBJICHOTO 3pa3Ka
PO MPHUCYIKEHHS HOMY CTYIIEHS Marictpa 3 MPUCBOEHHAM KBamiikalii: Marictp 3 KOMI IOTEPHUX
HayK, 32 OCBITHRO-TIpOdeciiiHO0 mporpamoro “Komm’ioTepHi CHUCTeMH 1 TEXHOJOTIi CIemiaibHOTO
3B SI3KY .

Kpamidikamiiina po6ora Mae mepeadadaTd poO3B’s3aHHS CKJIAAHOI 3aaadi JOCIITHUIBKOTO
Ta/a00 1HHOBALIHOTO XapakTepy y chepi KOMIT IOTEPHUX HAYK.

Kpamidikarmiiina poGoTa HE MOBHHHA MICTHTH akKaJeMi4HOro Iuiariaty, Ganbcudikarii,
¢abpuxarii.

Kpamidikarmiiina po6ota mMae OyTu po3MilieHa Ha caiTi abo y myOJIiYHOMY pPEemo3uTOpii
3aKJ1aly BHILOI OCBITH 200 HOTO CTPYKTYPHOTO MiAPO3/IiTy.

OnpuntogHeHHs KBamdikamitHux pooiT, Mo MICTATH iH(QOpMaIlifo 3 00OMEKEHUM JTOCTYIIOM,
CJIL 3A1MCHIOBATH BIAIIOBIIHO 10 BUMOT 3aKOHO/IABCTBA.

Assessment of higher education students for the educational and professional program
“Computer systems and special communications technologies” is carried out in the form of a public
defense of a qualification work, which ensures the assessment of the achievement of learning
outcomes defined by the educational program and ends with the issuance of a document of the
established sample on awarding him the degree of master with the qualification: master of computer
science, according to the educational and professional program “Computer systems and special
communications technologies”.

The qualification work should provide for solving a complex task of a research and/or
innovative nature in the field of computer science.

The qualification work should not contain academic plagiarism, falsification, fabrication.

The qualification work should be posted on the website or in the public repository of the higher
education institution or its structural unit.

The publication of qualification works containing information with restricted access should be
carried out in accordance with the requirements of the legislation.
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5. MATPULS BIIMTOBIJHOCTI IPOTPAMHUX KOMIETEHTHOCTEM
KOMITIOHEHTAM OCBITHBOI ITIPOT'PAMMH /
COMPLIANCE MATRIX OF PROGRAMME COMPETENCIES WITH
PROGRAMME COMPONENTS
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6. MATPULA 3ABE3IIEYEHHA ITPOT'PAMHUX PE3YJIBTATIB
HABYAHHS BIZINOBITHUMHA KOMIIOHEHTAMM OCBITHBOI
IHPOI'PAMM / COMPLIANCE MATRIX OF PROGRAMME LEARNING
OUTCOMES WITH PROGRAMME COMPONENTS
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