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NMPEAMBY A / PREAMBLE

PO3POBJIEHO / DESIGNED
KepisHuk poboyoi rpynu/ Head of the project team:r:

Nange Omutpo Bonogumuposuy, 4.7.H., npodecop, 3asigysay Kadeapw iHdopMaLiiHoi bezneku / Dmytro
LANDE, Dr. Sc, Full Professor, Head of the department of information security

Ynenu pobouyoi rpynu/ Project team members:

CtbonoykiHa IpuHa BanepiiBHa, K.T.H.,AOLEHT, AoueHT kadenpu iHdopMauiitHoi besneku / Iryna
STYOPOCHKINA, PhD,Associate Professor, Professor of the department of information security

CmupHos Ceprint AHaToninosuY,K..-M.H., AOLUEHT, AOLEHT Kateapw iHhopmaLiiHoi 6eanekun / Sergii
SMYRNOV, PhD, Associate Professor, Professor of the department of information security

MauycbKuin EBreH AHApiioBKY, A.T.H., npodecop, npodecop kadeapu iHdopmauiiHoi 6e3neku / Eugene
MACHUSKY, Dr. Sc, Full Professor, Professor of the department of information securit

MporoHoe AMuTpo OnekcaHApOBMY, A.T.H., AOLEHT, AOLUEHT Kadeapw iHhopmauinHoi Besneku / Dmytro
PROGONOQV, Dr. Sc, Associate Professor, Professor of the department of information security

NMOrog>XeHoO / AGREED:

HaykoBo-MeTOAM4YHa KoMiCia yHiBepcuTeTy 3i criediansHocTi F5 Kibepbensenka Ta 3axucT iHdopmadii /
The Scientific and Methodological Commission of the University on speciality F5 Cybersecurity and
information protection (minutes of meeting Ne &/ of )3 04.2026)

lonosa HMKY-F5 /Chairman of the SMCU-F5
Omutpo NNAHOE / Dmytro LANDE

MeTtoguyHa paga KNl im. Irops Cikopcekoro / The Methodological Council of Igor Sikorsky Kyiv Polytechnic
Institute (npoTokon / minutes of meeting Ne_sin / dated 04 06. 2026)

lonos wyHoi paaw / Head of the Methodological Council
TetaHa MENACKOBA / Tetiana ZHELIASKOVA
BPAXOBAHO / CONSIDERED:

Haka3 Ne HOO/215/26 Big 18.03.2026 «[lpo nnaHyBaHHA Ta opradizauiio OCBITHLOro npouecy
2026-2027 H.p.» Ta Ne HO[1/479/26 Bin 29.05.2026 poky «[1p0o BHeCeHHA 3MiH [0 Haka3y Bif
18.03.2026 N: HO[1/215/26 «[po nnaHyBaHHA Ta opraHizauito ocBiTHLOro npouecy 2026/2027»

MNMonoxeHHs npo po3pobneHHs, 3aTBEPAKEHHS, MOHITOPUHI Ta neperass oceiTHix nporpam B KMl im.
Irops CikopcbKoro.

MonoXxxeHHA Npo peanizauilo nNpaea Ha BiAkHUI BUBIp Hae4YanbHUX gucuunid 3pobyeavyamm BULLOT
ocsiTu Kl im. Iropsa Cikopcebkoro. KnacudikaTtop npodecin OK 003:2010 (3miHn BHeceHo HakasoMm
MiHekoHoMmiku Ne1410 Big 16 civHs 2024 p.).

Moba)kaHHA | NPONO3WLIA CTEeKXoNAepiB:
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MoxoHbkKO Onekcin AHaToninoBuY, K.p.-M.H., R&D anpekTop 3 iHdopmauinHoi 6esznekn, TOB
“CaMcyHr EnekTpoHikc YkpaiHa KomMnaHi”, yKpaiHCbKUI LLeHTPp A0CNiAXKeHb Ta po3pobok Samsung

ConoBnos €BreHin Banepinosund, K.¢.-M.H., R&D anpekTop 3 iHhopMauinHoi 6e3nekn, TOB “CaMCyHr
EnekTpoHikc YkpaiHa KoMnaHi”, yKpaiHCbKMI LeHTP Aocnig)XeHb Ta po3pobok Samsung

ABpoeeB Irop BonoammmpoBuy, NOJIKOBHUK CRyXbum UMBiNbHOro 3axucty, HavyanbHuk LleHTpy
OnepaTMBHONO 3B'A3KY, TEIEKOMYHIKaUiIMHNX CUCTEM Ta iHpopMaLinHNX TexHonorin Oep>XaBHOi
cny>xbu 3 Hag3BUYaMHMX CUTYaUin

Anko OnekcaHAp, CTYAEHT 2 KypCy MaricTtpaTypu 3a cneuianbHicTio F5 Kibepbesneka Ta 3axucT
iH(opMauii

3abapa MaBno, cTydeHT 2 KypCy MaricTpaTypu 3a crneudianbHicTio F5 Kibepbesneka Ta 3axucT
iHbopmauii

Order No. NOD/215/26 dated 18.03.2025 "On the planning and organization of the educational
process for 2026-2027" and No. NOD/479/26 dated May 29, 2026 “On amendments to the order
dated March 18, 2026 No. NOD/215/26 “On planning and organization of the educational process
2026/2027"

Regulations on the development, approval, monitoring and revision of educational programs at KPI
named after Igor Sikorsky.

Regulations on the exercise of the right to free choice of academic disciplines by higher education
applicants of KPl named after Igor Sikorsky.

Classifier of professions DK 003:2010 (amended by Order of the Ministry of Economy No. 1410 of
January 16, 2024).

Stakeholders' wishes and suggestions:
Oleksii MOKHONKO, PhD, Information security R&D Director, LLC “Samsung R&D Institute Ukraine”

Eugene SOLOVYOV, Head of Information Technology Management Foreign Intelligence Service of
Ukraine

Ihor AVDEYEV, Col. of the Civil Defense Service, Head of the Center for Operational Communication,
Telecommunication Systems and Information Technologies of the State Emergency Service

Oleksandr AIKO, 2st year master's student in the specialty F5 Cyber security and information
protection

Pavlo ZABARA, 2st year master's student in the specialty F5 Cyber security and information
protection

EBOJIIOLIA OCBITHbOI MPOrPAMU / EVOLUTION OF THE EDUCATIONAL PROGRAMME

MigrotoBka 3006yBayiB 3a 0CBITHbO-MpodecinHoo nporpamoto (OMNM) «CncteMm TEXHIYHOIO 3aXUCTy
iHpopMaLii» gpyroro (MaricTepcbKoro) piBHsa BMLLOI OCBITK 3a cneuianbHicTio 125 Kibepbesneka Ta
3axuUCT iHopmMauii npoBoanTbcsa 3 2017 poky. Po3pobka OMM novyanacsa B 2016 poui npoBigHNUMMK
paxiByaMn Pi3sNKO-TEXHIYHOro iHCTUTYTY. [laHa OCBiTHbO-NpodecinHa mporpamMa BpPaxoOBYE
baraTopiyHun goceig poboTtu (3 2000 poky) NpauiBHMKIB Kadenp i3ankKo-TexHivyHnUX 3acobiB 3axncTy
iHpopMauii Ta iHpopMauirnHoi 6e3nekn Wo[o NiAroToBKM axiBuiB B ranysi KibepHeTUYHOI Ta
iHpopMaLinHOT 6e3nekun, 30KkpeMa 3 BUKOPUCTaHHAM 3acobiB TEXHIYHOro 3aXUCTY.

MpoTtsarom 2016-2020 poky npoBoanaacsa nocnigoBHa moaepHizauia Ol 3 BpaxyBaHHAM TeHOEHLIN
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pO3BUTKY ranysi KibepHeTn4HoI Ta iHPopMaLUinHOi 6e3nekn, a TakoX BIAMOBIAHOCTI CTaHAapTaMm
BMLLOT OoCBiTKM B ranysi 125 Kibepbesneka. 3MiHn OMNMN 6ynn cnpsMoBaHi Ha PO3LWMPEHHS
crneuianizoBaHUX OCBITHIX KypciB (Hanpuknan, PagioMOHITOPUHE i paaionpoTunais Ha o06’ekTax
iH(bopMaUinHOI AianbHOCTI, CTPYKTYpHO-NapamMeTpmnyHa onTuMisauia npncTtpois T31), BNpoBaa XeHHs
€NeMeHTIB AYyasibHOI OCBiTM Ta PO3WMNPEHHSA MOXAUBOCTeN 3400yBadviB WoOA0 hopMyBaHHS
iHOMBIAYaIbHOI TPAEKTOPII HaBYaHHA.

B 2021 poui Ol oHOBNEHO Y 3B’'S3KY 3 BUXOAOM CTaHAapPTYy BULLOI OCBITWU 3a cneuianbHiCcTO 125
«Kibepbesneka» Onsa apyroro (MarictepCbKoro) piBHs Buwoi ocBiTu Big 18.03.2021 Ne 332.
3okpema, oo OIM BHeCceHO HACTYMHi 3MiHW: OOMOBHEHO Mepesiik 3araJbHUx/daxoBux
KOMMNETEeHTHOCTEN Ta NPOrpaMHUX pesynbTaTiB HaBYaHHSA, 3MIHEHO KiJIbKICTb KpeauTiB Wono
MPaKTUKMN.

Mopanblue OHOBMEHHS OCBiITHbO-NpodecinHoi Nnporpamu Bigbynocs y 2022 poui, 3 ornany Ha
HabyTTa Pi3NKO-TEXHIYHN M IHCTUTYTOM CTaTyCcy HaB4anbHO-HayKoOBOro iHCTUTYTY. BHEeCEHO 3MiHn y
CKnapj NPOeKTHOI rpynu Ta CKNafj cTenkxonaepis. Tako>X OHOBJIEHO iHOpMaLilo WoA0 NPUAATHOCTI
00 npauesnawTyBaHHA BUNYCKHUKIB 3@ OMM 3rigHo 3MiH Ne10 no Oep>kaBHOro knacudgikaTopy
npogecin AK 003:2010. BpaxosaHo MocTaHoBy KabiHeTy MiHicTpiB YkpaiHu Big 24 6epesHs 2021 p.
Ne 365 «lpo BHeceHHS 3MiH A0 nocTaHoBWU KabiHeTy MiHicTpiB YkpaiHu Big 30 rpyaHsa 2015 p. Ne
1187 MNpo 3aTBEpAXKEHHS JTiLEeH3INHUX YMOB NPOBaAXEHHSA OCBITHbLOT Oif/IbHOCTI».

B 2023 p ocBiTHA nporpama 6yna oHOB/EHa Yy 3B'A3KY 3i 3MiHOI Ha3BW cneuianbHOCTI. BHeceHo
KOPEKTUBW Yy BiANoOBiAHOCTI 3 BUMMoramu NoctaHoBu KabiHeTy MiHicTpiB YKpaiHu Big 16.12.2022 Ne
1392 “Ipo BHeCeHHSA 3MiH 40 nepesiky raaysen 3HaHb i crneuiaJbHOCTEN, 3a AKUMUN 34iNCHIOETbLCA
niarotoBka 3a06yBadviB BULLOI OCBITU”. BHECEHO 3MiHM y CKNaf CTEeNKXonpepiB B 4aCTUHI
npeacTaBHUKIB CTYOEHTCbKUX OpraHisauin.

AkTyanbHa pegakuia OMM 6yna po3pobneHa B 2024 p. bBynu nepernsHyTi Ta OHOBAEH|I HAaMOBHEHHS
Ta opMM CEMECTPOBOr0 KOHTPOJIIO 38 OCBITHIMU KOMMNOHEeHTaMu: «MaTemMaTnyHe MoAentoBaHHSA
cucTteM i npouecis», «HaykoBa poboTa 3a TeMOl0 MaricTepCcbKoi AucepTauii» Ta «CucteMun 3axmcTy
MOBHOI iH(popMaLii». OCBITHIN KOMMOHEHT «CTPYKTYpPHO-NapaMeTpuyHa onTuMisauisa npucTpois T31»
oyB Buny4deHuninn 3 Ol 3 MeTo MOCUNEHHS NiAroTOBKW 3400yBaviB 3a HANPAMKOM TEXHIYHOrO
3aXUCTYy MOBHOI iH(bopMaLii. BHeCEHO 3MiHM y CKNapg CTernkxonnepis B YaCTUHI NpeacTaBHUKIB
CTYOEHTCbKNX OpraHisauin.

B 2025p. 3miHeHO BignoBigHO go MocTaHoBuM KabiHeTy MiHicTpiB YKkpaiHm Ne 266 [po
3aTBEepAXKEHHSA nepesiiky ranysen 3HaHb i cneuianbHOCTEN, 3@ AKMMU 3A4INCHIOETBCA NiArOTOBKA
3006yBayviB BULLLOT Ta haxoBoi NnepenBuLLoi ocBiTU: Big 29.04.2015 p. y YMHHIN pepakuii (3i 3MiHaMK i
OOMOBHEHHAMMU 3ripHo nocTtaHoBuM KMY Ne 188 Big 21.02.2025 p.).
URL: https://zakon.rada.gov.ua/laws/show/266-2015-%D0%BF#n11

AkTyanbHa pepakuia OMNM po3pobneHa B 2026 p. Po3wmpeHo nepenik nporpamMHUX pesynbTaTiB
HaBYaHHSA 419 BpaxyBaHHA pekoMeHgauin MOH YkpaiHn wono BnpoBag>XeHHA KOMMNETEHTHOCTEN
CTOCOBHO 3axuCTy 06’eKTiB KpUTUYHOI iHppacTpykTypu (nmct MOH Nel/15518-25 Big 24.07.2025):
B3aemopgisa cyb’ekTiB HauioHanbHOI cnctemm 3axmcty Kl Ta obMiH iHopMaLieo 3 nuTaHb 6e3neku i
CTINKOCTI piyKLioHyBaHHSA Kl

Tako)X BpaxOBaHO OHOBJIEHHS B OpraHi3aLil OCBiTHbOro npouecy 3rigHo HakasiB pektopa Kl im.
Iropa Cikopcbkoro NeHO[/215/26 Big 18.03.2026 poky «[lpo naaHyBaHHSA Ta oOpraHisauito
HaBYaJsibHOro npouecy 2026-2027 H.p.» Ta Ne HO/479/26 Big 29.05.2026 poky «[1po BHECEHHSA 3MiH
00 Haka3sy Big 18.03.2026 Ne HO1/215/26 «[1po nnaHyBaHHA Ta OopraHisauilo OCBITHbOro npowecy
2026/2027»

The training of applicants for the educational professional program (EPP) "Technical information
protection systems" of the second (master's) level of higher education in the specialty 125
Cybersecurity and information protection has been carried out since 2017. The development of the
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OPP began in 2016 by leading specialists of the Institute of Physics and Technologies. The
educational program takes into account many years of work experience (since 2000) of employees
of the departments of physical and technical means of information protection and information
security in training specialists in the field of cybernetic and information security, in particular with
the use of technical protection means.

During 2016-2020, the EPP was successively modernized taking into account the development
trends of the field of cyber and information security, as well as compliance with the standards of
higher education in the field of 125 Cyber Security. Changes in the EPP were aimed at expanding
specialized educational courses (for example, Radio monitoring and radio countermeasures at
information activity objects, Structural and parametric optimization of TP/ devices), introducing
elements of dual education and expanding the opportunities of applicants to form an individual
learning trajectory.

In 2021, the EPP was updated in connection with the release of the higher education standard for
specialty 125 "Cybersecurity" for the second (master's) level of higher education dated 03.18.2021
No. 332. In particular, the following changes were made to the EPP: the list of general/professional
competencies was supplemented and program learning outcomes, the number of credits for practice
has been changed.

The further update of the educational and professional program took place in 2022, in view of the
Institute of Physics and Technologies acquiring the status of an Educational and Scientific Institute.
Changes were made to the composition of the project team and the composition of stakeholders.
The information on the employability of graduates of the EPP was also updated in accordance with
Amendment No. 10 to the State Classifier of Professions DK 003:2010. The Resolution of the Cabinet
of Ministers of Ukraine dated March 24, 2021 No. 365 "On Amendments to the Resolution of the
Cabinet of Ministers of Ukraine dated December 30, 2015 No. 1187 On Approval of Licensing
Conditions for Conducting Educational Activities" is taken into account.

In 2023, the educational program was updated in connection with the change of the name of the
specialty. Corrections were made in accordance with the requirements of the Resolution of the
Cabinet of Ministers of Ukraine dated 16.12.2022 No. 1392 "On Amendments to the List of Fields of
Knowledge and Specialties for which Higher Education Candidates are Trained". Changes were made
in the composition of stakeholders in the part of representatives of student organizations.

The current version of the EPP was developed in 2024. The contents and forms of semester control
for educational components: "Mathematical modeling of systems and processes”, "Scientific work on
the topic of a master's thesis" and "Language information protection systems" were revised and
updated. The educational component "Structural-parametric optimization of devices for information
protection" was removed from the EPP in order to strengthen the training of applicants in the
direction of technical protection of language information. Changes were made in the composition of
stakeholders in the part of representatives of student organizations.

In 2025, amended in accordance with the Resolution of the Cabinet of Ministers of Ukraine No. 266
On Approval of the List of Fields of Knowledge and Specialties in Which Applicants for Higher and
Professional Pre-Higher Education are Trained: dated 04/29/2015 in the current version (with
amendments and supplements in accordance with the Resolution of the Cabinet of Ministers of
Ukraine No. 188 dated 02/21/2025). URL:
https://zakon.rada.gov.ua/laws/show/266-2015-%D0%BF#n11l

The current version of the OPP was developed in 2026. The list of program learning outcomes has
been expanded to take into account the recommendations of the Ministry of Education and Science
of Ukraine regarding the implementation of competences regarding the protection of critical
infrastructure objects (Ministry of Education and Culture letter No. 1/15518-25 dated 07.24.2025):
Interaction of subjects of the national Cl protection system and exchange of information on safety
and stability of Cl functions.
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Also taken into account the updates in the organization of the educational process in accordance
with the orders of the rector of the Igor Sikorsky Kyiv Polytechnic Institute No. NOD/215/26 dated
March 18, 2026 “On planning and organization of the educational process 2026-2027 academic
year” and No. NOD/479/26 dated May 29, 2026 “On amendments to the order dated March 18, 2026
No. NOD/215/26 “On planning and organization of the educational process 2026/2027"
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1. NPO®JIb OCBITHbOI MPOrPAMM / EDUCATIONAL PROGRAMME PROFILE

1 - 3aranbHa iHdopmMauia / General information

MNoBHa Ha3Ba 3akjiafy BULLOI OCBiTK Ta

HaB4asbHoOro nigposainy / Full name of

higher education institution and faculty
/ educational and scientific institute

HauioHanbHU TEXHIYHWUNA
yHiBepcuTeT YKpaiHu
«KWIBCbKUI MONITEXHIYHNN
IHCTUTYT iMeHi Irops
CikopcbKoro»
HaB4anbHO-HayKOBUN
Qi3NKO-TEXHIYHUN IHCTUTYT

National Technical University
of Ukraine «lgor Sikorsky Kyiv
Polytechnic Institute»
Educational and Scientific
Institute for Physics and
Technology

CTyniHb BULLOT OCBITW Ta Ha3Ba

0CBiTHbOI KBanidikauii / Higher

education degree and education
qualification title

CTyniHb MaricTpa
MaricTp 3 Kibepbesneku Ta
3axnUCTy iHopMau,il

Master Degree
Master’s degree of
Cybersecurity and

Information Protection

OdpiuinHa Ha3Ba OCBITHLOI NMporpamm /
Educational programme official title

CucTteMn TeXHIYHOro 3axXucTy
iHpopMaLil

Systems of Technical
Protection of Information

Tun gunnaomy Ta o6car oCBiTHLOI
nporpamu / Diploma type and
educational programme volume

Ounnnom maricTpa, 90
KpeauTtis EKTC, TepMiH
HaBYaHHSA 1 pik 4 micaui

Master diploma, 90 credits
ECTS, training period 1 year
4 month

IHdbopMauisa npo akpeguTadito /
Accreditation information of the
educational programme

AkpeguntoBaHo HA34BO,
cepTudpikat 15034 Big
2025-06-21 gincHunnm go

2029-07-01

Accredited by NAQA,
cetificate No 15034 from
2025-06-21 valid to
2029-07-01

Linkn, piseHb BULLOI 0CcBiTK / Education
cycle, level of higher education

HPK YkpaiHn - 7 piBeHb
QF-EHEA - npyruni unkn
EQF-LLL - 7 piBeHb

NQF of Ukraine - 7 level
QF-EHEA - 2 cycle
EQF-LLL - 7 level

Mepepnymosun / Prerequisites

HasaBHICTb CTyneHs
bakanaspa

Bachelor Degree

dopmun 3006yTTA oCBiTK / Forms of

Education OuyHa (neHHa); full-time;
MoBa(n) BuknagaHHs / Language(s) of VKpaitcbKa Ukrainian
instruction

IHTepHeT-aapeca po3MilLleHHS
0CBiTHbOI Nporpamu / URL of the
educational programme

https://osvita.kpi.ua/F5_OPPM
_STZI

2 - MeTa ocBiTHbOI nporpamu / Educational programme purpose

MigrotoBka thaxisus, 34aTHOro NPoecinHoO
aHanizyBaTu, OPMyIOBaTU, BUPILLYBATK
NpaKTWYHi npobaemun Ta po3B'a3yBaTu CKAAAHI
(hi3nKo-TexHiYHi Ta IOriKo-OpraHi3auinHi 3agavi
KibepHeTn4Hoi 6e3nekn B yMOBaxX KOMMIEKCHOCTI
Ta HEJOCTAaTHbOI BU3HAYEHOCTi TEXHOMOTIYHUX,

€KOJIOMiYHWNX, COoLia/IbHO-€KOHOMIYHMX Ta

NOJIITUYHUX 3arpo3, BcebiyHoro npodecinHoro,
iHTeNIeKTYanbHOro, CoLlianbHOro Ta TBOPYOro
PO3BUTKY 0COBMCTOCTI Ha HAaMBULLUX PiBHAX
LOCKOHAJIOCTi B OCBITHbO-HAayKOBOMY CEpPeaOBMULLi.

Training of a specialist capable of professionally
analyzing, formulating, solving practical problems
and solving complex physical-technical and logical-
organizational tasks of cyber security in conditions
of complexity and insufficient certainty of
technological, environmental, socio-economic and
political threats, comprehensive professional ,
intellectual, social and creative development of the
individual at the highest levels of excellence in the
educational and scientific environment.
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3 - XapakTepMcTuKa OCBiTHbOI NporpamMum

/ Educational programme characteristics

NpepmetHa obnacTtb / Subject area

06'€KTU BUBYEHHS:

* Cy4acHi npouecy AOCNiAXKEHHS, aHani3y, CTBOPEHHS Ta 3abe3neyeHHs
(pyHKULiOHYBaHHS iHhOPMaLiINHUX CUCTEM | TEXHONOTIN, iHWNX Bi3Hec-
onepaiinHux npouecis Ha 06’ekTax iHHOPMaLIiiHOI AiSNBHOCTI Ta KPUTUYHNX
iHhpacTPyKTYyp cepw iHhopMauiiHoi 6esnekn Ta/ 60 Kibepbesneku;

* iHopMaLiiHi cuctemn (iHpopMaLiiHO-KOMYHiKaLiHi, iHhopMaLiiHo-
TeneKoMyHiKaLiiHi, aBTOMaTW30BaHi) Ta TEXHONOTIT;

* iHpacTpykTypa 06'eKTiB iHhopMaLiAiHOI AiNBHOCTI Ta KPUTUHHUX
iHhPaCTPYKTYp; CUCTEMU Ta KOMMJIEKCH CTBOPEHHS, 06pobku, nepepavi,
30epiraHHs, 3HULEHHS, 3aXUCTY Ta BigobpaxkeHHs faHuX (iHhopMaLiiHnX
NnoToKiB);

* iH(hOpMaLiiHi pecypcu pisHMX KNaciB (B T.4. Aep>KaBHi iHhopMaLiHi
pecypcu);

* MporpamHe Ta NporpamMHo-anapaTHe 3abe3neyeHHs (3acobu) Kibep3axncTy;
* CcucTeMu ynpaeaiHHA iHpopMaLinHot 6e3nekoto Ta/abo Kibepbesnekoto;

* TexHonorii, MeToan, Mmofeni Ta 3acobu iHdopmaLinHoi be3nekn Ta/abo
Kibepbe3neku.

Lini HaBYaHHS:

MiproTtoBka taxiBLiB, 34aTHUX PO3B’'A3yBaTK 3a4a4i AOCNIAHMLbKOrO Ta/abo
iHHOBaLINHOr O XapakTepy y cdepi iHhopMaLiitHoi Ta/abo kibepbesneku.
TeopeTn4HNI 3MICT npeaMeTHOI obnacTi

TeopeTnyHi 3acafy HayKOEMHUX TEXHONOTIN, (i3NYHI | MaTeMaTnyHi
(byHAaMeHTanbHi 3HaHHSA, Teopii iaeHTUdIKaLii Ta NPUAHATTS pilleHb,
CUCTEMHOr0 aHanidy, CKnagHux CUCTeM, MOAeIIOBaHHA Ta onTuMisaLii
npoLecis, Teopis MaTEMATUYHOI CTaTUCTUKK, KPUNTOrpagivyHOro Ta TEXHIYHOro
3axuUCTy iHopMaLlii, Teopii PU3UKIB Ta IHWIMX MiXXANCLUNAIHAPHUX TEOpIl i
npakTyK y ranysi iHpopmauinHoi 6e3nekn Ta/abo kibepbesneku.

MeToau, MeTOAUKMN Ta TeXHONOrIT

MeToau, Mofeni, METOAMKN Ta TEXHONOTIT CTBOPeHHS, 06pobkK, nepeaadi,
NPUAMaHHS, 3HULLEHHS, BifobpaxeHHs, 3axncTy (Kibep3axucTy)
iHthopMaLinHMX pecypciB y KibepnpocTopi, a TakoX MeToan Ta Mogeni
PO3pobKM Ta BUKOPUCTAHHS NPUKIALHOrO i CreLianizoBaHOro0 NPorpaMHoro
3abe3neyeHHs AN BUPILLEHHS npodeciiHnX 3aaay B ranysi iHhopmauiiHoi
6e3nekun Ta/abo kibepbesneku.

TexHonorii, MeToan Ta Moaeni LOCNiLXKEHHS, aHaNi3y, yNpaBniHHA Ta
3abe3neyeHHs BisHec/onepauiiHUX NPOLIECiB i3 3aCTOCYBaHHAM CyKYMHOCTI
HOPMaTUBHO-MPaBOBMX Ta OPraHi3auiiHO-TEXHIYHNX MEeTOAIB i 3aCobiB 3axmcTy
iHhopMaLiiHnX pecypciB y KibepnpocTopi.

IHCTpyMeHTK Ta obnafHaHH:

3acobu, NpUCTpPOi, MepeXXHe yCTaTKyBaHHs Ta CepefioBULLE, NPUKIAAHE Ta
cneujianizoBaHe nporpamMHe 3abesneyeHHs, aBTOMaTWN30BaHi CUCTEMU Ta
KOMMNEKCH NPOEKTYBAHHSA, MOAESIOBAHHS, eKCrayaTauii, KOHTPOI,
MOHITOPWHrY, 06pobkK, BigobpaxxeHHs Ta 3aXUCTy AaHNX (iIHPopMaLinHNX
MOTOKIB), @ TakOX METOAW i MoAeNi Teopii pPU3MKIB Ta ynpasiHHA
iHthopMaLinHMMM pecypcamm Npu LOCNiILXKEHHi i CynpoBOAXKeHHI 06'eKTiB
iHthopMaLiHOI JisSNbHOCTI Y ranysi iHnhopMaLiiHoi 6e3nekn Ta/abo

Objects of study:

« modern processes of research, analysis, creation and ensuring the functioning
of information systems and technologies, other business operational processes
at the objects of information activity and critical infrastructures in the field of
information security and/or cyber security;

« information systems (information and communication, information and
telecommunication, automated) and technologies;

« infrastructure of information activity objects and critical infrastructures;

« systems and complexes of creation, processing, transmission, storage,
destruction, protection and display of data (information flows);

« information resources of various classes (including state information
resources);

« software and hardware (means) of cyber protection;

« information security and/or cyber security management systems;

« technologies, methods, models and means of information security and/or
cyber security.

Learning goals:

Training of specialists capable of solving tasks of a research and/or innovative
nature in the field of information and/or cyber security.

Theoretical content of the subject area

Theoretical foundations of science-intensive technologies, physical and
mathematical fundamental knowledge, theories of identification and decision-
making, system analysis, complex systems, modeling and optimization of
processes, theory of mathematical statistics, cryptographic and technical
protection of information, theory of risks and other interdisciplinary theories
and practices in the field of information security and/or cyber security.
Methods, techniques and technologies

Methods, models, techniques and technologies of creation, processing,
transmission, reception, destruction, display, protection (cyber protection) of
information resources in cyberspace, as well as methods and models of
development and use of applied and specialized software for solving
professional tasks in the field of information security and /or cyber security.
Technologies, methods and models of research, analysis, management and
provision of business/operational processes using a set of regulatory and legal
and organizational and technical methods and means of protecting information
resources in cyberspace.

Tools and equipment

Means, devices, network equipment and environment, applied and specialized
software, automated systems and complexes of design, modeling, operation,
control, monitoring, processing, display and protection of data (information
flows), as well as methods and models of risk theory and information
management resources for research and support of objects of information
activity in the field of information security and/or cyber security.

Kibepbe3neku.

Opi€eHTaLin OCBITHLOI Nporpamm / Scope

OcBIiTHbO-NpoOdecinHa

| Educational professional

OCHOBHMI (POKYC OCBIiTHb!

oi nporpamu / Main focus

OCHOBHI ¢hokycu nporpamm:

1. NMocuneHa NiaroToBKa B raly3i HOBITHIX METOAIB OTPUMaHHs, 0b6pobkun Ta
nepefaBaHHA CUrHaiB Pi3HOI i3NYHOI NpUpoau;

2. PyHpaaMeHTalbHa NiAroTOBKa LLOA0 MPOEeKTYBaHHS, po3pobku,
BMPOBaAXXEHHS Ta CYyrNpoBOAY KOMMIEKCHUX CUCTEM 3axXMCTY iH-popmalLii, Lo
LIMPKYJItOE Ha 06'ekTax iHhopMaLliiiHOT AisisIbHOCTI Aep)KaBHOi Ta NpUBaTHOI
¢hopmMu BnacHoCTI;

3. MocuneHa NiAroToBKa B ranysi MiXXANCUMUNAIHAPHOrO CUCTEMHO-TO aHanisy 3
MEeTOI0 CTBOPEHHS KOMMIEKCHUX CUCTEM 3aXUCTY iH(POPMAaLIinHNX NMOTOKIB Y
KOMYHiKaLiHNX Mepexax;

4. Cunabycu Ta MmeToanyHe 3abe3neyeHHs NiaroToBky 3406yBayis BULLOI
OCBITU LLOPIYHO NepernafanTbCs 3 METOI BPaxyBaHHSA HOBUX HayKOBO-
TexHoNorivyHux 3000y TKiB y ranysi kibepHeTuy-Hoi 6e3neku;

5. LLnpoke 3anyyeHHs 3000yBaYiB BULLOT OCBITU 40 yHacTi y Npo-BiAHUX
Mi>KHapOAHWX KOH(epeHLisx B ranysi kibepHeTuyHoi 6e3neku;

6. PO3BUTOK AyasibHOI OCBITW Ta MiXXYHiBEPCUTETCbKUX NPOrpam 3 NpoBigHUMY
yCTaHoOBaMU CBIiTY, y4acTb Y MiXKHapPOAHUX KOH(e-peHLisx;

7. NpoBeaeHHA LLOPIYHNX KOH(epeHrLi Ta oniMmiad 3 HOBUX Ha-MPSAMKIB
KibepHeTn4HOi 6e3nekmn 3 MeTol HaB4aHHA 3400yBayiB BULLOI OCBITM po3pobui
iHAMBIAYyanbHMX CTapTaniB Ha eTani Nia-roToBKW KBanigikalinHoi poboTu.
KntoyoBi cnosa: kibepHeTuyHa 6e3neka, TexHi4Hi 3acobu 3axmcTy iH-popMallii,
TeXHIYHWUIA ayauT, MPOEKTYBaHHA Ta CTBOPEHHSA KOMM/EK-CiB TeXHIYHOro
3axuCTy iHopmaLii

The main focuses of the program:

1. Enhanced training in the field of the latest methods of receiving, processing
and transmitting signals of various physical nature;

2. Fundamental training on the design, development, implementation and
maintenance of complex systems for the protection of information that
circulates on the objects of information activity of state and private ownership;
3. Strengthened training in the field of interdisciplinary system analysis with the
aim of creating complex systems for the protection of information flows in
communication networks;

4. Syllabuses and methodological support for the training of higher education
applicants are annually reviewed in order to take into account new scientific
and technological achievements in the field of cyber security;

5. Wide involvement of higher education students in participation in leading
international conferences in the field of cyber security;

6. Development of dual education and inter-university programs with leading
institutions of the world, participation in international conferences;

7. Holding of annual conferences and olympiads on new areas of cyber security
in order to teach students of higher education in the development of individual
startups at the stage of preparation of qualification work.

Keywords: cyber security, technical means of information protection, technical
audit, design and creation of technical information protection complexes

0co6MBOCTi OCBITHBLO!

i nporpamm / Features

1. MocuneHa NiAroToBKa B rajy3si TEXHIYHUX HayK (MporpaMyBaHHs, 06pobku
CUrHanis pi3Hoi isnyHoi Npupoam, po3pobka Ta oNTMMIsaLis NpUCTPoiB
3axucTy iHdopmauii);

2. ®yHjamMeHTasbHa NifroToBKa LWOAO NPOEKTYBaHHSA, Po3pobku,
BMPOBaZXEHHSA Ta CyNPOBOAY KOMMAEKCHUX CUCTEM 3axXUCTY iH-popMmalLlii, Lo
LIMPKYtO€ Ha 06'ekTax iHhopMaLliiHOi AisNIbHOCTI Aep)KaBHOI Ta NpuBaTHOI
hopmu BRacHOCTI;

3. BukopucTaHHs enemMeHTiB lya/ibHOi OCBITW, 30KpEMA MiXKYHIBEPCUTETCbKIX
nporpam 3 NpoBiAHUMYW yCTaHOBaMU CBITY Ta NPO-XOAXKEHHSA NPaKTVK Ha

1. Enhanced training in the field of technical sciences (programming, signal
processing of various physical nature, development and optimization of
information protection devices);

2. Fundamental training on the design, development, implementation and
maintenance of complex systems for the protection of information that
circulates on the objects of information activity of state and private ownership;
3. The use of elements of dual education, in particular, inter-university
programs with the world's leading institutions and internships at leading
enterprises in the field of information protection.

NPOBIAHMX MIANPUEMCTBAX ranysi 3axucTy iHopmadii.
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4 - NMpupaTHICTb BUNYCKHUKIB 0,0 NpaueBflaliTyBaHHA Ta NOAANbLUIOro HaB4YaHHA /
Eligibility of graduates for employment and further study

MpupaTHicTb Ao npaueBnawTtyBaHHA / Eligibility for employment

BignosigHo oo Lep>xaBHOro Knacugikatopy
npocecin K 003:2010 3i 3miHO Ne10
BMMYCKHUKN MOXXYTb MpauioBaT Ha nocagax, Lo
BiAMOBILAIOTb KJIACUMDIKALINHAM YrpyrnoBaHHAM:
2139.2

AHaNITUK CMCTEM 3aXUCTY iHhopMaLLil Ta OLiHKYK
BPa3/IMBOCTEN

AHaniTuk 3arpo3 be3nekn

daxiBeub 3 NnTaHb Hesnekn (iHhopMaLinHo-
KOMYHIKaLiHi TeXHONOrii)

daxiseub 3 NiATPUMKN iHPPACTPYKTYpH
Kibep3axucTty

daxiBelb 3 pearyBaHHA Ha iHUMOEHTH
Kibepbesneku

daxiBeLb 3 TECTYBaHHA CUCTEM 3aXUCTYy
iHpopmaLii

daxiBelb 3 TEXHIYHOI0 3axXUCTy iHpopmaLii
daxiseLb chepmn 3axXMCTy iHDopMauii

23 MpodpecioHanu B ranysi OCBITW i HAaBYaHHS

According to the State Classifier of Professions DK
003:2010 with Amendment No. 10, graduates can
work in positions corresponding to the classification
groups:

2139.2

Analyst of information protection systems and
vulnerability assessment

Security threat analyst

Security specialist (information and communication
technologies)

Cyber protection infrastructure support specialist
Cyber Security Incident Response Specialist
Specialist in testing information protection systems
Specialist in technical information protection
Specialist in the field of information protection

23 Professionals in the field of education and
training

Mopanbwe HaByaHHA / Further study

MPOLOBXEHHS OCBITW 3@ TPETIM (0CBITHbO-
HayKOBWM) piBHEM BMLIOI OCBITU. HabyTTs
L04aTKOBMX KBaJlidhikaLin B CMCTEMI OCBITU
LOPOCIUX.

Continuation of education at the third (educational
and scientific) level of higher education. Acquisition
of additional qualifications in the adult education
system.

5 - BuknapaHHA Ta ouiHioBaHHA / Teaching and assessment

BuknapaHHsa Ta HaB4aHHA/Teaching and studying

Mporpamoto nepenbayeHo CTYAEHTOLEHTPOBaHE
HaBYaHHA. BuknagaHHA NPOBOANTBLCS Y TaKmX
thopmax: nekuii, NpakTU4YHi Ta CeMiHapCbkKi
3aHATTS, KOMMO'IOTEPHI NPakKTUKYMK i nabopaTopHi
poboTn; KypCcoBi poboTK; TEXHOIOTiA 3MilLaHOr0
HaBYaHHA, MPAKTUKN; BUKOHAHHA SUMNJIOMHOMO
NPOEKTY i AMNAOMHOI pob60oTK (MaricTepCbKoi
ancepTadin)

The program provides for student-centered
learning. Teaching is carried out in the following
forms: lectures, practical and seminar classes,
computer workshops and laboratory works; term
papers; mixed learning technology, practices;
completion of the diploma project and thesis
(master's thesis)

OuiHloBaHHA / Assessment

OuiHIOBaHHA 3HaHb CTYAEHTIB 34INCHIOETHCA Y
BiAMOBIAHOCTI A0 MNOSI0XKEHHS NP0 CUCTEMY
OLiHIOBaHHS pe3ysibTaTiB HaB4YaHHS Kl im. Irops
CikopcbKoro 3a yciMa Bugamm aygMTopHOI Ta
no3aayaAnTopHOI poboTu (BXiAHWIA, MOTOYHNNA,
KaJleHdapHWUA, NigCYyMKOBMI KOHTPOJIb); EK3aMeEHMN,
3afiky, iHAMBIAYa N bHI 3aBAaHHSA TOLLO.

Assessment of students' knowledge is carried out in
accordance with the Regulation on the system of
assessment of learning outcomes of KPI named
after Igor Sikorsky for all types of classroom and
extra-auditory work (incoming, current, calendar,
final control); exams, assessments, individual
tasks, etc.
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6 - NMporpamMHi KoMmneTeHTHOCTI / Programme competencies

IHTerpanbHa KOMMNETEHTHICTb

/ Integral competence

3AaTHICTb 0CObK po3B’'A3yBaTK 3a4avi
JocnigHnUbKoro Ta/abo iHHOBALIMHOIO XapakTepy Yy
cepi iHhopmauinHoi 6e3nekn Ta/abo Kibepbesneku

The ability of a person to solve tasks of a
research and/or innovative nature in the field of
information security and/or cyber security

3aranbHi KoMmneteHTHOcTI (3K)

/ General competencies

3K |3paTHiCTb 3aCTOCOBYBaTW 3HAHHA Y Ability to apply knowledge in practical
01 |NpaKTUYHMX CUTYyaLisax situations
3K |3paTHICTb NpoBeAeHHA AOCAiIAXEHDb Ha Ability to conduct research at the appropriate
02 |BigoNOBiOHOMY pPIiBHI level
3K |3paTHicTb 4o abCTpaKTHOro MUCJIEHHS, Ability to abstract thinking, analysis and
03 |aHanisy Ta CMHTe3y synthesis
3K |3paTHicTb ouiHOBaTK Ta 3abe3neyyBaTun The ability to evaluate and ensure the quality
04 |aKiCTb BUKOHYBaHMX pobIiT of the work performed

3OaTHICTb cninkyBaTUCA 3 NnpeactaBHnkamu  |Ability to communicate with representatives of
3K |iHWnx npodecinHnx rpyn pi3Horo pieHa (3 other professional groups of different levels
05 |ekcnepTamu 3 iHWNX Frany3en 3HaHb / BUAIB (with experts from other fields of knowledge /

€KOHOMIiYHOI AidNbHOCTI)

types of economic activity)

daxosi komneteHTHOCTI (PK) / Professional competencies

30aTHICTb 06r'pyHTOBAHO 3aCTOCOBYBaATH,
iHTerpyBsaTu, po3pobnaTtn Ta
yLOCKOHaM0BaTU CyYacHi iHhopMaUinHi
TEXHONOrii, HAYKOBO-TEXHi4Hi po3pobku,
i3nyHi Ta MaTeMaTUYHI hyHAAMEHTaNbHI

The ability to reasonably apply, integrate,
develop and improve modern information
technologies, scientific and technical

developments, physical and mathematical

PK . X

01 |PHaHHA i MoAeni, @ TakoX TexHonorii . fundamental_knowledge _and modells, as We_II
CTBOpPEHHA Ta BUKOPUCTaHHSA NpuknagHoro i |as technologies for creating and using applied
creuianizoBaHoro NMporpamMmHoro and specialized software for solving
3abe3nevyeHHs ans BupiwleHHs npodecinHux |professional tasks in the field of information
3a4ay y ranysi iHpopMmauinHoi 6e3nekn Ta/abo|security and/or cyber security
Kibepbesneku
30aTHICTb po3pobasaTy, BNpoBaAXXyBaTu Ta The ability to develop, implement and analyze
aHaslizyBaTu HOPMAaTUBHI AOKYMEHTH, regulatory documents, provisions, instructions
MONOXEHHS, IHCTPYKLUIT 1 BUMOrun TexHidyHoro |and requirements of technical and

®K |Ta opraHisauiiHOro CnpsiMyBaHHS, a TakoX organizational direction, as well as integrate,

02 |iHTerpyBaTu, aHanidyBaTun i BUKOpUCTOBYBaTK [analyze and use the best global practices,
Kpalli CBiTOBIi MpaKTUKK, CTaHOapTwn 3 meToto |standards in order to carry out professional
30iNCHeHHSA npodecinHoi JisnbLHOCTI B ranysi |activities in the field of information security
iHbopMaUuinHoi 6e3nekn Ta/abo Kibepbesneku |and/or cyber security
3MaTHICTL AOCNIAXKYBATW, PO3POONATY | Ability to research, develop and support
CynpoBOA XYyBaTu MeToAmn Ta 3acobu : . .

DK |. AV ) methods and means of information security
iH(bopMaUinHoi 6e3snekn Ta/abo kibepbesnekn . . . .

03 \ . VI . and/or cyber security at objects of information
Ha 06’ekTax iHpopMaLiNHOI AianbHOCTI Ta L o

et activity and critical infrastructure
KPUTUYHOI iHDpacTpyKTypu
3MaTHICTL aHanisysatu, p°3p°6mTM ! The ability to analyze, develop and support
CYyNpOBOAKYBATUN CUCTEMY YNPaBJIiHHS AT . .
) oo the organization's information security and/or
iHdopmMauinHoto 6esnekoto Ta/abo X

OK | . . cyber security management system, to form
Kibepbesnekoto opraHisauii, bopmyBaTun . ) . . -

04 D . . e information security strategies and policies,
CTpaTerito i NoNiTMKKM iHhopMauinHoi 6e3nekn S 4 : .

. o taking into account domestic and international
3 ypaxyBaHHAM BiTYN3HAHUX i MiXKHAPOAHUX .
: standards and requirements
CTaHOapTiB Ta BUMOr
30aTHICTb 00 AOCAIAXKEHHS, CUCTEMHOIO The ability to research, system analysis and
aHani3y Ta 3abe3nevyeHHsa 6e3nepepBHOCTI ensure the continuity of business/operational
6i3Hec/onepauinHMUX NpoueciB 3 METOH processes in order to determine the
oK |BY3HAYEHHS ypasnueocTen iHhopMaLinHnX vulnerabilities of information systems and
05 |cvcTem Ta pecypciB, aHanisy pu3ukis Ta resources, analyze risks and determine the

BW3HA4YeHHS OLHKW iX BNJAWBY Y BiAMOBIAHOCTI
[0 BCTaHOBJIEHOI CTpaTeril i NoniTukn
iHpopMauinHoi 6e3nekn Ta/abo Kibepbesnekn
opraHizauii

assessment of their impact in accordance with
the established strategy and policy of
information security and/or cyber security of
the organization
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OK
06

30aTHICTb aHanizyBaTu, KOHTPOJIIOBATK Ta
3abe3nevyBaTn CUCTEMY YrpaBJliHHSA
[OCTYNnoM A0 iHpOpMaLiNHNX pecypciB 3rigHo
BCTAHOBJIEHOI CTpaTErii i MoNiTUKK
iHdbopMaULinHoi 6e3nekn Ta/abo Kibepbesnekn
opraHisauii

The ability to analyze, control and provide a
management system for access to information
resources in accordance with the established
strategy and policy of information security
and/or cyber security of the organization

DK
07

30aTHICTb gocnigxkyBaTun, po3pobnatu Ta
BNpPOBaA XyBaTyn MeToAM i 3axo4m NpoTuUail
KibepiHUMOeHTaM, 34iMCHIOBaTY NpoLenypu
yrpaBfiHHA, KOHTPOJIKO Ta PO3CNifyBaHHS, a
TaK0o)X HafaBaTu pekoMeHaauil woao
nonepen>XeHHs Ta aHanisy KibepiHUMAEHTIB B
uinomy

The ability to research, develop and
implement methods and measures to counter
cyber incidents, to implement management,
control and investigation procedures, as well
as to provide recommendations on the
prevention and analysis of cyber incidents in
general

30aTHICTb AocnigXyBaTu, po3pobnsaTuy,
BMNPOBaA KyBaTW Ta CYNpPOBOAKYBaTN MeTOoAN
" 3acobun 3axuncTy iHopMaLlii Ha 06'ekTax
iHOPMaUINHOI OiSNbHOCTI Ta KPUTUYHOI

The ability to research, develop, implement
and support methods and means of
information protection at objects of
information activity and critical infrastructure,

OK |. . N o . .

08 iHPpaCTpyKTypK, B iHhopMaUinHnX cnctemay, |in information systems, the ability to evaluate
30aTHICTb OUIHIOBAaTN ePEKTUBHICTb iX the effectiveness of their use, according to the
BUKOPUCTaHHS, 3rigHO BCTaHOB/IEHOI cTpaTerii|established strategy and policy of information
i moniTukKM iHopmMauinHoi 6esnekn Ta/ abo security and/or cyber security of the
Kibepbesnekun opraHisauii organization
30aTHICTb aHanisyBaTun, po3pobnatn i The ability to analyze, develop and support
CynpoBoA)XyBaTu CUCTEMY ayOouTy Ta the system of auditing and monitoring the

oK MOHITOPUHIY eheKTMBHOCTI PyHKUIiOHyBaHHSA |effectiveness of the functioning of information

09 iHPOpPMaLIMHMUX CUCTEM | TEXHOJOTIN, systems and technologies,
6i3Hec\onepauinHMUX NpoueciB B ranysi business\operational processes in the field of
iHbopMauinHoi 6e3nekn Ta/abo kibepbesneku |information security and/or cyber security of
opraHisauii B uinomy the organization as a whole
BFaTH'.CTb MPOBAANTL HAYKOBO-NEAATOTIHHY I o ability to conduct scientific and
DiSNbHICTb, NNaHyBaTN HaBYaHHS, : o L .

X pedagogical activities, plan training, monitor

®K |KOHTpostoBaTK i cynpoBoaxyBaTu poboTy 3 .

. . |and support work with personnel, as well as

10 |nepcoHasioM, a TakKoX NpunMaTu epeKTUBHI

pilleHHA 3 NUTaHb iHOpMaLinHOT be3nekun
Ta/abo kibepbesnekun

make effective decisions on information
security and/or cyber security

30aTHICTb BMABAATN Ta J'IOKaJ'Ii3yBaTVI
noxxepena Hebe3ne4yHnx curHanie B yMOBaX

The ability to detect and localize sources of
dangerous signals in conditions of limited a

DK X X . .2 : . ,

11 obMeXXeHOCTi anpiopHNX OaHMUX WOAo iX priori data regarding their physical nature and
i3zn4HOI Npupoamn i xapakTepucTuk Ha oHi  |[characteristics against the background of
CUJIbHUX 3aBafoOBUX CUTHANIB strong interfering signals

. . . The ability to conduct a complex analysis of
30aTHICTb NPOBOANTN KOMMJIEKCHUN aHani3 d ! .
) : . . |the effectiveness of technical means, devices

®K |etheKTMBHOCTI TEXHIYHMX 3acobiB, NPUCTPOIB : . .

. and information protection systems, to

12 |Ta cucTeM 3axucTy iHopmauii, po3pobnatu

MeToAW MiABULLEHHS X ePeKTUBHOCTI

develop methods of increasing their
effectiveness
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7 - NMporpaMHi pesynbtatyu HaB4aHHA (MPH) / Programme learning outcomes

[1PH
01

BinbHO CMiNnKyBaTUCh AEpP>KaBHO Ta
iHO3EMHOI0 MOBaMM, YCHO i MMCbMOBO A5
npencTasBsieHHs | 06roBopeHHs pesynbTaTiB
Jocnig)XeHb Ta iHHoBaUin, 3abe3nevyeHHs
6izHec/onepauinHMUX Npouecis Ta NUTaHb
npocecCinHoi OianNbHOCTI B ranysi
iH(bopMaUuinHoi 6e3snekn Ta/abo Kibepbesnekn

Communicate freely in national and foreign
languages, orally and in writing to present and
discuss the results of research and innovation,
ensuring business/operational processes and
issues of professional activity in the field of
information security and/or cyber security

[PH
02

IHTerpyBaTu dpyHOaMeHTasnbHi Ta cneuiasbHi
3HaHHA )19 PO3B’A3yBaHHA CKAagHUX 3a4ay
iHdbopMaULinHoi 6e3nekn Ta/abo Kibepbesnekn
Yy WNpoknx abo MynbTnanCUNNAiHAPHNX
KOHTEKCTax

Integrate fundamental and specialized
knowledge to solve complex information
security and/or cyber security challenges in
broad or multidisciplinary contexts

[1PH
03

MpoBagnTK AoCAiOHULbKY Ta/abo iHHOBaLUiNHY
DisnNbHICTL B cdepi iHhopMaLiiHoT 6e3nekn
Ta/abo Kibepbesnekun, a TakoxX B cepi
TEeXHI4YHOro Ta KpunTorpadgiyHoro 3axucTy
iHpopMaLii y kKibepripocTopi

Conduct research and/or innovative activities
in the field of information security and/or
cyber security, as well as in the field of
technical and cryptographic protection of
information in cyberspace

[PH
04

3acTocoByBaTK, iHTErpyBaTu, po3pobnartu,
BNPOBaA KyBaTW Ta YAOCKOHaIlOBATK CyYacHi
iHbopMaUinHi TexHonorii, i3nyHi Ta
MaTeMaTU4Hi MeToau i Mogeni B cepi
iHpopMauinHoi 6e3nekn Ta/abo Kibepbesnekn

Apply, integrate, develop, implement and
improve modern information technologies,
physical and mathematical methods and
models in the field of information security
and/or cyber security

[1PH
05

KpuTnyHo ocMucnioBaTtn npobnemun
iH(bopMauinHoi besnekn Ta/abo Kibepbesneku,
y TOMY 4YUCJi Ha MiXKrasly3eBoMy Ta
MiDKAVCUUNNIHApPHOMY PiBHIi, 30KpeMa Ha
OCHOBi PO3YMiHHS HOBUX pe3ynbTaTiB
iHXXeHepHUX i hi3nKo-MaTeMaTUYHNX HaykK, a
TaKOXX PO3BUTKY TEXHOJIOrN i CTBOPEHHSA Ta
BUKOPUCTaAHHA CcreuianizoBaHoro
nporpamMmHoro 3abe3nedyeHHs

Critically consider the problems of information
security and/or cyber security, including at the
interdisciplinary and interdisciplinary level, in
particular on the basis of understanding the
new results of engineering and physical and
mathematical sciences, as well as the
development of technologies for the creation
and use of specialized software

[PH
06

AHanisyBaTu Ta OLIHIOBATN 3aXULLEHICTb
cucTeM, KoOMMJeKcCiB Ta 3acobiB kKibep3axucTy,
TEXHONOrii CTBOPEHHS Ta BUKOPUCTAHHSA
creuianizoBaHOro NPOrpamHoOro
3abe3neyeHHs

Analyze and evaluate the security of systems,
complexes and means of cyber protection,
technologies for creating and using specialized
software

[1PH
07

O6rpyHTOBYBaTU BUKOPUCTAHHS,

BANpOBaA XyBaTW Ta aHanidyBaTu KpaLLi
CBiTOBI CTaHOApPTW, NPAKTUKN 3 METOO
pPO3B’A3aHHSA CKNagHUX 3a4a4d npodecinHoi
AisinbHOCTI B ranysi iHpopMauinHoi 6e3nekun
Ta/abo Kibepbesnekn

To justify the use, implement and analyze the
best global standards, practices in order to
solve complex problems of professional
activity in the field of information security
and/or cyber security

[PH
08

HocnipxysaTun, po3pobnatu i
CynpoBOAKYBaTK CUCTEMU Ta 3acobu
iHbopMaUinHoi 6e3nekn Ta/abo Kibepbesnekn
Ha 06’ekTax iHopMaUINHOT OiaNbHOCTI Ta
KPUTUYHOI iIHppacTpyKTypu

Research, develop and support systems and
means of information security and/or cyber
security at objects of information activity and
critical infrastructure

AHanizyBaTu, po3pobnsaTn i cynpoBoaXKyBaTHU
cucTeMmy ynpasniHHA iHPoOpMaLUinHO

Analyze, develop and support the

rPH . : .. |organization's information security and/or
be3nekoto Ta/abo kKibepbesnekoto opraHizauii .
09 . g ) ; ... |cyber security management system based on
Ha 6a3i cTpaTerii i NONITUKK iIH(OPMaLLINHOI . ) . X
information security strategy and policy
b6e3nekn
3abe3neyvyBaTn 6e3nepepBHICTb - . .
. y " PEPBH Ensure the continuity of business/operational
6i3Hec/onepauinHUX NPOLECiB, a TAaKOX . . M
e i~ processes, as well as identify vulnerabilities of
[1PH |BUABNATW YPa3/INBOCTI iIHPOPMaLLIMHNX ; .
; ) information systems and resources, analyze
10 |cucTem Ta pecypciB, aHanisyBaTu Ta

OLHIOBATWN PU3MKU AN iHopMaLinHoT
6e3nekn Ta/abo Kibepbesnekun opraHizauii

and assess risks for information security
and/or cyber security of the organization
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AHanisyBaTun, KOHTpPOJIIOBATN Ta
3abe3nevyBaTn epeKTMBHE PYHKLIOHYBaAHHS
CUCTEMU yrnpaBaiHHA OOCTYNOM 40

Analyze, control and ensure the effective
functioning of the access management system

rPH iHOPMALLIAHUX PECypCiB BIAMNOBIAHO 10 to information resources in accordance with
11 P pecypcis . the established strategy and policy of
BCTAHOBNIEHUX CTpaTErii i MONITUKN . : X .
. o . information security and/or cyber security of
iHdbopMaULinHoi 6e3nekn Ta/abo Kibepbesneku .
. the organization
opraHisauii
ocnipgXyBaTu, po3pobnaTtun Ta .
A AXy Po3p ) Research, develop and implement methods
BNpOBaA XyBaTn MeToau i 3axoam nNpoTuaii L
KIBEPIHLIANEHTaM, 3IACHIOBATM NPOLEAYDH gnd measures to counter cyber incidents,
MPH : ’ . implement management, control and
yrpaBiHHA, KOHTPOJIKO Ta PO3caigyBaHHA, a | L .
12 investigation procedures, as well as provide
TaK0o)X HafaBaTu pekoMeHaauil woao X )
) . ) . recommendations on the prevention and
nonepen)xeHHs Ta aHanisy KibepiHUMOEHTIB B . > .
) analysis of cyber incidents in general
uinomy
ocnigxXyBaTn, po3pobnaTu, BNpoBaaXXyBaTn .
A AXY o3P poBaiXy Research, develop, implement and use
Ta BUKOPUCTOBYBATK MEeTOAM Ta 3acobu ;
) ; methods and means of cryptographic and
KpunTorpadiyHoro Ta TEXHIYHOr0 3axX1UCTy R . ;
iHchopMmaLlii isHec/onepaLifiHnx npoLecis, a techmcal mform'atlon protection of
rPH X . . ! business/operational processes, as well as
TaKOXX aHani3yBaTW i HaAaBaTW OLiHKY .
13 g analyze and provide an assessment of the
€(heKTUBHOCTI IX BUKOPUCTAHHSA B . . o ;
) e , effectiveness of their use in information
iHpOpMaLiNHNX cncTeMax, Ha 06’ekTax ; . . -
. Pt ! " systems, objects of information activity and
iHpOPMaLINHOI OiANbHOCTI Ta KPUTUYHOI oo
. critical infrastructure
IHPPaCTPYKTYpH
AHanisyBaTun, po3pobnatu i cynposoaxxysaTtu |Analyze, develop and support the system of
CUCTEMY ayauTy Ta MOHITOPUHIY auditing and monitoring the effectiveness of
[PH |etheKTUBHOCTI (PYHKLIOHYBaHHS the functioning of information systems and
14 |iHopMaLiNHNUX CNCTEM | TEXHOJIOTIN, technologies, business/operational processes
bisHec\onepauinHux npouecis y cepi in the field of information and/or cyber
iHdopMauinHoi Ta\abo kibepbesneku B Linomy |security as a whole
3po3yMifio i HeJBO3HAYHO OOHOCUTW BAACHI Clearly and unambiguously communicate own
[Py [BYCHOBKN 3 npobnem iHpopmMauinHoi 6e3nekn |conclusions on information security and/or
15 Ta/abo Kibepbe3znekn, a TakoXX 3HaAHHSA Ta cyber security issues, as well as knowledge
MOSICHEHHS, WO iX 06rpyHTOBYIOTb A0 and explanations that justify them to staff,
nepcoHasny, napTHepIB Ta iHWKX ocCib partners and other persons
MpuiimaTn 0brpyHTOBaHI pilleHHSA ; s o
punmMa .96 PYHTOBaHI pILLIE 3 Make informed decisions on organizational and
opraHisauinHo-TeXHIYHUX NUTaHb oo , . !
) ke . technical issues of information security and/or
iHdbopMauinHoi besnekn Ta/abo Kibepbesnekn S ;
rPH CKNTANHMX | HENepeaB6adyBaHUX yMOBAX cyber security in complex and unpredictable
16 |Y o P y Y 'Y conditions, including using modern methods
TOMY 4YUCTi i3 3aCTOCYBaAHHAM CyYaCHMUX LS .
. . . and means of optimization, forecasting and
mMeTonAiB Ta 3acobiB onTuMisauii, - :
v : decision-making
NMPOrHO3yBaHHSA Ta NPUNHATTS pilleHb
MaTun HaBMYKM aBTOHOMHOrO i camocTinHoro |Have the skills of autonomous and
HaB4YaHHs y cdepi iHhopMauinHoi be3nekn independent learning in the field of
[PH |Ta/abo Kibepbe3nekn i LOTUYHUX Frany3en information security and/or cyber security and
17 |3HaHb, aHani3yBaTW BNacHi ocBiTHI noTpebu |related fields of knowledge, analyze your own
Ta 06’EKTMBHO OLiHIOBATK pe3ybTaTu educational needs and objectively evaluate
HaBYaHHS the results of your studies
MnaHyBaTK HaBYaHHSA, @ TaKoX i
Plan training, as well as accompany and
[PH |cynpoBoA>XyBaTu Ta KOHTpOJoBaTK poboTy 3 : ; )
. VL supervise work with personnel in the area of
18 |nepcoHanoM y Hanpsamy iHopMaLinHoI ; ) : .
; information security and/or cyber security
6e3nekn Ta/abo kibepbesneku
ObupaTw, aHanisyBaTun i po3pobnaTn NnpuaaTHi . .
pa . y po3pobl pna Choose, analyze and develop suitable typical
TUMNOBI @aHaNITUYHI, pO3pPaxyHKOBI Ta . . .
: . analytical, calculation and experimental
eKcrnepuMmeHTaNbHi MeToan Kibep3saxucTy, .
) methods of cyber protection, develop,
[PH |po3pobnsaTun, peanizoByBaTun Ta . ,
implement and support projects on the
19 |cynpoBOAKYBaTW MPOEKTU 3 3aXUCTY

iHpopMaULii y KibepnpocTopi, iHHOBAUINHOI
OiSNbHOCTI Ta 3aXUCTY iIHTeNeKTyaNbHOI
BJIACHOCTI

protection of information in cyberspace,
innovative activities and protection of
intellectual property




14/21

rPH
20

CTaBnTu Ta BUpPilLYyBaTWN CKNAAHi iHXEHepHOo-
nMpUKAagHi Ta HayKoBi 3adadi iHPOpPMaLiNHOI
b6e3nekun Ta/abo kKibepbesnekn 3 ypaxyBaHHAM
BMMOTI BiTYM3HAHMX Ta CBITOBUX CTaHAapTIB
Ta Kpawnx NpakTuK

Set and solve complex engineering, applied
and scientific problems of information security
and/or cyber security, taking into account the
requirements of domestic and international
standards and best practices

BrvkopucToByBaTU METOAN HATYPHOrO,

Use the methods of natural, physical and

lPH |i3n4HOro i KoMn'toTEPHOr0 MOAESIOBAHHS .
) . . computer modeling to study processes related
21 |ana pocnigXeHHsa nNpoueciB, AKi CTOCY0TbLCS . . . ;
: i . to information security and/or cyber security
iH(bopMaUinHoi 6e3snekn Ta/abo Kibepbesnekn
MnaHyBaTK Ta BUKOHYBATU
E€KCMepuMeHTasIbHi | TEOpPEeTUYHI Plan and carry out experimental and
OOCNio)XeHHs, BUCYBaTK | NepeBipsaTH theoretical research, put forward and test
[PH |rinoTte3un, obupaTn Ans UbOro NpuaaTHi hypotheses, choose suitable methods and
22 |MeToAu Ta iHCTPYMEHTW, 34iNCHI0BaTH tools for this, carry out statistical data
CTaTUCTMNYHY 06p0ObKY maHuX, oUiHOBaTH processing, assess the reliability of research
OOCTOBIpHICTb pe3ynbTaTiB AOCAiIAXKEHb, results, argue conclusions
apryMeHTyBaTu BUCHOBKMN
O6rpyHTOBYBaTM BIOIP MPOrPaMHOro To justify the choice of software, equipment
3abe3nevyeHHs, yCcTaTKyBaHHSA Ta : ; .
; e - and tools, engineering technologies and
IHCTPYMEHTIB, iH)XE€HEepHUX TEXHOJIONIN i I I h .
npowecis, a TakoX obMexxeHb LWoA0 HUX B Processes, as Wetl as restr|ct|.ons on them in
MPH S Sl the field of information security and/or cyber
ranysi iHpopmauinHoi 6e3nekun Ta/abo ; . .
23 | . ) security on the basis of modern knowledge in
Kibepbe3nekn Ha OCHOBI Cy4aCHUX 3HaHb Y . o .
. . i related fields, scientific, technical and
CYMIXKHUX rany3ax, HayKoBOI, TEXHIYHOT Ta ) )
OBIIKOBOI NI TEDATYON T3 IHILGT 10CTVAHOT reference literature and other available
AOBIA patyp Aocty information
iHpopMaLli
BupiwyBaTun 3agaydi po3pobku, BnpoBan)xeHHs |Solve the tasks of development,
[TPH |Ta cynpoBoay CMCTEM BUABAEHHSA | NpoTuAaii  |implementation and support of systems for
24 |nowmnpeHHto Hebe3neyHnx curHaniB pi3Hol detecting and countering the spread of
Gi3nyHOI Nnpupoan dangerous signals of various physical nature
MpoBoanTK aHanis Ta 06pobky cmrHanie pizHoi|Conduct analysis and processing of signals of
[PH |i3n4HOT NpMpoan 3 BUKOPUCTaHHAM HOBITHIX |various physical nature using the latest
25 |MeTopfiB CTaTUCTUYHOrO, CMekTpanbHoro Ta [methods of statistical, spectral and structural
CTPYKTYPHOIro aHanisy analysis
: o . " Interaction of subjects of the national CI
B3aemopis cy6’ekTiB HauiOHaNbHOI CMCTEMMU X
[1PH 3axucty Kl Ta 06bMiH iHopMaui€eo 3 NnTaHb protection system and exchange of
26 y P information on issues of security and stability

6e3nekn i CTiNKOCTI hiHKLioHYyBaHHSA Kl

of Cl functioning
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8 - PecypcHe 3abe3nevyeHHs peanisauii nporpammu / Resource provision for programme
implementation

KappoBe 3abe3n

euyeHHsn / Staffing

BinnosiAHO [0 KagpoBUX BUMOT W00
3abe3neyeHHsa NPoBaAXEHHS OCBITHbLOI
LifNIbHOCTI Ang BignosigHoro pisHsA BO,
3aTBepaXeHux MoctaHoBow KabiHeTy
MiHicTpiB Ykpainum Big 30.12.2015 p. Ne 1187
(B YMHHIN pepakLUii)

In accordance with the personnel
requirements for ensuring the
implementation of educational activities for
the corresponding level of HE, approved by
the Resolution of the Cabinet of Ministers of
Ukraine dated 12.30.2015 No. 1187 (as
amended)

MaTepianbHO-TexHiYHe 3ab6e3ney

eHHs / Material-technical support

BignoBigHO 00 TEXHONOrMIYHMX BUMOT LL,OAOO0
MaTepiasbHO-TeXHi4YHOro 3abesnevyeHHs
OCBITHbOI AiANILHOCTI BiAMoOBiAHOro piBHA BO,
3aTBepoxeHux MNoctaHoBoto KabiHeTy MiHicTpis
YkpaiHu Big 30.12.2015 p. Ne 1187 (B YMHHIN
penakuir).

BukopucTtaHHa obnagHaHHA ona NnpoBedeHHs
neKuin y dhopmaTi npe3eHTauin, MmepexeBux
TEXHOOrin, 30KpeMa Ha naaTdopmi
ONCTaHUiNHOro HaB4YaHHA Sikorsky.

In accordance with the technological
requirements for the material and technical
support of educational activities of the
corresponding level of HE, approved by the
Resolution of the Cabinet of Ministers of Ukraine
dated 12.30.2015 No. 1187 (in the actual
version).

Use of equipment for conducting lectures in the
format of presentations, network technologies,
in particular on the Sikorsky distance learning
platform.

IHdbopMauiHe Ta HaBYasIbHO-MeToAUYHe 3abe3neuyeHHs / Information and methodological support of the

education

al process

BiaonoBigHO 4,0 TEXHOJIOTIYHUX BUMOI LLOA0
HaBYaJ/IbHO-METOANYHOro Ta iHopMaLiNHOro
3abe3neYeHHs OCBITHbLOI AiA/IbHOCTI
BianoBigHOro piBHa BO, 3aTBEpAXEHUX
MocTaHoBow KabiHeTy MiHicTpiB YKpaiHu Bif
30.12.2015 p. Ne 1187 (B 4MHHIN pepakuii).
KopucTtyBaHHs HaykoBo-TexHiYHow BibnioTekoto
KMl im. Irops Cikopcbkoro.

In accordance with the technological
requirements for educational, methodological
and informational support of educational
activities of the corresponding level of HE,
approved by Resolution of the Cabinet of
Ministers of Ukraine dated 12.30.2015 No. 1187
(as amended).

Use of the Scientific and Technical Library of Ihor
Sikorsky Kyiv Polytechnic Institute.

9 - AkapeMiyHa MOOiNbH

ictb / Academic mobility

HauioHanbHa kpeauTHa MobGinbHicTb / National credit mobility

Y4yacTb CTyLEeHTIB B NporpamMax akagemivyHol
MOBINbLHOCTI, MOXNIMBICTb YKNAAEHHS yroa
OLlep>XaHHSA CTyOeHTaMun nNoaBinHUX
OVMJIoMIB

Participation of students in academic
mobility programs, the possibility of
concluding agreements for students to
receive double diplomas

MixxHapogHa KpeauTHa MoGinbHicTb / International credit mobility

MOXXMBICTb YKNaOEHHS yrog npo
Mi>KHaApOoAHY akageMmivyHy MobinbHICTb, Npo
noABinHe OMNJIOMYBaHHS, NPO TpuBani
MiDKHapOo4Hi NPOeKTK

The possibility of concluding agreements on
international academic mobility, on double
graduation, on long-term international
projects

HaB4yaHHsA iHO3eMHUX 3800yBay4iB BULLLOI OCBiTH /

Study of foreign applicants of higher education

HaB4aHHA iHO3eMHUX 3806yBayiB BO, fAki
onaHosytTb Ol1 3a nporpamamm
Mi>)KHapOLHOI akageMiqyHol MOBiSIbHOCTI,
HaBYaHHSA MOXE NMPOBOAUTUCH aHMNiINCbKO
abo yKpaiHCbKOK MOBOIO, 33 YMOBMU
BONOAIHHA 3400yBaYyeM MOBOIO HaBYaHHS Ha
PiBHI He HMXX4e B2.

The training of foreign higher education
students who master the OP under
international academic mobility programs
can be conducted in English or Ukrainian,
provided the student has a language
proficiency of no lower than B2.
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10 - NMpouenypa npucBoeHHA npodeciniux kBanicdikauin / Procedure for awarding
professional qualifications

He nepenbayveHo npucBoeHHS npogecinHoi | The awarding of a professional qualification
KBanigikauil. is not provided
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2. MEPEJIIK KOMMOHEHTIB OCBITHbOI MPOrPAMMN / COMPONENTS of EDUCATIONAL

PROGRAMME
Kpeauris nip,ccp(:/l?(hgaaoro
Koa/Code OcBiTHI kKOMNoOHeHTK nporpam/Components EKTC/ECTS Y ;
: KoHTposto / Final
credits
control form
HOPMATWBHI ocBiTHI koMmnoHeHTU/Required (standard) components
O60B’5A3KOBi KOMMOHEHTW LMKY 3arasbHoi nigrotoBkun/General training cycle
IHTenekTyasibHa BIACHICTb Ta NaTEeHTO3HaBCTBO / . .
3001 Intellectual Property and Patent Science 3.0 3anix / Final test
CTanuin iHHOBaUINHWA PO3BUTOK / . .
3002 Sustainable Innovative Development 2.0 3anix / Final test
MpakKTUYHNI KypC iIHO3eMHOT MOBW ANSA AiNIOBOI KOMYHiKaLii / . .
3003 Foreign language for business communication 3.0 3anix / Final test
Po3pobka cTapTan npoekTiB / . .
3004 Development of Startup Projects 3.0 3anix / Final test
MaTeMaTnyHe MoLentoBaHHA CMCTEM i npouecis / . )
3005 Mathematical modeling of systems and processes 4.0 3anik / Final test
0O60B’A3KOBIi KOMMOHEHTW UMKy NpodecinHoi niarotoeku /Professional training cycle
LLInpokocMyroBi curHanm B cuctemax T31/
fno o1 Wideband signals processing in technical protection systems 3.0 Exsamen / Exam
LLinpokocmyroei curHanm B cuctemax T3l Kypcosa poboTta / . .
no 02 Wideband signals processing in technical protection systems. Coursework 1.0 3anik / Final test
PanioMoHiTOpUHr i pagionpoTnaia Ha 06’ekTax iHopMaLinHOT JisNbHOCTI /
o 03 Radio monitoring and radio countermeasures at the objects of information activities 3.0 Exsamen / Exam
CucTeMmn 3axXMCTy MOBHOI iHhopmauii / . )
o 04 Acoustic information protection systems 4.0 3anix / Final test
OCHOBM HayKOBO-A0C/iAHOT Ta HAYKOBO-Me[aroriyHoi fisnbHoCTi / . )
o 05 Fundamentals of scientific research and scientific and pedagogical activities 3.0 3anix / Final test
HaykoBa poboTa 3a TeMolo MaricTepcbKkoi gucepTtauii / . )
1o 06 Scientific Work on the Master’s Thesis Topic 4.0 3anik / Final test
no o7 |fpakmika/ 15.0 3anik / Final test
Practice
BukoHaHHA MaricTepcbkoi gmucepTauii /
1o 08 Completion of the Master's Thesis 15.0 3axuct / Defence
BUWBIPKOBI ocBiTHi komnoHeHTW/Elective components
BnbipkoBi KOMMOHEHTW LMKy npodeciiHoi niarotosku/Professional training cycle
OCBIiTHIn KOMNOHeHT 1 3 ®-KaTanory / . )
B 01 Educational Component 1 from P-Catalogue 4.0 3anix / Final test
OCBITHIn KOMMNOHEHT 2 3 ®-KaTanory /
B 02 Educational Component 2 from P-Catalogue 5.0 Eksamen / Exam
OCBIiTHIn KOMNOHEHT 3 3 ®-KaTanory / . .
1B 03 Educational Component 3 from P-Catalogue 4.0 3anix / Final test
OCBIiTHIn KOMMNOHEHT 4 3 ®-KaTanory /
1B 04 Educational Component 4 from P-Catalogue 5.0 Eksamen / Exam
OCBIiTHIn KOMMNOHEHT 5 3 ®-KaTanory /
18 05 Educational Component 5 from P-Catalogue >0 Ek3samen / Exam
3aranbHuii 06csar 060B’'A3K0BUX KOMMNOHEeHTIB / Total volume of the required 67
components:
3aranbHuin obcar BubipkoBnx komnoHeHTIB / Total volume of the elective components: 23
O6car ocBiTHIX KOMMNOHEHTIB, W0 3abe3neyytoTb 3400yTTA KOMNETEHTHOCTEN
BU3Ha4YeHNX CTaHAapToM BuLLOi ocBiTu / Total volume of the educational components 67
aimed at acquisition of competencies specified in the Higher Education Standard:
3ATFAJTIbHWIA OBCAT OCBITHLOI MPOrPAMU / TOTAL VOLUME OF THE EDUCATIONAL
PROGRAMME 90




1 cemectp

3 cemecTp 2 cemecTp

1 semester

2 semester

3 semester
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3. CTPYKTYPHO-JIOINYHA CXEMA OCBITHbOI MPOrPAMU / STRUCTURAL-AND-LOGICAL
SCHEME OF THE EDUCATIONAL PROGRAMME

)

S

)

TIpakTHYHHH Kypc iHoze_\mRD IHTeqeKTyalbHa BIACHICTD Ta MaTteMaTH4IHe MONEIOBaHHA IIIHPOKOCMYTOBi CHIHATH
OBH JUTA 1iT0BOT KOMyHiKari 1 TIaTeHTO3HABCTBO CHCTeM | Tiporecie B cHCTeMax T31
P T IIIHPOKOCMYTOBi CHTHATH
CranHi iHHOBAITi HHHH Hpo T
RETOK B cHCcTeMax T3L
L Kypcora pofoTta
= PafjoMOH TOpHHT Ta
CHCTEMH 3aXHCTY MOBHOI } 3
; PalionpOTHII A Ha 00'eKTax
ingopmanii s B —— .
iHdopMaLiHHOT MisTBHOCTI
¥ h 4 S S
TIpakTHYHHH Kypc i HozeMHOL . OcBi THiH KOMITOHeHT 1 OcBi THiif KOMITOHEHT 3
: el i Po3pobka cTapramn OpoeKTiB
MOBH JUTA [1i10BOL KOMYHIKarli @-KaTtazory ©-KaTtazory
OcBi THi#f KOMITOHeHT 2 OcBi THiif KOMITOHeHT 4
@-KaTtazory ©-KaTtazory
Ocgi THiif KOMITOHEHT 5§
©-KaTtazory
. \

TIpaxTHKa. YacTHHa 1.
IIpakTHKa

—

—

IIpaxTHka. YacruHa 2.
ITenarorivHa NpakTHKA

BHKOHAHHA MaricTepcprol
JHcepramii

Practical foreign language
course for business

Intellectual property and
patent science

communication

systems and processes

Mathematical modeling of

“Broadband signals in technical
information protection systems

Sustainable innovative
development

- _ v
Practical foreign l.an suage Development of startup
course for business :

projects

communication

o

-
.

’_épeech information protecti

systems

>

‘Elective Subject 1
from P-Catalogue

)

Breadband signals in technical
information protection systems.
Coarsework

P :
Radio monitoring and radio
countermeasures at the objects of
information activity

from P-Catalogue

Elective Subject 2
from P-Catalogue

)

Elective Subject 4
from P-Catalogue

C )

\

Elective Subject 5
from P-Catalogue

C )

:

S

HC Practice. Part 1. Practice )—»G)r

paiice tart 2: Pedago@cm)—»@xecutim of a master's thesi%(—/
practice

OCHOBH HAYKOBO-J0CTi THOT
Ta HAyKOBO-TIearori 4Hol
Ji ATBHOCTI

/HEYKOBH poGora 3a TeMOK

MaricTepcbkol JHcepTanii

Fundamentals of scientific
research, scientific and
pedagogical activities

L
/Scientiﬁc work on the

I\ master's thesis
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4. ®OPMA ATECTALLIi 340B5YBAY4IB BULLLOi OCBITU / THE FORM OF ATTESTATION FOR
DEGREE PURSUERS

ATecTauisa 3006yBadiB BMLLOI OCBITM 3a OCBITHBLOIO NpOrpamMoto cneuianbHocTi F5 Kibepbesneka Ta
3axuUCT iHbopMaLii MpoBOANTLCA Y hOpMi 3aXUCTy KBaniikauinHoT MaricTepcbkoi poboTu Ta
3aBEpLIYETLCA BMOAYE0 OOKYMEHTa BCTaHOBEHOrO 3pa3ka Npo NpUCyo)XKeHHs NOMY CTyMneHs
MaricTpa 3 Kibepbe3snekun Ta 3ax1CTy iH(opMaLlii 3a 0CBiTHbOI NporpamMoto “CUCTeMM TEXHIYHOrO
3axuUcCTy iHopMauii”.

KeanigikauiiHa poboTa Ma€e po3B’A3yBaTu CKnagHy 3afady iHpopmauinHoi 6e3snekn Ta/abo
Kibepbesnekun i nepeabayvyaTn NpoBedeHHsA OocnigXeHb Ta/abo 34iNCHEHHS iIHHOBaUIN.
KBanidikauinHa poboTa He MOBMHHA MICTUTK akaaeMivyHoro nnariaTty, dpabpukauii, hanbcudikauii.

ATecTauis 30iNCHIOETLCA BiAKPUTO i ny6sivHo.

MaricTepcbki gucepTauii NepeBipsAlOTLCA Ha 03HaKW MOPYLUEeHHsT akaaeMiyHoi nobpoyvyecHOCTi Ta
nicng 3axucty nybnikytoTbcsa B peno3ntopii HTB YHiBepcuTeTy A4 BifibHOro goctyny.
OnpuntogHeHHA KBaniikauinHux pobiT 3 obMe)KeHMM AOCTYMNOM 34iNCHIOETLCA BIAMOBIAHO A0
BMMOI 3aKOHOaBCTBa.

Attestation of students of higher education according to the educational program of the specialty
F5 Cybersecurity and information protection is carried out in the form of defense of a qualifying
master's thesis and ends with the issuance of a document of the established model awarding him
with a master's degree in cyber security and information protection according to the educational
program "Systems of technical information protection".

The qualification work should solve a complex problem of information security and/or cyber security
and involve research and/or innovation. The qualification work must not contain academic
plagiarism, fabrication, or falsification.

Attestation is carried out openly and publicly.

Master's theses are checked for signs of violation of academic integrity and after defense are
published in the NTB repository of the University for free access. The publication of qualifying works
with limited access is carried out in accordance with the requirements of the law.
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5. MATPULA BIANOBIJHOCTI NPOrPAMHUX KOMMNETEHTHOCTEA KOMMOHEHTAM
OCBITHbOI MPOrPAMU / COMPLIANCE MATRIX OF PROGRAMME COMPETENCIES WITH
PROGRAMME COMPONENTS

30 01|30 02(30 03|30 04|30 05|10 01|10 02|10 03|10 04|10 05|10 06|10 07|10 08

3K 01 X X X X X X X X X
3K 02 X X X X X
3K 03 X X X X X X X X X
3Ko4| X X X X X
3K 05 X X X X X

@K 01 X X X X X X X X X
oK 02| X X X

®K 03 X X X X X X X X
DK 04 X X X X
®PK 05 X X X X X X
@K 06 X X X X
®K 07 X X X X X X X
®PK 08 X X X X X X X X
®K 09 X X X X
PK 10 X X X

PK 11 X X X X X X X X
PK12 X X X X X X X X
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6. MATPULA 3ABE3NEYEHHA MPOrPAMHUX PE3YJIbTATIB HABYHAHHA BIANOBIAHUMMU

KOMMOHEHTAMU OCBITHbOI MPOrPAMMN / COMPLIANCE MATRIX OF PROGRAMME

LEARNING OUTCOMES WITH PROGRAMME COMPONENTS

30 01|30 02|30 03[30 04|30 05|10 01|10 02|10 03|10 04|10 05|10 06|10 07|10 08

lPH 01 X X X

MPH 02 X X X X X X X X X
lPH 03 X X X X X X X X X X
[PH 04 X X X
rPH 05 X X X X X X X

rPH 06 X X X X X X X X
nPH07] X X X X X
rPH 08 X X X X X X X X
rPH 09 X X X X
lPH 10 X X X X X X X
MPH 11 X X X X X X X
MPH 12 X X X X
MPH 13 X X X X X X X X
MPH 14 X X X X X X X X
MPH 15 X X X X
MPH 16 X X X X X X
MPH 17 X X X X X
MPH 18 X X

MPH 19| X X X X X
MPH 20| X X X X X X X X X
MPH 21 X X X X X X X X X
MPH 22 X X X X X X X X X
MPH 23] X X X X X X X X X
MPH 24 X X X X X X X
MPH 25 X X X X X X
lPH 26 X X X
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