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I[IPEAMBYJIA / PREAMBLE

PO3POBJIEHO / DESIGNED:
Kepisnuk po6ouoi rpynu / Head of the project team:

Camoinos lzop Boaooumupoguu, kanduoam mexuivnux Hayk, O0yenn, ooyenm CheyianpHoi kageopu
Ne I IC331 KITI im. lzopa Cixopewrozo / Thor SAMOILOV, candidate of technical sciences, associate
professor, associate professor of the Special department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic
Institute.

Unenu poboyoi rpyrnu / Project team members:

Tonw Braducaas Imumposut, kanoudanm mexHivHux nayx, npogecop, sasioyeau Cneyianwroirapheopu
N [ IC33I KIII im. Iops Cixopewkozo / Viadyslav Hol, candidate of technical sciences, professor, head of
the Special department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

Teanuenxo Cepeiii Onexcandpoguy, OOKMOp MeXHIYHUX HAYK, npoghecop, npogpecop Cneyianvnoi
xagedpu Ne 1 IC331 KI1I im. Ieopsa Cikopcerozo / Sergiy Ivanchenko, doctor of technical sciences, professor,
professor of the Special Department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

Ounexciiiwyx Anmon Mukonaiiosuy, OOKmMop MeXHIMHUX HAYK, npogecop, npogecop Cneyianvrol
kagpeopu Ne 1 IC331 K111 im. leopa Cixopcvkoeo / Anton Oleksiichuk, doctor of technical sciences, professor,
professor of the Special department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

Konomoneys Mukora Muxonatiosuy, Kanouoam MexHIYHUX HAYK, ooyenm, Odoyenm CneyiaibHol
kagpeopu Ne 1 IC331 KIII im. lzopa Cixopcvrozo / Mykola Konotopets, candidate of technical sciences,
associate professor, associate professor of the Special department Ne [ ISCIP of the Igor Sikorsky Kyiv
Polytechnic Institute.

Cmopuax  Aumon  Cepeitioguy, —Kanouoam mexHiuHux HAyK, ooyenm, ooyenm CneyianbHoi
rkagpeopu Ne 1 IC331 K111 im. Teopsa Cikopcorozo / Anton Storchak, candidate of technical sciences, associate
professor, associate professor of the Special department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic
Institute.

Maxonvuenxo Juumpo Bimanifiosuy, mumuacoso ukonyiouuil 0006 szku oupexkmopa oenapmamenny
xibepzaxucmy Adminicmpayii JJepoccneyse'asky / Dmitro Pakholchenko, urgently appointed Director of the
Department of CyberDefense of the State Special Communications Service of Ukraine.

bapxanenxo Kupuno Muxonatiosuy, indicenep dpyzoi kamezopii rabopamopii CneyianpHol kagheopu
Ne 1/ Kyrylo Barkhalenko, second category engineer of the laboratory of the Special Department Ne 1.

Hocunuyx  Oxcana  Bonodumupiena, — Kypcanm Mmaeicmepcekoeo  Kypey — (cneyiaavhicnib
F5 Kibepoesnexa ma saxucm inpopmayii) 1C331 KIII im. leopsa Cixopcoroeo / Oksana Yosipchuk, master's
student (specialty F5 Cybersecurity and Information Protection) Igor Sikorsky Kyiv Polytechnic Institute.
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IIOI'OI’KEHO / AGREED:

HaykoBo-meTonuuna komicis yHiBepeutety 3i cneuianshocti F5 KiGepGesneka Ta 3axuer inopmauii / The
Scientific and Methodological Commission of the University on speciality F5 Cybersecurity and data
protection (npoTtokon / minutes of meeting Ngi Bin/ dated /.04 20&)
l'onosa HMEY-BS (st IC33I) / Head of the SMCU- FS (for ISCIP)

Bnaaucnae I'OJIb / Vladyslav HOL

Meronnuna pana KIII im. Irops Cikopebkoro / The Methodological Council of Igor Sikorsky Kyiv
Polytechnic Institute (npotokon / minutes of meeting Ne é Bin / dated £3. 4. 20£6)
[onos auuHoi paau / Head of the Methodological Council

Terana XXEJISICKOBA / Tatiana ZHELIASKOV A

BPAXOBAHO / CONSIDERED:

3axon Yrpainu 6io 27.03.2025 Ne 4336-IX Ilpo enecenns smin 0o desxux 3axowis Vpainu wjodo
saxucmy ingopmayii ma  kibepzaxucmy Oepocasnux ingopmayiiinux pecypcis, 06'ckmis KpUumuyHoi
inghopmayitinoi inghpacmpyxmypu.

Haxas Aominicmpayii Jepoicasnoi cayacou cneyianvnozo 36 'a3ky ma saxucmy inghopmayii Vrpainu
Ne865 6io 29.12.2025 Ilpo samsepdacenns npogeciimux cmandapmis v cepi 3axucmy KpumuyHoi
inpacmpyxmypu.

Ocsimnvo-npogheciiiny npozpamy 062060peHo nicis HAOXOO0NUCEHHA GCiX nponosuyiil, nodaxcans i
3ayeadicens 6i0 3000y6auie GuUWOI OCGIMU, GURYCKHUKIG ma cmeuxxondepic i cxeéaneno na sacioanmi
Cneyianenoi kagpedpu Ne 1 IC331 KI11 im. leops Cikopewkozo (npomoxon Ne !Z/ 6i0 C O 2026 poxy).

Law of Ukraine dated March 27, 2025 No. 4336-IX On introducing changes to certain laws of
Ukraine to protect information and cyber protection of government information resources, critical objects
information infrastructure.

Order of the Administration of the State Service for Special Communication and Protection of
Information of Ukraine No. 865 dated December 29, 2025 On the approval of professional standards in the
field of protection of critical infrastructure.

The educational and professional program was discussed after receiving all the proposals, wishes and
comments from higher education students, graduates and stakeholders and approved at a meeting of the
special department Ne I of the ISCIP of Igor Sikorsky Kyiv Polytechnic Institute (minutes Ne 47/ of
A0 09 2026).

EBOJIIOIISI OCBITHBOI ITPOI'PAMHM / EVOLUTION OF THE EDUCATIONAL
PROGRAMME:

Oceimuvo-npogheciiina npoepama “besnexa Oepocasnux ingopmayitinux pecypcie”  opyeo2o
(mazicmepcbrozo) pieus euwoi oceimu 3a cneyianenicnmio F5 KiGepGesnexa ma saxucm inghopmayii €
npasonacmynnuyeio OINT “Besnexa Oepowcasnux ingopmayitinux pecypcie” Opyzoeo (mazicmepcbkozo)
pisHs guwgoi oceimu 3a cneyiaavuicnmio 125 Kibepbesneka, axa dyaa sanouamrxosana y 2016 poyi 3 menmoio
nIO20MOGKU BUCOKOKGANIpIxosanux haxisyie cmynens guwyor ocgimu mazicmp oas npogeciinoi digavnocmi
Ha nocadax opeanie ma nioposoinie [epawccneyss 'a3xy.

2019 pix — onoenenusn OIIII y 36 73Ky 3 nepexo0om Ha HOGUU MEPMiH HAGYAHHA 3000Y6aui6 GuLyOT
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ocsimu (1 pix 4 micays).

2021 pix — onosnenna OIIIl 3 memoio epaxyeanns Cmandapmy euwoi ocsimu 3a cneyianbHicnio
125 Kibepbesnexa 0ns dpyeoeo (macicmepcvkozo) pisns éuwoi ocsimu (Haxaz MOH Yipainu Ne 332 gio
18.03.2021). Hpusedeno do cmanoapmy nazeu KoMnemeHmHocmes ma HPOPAMHUX Pe3yIbMANE HAGYANHS.

2023 pix — onosnenns OITIT 3 memoio spaxyeanns: ITocmanosu Kadinemy Minicmpie Vxpainu 6io
16.12.2022 Ne 1392 “Ilpo enecenns 3min 0o nepenixy zanyseii 3wawv i cneyiarbnocmedi, 3a skumu
sditiciocmves nideomoska 3006ysauie euyoi oceimu’”; Hakazie Minicmepemea Exonomixu Vkpainu eio
29.12.2022 Ne 5573 ma ei0 25.10.2021 Ne 810-21"Ipo 3ameeposcenns 3minu 0o HAYIOHAILHO20
knacugixamopa JK 003:2010". Onosunace nazeéa cneyiansnocmi 123 Kibepbesneka ma zaxucm
inghopmayii, eneceno sminu wodo npudammocmi 0o NPAayeAaumyeants UNYCKHUKIG.

2024 pix — onoenenns OIIl 3 memoio epaxyeauns nponozuyii 6i0 JKI Aominicmpayii
Hepoiceneyze 13Ky wodo enpoeadicenns 3min 6 0c6imnbo-npogheciiiny npozpamy nio20moeKu mazicmpie 3a
cneyianenicmio 125 Kibepoesnexa ma zaxucm inpopmayii (ex. Ne3352/BC io 27.02.2024).

2025 pix — onosnennsn OIIII 3 memoio epaxyeanns: llocmanosu Kabinemy Minicmpis Vrpainu ¢io 30
cepnisn 2024 poxy Ne 1021 “IIpo enecenns 3min 00 nepenixy 2anyseil 3uans i cneyiarsHocmei, 3a AKuMu
30IUCHIOEMbCs. hid2omoska 3000ysavis euwoi ma axosoi nepedsuwoi oceimu”; Haxazy Minicmepemesa
Exonomixu Vipainu 6io 13.12.2024 Ne 27751 “lpo sameepdocenns 3minu 0o Ne 14 nayionansnozo
knacughixamopa K 003:2010".

The Educational and Professional Program “Security of State Information Resources” of the second
(master's) level of higher education in the specialty 125 Cybersecurity and Information Protection is the
successor to the EPP “Securily of State Information Resources™ of the second (master's) level of higher
education in the specialty 125 Cybersecurity, which was launched in 2016 to train highly qualified
specialists of the master's degree for professional activities in the positions of bodies and units of the State
Special Communications Service.

2019 - update of the EPP in connection with the transition to a new term of study for higher
education students (1 year 4 months).

2021 - update of the EPP (o take into account the Standard of Higher Education in the specialty
125 Cybersecurity for the second (master's) level of higher education (Order of the Ministry of Education
and Science of Ukraine Ne 332 of 18.03.2021). The names of competencies and program learning outcomes
were brought in line with the standard.

2023 - update of the EPP 1o take into account: Resolution of the Cabinet of Ministers of Ukraine
Ne 1392 0f 16.12.2022 “On Amendments to the List of Fields of Knowledge and Specialties for the Training
of Higher Education Applicants”; Orders of the Ministry of Economy of Ukraine Ne 5573 of 29.12.2022
and Ne 810-21 of 25.10.2021 “On Approval of Amendments to the National Classifier SC 003: 2010". The
name of the specialty 125 Cybersecurity and Information Protection was updated, and changes were made
to the employability of graduates.

2024 - update of the EPP to take into account the proposal from the SCCI of the State Special
Communications Service of Ukraine to introduce changes to the educational and professional program for
masters in the specialty 125 Cybersecurity and Information Protection (inc. Ne5352 / BC of 27.02.2024).

2025 - update of the EPP to take into account: Resolution of the Cabinet of Ministers of Ukraine
dated August 30, 2024 No. 1021 “On Amendments to the List of Fields of Knowledge and Specialties for
Training of Higher and Professional Higher Education Applicants” was taken into account”: Order of the
Ministry of Economy of Ukraine dated 13.12.2024 No. 27751 “On Approval of Amendments to No. 14 of
the National Classifier DK 003:2010".
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1. MPO®LJIb OCBITHBOI TPOT'PAMM / EDUCATIONAL PROGRAMME PROFILE

1 — 3aranbna indopmauis / General information

[losHa Ha3Ba 3ak/iafy BMLLOT OCBITH Ta
HaB4anbHOro niapozainy / Full name
of higher education institution and
faculty / educational and scientific
institute

HauionansHuii TexHiunmii
yHiBepcuTeT YKpaiHu
“KHIBCbKHI MOAITEXHIUHHMI
IHCTUTYTY iMeHi Irops
Cixopebkoro”, [HeTuTyT
crieuianbHOro 38° 43Ky Ta
3axXHCTy iHdopMaLii

National Technical University
of Ukraine “Igor Sikorsky Kyiv
Polytechnic Institute™, Institute
of special communication and
information protection

CryniHb BULIOT OCBITH Ta Ha3Ba
OCBITHBOT KBani(ikauii / Higher
education degree and education
qualification title

Cryniue — maricTp,
KBanidikauis — maricTp 3
KkiGepOesneku Ta 3axueTy
iHopmauii

Degree - master, qualification -
master's degree in
cybersecurity and data
protection

Ilpodeciiina kpanidikauis (3a
HasBHocTi) / Professional qualification

He nepeabauero npucsoeHHs
npodeciiiHoi kpanidikauii

No provision for the award of
professional qualifications

Odiuitina Ha3Ba ocBiTHLOT Nporpamu /
Educational programme official title

besneka nepskasHux
inopmaLilinux pecypcis

Security of state information
resources

Tun aunyiomy Ta oGesar ocBiTHLOT
nporpamu / Diploma type and
educational programme volume

Junmnom marictpa, 90
KPEMTIB, TEPMiH HaBYaHHs
1 pik 4 micsui

Master's degree, 90 credits,
duration of study 1 year
4 months

Incdopmauis npo akpeaurauiio /
Accreditation information of the
educational programme

Ceprudikar npo akpeauTauiio
Ne 15033, supanuii
HauioHanbHuM areHTCTBOM i3
3a0e3neyeHHs AKocTi BULIOT
ocsit 21.06.2025, aificHuii 1o
01.07.2030

Accreditation certificate

No 9817, issued by the National
Agency for Higher Education
Quality Assurance on
24.12.2024, valid until
01.07.2030

Llukn, piBeHb BHLLOT OCBITH /
Education cycle, level of higher
education

HPK Vkpaiuu — 7 pisenb,
QF-EHEA — npyruii umkn,
EQF-LLL — 7 pisens

NQF of Ukraine - level 7, QF-
EHEA - second cycle,
EQF-LLL - level 7

[lepenymoBu / Prerequisites

cTynens Oakanaspa

Bachelor's degree is required

®opma 3100yTTs ocBiTH / Forms of
education

OuHa (aeHHa)

Full-time (day)

Mosa(u) Buknananns / Language(s) of
instruction

Ykpainceka

Ukrainian

[nTepHeT-anpeca po3miwienHs
ocBiTHLOT nporpamu / URL of the
educational programme

https://osvita.kpi.ua/F5 OPPM
_BDIR

[=]

=

i

-

d s

[=]

2 — Mera ocsiTuboi nporpamu / Educational programme purpose

Meroio  ocBiTHRO-NIpO(eciiinoi
“besneka JIepKaBHUX
pecypcip” €

iHpOopMAaLiiiHIX
MiJIrOTOBKA

IporpamMmu
program
Resources” is

The purpose of the educational and professional
“Security
to train

of State Information
highly qualified

BHCOKOKBaNII(DIKOBaHUX  (paxiBIiB, 34aTHHX
BUpILIYBaTH CKIanHI 3ama4di i mpobremu y
rany3i iHopmaniiHnx TEXHOJIOTI,
KibepOesnekn Ta 3ailicHIOBaTH IHHOBALiiHY
npodeciiiny AiSUILHICTD JUIA  [POEKTYBaHHS,
po3poOKH, BIPOBA/KEHHS, CYNPOBOAY Ta
ayJIMTy 3axvILeHUX IH(popMaliiiHuX cucTem Ta
3ac0o0iB 3aXHCTY.

specialists who are able to solve complex
problems and challenges in the field of
information technology, cybersecurity and
carry out innovative professional activities for
the design, development, implementation,
maintenance and audit of secure information
systems and security tools.

The purpose of the educational and professional

|
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Merta OCBITHBO-TIpOGheciHHOT NporpaMu
Bianosigae crparerii po3Butky KIII im. Irops
Cikopebkoro  Ha  2025-2030 poku  momo
(GopmyBaHHs CycHijbcTBa MailOyTHHOrO Ha
3acazaXx KOHLENLii CTaJoro po3BHTKY Ta
bynnamenTanizaii MAroToBKH (axiBiiiB.

program corresponds to the development
strategy of Igor Sikorsky Kyiv Polytechnic
Institute for 2025-2030 to form the society of
the future based on the concept of sustainable
development and fundamentalization of
training.

3 — XapakTepucruka ocBiTHb01 nporpamu / Educational programme characteristics

IIpeomemna oonacme / Subject area

O6’ekTH BHBYEHHSI:

- Cy4acHi  MpoUecH  AOCHIDKEHHs,  aHanisy,
CTBOpEHHS Ta 3abe3neueHHs QYHKUIOHYBaHHA
inopMaLiHHUX CcUCTEM |1 TEXHOJOTiH, IHIIKX
OizHec-onepalliiiHuX  npolecie  Ha o0 ekTax
inpopmaLidHOT  AiANLHOCTI  Ta  KPUTHYHMX
iHppacTpykTyp chepu indopmauiiinoi Oe3neku
Ta/abo kidepbesneku;

- inopmattiiiti CHCTEMH (iHopmauiitto-
KOMYHIiKaLlifiHI, iH(hopmalltiliHo-
TeNeKOMYHIKaLliHHI, aBTOMATH30BaHI) Ta
TEXHOJIONT;

- in(ppacTpykTypa  00’ekTiB  iH(opmaLiiiHoT

MiSALHOCTI Ta KPUTHHYHUX IHDPACTPYKTYP;

- CUCTEMM Ta KOMIUIEKCH CTBOpeHH:, 0OpoOKH,
nepenavi, 30epiraHHs, 3HWIIEHHS, 3aXHCTy Ta
BiloOparkeHHs AaHUX (iHpOpMalliiHUX MOTOKIB);
iHopMallilHI pecypcH pi3HMX kiaciB (B T.u.
nepraBHi iHopMaLLiiiHi pecypcH);

- NIporpamMHe Ta nporpamMmHo-anaparHe
3abesneueHHs (3acodu) kibepzaxuery;

- CHCTEMH yrpaBiHHA iHpopMaLilHO
Oesnekoio Ta/abo kibepde3nekoto;

- TeXHOJNOril, MeTooM, MOozeni Ta  3acodu
iHpopMmauiiHoT Oe3neku Ta/abo kidepOesnekH.

Lini napuanus
[lizrotoBka ¢axiBUiB, 34aTHWX pPO3B’A3YyBaTH
3aja4i  10CAiAHUIbKOro Ta/abo  iHHOBaLIHHOIO
xapaxrepy y cdepi indopmauiiinoi Ta/abo
kibepOe3nekH.

Teopernunnii 3mict npeamerHol obacTi

Teopernuni 3acaau HAYKOEMHMX TEXHOJIOTIH,
GizuuHi | MaTeMaTH4HI hyHAAMEHTaIbHI 3HAHHA,
Teopil igenTudikawil Ta NPUAHATTS pilleHs,
CMCTEMHOr0  aHanizy,  CKIaAHMX  CHCTEM,
MO/ICJIIOBAHHS Ta OMTHMi3alUii NpoueciB, Teopis
MaTeMaTHYHOT CTATUCTHKH, KpunTorpadiyHoro ta
TEXHIYHOrO 3axMCTy iH(popMaLlii, Teopii pU3MKIB
Ta IHIWKMX MDKAMCUMIITIHAPHUX TEOpiH | MpaKTHK

y ranysi indopmauiiinoi  Oesnexn  Ta/abo
Kibepbesneku.

MeToaH, METOAHKH Ta TeXHOJIorii

Meroau, Moaenl, METOAMKH Ta  TexXHONorii

CTBOpeHHs, O0OpoOKH, mnepenadi, npuiMaHHs,

Objects of study:

- modern processes of research, analysis, creation
and maintenance of information systems and
technologies, other business operational processes
at information activity facilities and critical
infrastructures in the field of information security
and/or cybersecurity;

- information systems (information and
communication, information and
telecommunication, automated) and technologies;

- infrastructure of information activity objects and
critical infrastructures:

-systems and complexes for the creation.
processing, transmission, storage, destruction,
protection and display of data (information flows);

- information resources of various classes (including
state information resources);

- software and hardware (means) of cyber defense:

- information  security  and/or  cybersecurity
management systems;
- technologies, methods, models and tools of

information security and/or cybersecurity.

Learning objectives

Training of specialists capable of solving research
and/or innovation problems in the field of
information and/or cybersecurity.

Theoretical content of the subject area
Theoretical  foundations  of  science-intensive
technologies, physical and mathematical
fundamental knowledge, theories of identification
and decision-making, system analysis, complex
systems, modeling and process optimization, theory
of mathematical statistics, cryptographic and
technical information security, risk theory and other
interdisciplinary theories and practices in the field
of information security and/or cybersecurity.

Methods, techniques and technologies
Methods, models, techniques and technologies for
creating,  processing, transmitting, receiving,
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3HULLEHHS, BiaOOpakeHHs, 3aXHCTY
(kiBep3axuery)  iHpoOpMaLlIHHKUX  pecypcis Y
KibepnpocTopi, a TakokK METOAM Ta MoJeni
po3poOKH Ta BHMKOPHCTAaHHA MNPUKIAAHOTO |
CreuianizoBaHoro mporpaMHoro 3afesneueHHs
MU BHpilleHHs npodeciiiHux 3amau B ramysi
iHopmauiiiHoT 6e3neku Ta/abo kiGepGesnexH.

TexHosnorii, MeTogud Ta MOAEN AOCHIIKEHHS,
aHanisy, YNpaBJiHHS Ta 3abesneueHHs
OizHec/onepalliiHMX NPOLECIiB 13 3aCTOCYBAHHIM

CYKYTMHOCTI HOPMATHBHO-NPABOBHX Ta
OpraHizalliifHO-TEXHIYHMX METOAIB | 3acobis
3aXHCTY iHopMaLiHHNX pecypcis y

kibepnpocropi.

IncrpymenTn Ta obnaananns

3aco0W, nNpHUCTpPOi, MepekHe YyCTaTKyBaHHS Ta
CepelloBMLLe, MpUKJIaAHEe Ta  CcrelianizoBaHe
nporpamte 3abe3neyeHHsl, aBTOMAaTHU30BaHI
CUCTEMH Ta KOMIIEKCH MPOEKTYBAHHS,
MOZEIOBAHHS, eKcrutyarauit, KOHTPOJIIO,

MOHITOPHUHTY, 0OpoOKH, BiaoOpaXKeHHs Ta 3aXHCTY
JaHHX (IH(pOopMaLiHUX MOTOKIB), & TAKOIK METOH |
mMoaeni  Teopil  pPM3MKIB  Ta  yMpaBJiHHA
iHdopMaLiHHUMU pecypcamMu MpH OOCHIIKEHHI |
CyNpPOBOKEHHI ob’exriB iHdopmauiiHoi
HUANbHOCTI y ramysi iHdopmauiiinot 6esneku Ta/ato
KibepOesnekH.

destroying, displaying, protecting (cybersecurity)
information resources in cyberspace. as well as
methods and models for developing and using
application and specialized software to solve
professional problems in the field of information
security and/or cybersecurity.

Technologies, methods and models of research,
analysis, management  and  support  of
business/operational processes using a set of
regulatory, legal, organizational and technical
methods and means of protecting information
resources in cyberspace.

Tools and equipment

Tools,  devices, network equipment and
environment, application and specialized software,
automated systems and complexes for designing,
modeling, operating. controlling, monitoring,
processing, displaying and protecting data
(information flows), as well as methods and models
of risk theory and information resource
management in the study and support of
information activities in the field of information
security and/or cybersecurity.

Opicumayis oceimnvoi npozpamu / Scope

OcgiTHbO-npodeciiina

Educational professional

Ocnoesnuit hoxyc ocgimuvol npoepamu / Main focus

Bazosuir hoxye oceimuvoi npozpamu — CUCTEMH Ta
npouecH KidepnpocTopy, CyuvacHi METOAM Ta
3aco0u 3axucTy iHdopmaLl.

Kmiowosi  caosa:  kibepbesneka,  maTemaTHuHi
MeTonM KidepOesneku, cHcTeMH | TexHonoril
kibepOesnexy,  po3BMTOK  3acobiB  3axHcTy
iHhopmaii.

The basic focus of the educational program is on
cyberspace systems and processes, modern methods
and means of information protection.

Key words: cybersecurity, mathematical methods of
cybersecurity, cybersecurity systems and
technologies, development of information security
tools.

Qcobnusocmi ocgimnvoi npoepamu / Features

[ligrotoeka axiBuie 3aificHIOETbCA Yy  cTaTyci
KypcaHTa. 3aJy4yeHHs 10 BHKIadaHHSA HAaBYAIbHHX
JMCLMTITIH thaxiBuiB 3 Niapo3ainis
Jlepkenewss'a3Ky IHIWIMX  HAaBYANLHWX 3aKIalliB,
HAayKOBHMX YCTaHOB.

[NpakTHKK NpoBOAATLCS BIANOBIAHO A0 “lHeTpyKuUiT
Mpo MOpsSIAOK OpraHizauii NpoBeieHHs NPaKTUYHOT
Ta BilicbKORO-NpoQeciitHOl niiroToBkK 3100yBayiB
BULLOT OCBITH B 3aKiaai oceitH Jlep:kaBHol ciymOu
creliaibHOrO 3B’A3KY Ta 3axucTy  iH(opmarlil
Vipaiun”, 3ateepkeHol Hakazom AaMidicTpauil
Hepagnol  cayxOu  cnewiajibHoro  3s’s3ky  Ta
saxuery  iHQopmauli  Ykpainuw  Bia 19 cepring
2021 poky Ne 507 ta cknanatorses 3:

KibepHaByaHb, SKi NPOBOAATbCA B APYroMmy Ta
TpeTbOMy cemecTpax, Ha rargopmi HasuanbHoro

Specialists are trained in the status of cadets.
Involvement of specialists from the units of the
State service for special communications and
information services of Ukraine and other
educational institutions and scientific institutions in
teaching disciplines.

Practices are carried out in accordance with the
“Instruction on the procedure for organizing
practical and military-professional training of
higher education students in an educational
institution of the State service for special
communications and Information protection of
Ukraine”, approved by the order of the
Administration of the State service for special
communications and Information protection of
Ukraine of August 19, 2021, N 507, and consist of:
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cutyauiiHoro uenTtpy kiGepGesneku [C331 KIII
iM. Irops Cikopcbkoro Ta nnatdopmi TpeHiHroBoro
uentpy Kibepuentpy UA30;

eKcrnyarauiiHol NpaKTHKW, fKa MPOBOAMTBCS B
Apyromy cemectpi, Ha 6a3i Jlaboparopii TexHiuHoro
saxvety  indopmauii  IC331  KIII  im. Irops
Cikopchkoro;

BIHCBHKOBOIO CTa)KyBaHHsl B TPETbOMY CEMECTpi fiKe
NPOBOJMTLCS B Niapo3ainax epikeneuss’ s3ky.

cyber exercises, which are held in the second and
third semesters, on the platform of the Training
situational center for cybersecurity of the ISCIP of
Igor Sikorsky Kyiv Polytechnic Institute and the
platform of the Training Center of the UA30 Cyber
Center;

operational practice, which is conducted in the
second semester, on the basis of the Laboratory of
technical information protection ISCIP of Igor
Sikorsky Kyiv Polytechnic Institute;

military internship in the third semester, which is
conducted in the units of the State special
communications service.

4 — IIpnaaTnicTs BUNYCKHHKIB /10 NpaneBJaAlITYBaHHS Ta nojaaaboro napuanus / Eligibility of
graduates for employment and further study

[pudamuicme do npayesrawmysannsi / Eligibility for employment

Bianoginho 10 epkaBHoro  iinacudikaTopy
npodeciii K 003:2010  BHUMYCKHHKH  MOXKYThb
MpalioBaTH Ha  Nocajax, WO  BiANOBIAAIOTH

KnacupikalifHUM YTpyNoBaHHIM:

2132.2 Po3po0HuK cHcTeM 3axHeTy iH(opmaLlil
2139.2 AHaniTHK 3 OLLIHKHW Bpa3IuBOCTEH

2139.2 Ananituk 3arpos Ge3nexu

23 [Npodpecionan B rasy3i OCBITH Ta HaBYAHHS
3aMOBHHKOM (axiBuiB 3i creuianbHOCTI
F5 KiGepbe3neka Ta 3axuct iHdopmauii BucTynae
Hepasna cny:xkba cneuianbHOro 3B's3Ky Ta
3axMcTy iHpopmauii YkpaiHu.

According to the State Classification of Professions
DK 003:2010, graduates can work in positions
corresponding to the classification groups:

2132.2 Developer of information security systems
2139.2 Analyst of vulnerability assessment
2139.2 Analyst of security threat

23 Professional in the field of education
training

The customer for specialists in the specialty
F5 Cybersecurity and data protection is the State
service for special communications and information
protection of Ukraine.

and

Hooanvue naguanus / Further study

[lponoBskeHHss OCBiTH 32  TpeTiM  (OCBITHBO-
HayKOBHM) PIBHEM BHLLOT OCBITH.
Halyrrs nonarkoBux  ksanidikauiii B cucremi

OCBITH IOPOCIINX.

Continuing education at the third (educational and
scientific) level of higher education.

Acquisition of additional qualifications in the adult
education system.

5 — Buxkaanauns ta ouinopanus / Teaching and assessment

Buknaoanus ma nasuanns / Teaching and studying

[Tporpamoto nependaueno npobieMHo-oOpieHTOBaHE
HaBuyaHHd 3 Ha0yTraM  KOMIETEHTHOCTEH,
HeoOXIHUX V1A NPOAYKYBAaHHS HOBHMX 1/,
po3B’s3aHHs KOMIMIEKCHUX rnpobemM y npodeciiHii
raaysi, ke BKJIOYAE JIGKUIT, MpakTHuHi  Ta
ceMiHapehKi  3aHATTA, TEXHOJOTIA  3MILAHOTO
HaBYaHHA, MIJAMOTOBKA Ta 3aXMCT MaricTepchbkoi
nMcepranil.

The program provides for problem-based learning
with the acquisition of competencies necessary to
generate new ideas, solve complex problems in the
professional field, which includes lectures, practical
and seminar classes, blended learning technology,
preparation and defense of a master's thesis.

Oyiniosanns

/ Assessment

Bei Buan HapuanbHOT AiSNIBHOCTI Ta KOHTPOJIbHI
3ax0aM  (YCHI  Ta [MCBMOBI 3a/liKW., €K3aMEHM,
TECTYBaHH)  OUIHIOKTLCA BLANOBIANO [0
TMonoskerHs Npo cMcTeMY OLIHIOBAHHS Pe3y/IbTaTiB
naguanna B KII  im. lrops  Cikopcbkoro 3a
cToGaIbHON LIKAJIOK 3 MOJATbLIMM NepeBe/IeHHAM
B OLIHKM YHIBepcUTETCHLKOT Kai. HasuaHHs
3aBEPUIYETLCS HAMUCAHHAM | MyOJIIYHMM 3aXHCTOM
MaricrepchbKol aucepTaLtii.

L

All types of educational activities and control
measures (oral and written tests, exams, testing) are
evaluated in accordance with the Regulations on the
system of evaluation of learning outcomes in Igor
Sikorsky Kyiv Polytechnic Institute on a stobal
scale with further conversion to university scale
grades. The training ends with the writing and
public defense of a master's thesis.
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6 — Iporpamui komnerenTHocti / Programme competencies

Inmezpansua komnemenmuicme / Integral competence

3nartHicTb ocobu pO3B’s3yBaTH 3ajaui
zocaifHKLbKOro Ta/abo iHHOBaLiiiHOro XapakTepy
y  cdepi  indopmauiiinoi  Gezneku  Ta/abo
kibepbesneku.

The ability of a person to solve research and/or
innovation problems in the field of information
security and/or cybersecurity.

Saeanvni komnemenmuocni

(3K) / General competencies

3K 1 3narnicte  3acTocoByBaTH  3HaMHs Y Ability to apply knowledge in practical situations.
MPaKTHYHKUX CUTYALIIAX.

3K23narnicte  nposonuTu  aocnimkenHs  Ha | Ability to conduct research at the appropriate level.
BIZAMOBIAHOMY piBHI.

3K 3 3nathicTe 10 alcTpakTHOrO — MMC/eHHS, Ability to think abstractly, analyze and synthesize.
aHaJlizy Ta CHHTE3y.

3K 4 3parnicts  ouinroBath  Ta  3aGesneuysatu | Ability to evaluate and ensure the quality of work

AKICTb BUKOHYBaHUX poGiT.

performed.

3K 5 3narnicTs cninkyBatucs 3 npeicTaBHHKAMH
iHWKMX  npodpeciiiHuX rpyn  pisHoro pieHs (3
eKCrnepTamMu 3 [HWMX ranysed 3HaHb / BMIOIB
€KOHOMIYHOT AisILHOCTI).

Ability to communicate with representatives of
other professional groups of different levels (with
experts from other fields of knowledge / types of
economic activity).

Daxosi koxmemenmmnocmi (PK) / Professional competencies

@K 1 3narnicts  00rpyHTOBaHO
IHTErpyBaTH, po3podnsTH
cyuacHi iHdopmauiiini  TexHosorii, Qisvuni Ta
MaTeMaTHYHI  MOAEN, a  TaKOXK  TEXHOJIOTIT
CTBOpEHHH Ta BUKOPHCTAHHS NPUKIAAHOTO |
CrELiani3oBaHOro Mporpasiioro zadeizneveHHs s
BUpIlIeHHs  npodeciiinnx  3apau  y  chepi
iHopmaLiiiHoi Ge3riekn Ta/abo kibepdesneky.

3aCTOCOBYBATH,
Ta YJIOCKOHaIHBaTH

Ability to reasonably apply, integrate, develop and
improve modern information technologies, physical
and mathematical models, as well as technologies
for creating and using application and specialized
software to solve professional problems in the field
of information security and/or cybersecurity.

@K 2 3nartHicth  po3pobnsaT, BNpoBamKyBaTH Ta
aHaJlizyBaTH HOPMATHBHI JIOKYMEHTH, MONOKEHHS,

IHCTpyKLIT i BUMOI'H TEXHIYHOrOo Ta
opraHizalifHOro  cnpsAMYBaHHA, a4  TaKokK
IHTErpyBaTH, aHaNi3yBaTH | BHKOPHMCTOBYBATH

Kpauli CBITOBI NMPAKTHKK, CTAHAAPTH Y nipodeciiiniii
HisibHOCTI B cepi indopmauiiitoi Gesnekn Ta/aGo
kibepOesrexu.

Ability to develop, implement and analyze
regulations, provisions, instructions and
requirements of technical and organizational
direction, as well as integrate, analyze and use the
best world practices, standards in professional
activities in the field of information security and/or

cybersecurity.

@K 3 3natHicTh  A0CTIKYBATH,  po3podaaTH |
CYMPOBO/UKYBATH METO/TH Ta 3acoOH
inopmallifiHoi Ge3znexn Ta/abo kiGepbesneku Ha
ol exrax iHhoOpMalliiiHOT JANLHOCTI Ta KPHTHUHOT
iH(pacTpyKTypH.

Ability to research, develop and maintain methods
and means of information security and/or
cybersecurity  at  information and  critical
infrastructure facilities.

®K 4 3narnicts  ananizyatu,  pospoluaTd |
CYMPOBO/KYBATH cHCTEMY yMpaBiHHs
inopmattiitnoio 6e3nexoio Ta/abo kidepbesnekoio
opraHizauii, QopmysaTH cTpaTerito i MoJiTHKM
inopmauiiiHol Gesnexu 3 YpaxyBaHHAM
BITUM3HAHUX | MIDKHAPOJHHX CTAHAAPTIB TA BUMOT.

Ability to analyze, develop and maintain an
organization's  information  security  and/or
cybersecurity management system. formulate
information security strategy and policies, taking
into account national and international standards
and requirements.

®K 5 3partHicTs A0 OCHIDKEHHS, CHCTEMHOrO
amanisy  ta  3abesneucHns  Ge3nepepBHOCTI
OizHec/onepauiifiHHX MpoIeciB 3 METOI0 BU3HAYEHHS
BpasanBocTel indhopmartiiinix cuctenm Ta pecypeie,
aHasi3y PU3MKIB Ta BHIHAYCHHS OLIHKH iX BIIMBY Y
BIANOBIJIHOCTI /IO BCTANOBACHOT — cTparterii i

Ability to research, system analysis and ensure the
continuity of business/operational processes in
order to identify vulnerabilities of information
systems and resources, analyze risks and determine
the assessment of their impact in accordance with

the established strategy and policy of information
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nomitku  indpopmauiiinoi  Oesneku  Ta/abo

kibepOesrnexu opranizaitii.

security and/or cybersecurity of the organization.

@K 6 3paricTb  aHanizyBaTH, KOHTpOJIOBATH Ta
3a0e3neuyBaTH CUCTEMY YINpaBJiiHHS AOCTYMOM [0
iHpopMalliiiHUX  pecypciB  3riaAHO  BCTAHOBJIEHOI
crparerii 1 noniTHkK  iHdopmaliiiHol  Ge3neku
Ta/abo kibepbeariekn opraHizauii.

Ability to analyze, control and provide a system of
access control to information resources in
accordance with the established strategy and policy
of information security and/or cybersecurity of the
organization.

@OK 7 3naTHicT,  10C1BKYBATH,  po3pobaaTH  Ta
BIIPOBA/UKYBATH  MCTO/IM | 3aXOAM  MPOTHAIT
KiDepiHLMIeHTaM, 3ACHIORATH npouesypH
YNpaBJliHHS, KOHTPOJIIO Ta PO3C/ilyBaHHs, a8 TaKOK
HajZaBaTH pPeKOMEHJAIlT L1010 MNOonepe/sKeHHs Ta

aHanizy KiGepiHIMACHTIR B LJIOMY.

Ability to research, develop and implement methods
and measures to counteract cyber incidents, carry
out management, control and investigation
procedures, as well as provide recommendations for
the prevention and analysis of cyber incidents in
general.

@K 8 3patnHicth  nocnimKyBaTy, pO3pobATH,
BNPOBA/XKYBAaTH Ta CYNPOBOAKYBATH METOJU |
3aco0u Kpunrorpa)ivHoOro Ta TEXHIYHOrO 3aXMCTY
iHhopmauii Ha 06’ exkTax iHOpMALIHHOT JiSILHOCTI
Ta KPATHYUHOT THPPACTPYKTYPH, B iHHOpMAIIIHKX
cucTeMax., a4  Takow  3J4aTHICTb  OLIHKOBATH
e eKTHBHICTD X BHKOPHCTaHHS, 3rifiHO
BCTAHOBIIEHOT cTparerii i NoniTHKK H(popmaliiHoT
Oesneku Ta/abo kibepbesnekn opratizauil.,

Ability to research, develop, implement and
maintain methods and means of cryptographic and
technical protection of information at information
activities and critical infrastructure, in information
systems, as well as the ability to evaluate the
effectiveness of their use, in accordance with the
established strategy and policy of information
security and/or cybersecurity of the organization.

@K 9 3narHicts  ananizyeartu.  po3pobnstd i
CYNPOBO/LKYBATH CHCTEMY @Y/IHTY Ta MOHITOPHHTY
edekTHBHOCTI  dyHKILIOHYBaHHS  THQOPMALIAHKX
cucTem i Texuoaoriid,  GizHec/onepauifHux
npoueciy B raavsi indopmauiitinoi 6e3neku ta/abo
KibepOeaneku opramizaiii B WJIOMY.

Ability to analyze, develop and maintain a system
of audit and monitoring of the effectiveness of
information systems and technologies, business /
operational processes in the field of information
security and/or cybersecurity of the organization as
a whole.

®K 10 3parHicTs NPOBAJIMTH HAYKOBO-TMEIAroriuHy
HisUIBHICTD, MIAHYBATH HABYAIHS, KOHTPOIIOBATH i
CYNPOBOJIKYBATH pobOTY 3 1EpPCoHAIOM, a TaKoxK
npuiiMaTi  eexTHBHI  pilIeHHS 3 MWTaHb
iHopmauiiinoi besneri ta/abo kiGepbesrnexu.

Ability to conduct research and teaching activities,
plan training, monitor and support work with staff,
and make effective decisions on information
security and/or cybersecurity issues.

@K 11 3nariicts peaizoByBATH TEXHIMHI BUMOTH

Ability to implement technical requirements based

iHopMaLHHOT /Us/ILIOCTT IWOA0 X BIINTOBIAHOCTI
BUMOranM HOPMATHBHIIK JIOKYMEHTIB 13 TeXHIUHOrO
3axXUCTY THOpMALLT.

Ha OCHOBI TENHIK OILUHKKA pisng  3axuuleHocTi | on techniques for assessing the level of security of
iHopmaiinix  cucren,  Texuonoriii - ananisy | information systems. technologies for analyzing
mepexkesoro  Tpadiky  Ta  npununnis  npotuaii | network traffic and principles of countering cyber
kibepaTakam. attacks.

®K 12 3aparnicrs HPOBOAHTH nocnipkenns, | Ability to conduct research, verification, analysis,
nepesipky,  ananiz.  OLIHIOBAHHS ob’exriB | evaluation of information objects for their

compliance with the requirements of regulatory
documents on technical protection of information.

@K 13 3narnicts  ananisypatu.  iHTerpyBatH |
BHKOPUCTORYBATH  Kpallli  CBITOBI  MPaKTHKH,
MiXKHAPO/IHI CTAHAPTH npH po3podui
kpunrorpadiuHux cucTem 3axucTy indopmauii B
crietianbHUx iHopmaltiiino-koMyHiKaiHHUX
cUcTeMax.

Ability to analyze, integrate and use the best world
practices,  international  standards in  the
development of cryptographic information security
systems in special information and communication
systems.

OK 14 3narnict, 3aCTOCOBYBATH KOMTIJIEKC
¢diznunoi niarorosky  BilickkorocnykOoRUIB 114
PO3BHTKY 3araibiuxX | cnewiaibiux  (izuuHKX
akocrei,  GopyvypBaHis  BIICHKOBO-MIPHKNAAHUX
HABMYOK Ta BUNOBAHHS BOJALOBMX | [CHXIYHHX

Ability to apply the complex of physical training of
servicemen for the development of general and
special physical qualities, the formation of military-
applied skills and the education of volitional and
mental qualities.
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AKOCTEH.

@K 15 3natHicTh  3acTOCOBYRATH TexHOJOMT Ta
METOH MAlMHHOrO HABUAHHS U1 aHaNi3y AaHHX,
BHABJICHHS 3arpo3 | AHOMANiH, OLIHIOBAHHS PU3HKIB
Ta MIATPUMKM MPUAHATTS pilieds y mpolecax
kibep3axucry indopmauiiinux  pecypcis i
iHhOpMaLLIiHO-KOMYHIKALLITHNX cHCTeM.

Ability to apply machine learning technologies and
methods for data analysis, threat and anomaly
detection, risk assessment, and decision support in
the processes of cyber protection of information
resources and information and communication
systems.

7~ ITporpamui pesyavrarn naguanns (IIPH) / Programme learning outcomes

[IPH T Binbio  cniinkysarics  AepkaBHOlO  Ta

iHO3EMHOIO  MOBAMM, YCHO | MHCHMOBO  AUs
npeacrasiciis i oBroBopeliHs  pe3ysbTaTiB
JIOCJTIJUKEH D Ta iHHOBALLT, zabesneueHHs
6iznec\onepauiiinmx MpoOLEciB  Ta  NHTaHb

npodeciinoi nisnantocti B ranvai indopmatiiinot
Oesneku Ta/abo kidepdesnek.

Communicate fluently in the state and foreign
languages, orally and in writing, to present and
discuss  research  and  innovation  results,
business/operational processes and professional
issues in the field of information security and/or
cybersecurity.

[TPH 2 InTterpyrartn (hyHAavenTanbHi Ta | Integrate fundamental and specialized knowledge to
crewianbHi 3HAHHS A0S PO3R A3VRAHHA CKIaanux | solve complex information  security and/or
3anay inpopmaniinoi Gesnexu Ta/abo | cybersecurity problems in broad or
kibepbesnexn y HIHPOKHX abo | multidisciplinary contexts.

MYJIBTHAUCHMTIAIHAPHUX KOHTEKCTAX.

ITPH 3 Ilporamri JIOCHIJIHHLILKY Ta/abo | Conduct research and/or innovation activities in the

iHHOBaLifiHY JtiszbHICTE B cepi indopmauiitoi
Oesnekn Ta/abo kiGepbenexu. a Takok B chepi

field of information security and/or cybersecurity,
as well as in the field of technical and cryptographic

TEXHIMHOrO  Ta  KpunrTorpaiunoro  3axucTy | protection of information in cyberspace.
iHopmartii y kiGeprpocropi.

ITPH 4 3actoconyratn, inrerpyrari, pospoGustu, | Apply, integrate, develop, implement and improve
BMpOBaZKYBATII 1A y/0CKOHaniosaty  cyuacHi | modern information technologies, physical and

iHopmaLliiini TexHonorit, Gisndni Ta MaTeMaTHuHI
METOAH i mojieni 8 cdepi indopmaniiinol Gezneku
Ta/abo kibepbesneky.

mathematical methods and models in the field of
information security and/or cybersecurity.

ITPH 5 Kpurnuiio OCMHCIIOBATH npobaemu
iHopmauiiinoi Gesnekn Ta/abo kiGepbesznekn, y
TOMY uueni Ha MIZKTa1y 3eBOMY Ta
MIKAHCLMIATHAPIOMY  PIBHI. 30KpeMa HA OCHOBI
PO3YMIHHA  1HOBIN  PE3VIILTATIE  I1GKEHEPHUX |
(izuKo-mMaTeMaTHUNMX HAYK, @ TaKok PO3BMTKY
TEXHOJIONiH  CTBOpPEHNsS  Ta  BHKOPHCTAHHS

To critically comprehend the problems of
information security and/or cybersecurity, including
at the interdisciplinary and interdisciplinary level, in
particular, based on an understanding of the new
results of engineering and  physical and
mathematical sciences, as well as the development
of technologies for creating and using specialized
software.

CMELiaNizoBatoro nporpaMHoro 3adesneyeHHs.
[TPH 6 Ananizveati ta owinosaTi 3aXuuleHicTb
CHCTEM, KOMILICKCIR Ta kiGep3axmery,
TEXHOIOrT  CrEopeHts ra BHKOPHCTAHHS
COEWIaNizoBAOr0 MPOrpaMiioro 3ade3neyents.

e
30Cc001B

Analyze and evaluate the security of systems,
complexes and means of cyber defense.
technologies for creating and using specialized
software.

[TPH 7 OGrpyurosysarn
BIIPOBAKYBATII  Ta  allajiizypaTh

BHKOPHCTAHHS,
Kpawli  CBITOBI

To justify the use, implement and analyze the best
international standards and practices in order to

CTAHAApPTH. TIPAKTHKH 3 METOIO0  po3s’azaHHa | solve complex problems of professional activity in
CKIAHUX 3aay npodeciiinoi sinannoeti B ranysi | the field of  information  security and/or
iHpopmaLiiinol Gesnexkn Ta/abo kiGepbesnek. cybersecurity.

ITPH 8 JTocairuwyeari, pozpOGAATH i | Research, develop and maintain information
CYMPOBOLKYBATI CHCTEMH Ta 2aco0u | security and/or cybersecurity systems and tools at

inopmattiiinoi Gesnekn Ta/atio kidepbeznekn Ha
ob’exrax iHpoprAIHHOT AISALHOCTE Ta KPHTHUHOT
IHpacTpy KTV,

information and critical infrastructure facilities.

ITPH 9 Ananizyearn.
CYNPOBOIKY EATH

po3podasTi [
CHCTCATY VIIPARIiHHS

Analyze, develop and maintain the organization's
information  security  and/or  cybersecurity
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inopmatiiiinolo Gesnekoio Ta/abo kiGepbdesnekoro
opranizauii - una  fasi  crparerii I noAiTHKM
iHdopmalliiinol Geanex.

management system based on the information
security strategy and policy.

I1PH 10 3aGe3neuysatu OGesnepepeHicTs Gi3nec /

Ensure the continuity of business/operational

CHCTEMM YNPARIIIIHS JIOCTYNOM /10 iHpOpMaLIHHHX
PECYpPCiB BINOBIHO /10 BCTAIIOBIEHWX CTpaTerii i

OMepaulifHKuX  npoleciB, a  TakoXk  BHABIATH | processes, as well as identify vulnerabilities of
ypasnusocTi indopmaniiinnx cuctem Ta pecypceis, | information systems and resources. analyze and
aHanisyatii  rta  ouinmosarw  pusukn  ans | assess risks to information security and/or
iHpopmaniiino  Gesnekn  Ta/aGo  kiGepGesnexn | cybersecurity of the organization.

oprasisaril.

ITPH 11 Ananizyparn, KOHTPOIOBATH Ta | Analyze, control and ensure the effective
3abe3neuyraTH ehextuone  dynkuionyeanus | functioning of the system of access control to

information resources in accordance with the
established strategy and policy of information

YOPABAIHHA. KOITPOMO Ta POCTI/IVBAHHS, a TAKOXK
HAZaBaTH perovMetnalil 10/0 nonepe/pKkents Ta
aHanizy KidepinuyienTie B uinomy.

noaitukn  indopmanitinoi  Gesmexn  ta/aGo | security and/or cybersecurity of the organization.
Kibepbeznckn oprauizanii.

[TPH 12 Jlocniviryeary, PO3PODIATH Ta | Research, develop and implement methods and
BNPOBA/LKVBATH  METOW | 3aXOAM  1IPOTMAIT | measures to counteract cyber incidents, carry out
KibepiHimMeHTAN, 3LTCHIORATH npolietypu | management, control and investigation procedures,

as well as provide recommendations for the
prevention and analysis of cyber incidents in
general.

[1PH 13 Jlocni uryeatn, pPO3pOOIATH.
BIIPOBA/LAVBATIE TA BHKOPHCTOBYRATH METOAM Ta
3aC00M KpHNTOrPadiuHOro Ta TeXHIYHOTO 3aXHCTY
iHopmartit Gizrec/onepalliiinix npouecis, a Takos«
aHal3yBaTH | Ha/laBaTie OIiHKY eeKTHBHOCTI iX
BHKOpHCTAlI B iHdopmaltiiiniux  cucremax, Ha
o0 ekTax HipopmMalliiHOT AisALHOCTI T KPUTHUHOT
iHQpacTpyKTYpi.

To research, develop, implement and use methods
and means of cryptographic and technical protection
of information of business/operational processes, as
well as to analyze and evaluate the effectiveness of
their use in information systems, at information
activity facilities and critical infrastructure.

[TPH 14 Ananizyveari. pozpodasTy i
CYMPOBOIKY BATH CHETEMY (V/IHTY T4 MOHITOPHHTY
edexturnocTi  Qyvukiionyeanig  indgopmatifiHux
cucTem 1 Texuodoriit.  Oiznec\onepaniiHux
npotecis 3 cepi iHhopmalliiHOT

ta\abokibepbesnekn B Linomy.,

Analyze, develop and maintain a system for
auditing and monitoring the effectiveness of
information systems and technologies,
business/operational processes in the field of
information and/or cybersecurity in general.

[TPH 15 3posvatino 1 HeABO3HAUIO  NOHOCHTH
BAACHI  nucHorkn 3 npodien  iHdopmaiiiHoT
6e3nexn ta/ado kiGepde3neri. a TakoK 3HAHHA Ta
MOACHEHHS. (1O X OGIPYIITORVIOTH /10 epcoHany,
napraepis 1a s o¢io,

Clearly and unambiguously communicate own
conclusions on information security and/or
cybersecurity issues, as well as knowledge and
explanations that justity them to staff. partners and
others.

[TPH 16 Tpuiivarie obrpyirrosani  pitnends 3
opradizaiiiino-rexuiunux  nurann  iHdopMaltiiHol
Gesnexn  Ta/abo  wkibepBesniekn Y CKIAAHUN
HernepeAdauy AN\ TOMY  4HCHl i3
3aCTOCYBAIIIAN  CVMACHMN  \CTO/R  Ta  3ac00iB
OMTHUMI3ALLT. NPOITIOIV BAHHS Ta NPHIHHATTS PilleHb.

VMOBAN. V¥

To make informed decisions on organizational and
technical issues of information security and/or
cybersecurity in complex and unpredictable
conditions, including the use of modern methods
and tools for optimization, forecasting and decision-
making.

[TPH 17 Mati HapHuKIH ARTOHOMHOTO i
camocTiiinoro napuanng v cept iHGopMartiinot
Besneri Ta/a00 KIoepOe3INCKi 1 I0THYHIX rajiy3el
3HAHb. QY BATH BAachi ocsiTHi noTpedn Ta
00’ EKTHRIIO OILHIOBATH PCAVILTATIH HABUYAHHSI

Have the skills of autonomous and independent
learning in the field of information security and/or
cvbersecurity and related fields of knowledge,
analyze their own educational needs and objectively
evaluate learning outcomes.

[TPH 18 Taany ot TAKOIK
CYMPOROLKVRATH  TA pobory 3

HABYATIN, d
KOHTPOHOBATH

Plan training, as well as support and monitor work
with staff in the field of information security and/or
cybersecurity.

nepconanon: N nanpasy indopvaniiino 6eznexu
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Ta/abo kibepOesneku.

[1PH 19 Obupaty, aHanizyBaTd 1 po3podasTH
NpUAaTHI THUNOBI AHATITMYHI, pPO3paxyHKOBI Ta
eKCMepHUMEHTaNbHI METOH Kibep3axucry,
po3pobnsTH, peasi3oByBaTH Ta CYNpOBOMKYBaTH
MpoeKkTH 3 3axucTy iHdopmauil y kibeprpocropi,

Select, analyze and develop suitable standard
analytical, computational and experimental methods
of cybersecurity, develop, implement and support
projects for the protection of information in
cyberspace, innovation and intellectual property

iHbopmauiiiHoi Oe3neku Ta/abo kiGepbesneku 3
ypaxyBaHHAM BUMOI BITYM3HSHHX Ta CBITOBHX
CTaHJApTIB Ta KPAIMX NPAKTHK.

iHHOBALLIHOT JUSTBHOCTI Ta 3axucTy | protection.

iHTEeNeKTYaIbHOT BJIACHOCTI.

[TIPH 20 CraButy  Ta  BWpimryBath  ckmanHi | To set and solve complex engineering, applied and
[HKEHepHO-TIPUKIaOHI  Ta  HaykoBi  3amaui | scientific problems of information security and/or

cybersecurity, taking into account the requirements
of national and international standards and best
practices.

ITPH 21 BukopucToByBaTH METOAM  HATYpPHOTO,
Gi3zudHOro i KOMI'IOTEPHOrO MOJENOBaHHA Ul
JIOCHIJUKEHHS npouecie,  sKi CTOCYIOThCS
iH(opmauiiiHoi 6e3neku Ta/abo kibepGesneku.

Use methods of natural, physical and computer
modeling to study processes related to information
security and/or cybersecurity.

i

[1PH 22 lNnanyeaTu Ta BHKOHYBAaTH
eKCMepUMEeHTaJIbHI | TEOPeTHYHI JOC/iDKEHHS,
BMCYBaTH 1 NEpeBipATH TrinoTe3u, odupaTH Ui

UbOrO  TpHIATHI  METOAM Ta  IHCTPYMEHTH,
34IHCHIOBATH  CTATHCTHYHY  oOpoOKY — HaHHMXx,
OLLIHIOBATH JIOCTOBIPHICTb pe3ybTaTiB

JLOCH1/UKEHb, APrYMEHTYBATH BUCHOBKH.

Plan and perform experimental and theoretical |
research, formulate and test hypotheses, select
appropriate methods and tools, perform statistical
data processing, assess the reliability of research
results, and justify conclusions.

[TPH 23 O6rpyHTOBYBaTH  BMOIp  MpOrpamHOro
3abe3neyeHHs, YCTaTKyBaHHs Ta iHCTPYMEHTIB,
IH)KEHEPHUX TEXHOJOTiH 1 mpoueciB, a TakoxK
oOmMexceHb 1OA0 HUX B ramysi iHdopmauiitHoi
Gesnexu Ta/abo kibepOe3nekH Ha OCHOBI CY4aCHMX
3HAHbL Y CYMIKHMX rajly3sx, HayKOBOI, TEXHIUHOI Ta
JOBIAKOBOT  JliTepaTypu Ta IHIUOI  JOCTYIHOI
indopmaLii.

To justify the choice of software, equipment and
tools, engineering technologies and processes, as
well as restrictions on them in the field of
information security and/or cybersecurity based on
current knowledge in related fields, scientific,
technical and reference literature and other available
information.

[1PH 24 OuintoraTu craH iHQOpMaUiiHUX cHcTeM,
po3nopinaTH  nocnyrw  Oesnekud 1 oOupaTH
MexaHi3MH 0e3NneKH, BINpPOBAJKYBATH TEXHOJOrIUHI
pilleHHs  IHHOBAaUiHHOrO  XapakTepy L1010
BUsIBNIeHHS Ta OJ0KYBaHHs 3arpo3 iHGopmauiiHum
pecypcam.

Assess the state of information systems, distribute
security services and select security mechanisms,
implement innovative technological solutions to
identify and block threats to information resources.

[TPH 25 3acTocoBysaTH METOIMKH o0
OlLIHIOBAHHS 3axHuleHOocTi 06'ekTiB iH(popMmauiiiHol
NsSTLHOCTI Ta AeprkaBHUX THhOPMAUIHHUX Pecypeis
Bi/I HECAHKIIIOHOBAHOTO 1OCTYITY.

Apply methods for assessing the security of
information objects and state information resources
from unauthorized access.

[TPH 26 BHKOpHCTOBYBAaTH  pe3ysibTaTH  aHalisy
KpalliX CBITOBMX MPaKTHK, CTAHAAPTIB i3 3aXHCTY
iHpopmaunil  mpu  po3pobui  KpUnTOrpadiuHMX
cHcTeM  3axucTy iHpopmauil B - creuiasbHUX
iHpopmaLiHHO-KOMYHiKaUifHUX cHCTeMaXx.

Use the results of the analysis of best international
practices, information security standards in the
development of cryptographic information security
systems in special information and communication
systems.

[MPH 27 3actocoByBaTH crieuianbHi Qi3HUHI AKOCTI
Ta BIHCLKOBO-MPUKIIA/AHI HABHYKH MPH BUKOHAHHI
60ioBHX 3aBOAHD.

To apply special physical qualities and military-
applied skills in the performance of combat
missions.

[TPH 28 3acTocoByBaTi METOAM Ta alrOPHTMH
MaUIMHHOrO HABYAHHS ISl aHANi3y AaHUX Oe3nekH,
BUSBJICHHS aHOMaliif 1 3arpo3 Ta po3B’A3aHHA

NMpaKTHYHKX 3a7a4 Kidep3axucTy iHgopMaliinux

Apply machine learning methods and algorithms to
analyse security data, detect anomalies and threats,
and solve practical problems of cyber protection of
information resources.
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pecypcis.

|

8 — Pecypcue 3a0e3nevenns peanizauii nporpamn / Resource provision for programme
implementation

Kaopoge 3abesnevenns / Staffing

BianogigHO 1m0 KagpoBHX  BHMOr OO
3afe3neyeHHs NpOBaJUKEHHS OCBITHBOT AisUIBHOCTI
Uls BIAMOBIAHOTO  piBHA  BHILOI  OCBITH,
satBepkeHux Ilocranosoto Kabinety MinicTpis
Ykpainn Big 30.12.2015p. Ne 1187 B umuHiii
penakuii.

Peanizailis OCBITHIX KOMIMOHEHT 3abe3nevyeThes
HaYKOBO-MearoriyHuMHM NpauiBHUKaMH, sKi MalThb

HAyKOBMH cTyniHb Ta/abo BueHe 3BaHHA Ta
MpawiooTh 32 OCHOBHMM  MicueMm  polOTH.
3anyualoTbcs 10 BUKJIadaHHAs  npodeciiHo-

OpIEHTOBAHMX JMCUMNIIH axiBUIiB-MPAKTHKIB B
rany3i kibepbe3neku Ta 3axucTy iHpopmauii.

In accordance with the staffing requirements for
ensuring the implementation of educational
activities for the relevant level of higher education,
approved by the Resolution of the Cabinet of
Ministers of Ukraine dated 30.12.2015 Ne 1187 in
the current version.

The implementation of educational components is
provided by research and teaching staff who have a
scientific degree and/or academic title and work at
their main place of work. Practitioners in the field
of cybersecurity and information protection are
involved in teaching professionally oriented
disciplines.

Mamepianeno-mexniune 3a6esnevenns / Material-technical support

BinnoeiaHo 10 TEXHOMOriHHMX BUMOI  LIOJO
matepiaibHO-TeXHIYHOro 3abe3neueHHs OCBITHBOI
JUAJBHOCTI  BIAMOBIAHOTO PIBHA BHULIOI OCBITH,
saTBep/ukeHuXx IlocraHosolo Kabinety MinicTpis
Vikpainn Big 30.12.2015p. Ne 1187 B 4yuHHIHA

pefaKwii.
s 3abe3neyeHHs OCBITHBO-MpodeciiiHol
nporpamMy  BUKOPUCTOBYIOTbCS  MaTepiajibHo-

texuiuni 6azu: KIII im. Irops Cikopeskoro; 1C331
(HaBuanbHUM cuTyauidHMH LeHTp 3 Kibepbesneky,
rpyna pearyBaHHs Ha KOMI'IOTE€PHI IHUMIAGHTH,
cretianbHa n1adoparopis 3 TEXHIYHOrO 3aXHCTy
indopmauii); depraBHoro ueHTpy kibepsaxucry ta
Kibepuentpy UA30 Jlepikcneuss’s3ky; NojiroHu
TepuTtopianbHUX BY3J1iB YPSA0BOro 3B’ A3KY.

In accordance with the technological requirements
for the material and technical support of educational
activities of the relevant level of higher education,
approved by the Resolution of the Cabinet of
Ministers of Ukraine of December 30, 2015,
Ne 1187 in the current version.

To ensure the educational and professional
program, the material and technical bases are used:
Igor Sikorsky Kyiv Polytechnic Institute; ISCIP
(cybersecurity training situational center, computer
incident response team, special laboratory for
technical information protection); State Center for
Cyber Defense and Cyber Center UA30 of the State
Special Communications Service; training grounds
of the Territorial Government Communication
Nodes.

Inghopmayitine ma naguanvio-wemoouune 3avesnevenns / Information and methodological support of the
educational process

Bianosiano no Bumor woao iHdopmauiiiHoro Ta
HABYQILHO-METOAMUHOr0 3abe3neyeHHs OCBITHLOI
MUSABHOCTI  BIIMOBIHOrO PiBHS  BHULUOT OCBITH,
sareepkenux [locranosoto Kabinery Minicrpis
Vipainn ein 30.12.2015p. Ne 1187 B uunHIl
penakuii.

Kopucrysanns HaykoBo-texHiuHowo 0iGnioTekoro
KII im. [rops CikopcbKOro, 3arajabHO-

IHCTHTYTChKOT Ta cekpeTHoto Oibniotexamu 1C331.

In  accordance with the requirements for
information and educational and methodological
support of educational activities of the relevant
level of higher education, approved by the
Resolution of the Cabinet of Ministers of Ukraine
0f 30.12.2015 Ne 1187 in the current version.

Use of the Scientific and Technical Library of Igor
Sikorsky Kyiv Polytechnic Institute, the general
institutional and secret libraries of the ISCIP.

9 — Akaaemiuna MooiabHicTs / Academic mobility

Hayionansna kpedumua mobdinenicme / National credit mobility

[Iporpama He nepenbaqae HaLiOHAIbLHOI KPEAUTHOT

MOOITLHOCTI.

The program does not provide for national credit
mobility.

Misicnapoowna kpedumna MoOIbHI

cmb / International credit mobility

MosTuBicTs  yKJIAZaHHS  YrOA  Mpo aKaﬂeMitu—(Possibility of concluding agreements on academic

MOOIIbHICTb, NPO TPUBAJIL MIZKHAPOAHI MPOCKTH,
sKi nepeadavaloTh BKJIIOYEHE HABYAaHHS 300yBayiB

BHUIOT  OCBITH (3a piLLIEHHAM [onosu

mobility, long-term international projects that
provide for the inclusion of training for higher
education applicants (by decision of the Head of the
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Jeprxenenss’szky).

| State special communications service).

Hasuanns inozemnux 3006yeauis suwoi oceimu / Study of foreign applicants of higher education

HaBuanHs iHO3eMHMX 37100yBauiB BMILOI OCBITH 3a
JAHOK  OCBITHBO-NpoeciiiHo0  mporpamMol0  He
nepeﬂ6aqeﬂo

prowded

Training of foreign higher education students under
this educational and professional program is not

10— Hpoue,uypa npucaocunn npogeciinnx Knamq)mau it / Procedure for awarding professional

qualifications

He nepenbavaerbes npUCBOEHHS npodeciHHuX

kBatidikawi

awarded

No professional qualifications are expected to be

2. MEPEJIIK OCBITHIX KOMITOHEHTIB / EDUCATIONAL COMPONENTS

dopma
Kon / St 3 Kpeaurn €EKTC / NiZICYMKOBOTO
CBITHI KO / e . d
Code Ocgitni komnonentH / Educational components ECTS credits KoHTpOMIOH.Final
control form
Hopmatussi ocBiTi komnonenTn / Standard educational components
Huka 3araabuol ninrorosku / General training cycle
3001 [HTeNeKTyanbHa BAACHICTb T4 MATEHTO3HABCTRO / 3 3aniK
Intellectual property and patent law Final test
30 02 Cranuii iHHOBaLIHHUH PO3BUTOK / 5 3aTIK
Sustainable innovative development Final test
30 03 [Menarorika Ta ncuxooris BifiCbKOBUX KONEKTHBIB / - 3aliK
Pedagogy and psychology of military teams - Final test
[MpakTHuHKi Kypc iHO3EMHOT MOBM A8 J1I10BOT
KOMYHiKkauii / 5 3aliK
30 04 . . . 3 .
Practical foreign language course for business Final test
communication 1
uxa npodeciiinoi niaroroskn / Professional training cycle
diznyne BUXOBAHHA / 3a5iK
[0 1 . . 4 .
Physical education Final test
Texuosnorii BUsBIeHHs Ta ONOKYBaHHA 3arpo3 AepiKaBHUM
iHpopmaLlifiHUM pecypcam B iH(opmaLiiiHo-
KOMYHIKauliHux cucremax / 3aniK
110 2 . ; : 4 .
Technologies for detecting and blocking threats to state Final test
information resources in information and communication
systems
Texnonorii BusBRNeHHs Ta OI0KYBaHHS 3arpo3 JePyKABHUM
inopmauiitHum pecypcam B iHpopMmaLliiiHo-
KoMyHikauiiiHux cucremax. Kypcosa pobora / 3aliK
[0 3 . . : 1 ;
Technologies for detecting and blocking threats to state Final test
information resources in information and communication
systems. Course work
MeTtoan noGy10BH Ta aHai3y CUMETPHUHHX
Mo 4 KpunTocHeTeM / 3 3aik
Methods of construction and analysis of symmetric Final test
cryptosystems
nos MaTemaTHuHi METOAM ONTUMI3ALLT Ta MOJRMIOBAHHS / 5 eK3aMeH
Mathematical methods of optimization and modeling Exam
Mo 6 TexHoNorii MallMHHOTO HABYAHHS / 6 eK3ameH
Machine [carning technologies Exam
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MeTo10/10T14HI 3acal 3axXHCTy iHpOpMaLlii Bil BATOKY
TeXHIYHUMU KaHanamu / 3anik
o7 , - . . § : 5 .
Methodological principles of information protection against Final test
leakage through technical channels
o 8 BukonaHHs marictepcbkol qucepTauii / 14 3aXHCT
Execution of the master's thesis Defense
ITpakTukn / Practices
KibeprnaBuanus / A 3a/1K
1o 9 e 3 .
Cyber training Final test
Excnnyarauiiina npaxruka / 3alliK
[10 10 A ; 3 .
Operational practice Final test
Bilicbrkose cTancyBaHHs / 3allik
@@y | oreEtEe e 9 .
Military internship Final test
Buobipkosi ociTni komnonenTu / Elective educational components
Llnxa npodeciiinoi nixroroskn / Professional training cycle
Bubiproruii oceiTHiii komnonent 1 3 ®-Karanory / 3aliK
[B 1 i ; 4 )
Elective educational components 1 from P-Catalogue Final test
Bubipkoruii ocsiTHIi komnoHeHT 2 3 d-Karanory / eK3aMeH
[1B 2 : : 5
Elective educational components 2 from P-Catalogue Exam
BuGipkosuii ociTHii komnonent 3 3 d-Karanory / 3aik
[1B3 : : i i 4 .
Elective educational components 3 from P-Catalogue Final test
Bubipkosnii ocsiTHii komnoHenT 4 3 ®-Karanory / eK3ameH
1B 4 ; _ : 5
Elective cducational components 4 from P-Catalogue Exam
BuGiprosuii oceiTHIH komnoHeHT 5 3 d-Katanory / eK3aMeH
[BS5 : . 5
Elective cducational components 5 from P-Catalogue Exam
3arajibHuit 006CAr HOPMATHBHUX OCBITHIX KOMITOHEHTIB / 67
Total volume of the standard educational components: |
~ ~ -4 # s . ]
3arasibHuii odcar BUOIPKOBUX OCBITHIX KOMITOHEHTIB / 73
Total volume of the elective educational components:
OOGcar ocBiTHIX KOMNOHEHTIB, 1110 3a0e3Mne4y0Tb 3100y TTS KOMNETEHTHOCTEH
BM3HAUCHHX CTAHAPTOM BHILOT OCBITH / 63
Total volume of the educational components aimed at acquisition of competencies
specified in the Higher Education Standard
3ATAJILHUI OBCSIT OCBITHLOI TPOTPAMM / 90

TOTAL VOLUME OF THE EDUCATIONAL PROGRAMME
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3. CTPYKTYPHO-JIOI'TYHA CXEMA OCBITHBOI [IPOT'PAMU / STRUCTURAL AND
LOGICAL SCHEME OF THE EDUCATIONAL PROGRAMME

KHHVHONXIIE

I ]
5 ' I
I cemectp /I semester i IT cemectp /1 semester i III cenmectp / 111 semester
EEFess : . . !
[} I
T - - o - - == ! BiiicbkoBe
RTII v MHOT 3 : (OMYHIK :
D pm.ml] llﬂ[ll'h_\]l)(‘ iHO3eMHOI \xoafu ,1[;15{ 21080} KOMYHiKaLii . CTawkyBanHA
el1e o o Se i S oy . .
ractical foreign language course Ion usiness conununication | Military internship
- 2 . i &
(diznune BixoBaHHA / Physical education _I—_:_
T |
IHTeAeKTyaIbHA BAACHICTb Ta ' - > : '
S ) ! | Craanit iRHoBANiitHIT po3BITOK | | !
MaTeHTO3HABCTBO ! o= y . 0[S
|| Sustainable innovative development |
Intellectual property and parent law . — - ——— , .
T = , |Iledarorixka Ta mCIXOAOriA BifCHKOBILX | |
XHO! 3l Y A Ta .
R it | |KoaextuBiB / Pedagogy and psychology;of ]-——,_
3 3 ACPA A 80 |
GMOKYBAHKA 3Ar pO3 ACPAABHIIN ' |military teams { |
indopMmaLiitHIIN pecypcay B ) |
S . . D t
iHdopmaniitHo-koMynikaLiinx —.—»% KidepraBuanus / Cyber training —
X P g

CHCTRMAX
Technologies for detecting and
blocking threats ro stare information
resowrces in information and
—comimunication ; _
KypcoBa podota ¢ Course work |

SICMS

MeToan noByaorit Ta ana1izy
CHMETPHYHIIX KPIITOCICTEM
Methods of construction and analvsis
of symmetric cryptosvstems

—

MaTeMaTIIHI METOIN ONTHMI 20l Ta
MOZeTO AN b
Mathematical methods of optimization
and modeling

e

! f_I\lero;lo:lorilmi Jacaldil 3axHCTy
| 1H(opMaLli Bid BITORY
TeXHIUHIIMIT KaHAamaMI
Methodological principles of
information protection against
leakage through teclmical
chaunels

EKcrtyatauiiiHa NpaKTiika
Operational practice

— &

|  Budipxoenit oceitniit kommonesT 1 3 O-Katanory
| Elective aducational componeuts 1 from P-Catalogue

GipxoBHil CCBiTHIf KOMMOHeNT 2 3 O-Katanory

| Elective educational components 2 from P-Catalogue

TexHOIOrIT MAILHHHON O HABUAHIA
Machine learning technologies

BitGipKoaitfl OCBITHIA KONTIOHENT 3 3 ®-Katanory
| Elective educational components 3 from P-Catalogue

|

Electve educational components 4 from P-Catalogue

BisGipKosnft ocsitaiii koMmonent 4 3 O-Karanory

|
I
1
i
|
I
|
|
I
I
I
|
]
I
I
|
{
i
!
!
1
|
|
|
1
i
|
|
]
I
|
1
1
1

B:1Giprornit ocBitHifl KommoreHT § 3 O-Katanory
\ Elective educational components 5 from P-Catalogue

Budipkoei oceimui kovnonenmit

SISHHL SAHFISVIN FHL 4O NOILNDINI

INOvidaony

JOM9OdILIOIIVIA
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4. ®OPMA ATECTALII 3JOBYBAUYIB BULIIOT OCBITH / THE FORM OF
ATTESTATION FOR DEGREE PURSUERS

Arecrauis 3100yBaviB BUILOT OCBITH 3a OCBITHbO-npodeciiiHo nporpamoro “be3neka aepikaBHMX
iHdopmauiliHux pecypciB” 3ailicHIOeTbCs Y (GOpMI €AMHOrO AepKaBHOrO KBai(ikKaUiiHOro icrnuTy Ta
3aXMCTy MarictepchbKol aucepTauil, 1o 3abesrneyye OLIHIOBAHHSA JOCATHEHHs pe3yJbTaTiB HaBYaHHS,
BM3HAYEHUX CTaH/apPTOM BHMILOT OCBITH Ta 3aBEPLUYETHCS BMAAYED AOKYMEHTa BCTAHOBIEHOrO 3paska Ipo
MPHCYJ/UKEHHS HOMY CTYNEHs MaricTpa 3 NpHCBOEHHIM OCBITHLOT kBanidikalii: marictp 3 kibepbesneku Ta
3axXMcTy iHQopmauil, 3a ocBiTHbO-npoceciiiHolo nporpamoro  “Bearneka aepikaBHUX iHhOpMaUIHKX
pecypciB”.

Maricrepcbka Juiceprauis mMae nepeabadatv po3B’si3aHHA CKIAIAHOI 3aadi A0CHIAHWLLKOrO Ta/abo
iHHOBaUiHRoro xapakrepy y cdepi kibepOesnekn Ta 3axucty iH(opmauii. Maricrepchka aucepralis
nepepipseThes Ha rutariart, gadpukauito Ta panscudikauito i micas 3aXHCTY PO3MILLYETHCA B HaBUalbHIi
6ibaioreui 1C331 KIIl im. Irops Cikopcbkoro B apxiBi HayKOBMX Ta OCBITHIX MaTepiajsis ans BiIbHOroO
JOCTYITY.

AtecTtauis 3IHCHIOETBCS BIAKPUTO 1 nyOmidHo. Ajie, AKWO Marictepcbka AMCEpTallis MICTHUTb
indopmalilo 3 obveIKeHUM IOCTYMOM, TO 3aXMCT NPOBOJMTHECH B 3aKPHTOMY PEHKHMI 3 HEYXHJIbLHHM
JIOTPUMAHHAM | BHKOHQHHAM BUMOI" YMHHOMO 3aKOHOAABCTBA 100 30epemeHHs ciyk00B0i Ta AepKaBHOI
TAEMHHUL.

Certification ol applicants for higher education in the educational and professional programme
“Security of state information resources” is carried out in the form of a single state qualification examination
and defence of master's thesis, which ensures the assessment of the achievement of learning outcomes
defined by the standard of higher education and ends with the issuance of a document of the established form
on awarding a master's degree with the award of educational qualification: Master of Cybersecurity and
Information Protection. in the cducational and professional programme “Security of state information
resources”.

The master's thesis should involve solving a complex research and/or innovative problem in the field
of cybersecurity and information protection. The master's thesis is checked for plagiarism, fabrication and
falsification and. alicr defense, is placed in the academic library of the Igor Sikorsky Kyiv Polytechnic
Institute in the archive of scientific and educational materials for free access.

Certification is carried out openly and publicly. However, if the master's thesis contains information
with limited access. the defense is conducted in a closed mode with strict observance and fulfillment of the
requirements of current legislation on the preservation of official and state secrets.
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5. MATPULSI BIZITOBIJIHOCTI TPOT'PAMHUX KOMIIETEHTHOCTEM
KOMIIOHEHTAM OCBITHBOI IPOI'PAMHU / COMPLIANCE MATRIX OF
PROGRAMME COMPETENCIES WITH PROGRAMME COMPONENTS

| 301 | 302 | 303 | 304 | 01 | 02 | O3 | 104 | OS5 | MO6 | NO7 | NO8 | M09 | 010 | MO11

3K1 + + + + + + + + + + +
3K2 + + + + +

3K3 + + + + + +

3K4 + ‘ + 5

3K5 + + + + + + + +
DK1 + + + = + +
DOK2 + -+ + + + - +
DOK3 + + + +
OK4 | + + *

OK5 + + + + + +
DK6 + + +
DOK7 + + +

OKS8 + + + + +
DOK9 - + + + +
DKI10 |
DOK11 + + + +
K12 ' £+ +
DK13 ‘ + + +
OK14 +
DOKI15 ‘ } | + =+ =+ +
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6. MATPUILSI SABE3NNEYEHHSI IPOI'PAMHUX PE3YJIbTATIB HABUAHHS
BIAIOBIAHMMIT KOMITOHEHTAMU OCBITHLOI ITPOI'PAMM / COMPLIANCE

MATRIX OF PROGRAMME LEARNING OUTCOMES WITH PROGRAMME

COMPONENTS

301 | 302 | 303 | 304 | IOI | NO2 | 103 | 104 | 1105 | M1O6 | I1O7 | 1108 | 109 | 1010 | MMO11
IIPH1 + 4 + + + -
l'IPH2 |+ + + + + + +
IMPH3 + + + + +
TTPH4 + o + + + + + +
IMPH5 | + + - I + +
ITPHG6 + + + + + +
TPH7 + + - + +
[TPHS + + + +
IMPHY + + + +
ITPH10 + + + +
MPH11 + + |+
IMPH12 * + + +
[TPHI3 | + r | & + + + +
TPH14 | il +
TTIPHI15 + 1 % ‘ + + +
IPH16 J l + + * +
IMPH17 + 4 + + a0
[PHI8 [ + + + i +
MPH19 + % +
ITPH20 ’ + ik +
[1PH21 ! + L + + + +
MPH22 | + | , + + + + + +
ITPH23 + ®
I1PH24 | + i +
[1PH25 | ! i a o
IMPH26 .[ * + T+
[IPH27 + T
IIPH28 ‘ 4 + 5 a5






