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MMPEAMBYJIA / PREAMBLE

PO3POBJIEHO / DESIGNED:
KepiBuuk podouoi rpymu / Head of the project team:

Camotinos lzop Borooumuposuy, kanouoam mexuiunux Hayk, ooyeum, ooyenm Cneyianvhoi kaghedpu
Ne | IC331 KIII im. Ieops Cixopcoroeo | Thor SAMOILOV, candidate of technical sciences, associate
professor, associate professor of the Special department Ao 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic
Institute.

UYnenu pobdoyoi rpymu / Project team members:

Tonv Braoucnas [mumposuu, rxanoudam mexHiyHux HayK, npogecop, 3asioysau CneyianvHoi
kagheopu Ne 1 1C331 KIII im. leops Cixopewroeo | Vladyslav Gol, candidate of technical sciences, professor,
head of the Special department N2 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

lsanuenxo Cepeiti Onexcanopoguy, O00OKmMOp MexHiyHux Hayk, npogecop, npogecop Cneyianvhoi
kagpeopu Ne 1 IC331 K111 im. leopsa Cikopcoroeo | Sergiy lvanchenko, doctor of technical sciences, professor,
professor of the Special Department Ao 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

Onexcivuyk Anmon Muxonatiosuu, 0oKmop mexuiyHux Hayk, npogecop, npogecop Cneyianvhoi
kagheopu Ne 1 IC331 KIII im. I2ops Cikopcewvroeo | Anton Oleksiichuk, doctor of technical sciences, professor,
professor of the Special department M2 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

Konomoneyo Muxona Muxonaiioguy, kanoudam mexHiyHux Hayk, ooyenm, ooyenm CrneyianvHol
kagheopu Ne 1 IC331 KIII im. Ieops Cixopcewroeo | Mykola Konotopets, candidate of technical sciences,
associate professor, associate professor of the Special department Ne 1 ISCIP of the Igor Sikorsky Kyiv
Polytechnic Institute.

Cmopuax Aumon Cepeitioguy, xanoudam mexHiunux Hayk, ooyenm, ooyenm CneyianvHoi
kagheopu Ne 1 IC331 KIII im. l2ops Cixopcvkoeo | Anton Storchak, candidate of technical sciences, associate
professor, associate professor of the Special department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic
Institute.

Hixonaenko bBoedan Anamonvosuy, Kanouoam MeXHIYHUX HAVK, OOYeHMm, 20J08HUU cneyianicm
ynpaeninni JJKI Aominicmpayii' [lepaceneyss sizky | Bohdan Nikolayenko, candidate of technical sciences,
associate professor, chief specialist DCI of the State Special Communications Service of Ukraine.

bapxanenxo Kupuno Muxonatiosuu, indicenep opyeoi xamezopii nabopamopii Cneyianvhoi kagedpu
MNe 1/ Kyrylo Barkhalenko, second category engineer of the laboratory of the Special Department Ae 1.

Apowyx Baoum [mumposuu, Kypcanm mazicmepcbkozo Kypcey (cneyianvuicms 125 Kibepbesnexa ma
saxucm ingpopmayii) IC331 KIII im. leops Cikopcokoeo | Vadym Yaroshchuk, master's student (specialty
125 Cybersecurity and Information Protection) Igor Sikorsky Kyiv Polytechnic Institute.



MNOT'O’KEHO / AGREED:

HaykxoBo-meroanyHa KoMicis yHiBepcuTery 3i creniansHocti F5 KibepOesneka Ta 3axuct inopmarii / The
Scientific and Methodological Commission of the University on speciality F5 Cybersecurity and data
protection (mpotokon / minutes of meeting Ne Bin / dated 20_ )

I'onoBa HMKY-F5 (s IC331) / Head of the SMCU- F5 (for ISCIP)

Bnanucnas I'OJIb / Vladyslav GOL

Meromnuna paga KIII im. Irops Cikopeskoro / The Methodological Council of Igor Sikorsky Kyiv
Polytechnic Institute (mporokoxn / minutes of meeting Ne Bix / dated 20_ )
T'onmoBa Meromuunoi paau / Head of the Methodological Council

Tersna XXEJISICKOBA / Tatiana ZHELIASKOVA

BPAXOBAHO / CONSIDERED:

Ilocmanoey Kabinemy Minicmpie Yxpainu 6io 30 cepnus 2024 poxy Ne 1021 ““Ilpo eénecenns smin 0o
nepeniky eanysel 3Hamv i cneyianbHocmel, 3a AKUMU 30IUCHIOEMbCA Ni020mMosKa 3000y6avié euwjoi ma
¢axosoi nepedsuwyoi ocgimu’ .

Haxasz Minicmepcmea Exonomixu Yxpainu 6io 13.12.2024 Ne 27751 “Ilpo 3ameepooicennss 3minu 0o
Ne 14 nayionanvroeo kracugixamopa AK 003:2010”.

Ocsimuvo-npoghecitiny npozpamy 062080peHO RNicii HAOXOONCEHHA BCIX NPONO3UYil, nobaxdcamv i
3ay8adiceHb 6i0 3000y8auie 6uUW0i 0ceimu, SUNYCKHUKI6 mMa CMEUKX0n0epié i CX6ANeHO HA 3ACIOAHHI
Cneyianvnoi kagedpu Ne 1 IC331 K111 im. leops Cikopevrkoeo (npomoxoaNe  @io 2025 poky).

The Resolution of the Cabinet of Ministers of Ukraine dated August 30, 2024 No. 1021 “On
Amendments to the List of Fields of Knowledge and Specialties for Training of Higher and Professional
Higher Education Applicants” was taken into account™.

Order of the Ministry of Economy of Ukraine dated 13.12.2024 No. 27751 “On Approval of
Amendments to No. 14 of the National Classifier DK 003:2010™.

The educational and professional program was discussed after receiving all the proposals, wishes and
comments from higher education students, graduates and stakeholders and approved at a meeting of the
special department M2 1 of the ISCIP of Igor Sikorsky Kyiv Polytechnic Institute (minutes N of
__ 2025).

EBOJIIOLISA OCBITHBOI IPOI'PAMM / EVOLUTION OF THE EDUCATIONAL
PROGRAMME:

Ocsimuvo-npoecitina npoecpama “bBesnexa Oepoicaguux iHgopmayitinux pecypcie” Opyeoeo
(mazicmepcoko2o) pieHs euwoi ocsimu 3a cneyianvuicmio F5 Kibepbesnexa ma 3axucm ingopmayii €
npasonacmynnuyero OIIIl “Besnexa Oepoicasuux in@opmayitinux pecypcig” Opyeoco (mazicmepcvKkozo)
pisns suwoi ocsimu 3a cneyianvricmio 125 Kibepbesnexa, sika 6yna 3anowamrosana y 2016 poyi 3 memoro
ni020MOBKU BUCOKOKBANIMIKOGAHUX (haxieyie cmynens suwyoi ocgimu mazicmp 011 npoghecitinoi disabHocmi
Ha nocaoax opeanie ma niopo30inie /lepoccneyss sisky.

2019 pix — onosnenns OIIII y 38’a3Ky 3 nepexoO0om HA HOBUL MePMIH HAGYAHHS 3000y8auie euujoi
oceimu (1 pix 4 micays).



2021 pix — onoenenns OIIIl 3 memoro epaxysannus Cmanoapmy euwoi oceimu 3a CNeyiaibHiCmio
125 Kibepbesnexa onsi Opyeozo (mazicmepcvroeo) pisusa euwoi oceimu (Haxaz MOH Yxpainu Ne 332 6io
18.03.2021). Ilpusedeno 0o cmanoapmy Ha36u KOMREMEHMHOCMel Ma NPOSPAMHUX Pe3YTbmamie HAGUAHHSL.

2023 pix — onosnenns OIIIl 3 memorw epaxysauns: Ilocmanosu Kabinemy Minicmpie Yrpainu 6i0
16.12.2022 Ne 1392 “Ilpo enecenns 3min 00 nepeniKy eanysell 3HAHb 1 CHeYiaIbHOCHmEU, 3a SKUMU
30TliCHIOEMbCSL nid2omoeka 3000ysauie suwoi oceimu”; Haxazie Minicmepcmea Exonomiku Yxpainu 6i0
29.12.2022 Ne 5573 ma 6io 25.10.2021 Ne 810-21“Ilpo 3ameepOsicenuss 3miHu 00 HAYIOHANBHO2O0
xkaacugikamopa MK 003:2010”. Onosunace naszéa cneyianvrocmi 125 Kibepbesnexa ma 3axucm
iH(hopmayii, 8HeceHo 3MIHU W00 NPUOATMHOCIE 00 NPAYEGIAUUMYBANHS BUNYCKHUKIE.

2024 pix — onoenenna OIIll 3 wmemorw epaxyeanns nponosuyii 6i0 JKI Aominicmpayii
Heporccney3ss a3y wo0o 8npoeaodNceHtss 3Mi 8 0CGIMHbLO-NPOeCiliny npozpamy ni020moeKU MAa2icmpis 3a
cneyianvuicmio 125 Kibepbesnexa ma 3axucm ingopmayii (6x. Ne5352/BC 6io 27.02.2024).

The Educational and Professional Program ““Security of State Information Resources™ of the second
(master's) level of higher education in the specialty 125 Cybersecurity and Information Protection is the
successor to the EPP ““Security of State Information Resources™ of the second (master's) level of higher
education in the specialty 125 Cybersecurity, which was launched in 2016 to train highly qualified
specialists of the master's degree for professional activities in the positions of bodies and units of the State
Special Communications Service.

2019 - update of the EPP in connection with the transition to a new term of study for higher
education students (1 year 4 months).

2021 - update of the EPP to take into account the Standard of Higher Education in the specialty
125 Cybersecurity for the second (master's) level of higher education (Order of the Ministry of Education
and Science of Ukraine Ne 332 of 18.03.2021). The names of competencies and program learning outcomes
were brought in line with the standard.

2023 - update of the EPP to take into account: Resolution of the Cabinet of Ministers of Ukraine
Me 1392 of 16.12.2022 ““On Amendments to the List of Fields of Knowledge and Specialties for the Training
of Higher Education Applicants™; Orders of the Ministry of Economy of Ukraine Ne 5573 of 29.12.2022
and Ne 810-21 of 25.10.2021 ““On Approval of Amendments to the National Classifier SC 003: 2010”. The
name of the specialty 125 Cybersecurity and Information Protection was updated, and changes were made
to the employability of graduates.

2024 - update of the EPP to take into account the proposal from the SCCI of the State Special
Communications Service of Ukraine to introduce changes to the educational and professional program for
masters in the specialty 125 Cybersecurity and Information Protection (inc. Ne5352 / BC of 27.02.2024).



1. MIPO®LITb OCBITHLOI ITIPOT'PAMH / EDUCATIONAL PROGRAMME PROFILE

1 - 3aranbHa ingopmanis / General information

IToBHa Ha3Ba 3aKjany BI/IH_IOI OCBITH Ta
HaBYajgbHOTO Timpo3ainy / Full name
of higher education institution and
faculty / educational and scientific
institute

HamionansHuii TEXHIYHUN
YHIBEpCUTET YKpaiHH
“KuiBCbKHI MOMITEXHIYHUT
iHCTUTYTY iMeHi [rops
Cikopcbkoro”, IHCTUTYT
CHeLiaJIbHOTO 3B SI3KY Ta
3axucTy iHpopmMarii

National Technical University
of Ukraine “Igor Sikorsky Kyiv
Polytechnic Institute”, Institute
of special communication and
information protection

CryIiHb BHIIOi OCBITH Ta Ha3Ba
OCBITHBOI KBauidikanii / Higher
education degree and education
qualification title

Crynidb — marictp,
KBaJTiiKalis — MaricTp 3
KiOepOesIeku Ta 3aXHuCTy
iH(opmarmii

Degree - master, qualification -
master's degree in
cybersecurity and data
protection

[Ipodeciitna kBamidikamis (3a
HasBHocTi) / Professional qualification

He nmepenbaveno npucBoeHHs
npodeciitHoi kBamiikaii

No provision for the award of
professional qualifications

Odiuiiina Ha3Ba OCBITHBOI Mporpamu /
Educational programme official title

Besmneka nep:xaBHHX
iH(pOpMaLiTHUX pecypciB

Security of state information
resources

Tun mumniomMy Ta 00CAT OCBITHBOL
nporpamu / Diploma type and
educational programme volume

Humnnom marictpa, 90
KPEIUTIB, TEPMiH HAaBYAHHS
1 pik 4 micsi

Master's degree, 90 credits,
duration of study 1 year
4 months

[ndopmanis npo akpenuTarito /
Accreditation information of the
educational programme

CepTudikar mpo akpenuTanito
Ne 15033, Buganuii
HarionansHUM areHTCTBOM 13
3a0e3ImeueHHs IKOCTI BUIIOT
ocsitu 21.06.2025, gificuuii 1o
01.07.2030

Accreditation certificate

Ne 9817, issued by the National
Agency for Higher Education
Quality Assurance on
24.12.2024, valid until
01.07.2030

uk, piBeHb BHIIOI OCBITH /
Education cycle, level of higher
education

HPK VYxpainu — 7 piBens,
QF-EHEA - apyruii muk,
EQF-LLL - 7 piBenn

NQF of Ukraine - level 7, QF-
EHEA - second cycle,
EQF-LLL - level 7

[Mepenymosu / Prerequisites

crymeHs O6akangaBpa

Bachelor's degree is required

dopma 31006yTTs ocBiTH / FOrms of
education

Ouna (neHHa)

Full-time (day)

Mosga(u) Buknaganns / Language(s) of
instruction

VYkpaiHcpka

Ukrainian

[nTepHeT-agpeca po3MileHHS
ocBiTHBOI porpamu / URL of the
educational programme

https://osvita.kpi.ua/ (po3min
“OcsitHi nporpamu’)

https://osvita.kpi.ua/ (section
“Educational programs”)

L

2 — Mera ocBiTHb01 mporpamu / Educational programme purpose

Metoio  OCBITHBO-TIpOoeciiiHOT  mporpamu
“besneka JEpKABHUX iH}popMaLiHIX
pecypciB” € MiJrOTOBKA
BHCOKOKBalipikoBaHUX  (paxiBIiB, 3AaTHUX
BUpINIYBAaTH CKJIAAHI 3amadi 1 mpobimemMu Yy
ramysi iHpOopMaLiHIX TEXHOJIOT1H,
kibepOesnekn Ta 3MICHIOBATH IHHOBAIIHY
npodeciiiHy MiSTBHICTh U1 MPOEKTYBaHHS,
pO3pOOKH, BIPOBAPKEHHS, CYIPOBOAY Ta
ayJUTy 3aXUIICHUX 1H(POPMAIIHHUX CUCTEM Ta

The purpose of the educational and professional
program  “Security of State Information
Resources” is to train highly qualified
specialists who are able to solve complex
problems and challenges in the field of
information technology, cybersecurity and
carry out innovative professional activities for
the design, development, implementation,
maintenance and audit of secure information
systems and security tools.



https://osvita.kpi.ua/
https://osvita.kpi.ua/

3ac00iB 3aXHUCTY.

Merta OCBITHBO-TIpO(eCiiHOT IporpamMu
Binnosigae crparerii po3sutky KIII im. Irops
Cikopcekoro Ha  2020-2025 poxu  mom0
(dopMyBaHHS CyCHUIbCTBA MaiOyTHBOTO Ha
3acajax KOHLEMNII CTaJoro pPO3BUTKY Ta
¢dbyHIaMeHTai3amii maroToBku (axisIliB.

The purpose of the educational and professional
program corresponds to the development
strategy of Igor Sikorsky Kyiv Polytechnic
Institute for 2020-2025 to form the society of
the future based on the concept of sustainable
development and fundamentalization of
training.

3 — XapakTepucTuka ocBiTHbOI mporpamu / Educational programme characteristics

IIpeomemna obracms / Subject area

O0’ekTH BUBYECHHS:

- CydacHi Mpouecd JOCHDKEHHS,  aHali3y,
CTBOpEHHsI Ta 3abe3neueHHA (YHKUIOHYBaHHS
iHpOpMaLifHUX CHCTeM 1 TEXHOJIOriH, IHIINX
Oi3Hec-omepamiiHUX MpoleciB  Ha  00’eKTax
iHpopMaliiiHOl  AIMBHOCTI Ta  KPUTHYHHUX
iHppacTpykTyp chepu iHpopmaniiiHoi Oe3nexn
Ta/abo kibepoOesneku;

- iH(popMaiiiHi CUCTEMU (iHpopmarriitHO-
KOMYHIKaIliiHi, iHpopMartiitHo-
TeeKOMYHIKaLiiHi, aBTOMATH30BaH1) Ta
TEXHOJIOT1I;

- iHppacTpykTypa  00’€kTiB  iHpoOpManiliHOi

JISTIBHOCTI Ta KPUTHYHHUX 1HYPaACTPYKTYp;

- CHCTEMH Ta KOMIUIEKCH CTBOPEHHS, OOpOOKH,
nepenavi, 30epiraHHs, 3HUILEHHS, 3aXUCTYy Ta
BimoOpakeHHs naHuX (1HPOpPMAIIfHUX ITOTOKIB);
iHbopMarliitHi pecypcu pi3HHUX KiIaciB (B T.4.
JiepKaBHi iHpOpMaIIiifHI pecypch);

- IporpamHe Ta porpaMHO-arapaTHe
3abe3nedeHHs (3acobm) Kibep3axucry;

- CHCTeMH YIpaBIiHHS iH(opMaIiitHOO
0e3mexoro Ta/abo KibepOe3neKoro;

- TeXHoJIoril, MeToaM, MOoJedl Ta 3acobu
iHbopMarriitHoi O6e3mekn Ta/abo KibepOe3neKu.

ini HaBYaHHA
[ligroroBka (haxiBIiB, 3AATHUX PO3B’A3yBaTH
3aqa4l  JOCHIIHUIBKOTO Ta/ab0 I1HHOBALIHHOTO
xapakrepy y cdepi iHbopmariitHOi Ta/abo
KibepOe3meky.

Teoperuunuii 3micT npeaMeTHOI 00J1acTi
TeopernuHi 3acagd HAyKOEMHHX TEXHOJOTIH,
¢iznuHi 1 MatemaTH4Hi (QyHIaMEHTalbHI 3HAHHS,
Teopii imeHTHM(ikamii Ta TPUHHATTS pilleHb,
CHCTEMHOTO  aHali3y, CKIaJHUX  CHCTEM,
MOJICITIOBAHHS Ta ONTHMI3allii MpoIeciB, Teopisd
MaTeMaTHYHOI CTATUCTUKH, KpUITOrpadivgHoro Ta
TEXHIYHOT'0 3aXWCTy iH(popmarii, Teopii pHU3HKiB
Ta IHIIUX MDKIUCITUILUTIHAPHAX TEOPii 1 MPaKTHK
y ramy3i iHdopmamiiiHoi Oe3mekn  Ta/abo
KibepOe3mekH.

MeTtoau, METOAMKH TA TEXHOJIOTII
Meronu, Mopgeni, METOOUKA Ta TEXHOJOIII
CTBOpPCHHS, O0OpoOKHM, Tiepenadi, NpHIMaHHS,

Objects of study:

- modern processes of research, analysis, creation
and maintenance of information systems and
technologies, other business operational processes
at information activity facilities and critical
infrastructures in the field of information security
and/or cybersecurity;

- information systems (information and
communication, information and
telecommunication, automated) and technologies;

- infrastructure of information activity objects and
critical infrastructures;

-systems and complexes for the creation,
processing, transmission, storage, destruction,
protection and display of data (information flows);

- information resources of various classes (including
state information resources);

- software and hardware (means) of cyber defense;

- information  security  and/or  cybersecurity
management systems;

- technologies, methods, models and tools of
information security and/or cybersecurity.

Learning objectives

Training of specialists capable of solving research
and/or innovation problems in the field of
information and/or cybersecurity.

Theoretical content of the subject area
Theoretical ~foundations of  science-intensive
technologies, physical and mathematical
fundamental knowledge, theories of identification
and decision-making, system analysis, complex
systems, modeling and process optimization, theory
of mathematical statistics, cryptographic and
technical information security, risk theory and other
interdisciplinary theories and practices in the field
of information security and/or cybersecurity.

Methods, techniques and technologies
Methods, models, techniques and technologies for
creating, processing, transmitting, receiving,




3HMILEHHS, BioOpaKeHHH, 3aXUCTY
(xibep3axucty) iHpOpMaUiiHUX pecypciB Yy
KibeprmpocTopi, a TakoX METOAW Ta MOJIeNTi

pPO3pOOKH Ta BUKOPHCTAaHHA NPHKIATHOTO 1
CIeIiaTi30BaHOr0 TPOTPAaMHOro 3a0e3reYeHHS
Ui BUpilIeHHS npodeciiiHux 3amad B raiysi
iHpopManiitHoi 6e3nekn Ta/abo kidepOesneku.
Texnomorii, Merogd Ta MOIEIl MOCILIKEHHS,
aHawizy, yIIpaBJIiHHS Ta 3a0e3mnevueHHs
Oi3Hec/onepamniiHuX TPOIECiB i3 3aCTOCYBaHHIM
CYKYITHOCTI HOPMAaTUBHO-TTPaBOBUX Ta
OpTaHI3aIlIfHO-TEXHIYHUX METOMIB 1 3aco0iB
3aXUCTY iH(pOpMaLITHUX pecypcis y
kibeprpocTopi.

IncTpymenTH Ta 00J1aIHAHHSA

3aco0n, MOpHCTPOi, MEpEeXKHE YCTaTKyBaHHS Ta
CepeloBHUINe, MPUKIANHE Ta  CIeIialli3oBaHe
nporpaMHe 3a0e3MeYeHHs, aBTOMATH30BaHi
CHCTEMH Ta KOMILJIEKCH MPOEKTYBaHHS,
MOJIETIOBAaHHS, eKcILTyaTanii, KOHTPOJIIO,
MOHITOPUHTY, 00pPOOKH, BiIOOpaKeHHS Ta 3aXUCTY
naHux (iHpopMamiiHUX MOTOKIB), @ TAKOX METOH 1
Moieni  Teopii  pHM3MKIB Ta  YIOpaBJIHHS
iHpOpMaLIHHUMU pecypcaMH NpH JOCITiIKEHHi 1
CYNPOBOIKEHHI 00’€KTiB iHpopMaLiitHol
TISTIBHOCTI y Taiy3i iHdopmauniiiHoi 6e3meku Ta/abo
KibepOesmeku.

destroying, displaying, protecting (cybersecurity)
information resources in cyberspace, as well as
methods and models for developing and using
application and specialized software to solve
professional problems in the field of information
security and/or cybersecurity.

Technologies, methods and models of research,

analysis, management  and  support  of
business/operational processes using a set of
regulatory, legal, organizational and technical
methods and means of protecting information
resources in cyberspace.

Tools and equipment

Tools,  devices, network  equipment  and

environment, application and specialized software,
automated systems and complexes for designing,
modeling, operating, controlling, monitoring,
processing, displaying and protecting data
(information flows), as well as methods and models
of risk theory and information resource
management in the study and support of
information activities in the field of information
security and/or cybersecurity.

Opienmayisi ocgimuboi npoepamu / SCOpe

OcsitHBO-TIpO(EciiiHa

Educational professional

Ocnosnuil poxyc oceimnuwvoi npoepamu / Main focus

bazosuii ¢hoxyc oceimnvoi npoepamu — cucTeMu Ta

MpoIeCH  KiOepIpocTopy, Cy4YacHi METOAUu Ta
3aco0M 3axuCTy iH(popMaii.

Kuwouosi  cnosa:  kibepOesneka, MaTeMaTH4HI
METOJM KiOepOe3MeKH, CHCTEMU 1 TEXHOJOTii
kiOepOe3nekn, 3aXUCT  O0’€KTIB  KPUTUYHOI
iHGPAaCTPYKTYpH, PO3BHTOK 3acO0iB  3aXHCTy
iH(opMarii.

The basic focus of the educational program is on
cyberspace systems and processes, modern methods
and means of information protection.

Key words: cybersecurity, mathematical methods of
cybersecurity, cybersecurity ~ systems  and
technologies, protection of critical infrastructure,
development of information security tools.

Ocobausocmi oceimuvoi npoepamu / Features

[ligroroBka (haxiBI[iB 3HIHCHIOETBCS Y CTaTyCl
KypcaHTa. 3aJlydeHHsl 10 BUKJIaJaHHS HaBYAJIBHUX
IMCLIMILTIH (axiBiB 3 MiPO3LTIB
Hepxcnen3p’si3Ky 1HIIMX HABYAJbHHUX 3aKIajiB,
HAyKOBHX YCTaHOB.

[IpakTuky MpoBOAATHCS BinmoBigHO M0 “IHCTpYKIT
PO MOPSIIOK OpraHizalii MPOBEACHHS MPaKTUIHOL
Ta BiliCBKOBO-TIpodeciiiHol MiAroTOBKH 3/100yBadviB
BHIIOi OCBITH B 3aKIaji ocBiTh Jlep:kaBHOI ciryx0Oun
CHeliaJbHOro 3B’SI3Ky Ta 3axucry iHpopmaii
VYkpainn”, 3aTBepmKeHOi Haka3oM AAMiHicTpalii
HepxaBHOiI CIy:XOM cIeliaJpHOrO 3B’SI3Ky Ta
3axucty iH(opMmanii VYkpainm Bin 19 cepnus
2021 poky Ne 507 ta cknamaroThCA 3:

KiOepHaBYaHb, SKi TNPOBOIAITHCA B JPYroMy Ta
TpPEeTbOMY ceMecTpax, Ha Iuiatdopmi HaBuansHOTrO

Specialists are trained in the status of cadets.
Involvement of specialists from the units of the
State service for special communications and
information services of Ukraine and other
educational institutions and scientific institutions in
teaching disciplines.

Practices are carried out in accordance with the
“Instruction on the procedure for organizing
practical and military-professional training of
higher education students in an educational
institution of the State service for special
communications and Information protection of
Ukraine”, approved by the order of the
Administration of the State service for special
communications and Information protection of
Ukraine of August 19, 2021, N 507, and consist of:




cuTyarliitHoro meHTpy kioepOesnekun I[C331 KIII
im. Irops Cikopcbkoro Ta miatdopmi TperiHroBoro
nentpy Kidepuentpy UA30;

eKCIUTyaTaliiHOi MPAaKTHKH, fKa TMPOBOJUTHCS B
Ipyromy cemectpi, Ha 6a3i Jlabopartopii TexHIYHOTO
saxucty  iHopmanii  IC331  KIII  im. Irops
CikopCBKOro;

BiliCBKOBOT'O CTa)KyBaHHS B TPETHOMY CEMECTpi sKe
MPOBOAMTECS B MiApo3aiiax Jepikcnenss’ a3Ky.

cyber exercises, which are held in the second and
third semesters, on the platform of the Training
situational center for cybersecurity of the ISCIP of
Igor Sikorsky Kyiv Polytechnic Institute and the
platform of the Training Center of the UA30 Cyber
Center;

operational practice, which is conducted in the
second semester, on the basis of the Laboratory of
technical information protection ISCIP of Igor
Sikorsky Kyiv Polytechnic Institute;

military internship in the third semester, which is
conducted in the units of the State special
communications service.

4 — TlpuaaTHicTh BUNMYCKHHKIB /10 PaneBJIalITYBaHHA Ta nogaiabmoro naguanus / Eligibility of
graduates for employment and further study

IIpuoamuicms 0o npayesnrawmysanns / Eligibility for employment

Bimnoeimno nmo /lepkaBHoro kmacudikatopy
npodeciii 1K 003:2010 BUNYCKHUKH  MOXYTb
OpaloBaTH Ha MocajgaxX, M0 BiIOBIIAIOTh

kiacuikalifHUM yrpyrnoOBaHHAM:

2132.2 Po3po0OHMK cucTeM 3axHCTy iH(popMmarii
2139.2 AnaiTHK cUCTeM 3axUcTy iHpopmaii
2139.2 AHamiTUK 3 OI[IHKH BPa3JIUBOCTEH

2139.2 Anasituk 3arpo3 6e3neku

2490 AHaJiTHK 3 OLIHKH PU3HKIB, 3aTpO3 Ta CTaHY
3aXHILEHOCTI 00’€KTIB KPUTUYHOI iHPPACTPYKTYpH
(3a BUIaMH JisUTEHOCTI )

23 IIpodecionan B ramysi OCBiTH Ta HAaBYAHHS
3aMOBHUKOM ¢axiBuiB 3i CHeniaIbHOCT]
F5 KibepOesneka Ta 3axucT iHpoOpMaLii BHCTyHae
HepxaBHa cCiy)k0a cIemiaJbHOTO 3B°SI3KYy  Ta
3axucTy iHpopmMaLii YKpaiHu.

According to the State Classification of Professions
DK 003:2010, graduates can work in positions
corresponding to the classification groups:

2132.2 Developer of information security systems
2139.2 Analyst of information security system
2139.2 Analyst of vulnerability assessment

2139.2 Analyst of security threat

2490 Analyst for assessing risks, threats and
security of critical infrastructure facilities (by type
of activity)

23 Professional
training

The customer for specialists in the specialty
F5 Cybersecurity and data protection is the State
service for special communications and information
protection of Ukraine.

in the field of education and

Tooanvue nasuanns / Further study

[IpomoBxkeHHS OCBiTH 3a TpeTiM (OCBITHBO-
HAyKOBHM) PiBHEM BHIIOT OCBITH.
HaOyrTst nmomaTkoBux KBamidikaiii B cHCTEMI

OCBITH AOpOCInX.

Continuing education at the third (educational and
scientific) level of higher education.

Acquisition of additional qualifications in the adult
education system.

5 — Bukaaganns ta oninoBanus / Teaching and assessment

Buxnaoanns ma nasuanns / Teaching and studying

[Iporpamoro nependaueHo MpoOIEeMHO-OpiEHTOBAHE
HaBYaHHS 3  Ha0yTTIM  KOMIIETEHTHOCTEH,
HEOOXIMHUX IS TPOMYKYBaHHS HOBHUX IJICH,
PO3B’sI3aHHS KOMILIEKCHUX MPOo0OJIeM y mpodeciiiHiit
ramysi, sKe BKJIIOYa€ JeKUii, MNpakTHYHI Ta
CEeMIHAPChKI  3aHATTS, TEXHOJIOTiA  3MIIIaHOTrO
HaBYaHHS, IMIJrOTOBKAa Ta 3aXHCT MAaricTepChKOi
JCepTallii.

The program provides for problem-based learning
with the acquisition of competencies necessary to
generate new ideas, solve complex problems in the
professional field, which includes lectures, practical
and seminar classes, blended learning technology,
preparation and defense of a master's thesis.

Oyinrosanns

/ Assessment

Bci Buau HaBUaJbHOI AISTBHOCTI Ta KOHTPOJIBHI
3axomu (YCHI Ta THCBMOBI 3alliki, €K3aMCHH,
TECTYBaHHsS)  OLHIOIOTBCS  BIANOBIZHO IO
[onoxeHHs PO CHCTEMY OLIIHIOBAHHS PE3YNbTaTiB
naByanHs B KIII im. Irops Cikopcekoro 3a
CTO0AIBHOIO IIKAJIOK0 3 MOJANBIINM MepeBeICHHIM
B OLIHKH YHIBEPCUTETChKOI IuKaiau. HaB4yaHHsS

All types of educational activities and control
measures (oral and written tests, exams, testing) are
evaluated in accordance with the Regulations on the
system of evaluation of learning outcomes in Igor
Sikorsky Kyiv Polytechnic Institute on a stobal
scale with further conversion to university scale
grades. The training ends with the writing and




3aBEPIIYEThCS HAMMCAHHAM 1 MyOJIYHUM 3aXHUCTOM
MaricTepchKoi AucepTarii.

public defense of a master's thesis.

6 — IIporpamui kommerenTHOCTI / Programme competencies

Inmezpanvna komnemenmuicms / Integral competence

3naTHICTH ocobu pO3B’sSI3yBaTH 3a1adi
JOCIIAHUIBKOr0 Ta/ab0 IHHOBALIITHOTO XapakTepy
y cdepi indopmamiiinoi  Oe3meku  Ta/abo
KibepOesmeku.

The ability of a person to solve research and/or
innovation problems in the field of information
security and/or cybersecurity.

3acanvni komnemenmuocmi

(3K) | General competencies

3K 1 3pmatnicte  3actocoByBatd  3HaHHs y | Ability to apply knowledge in practical situations.
NPAaKTHYHUX CHTYAIIsIX.

3K 2 3matnicte  mpoBoauTH  fmociimkeHHs  Ha | Ability to conduct research at the appropriate level.
BiJIIOBiAHOMY PiBHi.

3K 3 3nmarnicte 1o  abcrpaktHoro wmwucieHHs, | Ability to think abstractly, analyze and synthesize.
aHaJIi3y Ta CUHTE3Y.

3K 4 3natnicts  ouiHroBat Ta 3abe3sneuysatu | Ability to evaluate and ensure the quality of work

SAKICTh BUKOHYBaHUX POOIT.

performed.

3K 5 3patHicT cmiskyBaTHCs 3 TpENCTaBHUKaMHU
IHIINX mpodeciiHUX Tpymn pi3HOro piBHA (3
eKCrepTaMu 3 IHIIUX Tally3ed 3HaHb / BHUIIB
EKOHOMIYHOT JTisUTBHOCTI).

Ability to communicate with representatives of
other professional groups of different levels (with
experts from other fields of knowledge / types of
economic activity).

Daxosi komnemenmuocmi (OK) [ Professional competencies

@K 1 3natHicTe  OOIPYHTOBaHO  3aCTOCOBYBATH,
IHTErpyBaTH, pO3POOIATH Ta YAOCKOHAIIOBATH
cydacHi iHpopmauiiiHi TexHonorii, ¢izuyHi Ta
MaTeMaTH4YHl MoOzAedl, a TaKoX  TEXHOJIOrII
CTBOpEHHSI Ta BHKOPHUCTaHHA MPHKIAAHOIO 1
CHeniali3oBaHOr0 MPOrPaMHOro 3a0e3MedeHHs s
BUpimeHHs1  mpodeciiiHux 3amay y  cdepi
iHpopManiitHoi 6e3nekn Ta/abo kidepOesneku.

Ability to reasonably apply, integrate, develop and
improve modern information technologies, physical
and mathematical models, as well as technologies
for creating and using application and specialized
software to solve professional problems in the field
of information security and/or cybersecurity.

@K 2 3natHicTs po3poOIATH, BOPOBAIKYBATH Ta
aHaJli3yBaTH HOPMAaTHBHI JOKYMEHTH, MOJOKEHHS,

IHCTpYKLii i BUMOTH TEXHIYHOT'0 Ta
Opra”izallifHOTO  CHOpsMyBaHHs, a  TaKOX
IHTEerpyBaTH, aHAJII3yBaTH 1 BUKOPHUCTOBYBATH

Kpallli CBITOBI IPAaKTUKH, CTAHAAPTH y MpodeciiiHiii
nismpHOCTI B cepi iHpopmaLiiiHoi Oe3nekun Ta/abo
KibepOesmeku.

Ability to develop, implement and analyze
regulations, provisions, instructions and
requirements of technical and organizational
direction, as well as integrate, analyze and use the
best world practices, standards in professional
activities in the field of information security and/or

cybersecurity.

@K 3 3pgatHicTe  OOCHiIKYBaTH, pO3pOOIATH i
CYNpPOBOIKYBAaTH METOIU Ta 3aco0H
iHdopMariiitHoi Oe3neku Ta/abo kibepOesneku Ha
00’exTax iH(popMamiiHOl JisNTBHOCTI Ta KPUTHYHOI
IHpaCTPYKTypH.

Ability to research, develop and maintain methods
and means of information security and/or
cybersecurity at information and critical
infrastructure facilities.

@K 4 3natHicTe  aHami3yBaTH, po3poOIATH i
CYNpPOBOIKYBAaTH CHCTEMY yIIpaBIiHHS
iHpopManiitHoro Oe3nexoro Ta/abo KibepOe3nmeKoro
opraizamii, ¢opMyBaTH CTpaTeriro i MOJITHKH
iHpopmManiitnoi Oesnexn 3 ypaxyBaHHSM
BITYM3HAHUX 1 MDKHAPOAHUX CTaHIAPTIB Ta BUMOT.

Ability to analyze, develop and maintain an
organization's  information  security  and/or
cybersecurity management system, formulate
information security strategy and policies, taking
into account national and international standards
and requirements.

®K 5 3gaTHICTs [0 HOCHIMKEHHS, CHCTEMHOIO
aHamizy Ta  3a0e3medyeHHs — Oe3mepepBHOCTI
Oi3Hec/onepaniiHuX MPOIECiB 3 METOI BU3HAUCHHS
Bpa3nMMBOCTEH iH(pOpMALIHHUX CHCTEM Ta PeCypciB,

Ability to research, system analysis and ensure the
continuity of business/operational processes in
order to identify wvulnerabilities of information
systems and resources, analyze risks and determine




aHaJi3y PU3HKIB Ta BU3HAYCHHS OL[IHKH X BILUTUBY Yy
BIIMOBIHOCTI 0 BCTAHOBJIGHOI  crparerii i
nomiTukn  iHgopmauiiiHOi  Oe3meku  Ta/abo
KibepOesnekn opraHizarii.

the assessment of their impact in accordance with
the established strategy and policy of information
security and/or cybersecurity of the organization.

@K 6 3naTHicTs aHaNi3yBaTH, KOHTPOJIOBATH Ta
3a0e3nevuyBaTH CHUCTEMY YIPAaBIIHHS IOCTYIOM JI0
iHpOpMALIfHUX pecypciB 3riIHO BCTaHOBJIEHOI
crparerii i momiTuku iH(popManiiHOI Oe3neku
Ta/abo KibepOesneku opraHizarii.

Ability to analyze, control and provide a system of
access control to information resources in
accordance with the established strategy and policy
of information security and/or cybersecurity of the
organization.

OK 7 3paTHICTh JOCHIKYBAaTH, PO3POONIATH Ta
BIIPOBA/KYBAaTH METOAM 1 33aXOAU  HPOTHIIT
KiOepiHIUIeHTaM, 3O1MCHIOBATH npoueaypu
YIPaBIiHHSA, KOHTPOJIIO Ta PO3CIiyBaHHS, a TaKOK
HaJaBaTH PEKOMEHJAIll IIOJ0 IMONEPEKEHHS Ta
aHaJi3y KiOepiHIMICHTIB B LJIOMY.

Ability to research, develop and implement methods
and measures to counteract cyber incidents, carry
out management, control and investigation
procedures, as well as provide recommendations for
the prevention and analysis of cyber incidents in
general.

@K 8 3pgatHicTe  OOCHimKYBaTH,  pO3pPOOIATH,
BIIPOBQ/KYBAaTH Ta CYNPOBOKYBATH METOOH 1
3ac00M KpUNTOrpaiqHOro Ta TEXHIYHOTO 3aXHCTY
iHopManii Ha 00’ ekTax iHPOPMALIHHOI AiSIIBHOCTI
Ta KPUTUYHOI iHQpacTpyKTypH, B iH(opMamiiHIX
CHCTEeMax, a TaKOX 3[aTHICTb  OLIHIOBaTH
e EeKTUBHICTh ix BUKOPHUCTAHHS, 3TIIHO
BCTaHOBJICHOI cTpaterii 1 momituku iHdopmaiiHoi
Oesmneku Ta/abo KibepOe3nekn opraHizarii.

Ability to research, develop, implement and
maintain methods and means of cryptographic and
technical protection of information at information
activities and critical infrastructure, in information
systems, as well as the ability to evaluate the
effectiveness of their use, in accordance with the
established strategy and policy of information
security and/or cybersecurity of the organization.

@K 9 3natHicte  aHamizyBaTH, po3poOIATH i
CYNPOBOMKYBATH CUCTEMY ayaUTy Ta MOHITOPHHTY
edexrtuBHOCTI (QyHKUiIOHYBaHHS iHQOpMALIHUX
CHCTeM 1  TexXHOIOrid, Oi3Hec/omepamiiHuX
mporeciB B ramysi iHpopmaniiiHoi Oe3neku Ta/abo
KibepOesneku opraHizalii B HiIoMy.

Ability to analyze, develop and maintain a system
of audit and monitoring of the effectiveness of
information systems and technologies, business /
operational processes in the field of information
security and/or cybersecurity of the organization as
a whole.

@K 10 3gaTHicTh TPOBAAUTH HAYKOBO-TIENATOTIYHY
JUSUTBHICTD, TUTAHYBaTH HaBYaHHS, KOHTPOIOBATH 1
CYIPOBOJIKYBATH POOOTY 3 IMEPCOHAIOM, a TaKOXK
npuiiMaTd  epeKTHBHI  pilleHHS 3  NHUTaHb
iHpopManiitHoi 6e3mekn Ta/abo kidepOesneku.

Ability to conduct research and teaching activities,
plan training, monitor and support work with staff,
and make effective decisions on information
security and/or cybersecurity issues.

@K 11 3paTHicTh peasli3oByBaTH TEXHIYHI BUMOTH
Ha OCHOBI TEXHIK OIIHKM PIBHSA 3aXHUIIEHOCTI
iHpOpMalifHUX ~ cHCTeM, TEXHOJIOTIH  aHawi3y
MepexeBoro Tpadiky Ta NPUHOMINB MPOTHUIIL
KibepaTakam.

Ability to implement technical requirements based
on techniques for assessing the level of security of
information systems, technologies for analyzing
network traffic and principles of countering cyber
attacks.

®K 12 3naTHicTh MIPOBOIUTH JOCHIKEHHS,
MepeBipKy, aHaII3, OIIHIOBaHHS  00’€KTiB
iHhOpMaIliitHOI MISUTBHOCTI MIOJ0 1X BiAMOBIAHOCTI
BHMOTaM HOPMATHBHUX JOKYMEHTIB i3 TEXHIYHOTO
3axucTy iHpopMarii.

Ability to conduct research, verification, analysis,
evaluation of information objects for their
compliance with the requirements of regulatory
documents on technical protection of information.

@K 13 3paTHicTe aHami3yBaTH, IHTEIpyBaTH i
BUKOPUCTOBYBAaTH  Kpallli  CBITOBI  IPaKTHKH,
MDKHapOAH1 CTaHIapTH npu po3podii

KpUnTorpaiyHux CHCTEM 3axHCTy iHpopmawii B
creniaabHIX iH(pOpMaLiiHO-KOMYHIKAI[ITHUX
CHCTEMax.

Ability to analyze, integrate and use the best world
practices, international  standards in the
development of cryptographic information security
systems in special information and communication
systems.

®K 14 3nartHicTh 3aCTOCOBYBATHU KOMILJIEKC
(i3MYHOI TIATOTOBKH BiIHCEKOBOCITY)KOOBIIB JIJIs
PO3BUTKY 3arajbHUX 1 CHeIialbHuX ()i3UYHUX
sKocTel, (opMyBaHHS  BICHKOBO-TIPHKIIATHUX

Ability to apply the complex of physical training of
servicemen for the development of general and
special physical qualities, the formation of military-
applied skills and the education of volitional and




HABHYOK Ta BHUXOBAHHS BOJBOBHUX 1 IICUXIYHUX
SIKOCTEM.

mental qualities.

@K 15 3patHicTh aHai3yBaTH, KOHTPOJIOBaTH Ta
3abesneuyBaT  (GOpPMyBaHHA Ta  peaji3aliio
Jep’KaBHOI MONITHKH Y cepl 3aXUCTy KPUTHUHOL
IHppaCTPYKTypH.

Ability to analyze, control and ensure the formation
and implementation of state policy in the field of
critical infrastructure protection.

7 — ITporpamui pe3yabraTtu HaBuanus (IIPH) / Programme learning outcomes

ITPH 1 BinsHo
IHO3EMHOI0 MOBaMH,
MPEACTaBICHHS 1

CIIJIKyBaTUCh  JIEPIKaBHOIO  Ta

YCHO 1 THCBMOBO s
O0OTOBOpPEHHSI  PE3YNbTaTiB
JOCITII’KEHD Ta IHHOBAIIIH, 3a0e3meueHHs
OizHec\omepaliiHUX  HpoLeciB  Ta  NHUTaHb
npodeciiiHoi AisubHOCTI B rany3i iHdopmariinoi
Oesmeku Ta/abo KibepOe3meKH.

Communicate fluently in the state and foreign
languages, orally and in writing, to present and
discuss  research and innovation  results,
business/operational processes and professional
issues in the field of information security and/or
cybersecurity.

ITPH 2 InTerpyBatu ¢dbyHaaMeHTaIbHi ta | Integrate fundamental and specialized knowledge to
CrielianbHi 3HAaHHS Ui po3B’s3yBaHHs ckianHux | solve complex information security and/or
3a1a4 iHpopmManiitnoi Oe3nexu Ta/abo | cybersecurity problems in broad or
KibepOe3neku y HIMPOKUX abo | multidisciplinary contexts.

MYJIBTHIUCIUILTIHAPHIX KOHTEKCTaX.

ITPH 3 IlpoBagutu JOCITiAHULIBKY ta/abo | Conduct research and/or innovation activities in the

iHHOBaIiiHy JisTbHICTE B cdepi iHpopmaniiHOI
Oesriekn Ta/abo kibepOesmekw, a Takok B cdepi
TEXHIYHOTO Ta  KPUOTOrpadiyHOrO  3aXUCTy
iHdopmaii y kibeprpocTopi.

field of information security and/or cybersecurity,
as well as in the field of technical and cryptographic
protection of information in cyberspace.

I1PH 4 3actocoByBaTH, IHTETpyBaTH, PO3POOIIATH,
BIIPOBAKYBAaTH Ta YAOCKOHAIIOBATH CydYacHi
iH(opManiitHi TexHonorii, GpizuyHi Ta MaTEMaTHYHI
Meroau 1 Mozeni B cdepi iHpopMauiiiHOi Oe3mexn
Ta/abo KibepOe3neKy.

Apply, integrate, develop, implement and improve
modern information technologies, physical and
mathematical methods and models in the field of
information security and/or cybersecurity.

ITPH 5 Kputuuno OCMHCITIOBAaTH npobieMu
iHpopManiitHoi Oe3nekn Ta/abo KiOepOesmeku, y
TOMY qucii Ha MDKTaJTy3eBOMY Ta

MDKIUCLUUIUTIHAPHOMY PIiBHI, 30KpeMa Ha OCHOBI
PO3YMIHHA HOBUX pE3YNbTaTiB IHXKEHEPHUX 1
¢$i3uKo-MaTeMaTHYHUX HAyK, a TaKOX PO3BUTKY
TEXHOJOriH  CTBOpPEHHS  Ta  BHKOPUCTAHHS
CIIeialli30BaHOr 0 MPOrPaMHOTo 3a0e3MeueHHs.

To critically comprehend the problems of
information security and/or cybersecurity, including
at the interdisciplinary and interdisciplinary level, in
particular, based on an understanding of the new
results of engineering and physical and
mathematical sciences, as well as the development
of technologies for creating and using specialized
software.

[1PH 6 AnamizyBaTH Ta OLIHIOBAaTH 3aXHILUEHICTDH
CHCTEM, KOMIUIEKCiB Ta 3acobiB KiOep3axucry,
TEXHOJOril  CTBOPEHHS  Ta  BHKOPUCTAHHS
CIIeLialli30BaHOr 0 MPOrPaMHOTO 3a0e3MeueHHs.

Analyze and evaluate the security of systems,
complexes and means of cyber defense,
technologies for creating and using specialized
software.

ITPH 7 OOGrpyHTOBYBaTH BUKOpPHCTaHHS,
BIIPOBQ/KYBAaTH Ta aHaNi3yBaTH Kpamli CBITOBI
CTaHIApTH, TMPAKTHKH 3 METOI0 PO3B’SI3aHHA
CKJIaJJHUX 3a]ad NpodeciiHol AisTBHOCTI B raiysi
iHpopManiitHoi 6e3mekn Ta/abo kibepOesneku.

To justify the use, implement and analyze the best
international standards and practices in order to
solve complex problems of professional activity in
the field of information security and/or
cybersecurity.

ITPH 8 HocmimkyBaty, pO3pooIATH i
CYNPOBOIKYBAaTH CHCTEMHU Ta 3acobu
iHpopManiitnoi Oesnekn Ta/abo kibepOesmeku Ha
00’exTax iH(popMaUiiHOI OisNTBHOCTI Ta KPUTHYHOI
IHpaCTPYKTypH.

Research, develop and maintain information
security and/or cybersecurity systems and tools at
information and critical infrastructure facilities.

I1PH 9 AmnanizyBatu, po3pobISITH i
CYIPOBOKYBATH CHCTEMY YIIpaBIiHHS
iHpopManiitHolo Oe3nekoro Ta/abo KibepOe3nmeKoro

Analyze, develop and maintain the organization's
information  security  and/or  cybersecurity
management system based on the information




opraHizamii Ha 0a3i MOJIITUKH

iH(pOopMaLiitHOT Oe3meKH.

crparerii i

security strategy and policy.

ITPH 10 3abe3neuyBat Oe3nepepBHICTh Oi3Hec /
OlepalifHUX TMpOLECiB, a TaKOK BHSBIATH
ypa3nuBocTi iH(OpPMaLifHINX CHCTEM Ta PeCypcis,
aHaJi3yBaTH  Ta  OI[IHIOBAaTH  PU3HKH  JUIS
iHpopmauiiiHoi Oesmexku Ta/abo KibepOe3meku
opraHizaitii.

Ensure the continuity of business/operational
processes, as well as identify vulnerabilities of
information systems and resources, analyze and
assess risks to information security and/or
cybersecurity of the organization.

I1PH 11 AnanizyBaty, KOHTPOJIOBAaTH Ta
3a0besneuyBaTH  epekTHBHE  (DYHKIIOHYBaHHS
CHCTEMH YNPaBIiHHS JOCTYIOM 10 iH(opMamiiHux
pecypciB BiIMIOBIHO 7O BCTAHOBIEHHUX CTpaTerii i
nojmiTuku  iHgopmauiiiHoi  Oe3meku  Ta/abo
KibepOe3nekn opraHizarii.

Analyze, control and ensure the effective
functioning of the system of access control to
information resources in accordance with the
established strategy and policy of information
security and/or cybersecurity of the organization.

ITPH 12 HdocnimxyBaTH, po3pobIITH Ta
BIIPOBAKYBaTH METOOM 1 3aXOAM  NIPOTUAIL
KiOepiHIIUIeHTaM, 3OIMCHIOBATH npoueaypu
YIIPaBJIiHHS, KOHTPOJIO Ta PO3CIiAyBaHHS, a TAKOX
HAJaBaTH PEKOMEHJALil IOA0 MOMepeKEHHS Ta
aHaJi3y KiOepiHIMICHTIB B LJIOMY.

Research, develop and implement methods and
measures to counteract cyber incidents, carry out
management, control and investigation procedures,
as well as provide recommendations for the
prevention and analysis of cyber incidents in
general.

ITPH 13 HocnimxyBaTH, po3pobIsITH,
BIIPOBA/KYBAaTH Ta BUKOPHCTOBYBATH METOAM Ta
3ac00M KpUNTOrpaiqyHOro Ta TEXHIYHOTO 3aXHCTY
iHdopMaii 6i3Hec/onepaifHIX MPOLECIB, a TAKOXK
aHaJli3yBaTH 1 HAa/JaBaTH OLIHKY e(pEeKTHBHOCTI iX
BUKOpUCTaHHS B iH(QOpPMaUifHUX cUCTeMaX, Ha
00’exTax iH(popMamiiHOi AisNTBHOCTI Ta KPUTHYHOI
IHppaCTPYKTypH.

To research, develop, implement and use methods
and means of cryptographic and technical protection
of information of business/operational processes, as
well as to analyze and evaluate the effectiveness of
their use in information systems, at information
activity facilities and critical infrastructure.

[1PH 14 AnanizyBaty, po3pobISITH i
CYNPOBOMKYBATH CUCTEMY ayIUTy Ta MOHITOPHHTY
edextuBHOCTI (QyHKUiIOHYBaHHS iHQOpMALIfHUX
CHCTeM 1  TeXHOJOriif,  Oi3Hec\omepariiiHuX
MPOLIECiB y cdepi iHpopmaniitnoi
Ta\aboKiOepOe3neKH B ILIOMY.

Analyze, develop and maintain a system for
auditing and monitoring the effectiveness of
information systems and technologies,
business/operational processes in the field of
information and/or cybersecurity in general.

ITPH 15 3po3ymiio i HEIBO3HAYHO JOHOCHUTH
BJIACHI BHCHOBKM 3 mpobieM iHdopmariiHol
Oesrekn Ta/abo KibepOesneku, a TaKoXK 3HAHHS Ta
MOSICHEHHS, 10 iX OOIPYHTOBYIOTH A0 IMEPCOHANY,
napTHepiB Ta iHIIKMX OciO.

Clearly and unambiguously communicate own
conclusions on information security and/or
cybersecurity issues, as well as knowledge and
explanations that justify them to staff, partners and
others.

I1PH 16 [puiimatn  oOTpyHTOBaHi  pilmIeHHSA 3
OpraHizaliifHO-TEXHIYHMX NUTaHb iH(opMamiiHOi
Ocsmiekn Ta/abo kibepOesnmekw y CKIamHUX 1
HemepenOadyyBaHMX YMOBaxX, y TOMY 4YHCHi i3
3aCTOCYBaHHSIM CyYaCHHX METOAIB Ta 3aco0iB
ONTHMI3allii, MPOrHO3yBAaHHS Ta IPUIHATTS PillICHb.

To make informed decisions on organizational and
technical issues of information security and/or
cybersecurity in  complex and unpredictable
conditions, including the use of modern methods
and tools for optimization, forecasting and decision-
making.

I1PH 17 Matu HaBUYKHU aBTOHOMHOT' O i
caMoOCTiHHOro HaB4YaHHSA y cdepi iHpopmauiiHOI
Oesnekn Ta/abo kibepOes3meKku 1 JOTUYHUX Talmy3er
3HaHb, AHAJI3yBaTH BJACHI OCBiTHI MOTpeOH Ta
00’€KTHBHO OLIIHIOBATH PE3yJIbTaTH HABYAHHSI.

Have the skills of autonomous and independent
learning in the field of information security and/or
cybersecurity and related fields of knowledge,
analyze their own educational needs and objectively
evaluate learning outcomes.

[1PH 18 IlinanyBatu HaBYaHHA, a TaKoX
CYHNPOBOMXYBAaTH Ta KOHTPOIIOBAaTH poOOTY 3
MepcoHANIOM Yy HamnpsaMmy iHdopMmaniiHoi Oe3mexu
Ta/abo KibepOe3neKy.

Plan training, as well as support and monitor work
with staff in the field of information security and/or
cybersecurity.

I1PH 19 Obupatu, anamizyBaTd 1 PpO3pPOOIIATH

Select, analyze and develop suitable standard




NpUAaTHI TUMOBI aHANITHYHI, PO3PAaXyHKOBI Ta
eKCTIepUMEHTAIIbH1 METOAH Kibep3axmucry,
pPO3pO0OIATH, peani3oByBaTH Ta CYIMPOBOMKYBATH
MpoeKTH 3 3axucTy iHpopmanii y kiGepmpocropi,

analytical, computational and experimental methods
of cybersecurity, develop, implement and support
projects for the protection of information in
cyberspace, innovation and intellectual property

IHHOBAIIHOT IISIBHOCTI Ta 3axHCTy | protection.

IHTENEeKTyaJIbHOI BIACHOCTI.

ITPH 20 CraButn  Ta  BHpimyBatu  ckiamdi | 10 Set and solve complex engineering, applied and
IHDKCHEpHO-TIpHKJIamHi  Ta  HaykoBi  3anaudi | scientific problems of information security and/or

iHpopManiitHoi Oe3neku Ta/abo kibepOesmeku 3
ypaxyBaHHSM BHMOI BITYM3HSHHX Ta CBITOBHX
CTaHJAPTIB Ta KPALIUX MPAKTHK.

cybersecurity, taking into account the requirements
of national and international standards and best
practices.

[1PH 21 BukopucToByBaTH METOAM HATypHOTO,
(i3MYHOTO 1 KOMIT'IOTEPHOTO MOJICITIOBaHHS ISt
JIOCITI 3K EHHS MPOIIECIB, SIK1 CTOCYIOTBCSA
iHpopManiitHoi 6e3nekn Ta/abo kibepOesneku.

Use methods of natural, physical and computer
modeling to study processes related to information
security and/or cybersecurity.

[1PH 22 [TnanyBatu Ta BUKOHYBAaTH
eKCTIepUMEHTaNbHI 1 TEOpPEeTHYHI JOCHiHKEHHS,
BHUCYBAaTH 1 NEPEBIpATH TimOTe3d, OOMpaTh Mais

Plan and perform experimental and theoretical
research, formulate and test hypotheses, select
appropriate methods and tools, perform statistical

pOro MpHUIATHI METOAM Ta  IHCTpyMeHTH, | data processing, assess the reliability of research
3IIACHIOBATH  CTAaTHCTHYHY  0OpoOKy  nmanmx, | results, and justify conclusions.

OL[IHIOBAaTH JIOCTOBIPHICTb pe3yabTaTiB

JOCTIKEHb, apIyMEHTYBAaTH BUCHOBKH.

ITPH 23 O6rpynToByBaTH  BuOip  mporpamuoro | To justify the choice of software, equipment and
3a0e3neyeHHs, YyCTaTKyBaHHS Ta IHCTPYMEHTIB, | tools, engineering technologies and processes, as

IH)KEHEpHUX TEXHOJIOri 1 TmporeciB, a TaKoX
oOMeXeHp M0N0 HHUX B Tany3i iHpopmamiiHOi
Oesrneku Ta/abo0 kibepOesrekn Ha OCHOBI Cy4acHUX
3HaHb y CyMDKHUX raiy3sX, HayKOBOi, TEXHIYHOT Ta
JOBIAKOBOI  JIiTepaTypd Ta 1HIIOT JOCTYMHOL
iH(opMarii.

well as restrictions on them in the field of
information security and/or cybersecurity based on
current knowledge in related fields, scientific,
technical and reference literature and other available
information.

I1PH 24 OuinroBatu ctan iH(OPMAaLiliHUX CHUCTEM,
pPO3MOIUIATH  MOCHyrH Oe3meku 1 obupaTu
MeXaHi3MH Oe3MeKH, BIPOBAIKYBATH TEXHOIOTIYHI
pillieHHs  IHHOBAIIMHOTO  XapakTepy MO0
BUSBJICHHS Ta OJOKyBaHHS 3arpo3 iHQopmamiiiHum
pecypcam.

Assess the state of information systems, distribute
security services and select security mechanisms,
implement innovative technological solutions to
identify and block threats to information resources.

ITPH 25 3acrocoByBatu METOAMKH 10710
OL[IHIOBaHHSI 3aXMIIEHOCTi 00'eKTiB iH(popMauiiHOi
JISTIBHOCTI Ta AepKaBHUX iHQOpMaLifHUX pecypciB
BiJl HECAHKIIIOHOBAHOT'O JIOCTYITY.

Apply methods for assessing the security of
information objects and state information resources
from unauthorized access.

[1PH 26 BukopucroByBaTH pe3yiabTaTH aHali3y
KpallliX CBITOBHX IPAKTHK, CTAHAAPTIB i3 3aXUCTY
iHpopManii mpu  po3pobui  KpunrorpadiuHuUX
CHCTEeM 3axuCTy iHdopMamii B cHeHialbHUX
iH(pOpMaLiTHO-KOMYHIKaI[IHHUX CUCTEMaX.

Use the results of the analysis of best international
practices, information security standards in the
development of cryptographic information security
systems in special information and communication
systems.

I1PH 27 3actocoByBatu cneuianbHi (i3U4HI IKOCTI
Ta BiCHKOBO-TIPUKJIAJHI HAaBUYKU IMPH BHUKOHAHHI
00i1OBUX 3aBIaHb.

To apply special physical qualities and military-
applied skills in the performance of combat
missions.

[1PH 28 3a0e3neuyBaT  Oe3meKy Ta CTIHKICTb
00’€KTiB KpUTHYHOI iHQPACTPYKTYypH, 3amodiraTtu
mposiBAM ~HECAHKIIIOHOBAHOTO BTPYYaHHS B iX
(YHKLIOHYBaHHS, MPOTHO3YBAaHHS Ta 3aMoOiraHHS
KPH30BUM CHTyalisM Ha 00 €KTax KPUTUYHOL

IHpPaCTPYKTypH.

Ensure the security and resilience of critical
infrastructure  facilities, prevent unauthorized
interference in their operation, forecast and prevent
crisis situations at critical infrastructure facilities.




8 — PecypcHe 3a6e3neuenns peasizanii nporpamu / Resource provision for programme
implementation

Kaopose 3a6esneuenns / Staffing

BimmoBimHO 10  KagpoBUX ~— BHMOT OO
3a0e3MeUeHHs] MPOBAHKCHHS OCBITHBOI MisITBHOCTI
JUIS  BIATIOBIAHOTO  PIBHA  BUIIOI  OCBITH,
3atBepkeHnx [locraHoBoro KaOinery MinicTpis
Vkpainn Bix 30.12.2015p. Ne 1187 B umHHIl
penaxiiii.

Peanmizarfis OCBITHIX KOMIIOHEHT 3a0€3MEUy€EThCSI
HayKOBO-TIEIarOTTYHUMHU TIpaI[iBHUKAMU, SKi MalOTh
HAyKOBHM CTyHiHb Ta/a00 BuUeHE 3BaHHA Ta
MpamioTh 32 OCHOBHHM  MiCIleM  poOOTH.
3amyyaloThCss 70 BUKIAJaHHS  mpodeciiiHo-
OpIEHTOBAHUX JWCHUIUIIH (haXiBIiB-NPAKTUKIB B
rary3i KioepOe3neKu Ta 3aXUcTy iH(opmMaiii.

In accordance with the staffing requirements for
ensuring the implementation of educational
activities for the relevant level of higher education,
approved by the Resolution of the Cabinet of
Ministers of Ukraine dated 30.12.2015 Ne 1187 in
the current version.

The implementation of educational components is
provided by research and teaching staff who have a
scientific degree and/or academic title and work at
their main place of work. Practitioners in the field
of cybersecurity and information protection are
involved in teaching professionally oriented
disciplines.

Mamepianono-mexniune 3a6esneuenns / Material-technical support

BianoBigHO [0 TEXHOJOrIYHUX BHUMOI  IIOLO
MaTepiaJbHO-TEXHIYHOr0 3a0e3neueHHs OCBITHBOI
JUSUTBHOCTI  BIATIOBITHOTO pPIiBHS BHUINOI OCBITH,
3atBepkeHnx IloctanoBoro KaOinery MinicTpis
Vxkpainn Bim 30.12.2015p. Ne 1187 B umHHIl

penaxiii.
Hns 3a0e3MeYeHHs OCBITHBO-TIpOdeciiHOl
nporpaMd  BUKOPHCTOBYIOTBCS ~ MaTepiajibHO-

texHiuni 6aszu: KIII im. Iropst Cikopcebkoro; 1C331
(HaBuanmpHMH cHUTyaliliHMN LEHTp 3 KiOepOe3mekw,
rpylia pearyBaHHs Ha KOMIT'IOTEpPHI iHIIMJEHTH,
creniaipHa J1a0oOpaTopis 3 TEXHIYHOIO 3axXHCTy
iHpopmaii); epxaBHOro HeHTpy Kibep3axucry Ta
Ki6epuentpy UA30 epkcnenss’s3Ky; MOJITOHH
TepuTopialbHUX BY3JIiB yPsIIOBOTO 3B’ A3KY.

In accordance with the technological requirements
for the material and technical support of educational
activities of the relevant level of higher education,
approved by the Resolution of the Cabinet of
Ministers of Ukraine of December 30, 2015,
Ne 1187 in the current version.

To ensure the educational and professional
program, the material and technical bases are used:
Igor Sikorsky Kyiv Polytechnic Institute; ISCIP
(cybersecurity training situational center, computer
incident response team, special laboratory for
technical information protection); State Center for
Cyber Defense and Cyber Center UA30 of the State
Special Communications Service; training grounds
of the Territorial Government Communication
Nodes.

Inghopmayitine ma nasuanvrno-memoouune 3abesneuenns / Information and methodological support of the

education

al process

BinnosimHo 1o BuMOr momo iHdopmamiiHOro Ta
HABYaJIbHO-METOINYHOTO 3a0e3MeUeHHS] OCBITHBOI
JUSUTBHOCTI  BIATIOBITHOTO pPIiBHS BHUIIOI OCBITH,
3atBepkeHnx IlocraHoBoro KaOinery MinicTpis
Vxkpainn Bim 30.12.2015p. Ne 1187 B uymHHIl

penaxiiii.
KopucryBanas HaykoBo-TexHiuHOIO 0i0i0TEKO00
KIII im. Irops CikopceKoro, 3arajabHO-

IHCTUTYTCBKOI Ta cekpeTHoro Oibmiorexkamu [C33L.

In accordance with the requirements for
information and educational and methodological
support of educational activities of the relevant
level of higher education, approved by the
Resolution of the Cabinet of Ministers of Ukraine
of 30.12.2015 Ne 1187 in the current version.

Use of the Scientific and Technical Library of Igor
Sikorsky Kyiv Polytechnic Institute, the general
institutional and secret libraries of the ISCIP.

9 — Akagemiuna mobinbHicTh / Academic mobility

Hayionanvna kpeoumna mobineuicms / National credit mobility

[Iporpama He nepeadayae HAIIOHATBHOI KPSTUTHOT
MOOLIBHOCTI.

The program does not provide for national credit
mobility.

Miscnapoona kpedumna mobinenicms / International credit mobility

MOXIUBICTD YKJIaJaHHS YroA TpO axKajaeMiuHy
MOOIUTBHICTB, MPO TpHUBaJli MDKHAPOAHI IPOEKTH,
AKi mepeadavyaroTh BKIIOUYEHE HABUAHHS 37100yBayiB
BHILOI OCBITH (3a pilIeHHIM I'onosu
JlepKcIen3B’ a3Ky ).

Possibility of concluding agreements on academic
mobility, long-term international projects that
provide for the inclusion of training for higher
education applicants (by decision of the Head of the
State special communications service).




Haeuanns inozemnux 3006ysauis euwoi ocsimu / Study of foreign applicants of higher education

HaBuanHs iHO3eMHHX 31100yBauiB BHUIIOI ocBiTH 3a | Training of foreign higher education students under
JIaHOI OCBITHBO-TIpodeciiiHor0 mporpamoro  He | this educational and professional program is not
nependadeHo. provided.

10 — Mpouenypa npucBoenns npodeciiinux kBaigpixaniii / Procedure for awarding professional
qualifications

He nepenbavaeThcs npucBoeHHs ipodeciitHnx No professional qualifications are expected to be
KBasTi(hiKarlii awarded

2. HEPEJIIK OCBITHIX KOMITIOHEHTIB / EDUCATIONAL COMPONENTS

®dopma
Kox / o . Kpemuru EKTC/ ITi ICYMKOBOT O
Code Ocsitni kommonenTr / Educational components ECTS credits xorTpomo / Final
control form
HopmarusHi ocBiTHi komnonenTu / Standard educational components
Huxa 3aransnoi migroroBku / General training cycle

30 01 IHTeJ'IeKTyaJ'IBHa BJIACHICTH T4 MATEHTO3HABCTBO 3 3aJIiK
Intellectual property and patent law Final test
Cranwuii iIHHOBAIIMHUI PO3BUTOK 3aIIK

30 02 X : . 4 )
Sustainable innovative development Final test
[IpakTuunuit Kypc 1IHO3EMHOT MOBH JUJISI TIJIOBOT

30 03 KOMYHIKaIIii 3 3aIIK
Practical foreign language course for business Final test
communication

Huxn npodeciiinoi minrorosku / Professional training cycle
®diznyHe BUXOBAHHS 3aITiK

[o 1 . . 4 .
Physical education Final test
TexHomnorii BusiBjIeHHs Ta OJI0KyBaHHS 3arpo3 JAepKaBHUM
iHpopManiitHuM pecypcaM B iH(opmaiiiHo-

1O 2 KOMYHIKAI[IHHAX CHCTEMaxX 4 3aIIK
Technologies for detecting and blocking threats to state Final test
information resources in information and communication
systems
TexHomnorii BusiBjeHH: Ta OJI0KyBaHHS 3arpo3 JAepKaBHUM
iHpopManiitHuM pecypcaM B iH(opmaiiHo-

1o 3 KOMyHiKaliifHux cucremax. Kypcosa pobora 1 3aJIiK
Technologies for detecting and blocking threats to state Final test
information resources in information and communication
systems. Course work
Meroayn noOya0BH Ta aHANI3Y CUMETPUIHHUX

o 4 KpHUIITOCUCTEM 3 3aJIiK
Methods of construction and analysis of symmetric Final test
cryptosystems

o 5 MareMaTu4Hi METOAU OHTI/IMiBaLIﬁ Ta MOACIIIOBAHHA 6 CK3aMCH
Mathematical methods of optimization and modeling Final test
Pu3uk-MeHeKMEHT KPUTHYHOI iIHPPaCTPYKTYpH €K3aMcH

I10 6 . s 5 X
Risk management of critical infrastructure Final test
Meronomoriuni 3acaay 3axucTy iHpopMaLii Bil BUTOKY

o 7 TEXHIYHUMHU KaHAJIaAMU 5 CK3aMCH
Methodological principles of information protection against Final test
leakage through technical channels




o 8 Bukonanus MariCTepCLKo'l' z[HcepTaui'l' 14 3aXUCT
Execution of the master's thesis Final test
IpaxTuku / Practices
KiGepHaBuanHus 3aJIiK
o9 Cyber training 3 Final test
1O 10 EKCHJ’I}./aTaLIlI/IHa FpaKTHKa 3 .3an11<
Operational practice Final test
BiiicbkoBe cTaxxyBaHHS 3aJIiK
o 11 Military internship 9 Final test
Bubipkosi ocBiTni komnonenTn / Elective educational components
Huxn npodeciiinoi minrorosku / Professional training cycle
B 1 BubipkoBuii ocBiTHIN komiioHeHT 1 3 @-Katanory 4 3aJIiK
Elective educational components 1 from P-Catalogue Final test
IIB 2 BubipkoBuii ocBiTHIN KoMIToHEHT 2 3 ®-KaTanory 5 3aJIiK
Elective educational components 2 from P-Catalogue Final test
IIB 3 BubipkoBuii ocBiTHIN kKoMIToHEeHT 3 3 ®-KaTanory 4 3aJIiK
Elective educational components 3 from P-Catalogue Final test
IIB 4 BubipkoBuii ocBiTHIN kKoMIToHEHT 4 3 ®-KaTanory 5 3aJIiK
Elective educational components 4 from P-Catalogue Final test
B 5 BubipkoBuii ocBiTHIH KOMITOHEHT 5 3 ®-KaTanory 5 3aJIiK
Elective educational components 5 from P-Catalogue Final test
3aranpHu 00CAT HOPMAaTHBHUX OCBITHIX KOMITOHEHTIB / 67
Total volume of the standard educational components:
3aranpHu 00cAT BUOIPKOBHX OCBITHIX KOMIIOHEHTIB / 23
Total volume of the elective educational components:
OOcsr OCBITHIX KOMITOHEHTIB, 110 3a0€3Me4yI0Th 3A00YTTS KOMIIETEeHTHOCTEH
BHU3HAYCHUX CTAHAAPTOM BI/IH.[O'l' OCBITH / 63
Total volume of the educational components aimed at acquisition of competencies
specified in the Higher Education Standard
3ATAJIBHHAM OBCST OCBITHBOI ITIPOI'PAMM / 90

TOTAL VOLUME OF THE EDUCATIONAL PROGRAMME




3. CTPYKTYPHO-JIOTTYHA CXEMA OCBITHbOI IPOT'PAMM / STRUCTURAL AND
LOGICAL SCHEME OF THE EDUCATIONAL PROGRAMME

|
I cemectp / I semester : II cemectp / II semester 1T cemectp / III semester
___________________________________ e e e
[
|

|
| o
- - . _ - _ — | Biiicekose
TIpaxkTHYHHH Kypc 1HO3eMHOI MOBH A7 I1TOBOI KOMYHIKAII1 CTAKYBAHHS -
Practical foreign language course tl'or business communication | Military internship »
) ) ] I A =
@iznuHe BuxoBaHHA / Physical education : =
T I @]
IHTeNeKTyankHa BIACHICTE Ta : : - : e
[IATeHTO3HABCTRBO ! Cranuii IHHOBalIHHHHA : b
- T om
Intellectual property and patent law ! PORRHIOE : b T
_ _ | Sustainable innovative | o
TexHos0r1l BUSABIEHHS Ta | | Q.
_ | development | =
OIIOKYBAHHA 3arpo3 Jlep:KaBHHM | i —
. o, . | . . L. —_—
1H(pOpMALIHHIM pecypcaM B - Kidepnaguanus / Cyber training — % =
iHdopMariiiHo-KOMyHIKAIIHHIX : : - 2
cHCTeMax : ; T
Technologies for detecting and | MeTo00rI4HI 3acajii 3aXHCTY | =
blocking threats to state information | 1HG opMaIIli BT BHTOKY : B o
resources in information and : TEXHIYHHMH KaHalaMH : z T
communication systems | Methodological principles of I a g
[ Kypcoga poGora / Course work ! information protection against : ; =
— : I leakage through technical I ~ O
Meroau no0y10BH Ta aHAII3Y [ ; | wh —
. ! channels |
CHMETPHYHHX KPHIITOCHCTEM : | =
. . | a5,
ods of construct and a s % =P
Meth l‘d of w?' T 10:1 I ; nalysis ! ExcruTyaTanifina pakTaKa ! G
etric syste . . =
Of symmefnc cryptosystems | Operational practice | v O
| | m
v 5 | | me)
MateMaTH'IH1 METOH ONTHMI3allll T : BubipkoBmit ocBITHIN KoMIoHeHT 1 3 d-Karamory \\: -
MOIACITHBAHHA — ||| Elective educational components 1 from P-Catalogue | || b
_ ; TCIPT [ |
Mathematical methods of optimization I|| Bubipkopnit ocpiTHif KoMmoHeHT 2 3 b-Katatory | i =
and model ing : Elective educational components 2 from P-Catalogue : =
» : BuOIpKOBHI OCBITHIA KOMIOHEHT 3 3 -Kartamory :
PH3HK-MeHeUKMEHT KPHTHYHOI 1| Elective educational components 3 from P-Catalogue | ||
- % | |
5 1H(ppac:1"p YEITDH s : BuOipkoBHil ocB1THI KoMmoHeHT 4 3 $-Kartanory :
Risk mﬂﬂagemem of critical I|| Elective educational components 4 from P-Catalogue | ||
: 3 " | |
infrastructure : BrO1pKoBHI OcBITHL KoMIoHeHT 5 3 P-Katanory I
|

Elective educational components 5 from P-Catalogue

Buobipxoei oceimni komnonernmu




4, ®POPMA ATECTAIIIL 3JIOBYBAYIB BUIIIOI OCBITA / THE FORM OF
ATTESTATION FOR DEGREE PURSUERS

Arecranis 3100yBauiB BUIIOI OCBITH 3a OCBITHBO-TIpodeciiiHoio mporpamoro “besnexa mepskaBHUX
iHpopMaLiitHuX pecypciB” 3MIHCHIOETBCS Yy (opMi €JHHOrO JepXaBHOrO KBadipikamifHOrO icHHUTy Ta
3axucTy KBamidikamiiHoi poOoTH, o 3abe3medyye OLIHIOBAHHS JOCSATHEHHS pE3yJbTaTiB HaBYaHHS,
BHU3HAYEHNX CTaHIAPTOM BHILOI OCBITH Ta 3aBEPUIYETHCS BHAAYEI0 JOKYMEHTa BCTaHOBJICHOI'O 3pa3ka Ipo
MPUCYKEHHS] HOMY CTYIEHSI MaricTpa 3 MPHCBOEHHSAM OCBITHBOI KBamiikawii: marictp 3 kibepbe3mneku Ta
3axucTy iHQopMamii, 3a OCBITHbO-TIpodeciiiHo0 mporpamoro “besneka nepkaBHUX iH(pOPMAaLITHUX
pecypcis”.

Ksanidikaniiina pobota mae mependadatd po3B’si3aHHS CKJIaJHOI 3aAadi JOCHITHHIBKOTO Ta/abo
iHHOBaIliifHOTO XapakTepy y cdepi kibepOesneku Ta 3axucTy iHopmauii. Kamidikauiiina poborta He
MOBHHHA MICTUTH aKaJIeMIYHOT 0 IJariaTy, danbcudikanii, padpuxarii.

Ksanidikanilina poGoTa nepeBipseTbes Ha miariaT, ¢adpukanito Ta (anbcu@ikamiro 1 mcas 3aXucTy
posMimryetbest B HaBuainbHil 6i0mioreni IC331 KIII im. Irops Cikopcbkoro B apxiBi HAyKOBHX Ta OCBITHIX
MaTepiaiiB Uil BUIBHOTO JOCTYITY.

Atecranisi 3AIHCHIOETBCS BIAKPUTO 1 myOmiuHO. Ane, skmo ksamidikaniiina pobora MICTUTH
iHpopMaLilo 3 OOMEXKEHHM JOCTYIOM, TO 3aXHCT NPOBOIUTHCA B 3aKPHUTOMY PEXKHMI 3 HEYXHIBHHM
JOTPUMAaHHSAM 1 BUKOHAHHAM BHMOI YMHHOTO 3aKOHOZIABCTBA IIOJ0 30€peKeHHsI CIyKOOBOI Ta Jep:KaBHOL
TAEMHHLI.

Certification of applicants for higher education in the educational and professional programme
“Security of state information resources” is carried out in the form of a single state qualification examination
and defence of qualification work, which ensures the assessment of the achievement of learning outcomes
defined by the standard of higher education and ends with the issuance of a document of the established form
on awarding a master's degree with the award of educational qualification: Master of Cybersecurity and
Information Protection, in the educational and professional programme “Security of state information
resources”.

The qualification work is checked for plagiarism, fabrication and falsification and, after defense, is
placed in the academic library of the Igor Sikorsky Kyiv Polytechnic Institute in the archive of scientific and
educational materials for free access.

The qualification work is checked for plagiarism and after defense is placed in the educational library
of the Igor Sikorsky Kyiv Polytechnic Institute in the archive of scientific and educational materials for free
access.

Certification is carried out openly and publicly. However, if the qualification work contains
information with limited access, the defense is conducted in a closed mode with strict observance and
fulfillment of the requirements of current legislation on the preservation of official and state secrets.



5. MATPHIIA BIAIOBIJTHOCTI IPOTPAMHUX KOMIIETEHTHOCTEM
KOMITOHEHTAM OCBITHbOI TIPOT'PAMHY / COMPLIANCE MATRIX OF
PROGRAMME COMPETENCIES WITH PROGRAMME COMPONENTS
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6. MATPUIIA 3ABE3IIEYHEHHS ITPOI'PAMHUX PE3YJIBTATIB HABYAHHSA
BIIMOBITHUMU KOMIIOHEHTAMM OCBITHbOI ITIPOT'PAMM / COMPLIANCE
MATRIX OF PROGRAMME LEARNING OUTCOMES WITH PROGRAMME

COMPONENTS
301|302 |303 | Ol | MO2 | O3 | IO4 | OS5 | HO6 | ITO7 | ITO8 | TOY9 | TO10 | ITO11
MIPH1 + + + + + + +
MPH2 + + + + + + + + +
IPH3 + + + + + +
IIPH4 + + + + + + +
mPH5 | + | + | + + + +
ITPH6 + + + + + + + +
MPH7 + + + + +
ITPH8 + + + + +
IMPH9 + + + + + +
MPH10 + + + + + + +
MPH11 + + + + +
IPH12 + + + + +
IIPH13 + + + + + +
IIPH14 + + + +
INPH15 | + + + + + +
MPH16 + + + + +
MIPH17 + + + + + +
MmPHIS | + | + + + +
MPH19 + + + +
ITPH20 + + + + +
IMPH21 + + + + + + +
IIPH22 + + + + + + + +
MPH23 + + +
TIPH24 + + + +
ITPH25 + + + +
ITPH26 + + + +
IMPH27 + +
TTPH28 + + + + + +
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