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BPAXOBAHO / CONSIDERED:

MpencTtaBHUKN poboTonaBLiB

MoxoHbko Onekcin AHaToninosm4 K.g.-M.H., R&D aupekTop 3 iHpopMauinHoi 6esnekn, TOB
“CaMcyHr EnekTpoHikc YKkpaiHa KoMnaHi”, yKpaiHCbKNI LEeHTP AOoCAigXeHb Ta po3pobok Samsung

ConoBnos €BreHin Banepinosny HavanbHUK YnpaBniHHA iHQOpPMaLinHUMK TexHonoriamu Cny>xbu
30BHILIHbLOI PO3BiIAKK YKpalHU

ABpeeB Irop BonognMmnpoBmY NosIKOBHUK CNy>X6M LMBINbHOIo 3axucTty, HavyanbHuk LleHTpy
ornepaTUBHOIO 3B'S13KY, TENIEKOMYHIKaUINMHNX CNCTEM Ta iHpopMaLinHNX TEeXHOOriN [ep>XaBHOi
cnyxbu 3 Hag3BUYaMHMX CUTYyaUin

BnbopHi NnpeacTaBHMKK CTYAEHTCbKMX OpraHisauin

CadoHoB borgaH ctyneHT 4 kKypcy 6bakanaBpaTy 3a cneuianbHicTio F5 Kibepbe3neka Ta 3axucTt
iHopMaUi

OcTpoBcbkui CTaHicnae cTyaeHT 2 Kypcy 6akanaBpaTy 3a crneuianbHicTio F5 Kibepbesneka Ta
3axucT iHopMauii

Employer representatives

Mohonko Oleksiy Anatoliyovych Ph.D., R&D Director for Information Security, Samsung Electronics
Ukraine Company LLC, Samsung Ukrainian Research and Development Center

Solovyov Yevheniy Valeriyovych Head of the Information Technology Department of the Foreign
Intelligence Service of Ukraine

Avdeev Igor Volodymyrovych Colonel of the Civil Protection Service, Head of the Center for
Operational Communications, Telecommunications Systems and Information Technologies of the
State Emergency Service

Elected representatives of student organizations

Safonov Bohdan 4th year undergraduate student in the specialty F5 Cybersecurity and Information
Protection

Ostrovsky Stanislav 2nd year undergraduate student in the specialty F5 Cybersecurity and
Information Protection

EBOJIIOLLIA OCBITHbOI MPOrPAMU / EVOLUTION OF THE EDUCATIONAL PROGRAMME

Migprotoeka 3006yBayiB 3a 0CBiTHbO-NpodecinHow nporpamoto (OMM) «CUCTEMM TEXHIYHOIO 3aXNCTY
iHpopMaUii» nepworo (bakanaBpCbKOro) piBHSA BMLLOI OCBITW 3a creuianbHicTio 125 Kibepbesneka
Ta 3axucT iHhopMaLii nposoanTbcsa 3 2017 poky. Po3pobka OIMM novanacs B 2016 poui Ta
BpaxoByBasia baraTopiyHU AOCBIA NiIArOTOBKU (haxiBLUIB B rasysi TEXHIYHOro 3axnUCTy iHpopmMauir (3
2000 poky) BMknagadamu kKadenp isanko-TexHiyHnx 3acobis 3axmncTy iHhopMauii Ta iHPopMaLinHOI
6esneku.



4/24

MpoTtsarom 2016-2020 poky nposoAnaacsa NocnigosHa moaepHisauia OMMN onsa BpaxyBaHHA
TeHAEHLUi pO3BUTKY ranysi KibepHeTn4HoI Ta iHpopMaLinHoi 6e3nekn B YKpaiHi Ta CBiTi, a TakoX
BiAMOBIAHOCTI CTaHAapTaM BULLOI OCBITU B rany3i 125 Kibepbesneka. 3miHu OIMM 6ynn cnpsiMoBaHi
Ha NpMBeAEeHHS 3MICTY Ta HarNnoBHEHHS OCBITHIX KOMMOHeHTIB Ol Ao BUMOr CTaHAapTy BULLOI
OCBITN, PO3LUMPEHHSA MOXXMBOCTEN 3006yBaviB LLOAO0 (hOPMYBaHHSA iHAMBIAYaIbHOI TPAEKTOPIT
HaB4YaHHS Ta 3aJly4yaHHI0 HOBUX poboToOaBLiB B SKOCTi CTEMKXO/14EePiB 3a NPOrpamMoto NiaroToBKu
(30kpema TOB “CamcyHr EnekTpoHikc YkpaiHa KomnaHi”, [lep>XaBHOi C/y>xbu 3 Hag3BUYaNHUX
cuTyauin Ta Cny>xbu 30BHILLIHLOT PO3BIAKN YKpaiHK).

CyTTeBe oHoBReHHs OMMM Binbynocsa y 2022 poui y 38'a3Ky 3 HabyTTAM Di3UKO-TEXHIYHOI0 iIHCTUTYTY
cTaTycy HaB4anbHO-HayKOBOro0 iHCTUTYTY. BHECEHO 3MiHU y CKNag NPOeKTHOI Fpynn Ta CKnag
cTenkxongepis. Tako)X BpaxoBaHO 3MiHW WOA0 NMPMAATHOCTI A0 NMpaueBaaluTyBaHHSA 3rigHO 3MiHK
Ne.10 no Oep»xaBHoro knacudikatopy npodgecin AK 003:2010. BpaxosaHo NocTaHoBY Bif 19 TpaBHSA
2021 p. Ne 497 11000 BHECEHHA EANHOI0 AEPXKABHOMO0 KOMMJIEKCHOr O iCMNTY 3i cnevuianbHOCTI A0
aTecTauii 3006yBayviB BULLLOT OCBiTU Ta MNocTaHoBy KabiHeTy MiHicTpiB YKpaiHu Big 24 bepe3Hsa 2021
p. Ne 365 «[Mpo BHeceHHA 3MiH A0 nocTtaHoBU KabiHeTy MiHicTpiB Ykpainu Big 30 rpyaHsa 2015 p. Ne
1187 Mpo 3aTBepAXeHHSA JliLeH3iNnHUX YMOB NPOBaAXXEHHSA OCBITHLOI 4iANbHOCTI».

HacTynHe oHOBNEHHS OCBITHLOI Nporpamu Biabynocsa y 2023 poui y 3B’43Ky 3i 3MiHOIO Ha3BwU
cneuianbHOCTI. BHECEHO KOpeKTMBM y BiANOBIAHOCTI 3 BUMoramu MNMoctaHoBu KabiHeTy MiHicTpis
YKpaiHu Big 16.12.2022 Ne 1392 “lNpo BHECEHHS 3MiH 00 Nepeniky raiys3en 3HaHb i cneuiasbHOCTEN,
3a AKUMW 34INCHIOETBLCA MigroToBKa 3006yBayiB BMLLOI OCBITU” BHeCeHO 3MiHM y CKnag,
CTenkxonnepis.

B 2024 poui BHeECEHO 3MiHW 00 NepeniKy OCBiTHIX KOMMOHEHTIB, WO BiAHOCATbLCS 40 LMKIIB
3aranbHoi Ta npodecinHoi NiagroToBKN. 30KpeMa, 36inbLIEHO KiNbKICTb KpeanTiB A5 OCBITHIX
KOMMOHEHTIB, BUBYEHHS KOTPUX 3aKiHYYETbCS 3asikoM abo icnuToM. TakoXX BUTyHEHO OCBITHI
KOMMOHEeHTN «lHopMaLinHi TexHonorii», «Anrebpa Ta reomeTpia 2», «OCHOBM MOAesIIOBaHHSA
cnuctem 06pobKM aKyCTUYHUX CUFHaNIB», «TEXHIYHUI 3aXMUCT iHopMaUuii» Ta «[poeKkTyBaHHS
CNCTEM TEXHIYHOro 3axmcTy iHopMaLii» A9 NOCUIeHHS NIArOTOBKKM 3a yHAaMeHTaNbHUMU
Kypcamu 3 Kypcy 3arasfibHol Ta npodecinHol NiAroToBKU. BpaxoBaHO 3MiHM A0 CTaHAapTy BULLOI
OCBITY 3a cneuianbHicTio 125 «Kibepbesneka» ranysi 3HaHb 12 «lHhopMaLiiHi TexHonorii» ans
neploro (6akanaBpCbKOro) piBHSA BULLOI OCBiTW, 3aTBEPAXKEHOr0 Haka3oM MiHiCcTepcTBa OCBiTU i
Haykn YkpaiHu Big 04.10.2018 Ne1074.

AKTya/lbHa pefakLuis nporpamu nigrotossieHa B 2025 poui. BHeceHO 3MiHM 00 Nepeniky 3arajbHUX
AucumnnniH, 30KkpeMa BBefeHO Kypc «TeopeTnyHa niarotToBka 6a30B0i 3arafbHOBINCbLKOBOI
niagroToBKM». TaKOXX BBEAEHO A04AaTKOBI KYpPCU A0 LMKIY NpodecinHOoi NioroToBKW, a came «Teopis
PYHKLIN KOMMJIEKCHOT 3MiIHHOI», «ENEeKTPoaKyCTUYHI MPUCTPOI» Ta «AHTEHW | MOLLINPEHHS
eNeKTPOMarHiTHUX XBUJb», 3 METOK NOCUSIEHHSA (Pax0oBOI NiArOTOBKM 3@ HAaNPAMKOM TEXHI4YHOIro
3axuUCTy iHopmMauii. Buny4yeHo kypcn «CUCTEMHaA iHXeHepia», «[IpoeKTyBaHHA CUCTEM TEXHIYHOIro
3axucTy iHhopMaLii» Ta «TeopeTUYHi OCHOBW 3aXUCTY iH(popMaLii™» AN NOCUIEHHSA haxoBol
MiagroToBKM B YacTUHI poboTn 3 KOMMJIeKCaMn TeXHIYHOro 3axucTy. Mpu oHoBneHHi OMIM BpaxoBaHo
3MiHW 00 CTaHAapTy BULLOI OCBITK 3i cneuianbHOCTI 125 «Kibepbesneka» aong neporo
(bakanaBpCbKOro) piBHA BULLOI OCBITU, 3aTBEPA)XKEHOr0 Haka3oM MiHICTepCcTBa OCBITU | HayKW
YKpaiHu Big 29.10.2024 Ne1547.

TakKo)X BpaxoBaHO OHOBJIEHHSA B OpraHi3auii OCBiTHbOro Npouecy 3rigHo Haka3sy pekTtopa Kl im.
Iropsa Cikopcbkoro NeHO[1/362/25 Big 25 kBiTHA 2025 poky «[Mpo nnaHyBaHHS Ta opraHizauito
HaB4asibHoro npouecy 2025-2026 H.p.».

Training of applicants for the educational professional program (EPP) "Technical information
protection systems" of the first (bachelor) level of higher education in the specialty 125 Cyber
security and information protection has been held since 2017. The development of the EPP began in
2016 and took into account many years of experience in training specialists in the field of technical
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information protection (since 2000) by teachers of the departments of physical and technical means
of information protection and information security.

During 2016-2020, the EPP was continuously modernized to take into account the development
trends of the field of cyber and information security in Ukraine and the world, as well as compliance
with the standards of higher education in the field of 125 Cyber Security. The changes in the EPP
were aimed at bringing the content and content of the educational components of the EPP to the
requirements of the higher education standard, expanding the EPP opportunities of applicants to
form an individual learning trajectory, and attracting new employers as stakeholders in the training
program (in particular, Samsung Electronics Ukraine Company LLC, the State Emergency Service
situations and the Foreign Intelligence Service of Ukraine).

A significant update of the EPP took place in 2022 in connection with the Institute of Physics and
Technologies acquiring the status of an Educational and Scientific Institute. In addition, changes in
the composition of the project group and the composition of stakeholders took places. Also taken
into account are the changes regarding suitability for employment according to Amendment No. 10
to the State Classifier of Professions DK 003:2010. Taking into account Resolution No. 497 of May 19,
2021 regarding the introduction of a unified state comprehensive exam in a specialty for certification
of higher education applicants and Resolution of the Cabinet of Ministers of Ukraine No. 365 of March
24,2021 "On Amendments to the Resolution of the Cabinet of Ministers of Ukraine of December 30,
2015 No. 1187 On the approval of the Licensing conditions for the conduct of educational activities.

The next update of the educational program took place in 2023 due to a change in the name of the
specialty. Corrections were made in accordance with the requirements of the Resolution of the
Cabinet of Ministers of Ukraine dated 16.12.2022 No. 1392 "On making changes to the list of fields of
knowledge and specialties for which higher education applicants are trained" Changes were made to
the composition of stakeholders.

In 2024, changes were made to the list of educational components related to the cycles of general
and professional training. In particular, the number of credits for educational components, the study
of which ends with a test or exam, was increased. The educational components "Information
Technologies", "Algebra and Geometry 2", "Fundamentals of Modeling Acoustic Signal Processing
Systems", "Technical Information Protection" and "Design of Technical Information Protection
Systems" were also removed to strengthen training in fundamental courses from the course of
general and professional training. Changes were taken into account to the standard of higher
education in the specialty 125 "Cybersecurity" of the field of knowledge 12 "Information
Technologies" for the first (bachelor's) level of higher education, approved by the order of the
Ministry of Education and Science of Ukraine dated 04.10.2018 No. 1074.

The current version of the program was prepared in 2025. Changes have been made to the list of
general courses, in particular, the “Theoretical Training of Basic Combined-Arms Training” has been
introduced. Additional courses have also been introduced to the professional training cycle, namely
“Theory of Complex Variable Functions”, “Electroacoustic Devices” and “Antennas and Propagation
of Electromagnetic Waves”, in order to strengthen professional training in the field of technical
information protection. The courses “System Engineering”, “Design of Technical Information
Protection Systems” and “Theoretical Fundamentals of Information Protection” have been removed
to strengthen professional training in working with technical protection complexes. When updating
the OPP, changes to the higher education standard in specialty 125 “Cybersecurity” for the first
(bachelor’s) level of higher education, approved by the order of the Ministry of Education and
Science of Ukraine dated 10/29/2024 No. 1547, were taken into account.

Updates in the organization of the educational process were also taken into account in accordance
with the order of the rector of Igor Sikorsky Kyiv Polytechnic Institute No. NOD/362/25 dated April 25,
2025 "On the planning and organization of the educational process 2025-2026."
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1. NPO®JIb OCBITHbOI MPOrPAMM / EDUCATIONAL PROGRAMME PROFILE

1 - 3aranbHa iHdopmMauia / General information
HauioHaneHMA TexHI4HMA National Technical University

MNoBHa Ha3Ba 3akjiafy BULLOI OCBiTK Ta <<K|%|!;Iff£;;;%:1iﬁ(e€$mﬁmﬂ of Ukraine «lgor Sikorsky Kyiv
HaB4asbHoOro nigposainy / Full name of IHCTUTVT iMeHi Irops: Polytechnic Institute»,
higher education institution and faculty Ciko CbKOyFO» HaB‘-IaJF':bHO- Educational and Scientific
/ educational and scientific institute PCBKOTO>, . . Institute for Physics and
HaYKOBUIM (Di3UKO-TEXHIYHU
HCTUTYT Technology
SIBB/FTIHHEO?VL?;J:i(()pciBKIaTSi'l'T/aHﬂaIiZ? CtyniHb 6bakanaBpa Bachelor Degree
: gn H6akanaBp 3 kibepbe3nekn Ta| Bachelor of Cybersecurity
education degree and education . , .
- . 3axXnUCTy iHopMaU,il and Information Protection
qualification title
CncTemMm TEXHIYHOIO 3aXNCTy Systems of Technical

Protection of Information

Bachelor diploma, 240 credits
ECTS, training period 3 years
10 months
Accredited by MOES,
cetificate No Y1 11019768

OdpiuinHa Ha3Ba OCBITHLOI NMporpamm /
Educational programme official title
Tun gunnaomy Ta o6car oCBiTHLOI
nporpamu / Diploma type and
educational programme volume

iHpopMaLil
Ounnom 6bakanaspa, 240
kKpeauTtie EKTC, TepMiH
HaB4YaHHSA 3 pokun 10 Micauis

AKpeanToBaHO 3a

IH(pOpN.'aL"!ﬂ npo aer'E."MTau“O/ creuianbHicTio, cepTudikaT
Accreditation information ofthe |y 11019768 sig 2025-04-30|  from 2025-04-30 valid to
prog AiicHui go 2028-07-01 2028-07-01
HPK YkpaiHn - 6 piBeHb NQF of Ukraine - 6 level

Llmkn, piBeHb BULWOI ocBiTK / Education QF-EHEA - nepuum Lk QF-EHEA - 1 cycle

cycle, level of higher education EQF-LLL - 6 piBeHb EQF-LLL - 6 level
- HasBHicTb NoBHOI 3aranbHoi | Complete general secondary
MepenymoBu / Prerequisites - : ;
cepenHbOl OCBITHU education
dopmun 3006yTTA oCBiTK / Forms of OuHa (aeHHa): full-time:
Education A ; ;
MoBa(un) BuknagaHHs / Language(s) of YKpaiHCbka Ukrainian
instruction
IHTepHeT-aapeca po3MilleHHS . . .
ocBiTHbOI nporpamu / URL of the https.//oswta.slfrp;iua/F5_OPPB

educational programme
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2 - MeTa ocBiTHbOI nporpammu / Educational programme purpose

MeTot OCBITHBLOI NporpamMm € NigroToBKa
haxiBuiB, 34aTHUX BUpiWLyBaTW CKNaOHi 3apaui
B ranysi kibepHeTunyHoi 6e3nekun ocobncTocTi,
CNiNbHOTK, CYCNiNbCTBa Ta Aep>KaBu,
BcebiyHOro npodecinHoro, iHTenekTyanabHoro,
CoLia/IbHOro Ta TBOPYOro Po3BUTKY 0COBUCTOCTI
Ha HaMBULLNX PiIBHAX AOCKOHAIOCTi B OCBIiTHbLO-
HayKOBOMY CepeaoBuLLi.

MeTa 0oCBiTHbLOI MporpamMu BiAMoBigae cTpaTeril
po3BuTKy KIl im. Iropsa CikopCbKoro Ha
2025-2030 pik wono opMyBaHHSA CycninbCcTBa
ManbyTHLOro Ha 3acajiax KOHLenNuii CTanoro
PO3BUTKY

3 Li€lo MeTolo OCBITHA NporpaMa nepeabavac:
1. dyHOaMeHTasIbHY NiArOTOBKY (PaxiBLiB B
ranysi matemaTuku, qisunku, ginocodii npupoan
Ta CyCcninbLCTBa;

2. F'apMoHi30oBaHy cnevianizoBaHy NigroTOBKY
haxiBuiB B ranysi iHpopmauinHo-
KOMYHIKaUiMHNX CNCTEM Pi3HOI i3ndHOI
MPUPOAN: Bifl KNAaCNYHOT TEPMOAVNHAMIKMN i
eNeKTpoaMHaMiKn 00 KBAaHTOBOI rpaBignHaMikin
i XpoMogunHaMiKu;

3. CneuianizoBaHy rapMoHi3oBaHy NiAroToBKY
(haxiBLiB B rasysi KOHTUHYaJIbHOI, UCKPETHOI
Ta KBaHTOBOi 06pobku iHhopMmauii
MaTEMaTUYHUMKN Ta Qi3UYHMMU METOLaMU Ta
3acobamuy;

4. FapMoOHi30BaHy MiXKANCLUNAIHAPHY
opraHizauinHo-eKOHOMiYHY Ta HOPMaTUBHO-
nMpaBoBY NiArOTOBKY (paxiBLiB, 34aTHUX
CTBOpPIOBATW HOBI CTapTanu Ta yCMilIHO
KOHKYPYBaTW HA BUCOKOTEXHOOTYHMUX PUHKaX
npaui;

MixxancumnniHapHy negaroridyHo-rnCUXonoriyHy
niagroToBKy haxisuiB oa NoganbLIoro
CaMOpPO3BUTKY i MpaLi B pi3HNX raay3sax ocCBiTH,
Hayku Ta iHXeHepil.

The purpose of the educational program is to
train specialists capable of solving complex
problems in the field of cyber security of the
individual, community, society and the state,
comprehensive professional, intellectual, social
and creative development of the individual at
the highest levels of excellence in the
educational and scientific environment.

The purpose of the educational program
corresponds to the development strategy of Igor
Sikorsky Kyiv Polytechnic Institute for 2025-2030
regarding the formation of the society of the
future based on the concept of sustainable
development.

For this purpose, the educational program
provides:

1. Fundamental training of specialists in the field
of mathematics, physics, philosophy of nature
and society;

2. Harmonized specialized training of specialists
in the field of information and communication
systems of various physical nature: from
classical thermodynamics and electrodynamics
to quantum gravidynamics and
chromodynamics;

3. Specialized harmonized training of specialists
in the field of continuous, discrete and quantum
information processing by mathematical and
physical methods and means;

4. Harmonized interdisciplinary organizational,
economic and regulatory training of specialists
capable of creating new startups and
successfully competing in high-tech labor
markets;

Interdisciplinary pedagogical and psychological
training of specialists for further self-
development and work in various fields of
education, science and engineering
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3 - XapakTepucTuKa ocBiTHbOI nporpamu / Educational programme characteristics

MpeameTHa o6nacTtb / Subject area

06’ekTU NpodecinHoi AigaNbHOCTI BUNYCKHUKIB:

Objects of professional activity of graduates:

e TexHonorii kibepbesnekn Ta 3axncTy
iHopMaUii;

* Npouecu ynpaeniHHSA Kibepbe3nekoto Ta
3axucTtoM iHdbopMaLlii; 06’ekTun iHopmaLinHoi
OiNbHOCTI, B TOMY 4Ynchi iHopMaUinHi Ta
iHpOpMaLINHO-KOMYHIiKaLiNHI cuctemu,
iHOpMaUINHI pecypcn i TeXHONOrIT.

Llini HaBYaHHSA: NiarotToBka ¢axisuiB, 34aTHUX
BMKOPUCTOBYBAaTW i BMPOBaA>XyBaTW TEXHONOTII
Kibepbesnekun Ta 3axucTy iHpopmauii Ta
po3B’A3yBaTW CKNaAHi 3adadi y ranysi
Kibepbesnekun Ta 3axucTy iHpopmauii.
TeopeTnyHW 3MiCT NpegMeTHOI obnacTi:
MpUHUWNN, KOHUENLIi, Teopii 3aXUCTY XXNTTEBO
Ba)XKJ/INBUX iHTEpPECiB Nt0gNHK, CyCnifibTCBa,
Oep>xaBu Nif 4ac BUKOPUCTAHHSA
KibepnpocTopy, 3a Akoro 3abesneyvyytoTbCs
CTanMn Po3BUTOK iH(POPMaALINHOIo CyCcnifibCTBa
Ta UMdpPOBOro KOMYHIKaTUBHOIO CepenoOBMLLA,
CBOEYaACHE BUABJIEHHS, 3anobiraHHS i
HenTpanisauis peanbHUX i NOTEHUINHNX 3arpo3
HauioHanbHINn 6e3neui YKkpaiHn y KibepnpocTopi.
MeToaun, METOONKW Ta TEXHONOFII:

MeToAu, METOAWKMN Ta TEXHONOrIT pO3B’'sA3aHHSA
TEOPETUYHUX | MPAKTUYHUX 3a0a4 Kibepbeznekn
Ta 3axXUCTy iHpopMaUii

IHCTpyMeHTU Ta obsagHaHHA:

3acobu, NpUCTpPOi, MeEpeXXHe yCTaTKyBaHHS,
npukKJaagHe Ta cneuianizoBaHe NnporpamMHe
3abe3nevyeHHs, iHQOpPMaLINHI cuctemmn Ta
KOMMJIEKCU MPOEKTYBaHHSA, MOAESOBaHHS,
KOHTPOJ10, MOHITOPUHrY, 36epiraHHsA, 06pobku,
BifobparkeHHs Ta 3axXUCTy AaHUX
(iHpopMauinHMX MOTOKIB).

» cybersecurity and information protection
technologies;

» cybersecurity and information protection
management processes; objects of information
activity, including information and information
and communication systems, information
resources and technologies.

The purpose of training is to train specialists
capable of using and implementing
cybersecurity and information protection
technologies and solving complex problems in
the field of cybersecurity and information
protection.

Theoretical content of the subject area:
Principles, concepts, theories of protecting the
vital interests of man, society, and the state
when using cyberspace, which ensure the
sustainable development of the information
society and the digital communicative
environment, as well as the timely detection,
prevention, and neutralization of real and
potential threats to the national security of
Ukraine in cyberspace

Methods, techniques and technologies:
methods, techniques and technologies for
solving theoretical and practical problems of
cybersecurity and information protection
Tools and equipment:

tools, devices, network equipment, application
and specialized software, information systems
and complexes for designing, modeling,
controlling, monitoring, storing, processing,
displaying and protecting data (information
flows).

OpieHTauina ocBiTHLOI Nnporpamm / Scope

OcBiTHbO-NpodecinHa

Educational professional

OcHoBHUM (pOKYC OCBiTHbOI nporpamu / Main focus
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OCHOBHI (hOKyCU Nporpamu:

1. NocuneHa NiAroToBKa B ranysi AUCKpPeTHOI
MaTEeMaTUKN Ta KBAHTOBOI iHPOPMaTUKK;

2. MocnneHa NigroToBKa B rasysi MexaHiku,
€/IeKTPOHIKN, pafioTEXHIKW, aKyCTUKN,
OMNTOENEKTPOHIKK;

3. MocnneHa NigroToBKa B rasaysi AUCKPETHOI
06pobku iHopMaLii Noriko-maTeMaTUYHUMN
MeTodaMu Ta i3NKOo-TEXHIYHUMK 3acobamu;
4. dyHpaMeHTaslbHa NiAroToBKa WoOA40
NpPoeKTyBaHHS, po3pobku, BNPOBa)XEHHS Ta
CynpoBOAY KOMMIEKCHNX CUCTEM 3aXUCTY
iH(bopMaUii, WO UMPKYIOE Ha 06’eKkTax
iHpOpMaLINHOT OiANbHOCTI Oep>XaBHOI Ta
NpuBaTHOI (POPMU BNACHOCTI;

5. NocuneHa NiaAroToBKa B ranya3i
Mi>KQNCUUMNIIHAPHOIO CUCTEMHOIO aHanisy 3
METO CTBOPEHHS KOMMJIEKCHUX CUCTEM
3axXUCTy iHPOpPMaLiNHMUX NOTOKIB Y
KOMYHiKaUiNnHNX Mepexxax;

6. LLinpoke 3any4yeHHsa 3000yBayiB BULLOI OCBITHK
00 y4acTi y NpoBigHUX MiIXKHapOAHUNX
KOHpepeHuiax B ranysi kibepHeTnyHoi 6esnekn;
7. NpoBeaeHHS LWOPiIYHMX KOH(EpPEHLLn Ta
oniMniag 3 HOBUX HaMpPsAMKIB KibepHeTU4HOT
6e3nekun 3 MeTolo HaB4YaHHSA 3006yBadiB BNLLOT
OCBIiTV po3pobui iHoMBIAYaNbHUX CTapTanis Ha
eTani NiaroToBkKW KBanidikauinHoi poboTn.
KntoyoBsi croBa: KibepHeTnyHa 6e3neka,
TexHi4Hi 3acobun 3axncTy iHpopMaLii, TEXHIYHUA
ayauT, NPOeKTYBaHHA Ta CTBOPEHHS
KOMMJIEKCiB TEXHIYHOrO 3aXUCTy iHhopMaLii

The main focuses of the program:

1. Enhanced training in the field of discrete
mathematics and quantum informatics;

2. Enhanced training in mechanics, electronics,
radio engineering, acoustics, optoelectronics;

3. Enhanced training in the field of discrete
processing of information using logical-
mathematical methods and physical-technical
means;

4. Fundamental training on the design,
development, implementation and support of
complex systems for the protection of
information that circulates on the objects of
information activity of state and private
ownership;

5. Enhanced training in the field of
interdisciplinary system analysis with the aim of
creating complex systems for the protection of
information flows in communication networks;
6. Wide involvement of higher education
students in participation in leading international
conferences in the field of cyber security;

7. Holding of annual conferences and olympiads
on new areas of cyber security for the purpose
of training higher education students to develop
individual startups at the stage of preparation
for qualification work.

Keywords: cyber security, technical means of
information protection, technical audit, design
and creation of technical information protection
complexes

0co6aMBOCTi OCBITHLO

i nporpamu / Features

1. Mepexin Big CTaHOAPTHUX METOAIB KJACUYHOT
MaTEMaTUKKN Ta KIaCU4HOI Pi3NKN 4O KBAHTOBO-
MeXaHi4YHMX Ta KBaHTOBO-064MCAOBaIbHUX
HanNpPsMKIiB PO3BUTKY Cy4YacCHOI MaTeMaTUYHOI
QiznKkny;

2. [ocnneHa nigroToBKa B ranay3i NpupoaHMYmnx
HayK (MaTeMaTukKun, Qi3NKKN), a TaKoXK TEXHIYHUX
HayK (NporpamyBaHHs, 06pobkn curHanie pisHoi
i3nyHoi Nprupoan, po3pobka Ta onTuMizauis
MPUCTPOIB 3axXUCTYy iHopMauii);

3. ®dyHOaMeHTaNlbHa MigroToBKa Wono
NMpPoOeKTyBaHHSA, po3pobku, BNPOBaL)XEHHS Ta
CyrnpoBoAYy KOMMAEKCHUX CUCTEM 3axXUCTy
iH(popMaLii, WO UMPKYIOE Ha 06'eKkTax
iHbOpMaULINHOI AiANbHOCTI Aep>XaBHOI Ta
npmBaTHOI POPMU BJIACHOCTI;

4. Npoxoa>XeHHS NPaKTUK Ha NPOBiAHNX
nignpuMeEMCTBax ranay3si 3axucTty iHdopmauii.

1. Transition from standard methods of classical
mathematics and classical physics to quantum-
mechanical and quantum-computational
directions of development of modern
mathematical physics;

2. Enhanced training in the field of natural
sciences (mathematics, physics), as well as
technical sciences (programming, signal
processing of various physical nature,
development and optimization of information
protection devices);

3. Fundamental training regarding the design,
development, implementation and support of
complex information protection systems
circulating on the objects of information activity
of state and private ownership;

4. Internship at leading enterprises in the field of
information protection.
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4 - NMpupaTHICTb BUNYCKHUKIB 0,0 NpaueBsaliTyBaHHA Ta NOAANbLUIOro HaB4YaHHSA /
Eligibility of graduates for employment and further study

MpupaTHicTb Ao npaueBnawTtyBaHHA / Eligibility for employment

Ha nocaawn y CTpyKTypHUX Nigp3ainax ycTaHoB /
NiaNnpUEMCTB / opraHisauin, aki nepenbadvatoTb
HasBHICTb BMLWOI OCBITY 3i cneuianbHOCTI 125
Kibepbesneka Ta 3axucT iHdhopMauii
BionosigHo o [ep>xaBHOro kKnacndgikatopy
npodecin K 003:2010 3i 3miHoto Ne10
BUMYCKHUKM MOXYTb NpauoBaTh Ha Nocanax,
L0 BigNOBiAaloTbh KnacudikauinHum
YrpyrnoBaHHAM:

2139.2 (baxiBeub 3 TEXHIYHOIM0 3aXMUCTYy
iHopMaUii

3121 daxiseub 3 iHpoOpMaLiNHUX TEXHOOTIN.
3139 daxiBeub i3 opraHiszauii 3axucTy
iHpopMaLii 3 0bMeXeHUM JoCTynoM;

daxiBeub i3 opraHizauii iHpopmaUinHoi be3neku
Mo>XyTb npautoBaTn axiBUsAMM i3 3aXNCTY
iHbopMaUii B cknagi iHpopMaLinHnNX
JenapTaMeHTIB nignpnemcTs Ta 6aHkiB,
CcniBpobiTHMKaMu cnyxb 3axmcTy iHopmaLii;
ayaumTopaMu iHopMaLuinHoi Ta KibepHeTnYHoi
b6e3nekun, agMiHicTpaTopaMu iHpopMaLinHOI Ta
KibepHeTn4yHOI 6e3neKkn, NPoeKkTyBalbHUKaAMM
CUCTEM 3axucTy iHopmMauii B KibepnpocTopi;
pPO3p0BbHNKaMN NPOrpaMHNX Ta NPOrpaMHo-
anapaTHux 3acobiB 3axUCTy iHGQopMaLlii B
KibepnpocTopi, aHaniTukamm Kibepbesnekn B
yCTaHOBaxX Aep»XaBHoI Ta iHWnx opm
BJIACHOCTI, cneuianictamu 3 3abe3nevyeHHs
Kibepbesneku B Kibepdizn4yHNx cuctemax,
30KkpeMa, 06’eKTax KpUTUYHOI iIHDPaCTPYKTYypW.

For positions in structural divisions of institutions
/ enterprises / organizations that require higher
education in specialty 125 Cybersecurity and
Information Protection

According to the State Classifier of Professions
DK 003:2010 with Amendment No. 10,
graduates can work in positions corresponding
to the classification groups:

2139.2 specialist in technical information
protection

3121 Specialist in information technologies.
3139 Specialist in the organization of
information protection with limited access;
Specialist in the organization of information
security

They can work as information protection
specialists in the information departments of
enterprises and banks, employees of information
protection services; auditors of information and
cybernetic security, administrators of
information and cybernetic security, designers
of information protection systems in cyberspace;
developers of software and software and
hardware means of information protection in
cyberspace, cyber security analysts in
institutions of state and other forms of
ownership, specialists in ensuring cyber security
in cyber physical systems, in particular, objects
of critical infrastructure.

Mopanbwe HaB4yaHHA / Further study

MpoaoB>XeHHS OCBITK 3a APYruUM
(MaricTtepcbkuM) piBHEM BULLOT OCBITH.
3006yTTa abo BAOCKOHANEHHSA OCBITU Ta
npocecCinHOT NiAroTOBKN B CUCTEMI OCBITHU
nopocnnx.

Continuation of education at the second
(master's) level of higher education.
Obtaining or improving education and
professional training in the adult education
system.

5 - BuknapaHHA Ta ouiHioBaHHA / Teaching and assessment

BuknapaHHsA Ta HaBYaHH

f/Teaching and studying

Mporpamoto nepeabaveHo
CTy[EeHTOLEeHTpOBaHe HaBYaHHA. BuknagaHHs
MPoOBOAUNTbLCA Y Takux hopmax: nekuii,
MPaKTUYHI Ta CEMIHAPCbKIi 3aHATTSH,
KOMM'IOTEPHI MpakKTUKyMu i nabopaTopHi
poboTu; KypcoBi NpoekTun i poboTun; TexHonoriga
3MillaHOr0 HaBYaHHSA, MPaKTUKN; BUKOHAHHS
OUMAOMHOI0 MPOeKTY i AnnaoMHol poboTu

The program provides for student-centered
learning. Teaching is carried out in the following
forms: lectures, practical and seminar classes,
computer workshops and laboratory works;
course projects and works; mixed learning
technology, practices; completion of the diploma
project and thesis

OuiHoBaHHA / Assessment

OUuiHIOBaHHSA 3HaHb CTYAEHTIB 34iNCHIOETLCA Y
BiAMOBIAHOCTI A0 MNONOXXEHHSA NPO CUCTEMY
OLiHIOBaHHSA pe3ynbTaTiB HaB4YaHHA Kl im.
Irops CikOpCbKOro 3a yciMma BugaMm ayamuToOpHOI
Ta Mo3aayanTopHOi poboTun (BXigHWA, MOTOYHUN,
KaneHgapHWUn, NiACYMKOBUN KOHTPOb);
€K3aMeHW, 3anikun, iHauBigyanbHi 3aBAaHHS
TOLLO.

Assessment of students' knowledge is carried
out in accordance with the Regulation on the
system of assessment of learning outcomes of
Ilhor Sikorsky Kyiv Polytechnic Institute for all
types of classroom and extra-auditory work
(incoming, current, calendar, final control);
exams, assessments, individual tasks, etc.
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6 - NMporpamMHi KoMmneTeHTHOCTI / Programme competencies

IHTerpanbHa KoMneTeHTHicTb / Integral competence

30aTHICTb pO3B'A3yBaTU CKNadHi cneuianizoBaHi
3a4avi i npakTUyHi Nnpobnemn y ranysi
Kibepbesneku Ta 3axuUCTy iHopMaLil

The ability to solve complex specialized tasks
and practical problems in the field of
cybersecurity and information protection

3aranbHi kKomneteHTHocTi (3K)

/ General competencies

3K 30aTHICTb 3aCTOCOBYBaTU 3HAHHA Y Ability to apply knowledge in practical
01 MPaKTUYHUX CUTYaLLiaX situations
3K | 3HaHHSA Ta po3yMiHHA npegMeTHoi obnacTi Ta | Knowledge and understanding of the subject
02 pO3yMiHHSA npodecii area and understanding of the profession
3K | 3paTHICTb CninkyBaTUCA Aep>kaBHot Moot | Ability to communicate in the state language
03 AK YCHO, TakK i NMMCbMOBO both orally and in writing
‘zg 3[aTHICTb ChifikyBaTMUCA iHO3eMHOto MoBoto | Ability to communicate in a foreign language
3K | 3naTHICTL BUNTNCA | OBOJIOAIBATY CY4aCHNMM Ability to learn and master modern knowledge
05 3HaHHAMN
30aTHICTb peani3y.BaT|/| CBOI npasa i 060OB'A3KU The ability to realize one's rights and
K i:?ﬂiiiicgc;;j;bc;sizgfc;ﬂ(znlﬁg?gm responsibilities as a member of society, to be
3K H EMOK agqucL)lro) CVCMNIbCTBa Ta aware of the values of a civil (free democratic)
06 He'Ecl>6xi HF}CTb oro CTaynoro 03BUTK society and the need for its sustainable
Be xoseHc)TJBa NDaBa. MpaB | cso%o o yI;IHI/I i development, the rule of law, the rights and
P P » NP 000 NOA freedoms of a person and a citizen in Ukraine
rpoMagsHuHa B YKpaiHi
30aTHICTb yXBaJslloBaTU PilUEHHSA Ta AiATw, The ability to make decisions and act in
3K OOTPUMYIOYUM MPUHLMMY HENPUNYCTUMOCTI |accordance with the principle of inadmissibility
07 Kopynuii Ta 6yab-aKMX NposBiB of corruption and any manifestations of
HenobpoyYeCHOCTI dishonesty
3ga;|-1|:3cgib sﬁﬁﬂra:’; T:an%';"iHoixH(g:?TTimi The ability to preserve and multiply moral,
P » KyNIbTYPHI, Hay H . cultural, scientific values and achievements of
AOCATHEHHA CYCNINbCTBA Ha OCHOBI POSYMIHHA society based on an understanding of the
n IZT?wpélTTH?)'|'326KJC1)aHgTNi”?’l!-'ncf)liccTe: p:z&;;:zim history and patterns of development of the
3K CVICS'ef‘/Ii 3HAHb MDO 1 |/| o LilcycnianTBo T3 subject area, its place in the general system of
08 03BUTK pc cginicﬁga TyeXHiKm : knowledge about nature and society and in
TeXHgﬂ%FiVI BVI?(/O yMCTOB BaT;/I 3Hi BUAM Ta the development of society, techniques and
bopMu >éoao'|' a?(TMBHOYCTi nz aKTI/IBﬁOFO technologies, to use various types and forms
POpMU Py A of motor activity for active recreation and
Bi4MOYMHKY Ta BEOEHHS 340P0OBOro cnocoby leading a healthy lifestyle
KUTTS
KoHCTaﬂaTmELE;c’)J'g;oMBK'(ﬂ)gsHHﬂoCZo;gXMCT Ability to fulfill the constitutional duty to
3K BiTHMZHLlVl Ha iOHaﬂbHO—?'/IaU:Il' 'iD<|)T|/|qu'|' y protect the Motherland, uphold national-
09 » Hatllot arpiot patriotic attitude, devotion to the Ukrainian
HaNalWTOBAHOCTI, BiAAAHOCTI YKpPaiHCbKOMY cople
HaponaoBi P
daxoBi komneteHTHOCTI (PK) / Professional competencies
340aTHICTb 3aCTOCOBYBaTW 3aKOHOA4ABYY Ta The ability to apply the legislative and
HOpPMaTMBHO-NpPaBoBY 6a3y, a TakoX regulatory framework, as well as state and
@K | pep>xaBHi Ta Mi>KHapoAHi BUMOI U, MPaKTUKWN i international requirements, practices and
01 |cTaHpapTwu 3 MeTOl0 34iNCHEeHHS npodecinHoi | standards in order to carry out professional
nisanbHOCTI B ranysi iHpopmauinHoi Ta/abo activities in the field of information and/or
Kibepbe3neku cyber security
3ﬂ'aTH'CT!’ A0 BAKOPUCTAHHA .'qu)OpMaU'MHO' Ability to use information and communication
DK KOMYHIKaUiNHWUX TEXHOJIONiN, Cy4aCHUX hnolodi d hod d dels of
02 mMeToAiB i Mogenen iHhopMauinHoi 6eznekn teg nologies, modern methods and mo eso
. information security and/or cybersecurity
Ta/abo Kibepbesnekn
oK 3paTHICTb 3abe3nevyyBaTun HEMEpPEPBHICTb Ability to ensure business continuity in
03 6i3Hecy 3rigHO BCTaHOBJIEHOI MOMITUKN accordance with established information

iHchopMauinHoi Ta/abo Kibepbesnekn

and/or cybersecurity policies
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30aTHIicTb 3abe3nedyBaTn 3axucT iHhopMalii,
o obpobnaeTbcs B iHOOpMaLLinHO-

The ability to ensure the protection of
information processed in information and

oK . - L
04 TesIeKOMYHiKaLuinHux (aBTOMaTU30BaHNX) telecommunication (automated) systems for
cucTeMax 3 MeTOlo pearsizauil BcTaHoBseHoi | the purpose of implementing the established
noniTUKKW iHopMaLinHoi Ta/abo Kibepbesneku information and/or cybersecurity policy
30aTHICTb BiAHOBOBATW LWLUTATHE The ability to restore the normal functioning of
hYHKLiOHYBaHHSA iH(hOpMaLiNHNX, information, information and
OK iHpOPMaLiNHO-TEeNeKOMYHIKaLiNHNX telecommunication (automated) systems after
05 | (aBTOMaTM30BaHUX) CUCTEM Nicng peanisauii | the implementation of threats, cyber attacks,
3arpos, 34incHeHHs KibepaTak, 360iB Ta failures and failures of various classes and
BiAMOB Pi3HMX KNacCiB Ta NOXOAXKEHHS origins
3ﬂaTH'CTb.Bnp°Ba'ﬂmyBaTM Ta 3abe3nedyBaTu The ability to implement and ensure the
(PYHKLIIOHYBaHHS KOMMIEKCHNX CUCTEM e . . :
i functioning of complex information protection
@K |3axucTy iHdopmMauii (KoMNaekcn HOPpMaTUBHO- S
. L . systems (complexes of legal, organisational
06 MPaBoOBMX, OpraHisauinHUX Ta TEXHIYHUX .
3acobiB i MeTOLIB, MpoUenyp, NPAKTUYHMX and technical means and methods,
M N procedures, practical techniques, etc.)
MPUNOMIB Ta iH.)
. 3ﬂ'.aTH'CTb SAIMcHIoBaTH npocpegwmy The ability to carry out professional activities
@K | pianbHICTb Ha OCHOBI BMNPOBaXXEHOI CUCTEMU . . .
. . o based on an implemented information and/or
07 ynpaBsniHHS iHhbopMaLuinHoto Ta/abo :
: cybersecurity management system
Kibepbesnekoto
oK 30aTHICTb 3aCTOCOBYBaTU MeToaAM Ta 3acobu Ability to apply methods and means of
08 KpunTorpadiyHoro 3axucTty iHopMauii Ha cryptographic information protection at
06’ekTax iHhopMaLiHOI OiSNbHOCTI information activity facilities
oK 34aTHICTb 3aCTOCOBYBaTU MeToAM Ta 3acobu Ability to apply methods and means of
09 TexHiYHOoro 3axucTy iHopMauii Ha o6’ekTax [technical information protection at information
iHpopMaLinHOT AiaNbHOCTI activity facilities
. BAaTH'CIb BUKOHYBATI MOHITOPWAT Ability to monitor information processes,
iH(hopMaLUiNHMX NpoLLeciB, aHanisyBaTy, : X ;
BUABNATU, OLLIHIOBATW MOXJINBI BPa3JIMBOCTI analyse, identify, and assess possible
0] ¢ » OLl! .o P o vulnerabilities and threats to the information
Ta 3arpo3u iHpopMaLinHOMY NPOCTOpY 1 . . .
10 IHDOPMALLIAHIM PECYpCaM 3riaHo 3 space and information resources in
pMatl Pecypc: AHO 3 accordance with the established information
BCTaAHOBJ/IEHOIO MOJITUKO iHPOPMaALLiINHOI . .
6 security policy
e3neKkun
30aTHICTb focnifKyBaTn eheKTUBHICTb The ability to investigate the effectiveness of
DK poboTu faBadiB curHanie pi3Hoi isnyHoi  |signal transmitters of different physical nature,
11 npupoan, NpoBOANTM IX ONTUMI3aLilo Ang to carry out their optimisation for given
3afaHux ymos poboTu operating conditions
30aTHICTb BUABJATU Ta JioOKasisyBaTu The ability to identify and localise sources of
OK hxepena Hebe3neyHUxX CMrHaniB B yMOBax dangerous signals in conditions of limited a
12 obMeXXeHOCTi anpiopHNX OaHMX WOAO0 iX priori data regarding their characteristics and
XapaKTePUCTUK Ta i3nyHoi npmupoan physical nature
30aTHICTb NPOBOANTY CrieuianbHi The ability to conduct special research of
OK nocnipxeHHs 06’ekTiB iHbopMaLinHOI objects of information activity in accordance
13 OiANbHOCTI 3riAHO HOPMATUBHUX aKTIB B with normative acts in the field of technical

ranysi TexHiYHOro 3axucTy iHopmauii

information protection
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7 - NMporpaMHi pesynbtatyu HaB4aHHA (MPH) / Programme learning outcomes

BinbHO CninkyBaTUCA OEP>KABHOK MOBOIO YCHO

Communicate freely in the state language

rPH . - ) T .
01 Ta NMMCbMOBO MNPU BUKOHAHHI NpodecinHnx orally and in writing when performing
oboB’A3KiB professional duties
CninkyBaTuCH iHO3EMHOIO MOBOK 3 METOIO . : .
[1PH . .. | Communicate in a foreign language to ensure
3abe3nevyeHHs epeKTUBHOCTI NpodeciiHOI : . .
02 . effective professional communication
KOMYHiKaUii
fPH 3acTocoByBaTW MPUHLMIM HENPUAYCTUMOCTI Apply the principle of inadmissibility of
03 Kopynuii Ta By Ab-aKUX iHWNX NPOABIB corruption and any other manifestations of
HenobpoyYeCcHOCTi y NpodecinHin AianbHOCTI dishonesty in professional activities
OpraHizoByBaTu BRacHy npogecinH . . . I
oprat y acHy Tp ® y Organise one's own professional activities,
BiSANbHICTb, 06MpaTh | BUKOPUCTOBYBATU .
. \ choose and use optimal methods and ways of
[MPH | onTuManbHi MeToan Ta cnocobun po3B’A3aHHSA . L
o X solving complex specialised tasks and
04 CKJIagHUX cneviasizoBaHUX 3agaM i . ; : N
o practical problems in professional activities,
NpakTUYHMX Npobnem y npodecinHin . .
. . . . . and evaluate their effectiveness
OiANbHOCTI, OUIHIOBATKY IXHIO e(PeKTUBHICTb
AHanizyBaTu, apryMeHTyBaTW, NpunMaTmn - .
i3y pry , yBat P Analyse, argue, make decisions when solving
pilleHHS NpY PO3B’'A3aHHI CKAagHUX L \
A . complex specialised tasks and practical tasks
cneuianizoBaHMX 3aja4y i NPaKTUYHUX 3aBAaHb . . L .
rPH VA X . in professional activities, which are
y NpOecCinHin AiANbHOCTI, AKi X ) .
05 ; characterised by complexity and incomplete
XapaKTepun3yrTbCA KOMMJIEKCHICTIO Ta ; o .
. . . certainty of conditions, be responsible for the
HEeMNOBHOIO BM3HA4YeHICTIO YMOB, BignoBigaTn g
N S decisions made
3a NPUNHATI piLLEeHHS
AfanTyBaTuUCS 40 HOBUX YMOB | TEXHOJIOTIN - .
rPH AaNTyBaTACA A M Adapt to new conditions and technologies of
NpoeCinHOT AiSNbHOCTI, MPOrHO3yBaTW X o . )
06 . N professional activity, predict the final result
KiHLLEeBUI pe3ynbTaT
3acTocoByBaTu 1 afanTyBaTu Teopii Apply and adapt the theories of information
iHpopMaUii Ta KogyBaHHSA, MaTEMAaTUYHOI and coding, mathematical statistics,
fPH CTaTUCTUKK, YNcen Kpuntorpagii Ta cryptography and steganography, signal
07 cTeraHorpadii, obpobneHHs i nepenadi processing and transmission, etc., principles,
CUrHaniB TOLLO, NPUHLUAW, METOOUN, MOHATTSA methods, concepts of cybersecurity and
Kibepbe3nekun Ta 3axucTy iHopMaLllii y information protection in educational and
HaBYaJIbHIN Ta NpodecinHin AianbHOCTI professional activities
3acTocoByBaTW 3HAHHA N PO3YMIHHA .
y \ POSYMIHHA Apply knowledge and understanding of
MaTeMaTUKN Ta i3UKN B NPOGECINHIN : o ;
NiANbHOCTI, hopManizyBaTh 3anadi mathematics and physics in professional
rPH . PR activities, formalize problems in the field of
npeaMeTHOI ranysi kibepbesnekn Ta 3axucTy . . ) )
08 IHOPMALLTT, (hOPMYNIOBATY X MATEMATIYH cybersecurity and information protection,
P ! pMy . _ Y | formulate their mathematical formulation and
MOCTaHOBKY Ta obupaTu pauioHaNbHMUA MeToA4 . ,
. choose a rational solution method
BUPILLEHHS
3HaTn Ta 3aCTOCOBYBaTWN 3aKOHOLABCTBO Know and apply the legislation of Ukraine and
fPH YKpaiHn Ta Mi>XHapo4Hi BUMOIn, MPaKTUKMK i international requirements, practices and
09 |CTaHAapTy 3 MeTolo 34incHeHHA npodpecinHoi | standards in order to carry out professional
OianbHOCTI B ranysi kibepbesnekn Ta 3axucTy activities in the field of cybersecurity and
iHopMauii information protection
BukopucToByBaTu cyyacHi iHhopMaLuinHi Use modern information technologies,
[PH | TexHonorii, meToan i mogeni kibepbesnekn Ta| methods and models of cybersecurity and
10 | cucTeM 3axuUCTy iHopMauii ona 3gincHeHHs | information protection systems to carry out
npoecCinHoT AiaNbHOCTI professional activities
MnaHyBaTK NiaoroToBKy Ta 3abe3nedyyBaTun Plan preparation and ensure continuity of
fPH HernepepBHicTb BisHec-npouecie B business processes in organizations in
11 opraHisauisix 3rigHo 3i BCTaAHOBIEHOO accordance with the established cybersecurity
nosiTukoto Kibepbesnekn 3 ypaxyBaHHAM policy, taking into account information
BMMOI [0 3aXUCTy iHdopMauil protection requirements
3acTocoByBaTu MeToAM Ta 3acobum 3axucT : .
iH(pg Mauii B iH('%o MaLiHIX Ta y Apply methods and means of information
rPH . pr opmal protection in information and information and
iHpOpMaLiNHO-KOMYHIKaLiNHUX cucTeMax - . ;
12 communication systems in accordance with

BigMOBiAHO 0O BCTAHOBJIEHOT NOJITUKMN
iHpopMaLinHoi 6e3nekn

the established information security policy
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rPH
13

BnpoBag>kyBaTun, HanalwTOBYBaTH,
CYyNpoOBOA KYBaTW Ta NigTPUMyBaTuU
PYHKLiOHYBaHHSA NPOrpaMHnNX i MporpamHo-
anapaTHUX KOMIMJIEKCIB i CUCTEM
Kibepbesnekun Ta 3axmcTy iHopMaLil SK
HeobXxigHiI Nnpouenypn AN PYHKLIOHYBAHHS
iHbopMaUINHNX N iIHHOPMaLiNHO-
KOMYHiKaLinHuX cnctem ta/abo
iHDpPaCTpPYKTYypM opraHisaduii B wiomy

Implement, configure, maintain and support

the functioning of software and hardware-

software complexes and cybersecurity and
information protection systems as necessary
procedures for the functioning of information
and information and communication systems
and/or the infrastructure of the organization as
a whole

[1PH
14

BupiwyBaTu 3agaudi ynpaBaiHHA npouecamMmu
BiAHOBJIEHHS WUITATHOrO (PyHKLIIOHYBaHHSA
iHpopMaLinHMX Ta iHpopMaLinHO-
KOMYHiKaUiNHNX CUCTEM 3 BUKOPUCTAHHSAM
npouenyp pesepByBaHHA 3rigHO
BCTAHOBNEHOI MONiTUKK 6esneku i
3abe3nevyyBaTn PYHKLIOHYBaHHS
cneuianbHOro NporpaMHoro 3abesnevyeHHs
LWOA0 3aXUCTY Ta BiAHOBMEHHS iHopMaLil

Solve the tasks of managing the processes of
restoring the normal functioning of information
and information and communication systems
using backup procedures in accordance with
the established security policy and ensure the
functioning of special software for information
protection and recovery

[PH
15

36upaTn, 0bpobnsaTn, 3bepiraTn, aHanizyBaTtu
KPUTWYHI OaHi ona goka3sy peanilauil
Kibep3arpos, npoBoANTK aHani3 Ta
nocnig)XeHHs KibepiHUMAEHTY 3 MeToto
onepaTUBHOIO BiAHOB/IEHHA PYHKLIOHYBaHHS
iHbopMaUinHOI cucTtemMun

Collect, process, store, and analyse critical
data to prove the implementation of cyber
threats, conduct analysis and investigation of
a cyber incident to restore the functioning of
the information system promptly

[1PH
16

BupiwyBaTun 3agadi BNIpoBaA)XeHHSA Ta
CynpoBOAY KOMMNEKCHUX CUCTEM 3aXUCTY
iH(hopMaLii B iH(hbopMaLinHMX cncTeMax

Solve the problems of implementing and
maintaining complex information protection
systems in information systems

[PH
17

3abe3nevyyBaTn PYHKLIOHYBAHHSA CUCTEM
ynpaBniHHSA Kibepbe3nekoto i 3axmucTom
iHbopMaUil opraHiszauii, BKJOYao4Ym nepcoHan
Ta ynpaBiiHHA HacnigKamum peasnisauii 3arpo3
iHpopMaUinHin 6e3neui B KpN30OBUX
CUTYyaUuisiX, Ha OCHOBI 34iNCHEHHSA Npouenyp
KiJIbKICHOT i AKICHOT OLLIHKWN pU3KKiB

Ensure the functioning of the organisation's
cybersecurity and information protection
management systems, including personnel
and management of the consequences of
information security threats in crisis situations,
based on the implementation of quantitative
and qualitative risk assessment procedures

[1PH
18

AHaniszyBaTun, 3aCTOCOBYBaTN MeTOAN Ta
3acobun KpunTorpadivHoOro 3axumcTy
iH(bopMaLii Ha 06’ekTax iHopMaLinHoi
LisiNbHOCTI

Analyse and apply methods and means of
cryptographic information protection at
information activity facilities

[PH
19

BupiwyBaTn 3agadi WoOA0 opraHisauii Ta
KOHTPOJII0 CTaHy KpunTorpadgiyHoro 3axucTty
iHbopMaUil, 30Kpema BigNoBIAHO 00 BUMOr
HOPMaTMBHUX OOKYMEHTIB

Solve problems related to the organization and

control of the state of cryptographic

information protection, in particular in

accordance with the requirements of
regulatory documents

[1PH
20

Bun3HavyaTu 3arpo3m CTBOPEHHS TEeXHIYHUX
KaHaniB BUTOKY iHhopMaLii Ha 06’ekTax
iHopMaUinHOI AiaNbHOCTI; BNpoBaAXyBaTn
3acobu i 3axoan TeXHIYHOro 3aXucTy
iH(bopMaUii Bif BUTOKY TEXHIYHUMWN KaHanamu,
NPoBOANTM 0B6CNYroByBaHHSA i KOHTPOJIb CTaHy

anapaTHux 3acobiB 3axucTy iHpopMaLii Ta

KOMMJIEKCiB TEXHIYHOrO 3aXUCTy iHhopMauii

Identify threats of creating technical channels
for information leakage at information activity
facilities; implement means and measures for
technical protection of information from
leakage through technical channels, carry out
maintenance and control of the condition of

information protection hardware and technical
information protection complexes
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BrnkoHyBaTn BMpoBaA>XEHHS, NiATPUMKY,
aHaniz eeKTNBHOCTI CUCTEM BUABJIEHHS
HeCaHKLiOHOBaAHOIro AoCTyny, Ain 3
iHbopMaLli€eto B iHpopMaLUinHin cncTemi,

Implement, support, and analyze the
effectiveness of systems for detecting
unauthorized access, actions with information

rpPH BPa3J/IMBOCTEN, MOXXJINBMX 3arpo3 in the information system, vulnerabilities, and
21 |iHdopMauinHoMy NpocTopy 1 iHdopMauinHmuMm | possible threats to the information space and
pecypcam Ta BUKOPUCTOBYBATU KOMIJIEKCU information resources, and use protection
3axucTy ons 3abesneyeHHs HeobXigHOro complexes to ensure the required level of
PiBHS 3aXuULLEHOCTI iHpopMauii B information security in information systems
iHbopMaUINHNX cncTemax
BupiwyBaTu 3aga4di po3pobkun, BNpoBanXeHHS To solve the problems of development,
lPH | Ta cynpoBOAY CUCTEM MOHITOPUHIY O)Xepen implementation and support of monitoring
22 Hebe3ne4yHNX CUrHaniB pPi3HOi Qi3NYHOI systems of sources of dangerous signals of
npupoan various physical nature
30iNCcHIOBATY aHani3 Ta 06pobky curHanis . .
[PH | pisHOT (hi3M4HOT NPUPO/N 3 BUKOPUCTAHHSM Anlalyze and process signals of various
23 HOBITHIX METOLIB CTaTUCTUIHOMO, phys'|cgl nature using the latest methods .of
. statistical, spectral and structural analysis
CNEeKTPanbHOro Ta CTPYKTYPHOro aHani3y
3acTocoByBaT! HOPMaTUBHI LOKYMEHTHU B Apply regulatory documents in the field of
fPH rany3i Te).(Hi‘-IHOFO 3axucTy iHopmauii npu | technical information protgction when s_,olving
>4 | BVPILWEHHI 3aaa4 po3pobku, BNpoBaa>XeHHs |problems of developmgnt, |mpl_ementat|0|j and
Ta CynpoBOAY KOMMJEKCHUX CUCTEM 3aXUCTy support of complex information protection
iHpopMaUuii systems
3HaTV Ta BMiTU BUKOPUCTOBYBATU OCHOBHI Know how to use and be able to apply basic
3acobu 3axucTty Ta obopoHn oep)xasu, means of protection and defence of the state,
[1PH | cniBBiTYM3HMKIB, MaTepiaibHUX LiHHOCTEN Ta fellow citizens, material assets, and the
25 TepuTopianbHOI LiNiCHOCTI gep>xasu, territorial integrity of the state, particularly in

30KpeMma, y pa3si BinCbKOBUX fin Ta
HaA3BUYaNMHUX CUTyaLin

the event of military actions and emergency
situations
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8 - PecypcHe 3abe3nevyeHHs peanisauii nporpammu / Resource provision for programme
implementation

KappoBe 3abe3n

euyeHHsn / Staffing

BignosigHO A0 KagpOBUX BUMOT LLOAO0
3abe3neyvyeHHs NPoBag)XeHHS OCBITHbLOI
OiNbHOCTI ong BignosigHoro piBHA BO,
3aTBepa)xeHux MNoctaHoBoto KabiHeTy MiHicTpis
YkpaiHu Big 30.12.2015 p. Ne 1187 (B YMHHIN
penakuii).

In accordance with the personnel requirements
for ensuring the implementation of educational
activities for the corresponding level of HE,
approved by the Resolution of the Cabinet of
Ministers of Ukraine dated 12.30.2015 No. 1187
(in the actual version).

MaTepianbHO-TexHiYHe 3ab6e3ney

eHHA / Material-technical support

BignoBigHO 00 TEXHONMOrMIYHMX BUMOT LL,OAO
MaTepiasbHO-TeXHi4YHOro 3abesnevyeHHs
OCBITHbOI AiSANILHOCTI BiAMoOBiAHOro piBHA BO,
3aTBepoxeHux MNoctaHoBoto KabiHeTy MiHicTpis
YkpaiHu Big 30.12.2015 p. Ne 1187 (B YMHHIN
penakuir).

BukopucTtaHHa obnagHaHHA ona NnpoBeneHHs
neKuin y dpopmaTi npe3eHTauin, mepexesux
TEXHO0rin, 30KpeMa Ha naaTdopmi
ONCTaHUiNHOro HaB4YaHHs Sikorsky.

In accordance with the technological
requirements for the material and technical
support of educational activities of the
corresponding level of HE, approved by the
Resolution of the Cabinet of Ministers of Ukraine
dated 12.30.2015 No. 1187 (in the actual
version).

Use of equipment for conducting lectures in the
format of presentations, network technologies,
in particular on the Sikorsky distance learning
platform.

IHdbopMauiHe Ta HaBYasIbHO-MeToAUYHe 3abe3neuyeHHs / Information and methodological support of the

education

al process

BionoBigHO 4,0 TEXHOJIOTIYHUX BUMOI LLOA0
HaBYaJ/IbHO-METOANYHOro Ta iHopMaLiNHOro
3abe3nevyeHHs OCBITHbOI AiA/IbHOCTI
BianoBigHOro piBHa BO, 3aTBEpAXEHUX
MocTaHoBow KabiHeTy MiHicTpiB YKpaiHu Bif
30.12.2015 p. Ne 1187 (B 4MHHIN pepakuii).
KopucTtyBaHHA HaykoBo-TexHi4HOW b6ibnioTekoto
KMl im. Irops Cikopcbkoro.

In accordance with the technological
requirements for educational, methodological
and informational support of educational
activities of the corresponding level of HE,
approved by Resolution of the Cabinet of
Ministers of Ukraine dated 12.30.2015 No. 1187
(as amended).

Use of the Scientific and Technical Library of Ihor
Sikorsky Kyiv Polytechnic Institute.

9 - AkapeMiyHa MOOiINbH

ictb / Academic mobility

HauioHanbHa kpeauTHa MobGinbHicTb / National credit mobility

Y4yacTb CTyAEeHTIB B MpOrpaMax akageMiyHoi
MOBINIbHOCTI, MOXXJIMBICTb YKJIaAEeHHS yrof
OLEepP>XaHHSA CTyAeHTaMn MNoABiNHUX OUMNIOMIB

Participation of students in academic mobility
programs, the possibility of concluding
agreements for students to receive double
diplomas

MixxHapopgHa KpeauTHa MoGinbHicTb / International credit mobility

MOXXNUMBICTb YKNAAEHHA yrof npo Mi>XHapoaHy
akageMivyHy MobinbHICTb, MPo NoAaBiNHe
OVNIOMYBaHHSA, NPO TpUBai Mi>XHapPOHi
NpoeKTH

The possibility of concluding agreements on
international academic mobility, on double
graduation, on long-term international projects

HaB4yaHHA iHO3eMHMX 3800yBayiB BULLLOI OCBiTH /

Study of foreign applicants of higher education

HaB4yaHHS iHO3eMHUX 3006yBadviB BO, ki
onaHoBytoTb Ol 3a NnporpamMamMy MiXKHapogHOI
akKageMivyHoi MobifIbHOCTi, HaBYaHHA MOXXe
MPOBOANTUCH aHININCbKO abo yKpaiHCbKOLO
MOBOIO, 3@ YMOBM BONOAiIHHA 3006yBavYeM MOBOIO
HaB4YaHHS Ha PiBHI He HuxX4e B2.

The training of foreign higher education
students who master the OP under international
academic mobility programs can be conducted
in English or Ukrainian, provided the student has
a language proficiency of no lower than B2.

10 - NMpouenypa npucBoeHHA npodecininx kBanidikauin / Procedure for awarding
professional qualifications

He nepenbayeHo NpnucBo€EHHSA npodecinHol
KBanidhikauil.

The awarding of a professional qualification is
not provided
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2. MEPEJIIK KOMMOHEHTIB OCBITHbOI MPOrPAMMN / COMPONENTS of EDUCATIONAL

PROGRAMME
Kpeauris nip,ccp(:/lihgaaoro
Koa/Code OcBiTHI kKOMNoOHeHTK nporpam/Components EKTC/ECTS Y ;
: KoHTposto / Final
credits
control form
HOPMATWBHI ocBiTHI koMmnoHeHTU/Required (standard) components
O60B’5A3KOBi KOMMOHEHTW LMKY 3arasbHoi nigrotoBkun/General training cycle
YKpaiHCbka MOBa 3a NpoecCinHUM CnpsMyBaHHAM / . .
3001 Ukrainian for Professional Purposes 2.0 3anix / Final test
IcTopiA HayKW i TeXHIKK / . .
3002 History of Science and Technology 2.0 3anix / Final test
OCHOBYW 380pPOBOro CNocoby Xutrs / . .
3003 Fundamentals of Healthy Lifestyle 3.0 3anix / Final test
AHrnincbka mosa / . .
30 04 English Language 5.0 3anik / Final test
OCHOBW €KOHOMIKMN / . .
3005 Fundamentals of Economics 2.0 3anik / Final test
MaTemaTunyHuI aHanis /
3006 Mathematical Analysis
30 06.1 MaTeMaTunyHum aHanis. YactuHa 1 / Mathematical Analysis. Part 1 6.0 Ek3ameH / Exam
30 06.2 MaTeMaTunyHum aHanis. YactuHa 2 / Mathematical Analysis. Part 2 5.0 Ek3ameH / Exam
disnka /
3007 Physics
30 07.1 ®isnka. YactuHa 1/ Physics. Part 1 5.0 3anik / Final test
30 07.2 di3uka. YacTtumHa 2 / Physics. Part 2 6.0 Ek3ameH / Exam
Teopisa MMOBIPHOCTI Ta MaTeMaTU4YHa CTaTUCTUKA / . )
3008 Probability Theory and Mathematical Statistics 3.0 3ani / Final test
[OunckpeTHa MmaTemMaTuKa /
3009 Discrete Mathematics >0 Eksamen / Exam
MporpamysaHHs /
3010 Programming
30 10.1 MporpamysaHHsa. YacTmHa 1 / Programming. Part 1 6.0 Ek3ameH / Exam
30 10.2 MporpamysaHHs. YacTuHa 2 / Programming. Part 2 4.0 3anik / Final test
Anrebpa Ta reomeTpis /
3011 Algebra and Geometry 5.0 Ek3ameH / Exam
BcTyn po kibepHeTuyHoi 6e3nekn / . .
3012 Introduction to cyber security 2.0 3anik /[ Final test
OCHOBUM KOMMN'IOTEPHUX MepexX / . .
3013 Basics of computer networks 4.0 3anik /[ Final test
ApXiTeKTypa KOMN'IOTEPHUX CUCTEM /
3014 Architecture of computer systems 3.0 Exsamen / Exam
OnepauinHi cuctemn /
30 15 Operating Systems 5.0 Ek3ameH / Exam
KpunTorpadisa Ta cteraHorpadis / . .
30 16 Cryptography and steganography 5.0 3anik / Final test
KoMnneKcHi cucTeMn 3axucTy iHopMaLii: NPOeKTyBaHHSA, BNPOBaAXXEHHS, Cynposig / . .
3017 Complex information protection systems: design, implementation, support 4.0 3anix / Final test
YnpasniHHS iHopMauinHoto 6e3snekoto /
3018 Information security management 3.0 Eksamen / Exam
AHrnincbka MoBa NpoecinHOro cNpsaMyBaHHS / . )
3019 English for Professional Purposes >0 3anik / Final test
dinocodCcbKi OCHOBU HayKOBOrO Mi3HaHHSA / . )
3020 Philosophical Foundations of Scientific Knowledge 2.0 3anix / Final test
MpaBoBi ocHOBYM iHopMauiiHoi 6e3snekun / . )
3021 Legal Foundations of Information Security 2.0 3anik / Final test
30 22 Ba3oBa 3arasibHOBIICbKOBa MiAroTOBKa /
Basic General Military Training
30 22.1 I'IpaKT_VHHa NiAroToBKa 6a3qs_m 3araJibHOBICbKOBOI NMiarotoBky / Practical Course 7.0 3anik / Final test
of Basic General Military Training
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. ®dopma
KpeauTis niacyMKOBOIro
Kon/Code OcBIiTHI koMNoHeHTU nporpamMmu/Components EKTC/ECTS Y .
credits _|<OHTPONIO / Final
control form
TeopeTuyHa nigrotoBka 6a30B0Oi 3arasbHOBINCLKOBOI NiArOTOBKYK / LMBiNbHMIA
30 22.2 3axucT, obopoHa Ta naTpioTuyHe BMxoBaHHSA / Theoretical Course of Basic General 3.0 3anik / Final test
Military Training / Civil Protection, Defence and Patriotic Education
0O60B’AA3KOBIi KOMMOHEHTW LMKy NpodecinHoi niarotosku /Professional training cycle

Teopia PYHKLiN KOMMAEKCHOT 3MiHHOI / . .

Mo o1 Theory of Functions of a Complex Variable 4.0 3anik / Final test

ro 02 EneK‘rpoaKychqm npvcTpol / 4.0 3anik / Final test
Electroacoustic devices
OcHoBwu Teopii Kin /

no 03 Fundamentals of Circuits Theory 6.0 Ek3amen / Exam
Teopia curHanis /

0 04 Theory of signals 5.0 Ek3ameH / Exam
Teopia curHanis. Kypcosa po6oTa / . .

1o 05 Theory of signals. Coursework 1.0 3anik [ Final test
AHanorosa cxeMoTexHika /

10 06 Analog circuitry 5.0 Ek3ameH / Exam
Lincpposa cxemoTexHika /

ro 07 Digital circuitry 5.0 Ek3ameH / Exam
MeTposoris Ta BUMipOBaHHSA /

1o 08 Metrology and measurement 3.0 Exsamen / Exam
CucTemMun nepefaBaHHA Ta NPUNMaHHA iHopMaLii /

1o 09 Information transmission and reception systems 3.0 Exsamen / Exam
CnucTemMun nepefaBaHHA Ta NpunMaHHs iHdopMauii. Kypcosa poboTa / . .

Mo 10 Information transmission and reception systems. Coursework 1.0 3anik / Final test
AHTEHW | NOLWINPEHHS eNeKTPOMarHiTHUX XBUb /

Mo 11 Antennas and the propagation of electromagnetic waves 3.0 Eksamen / Exam
MeToaun Ta 3acobu TeXHIYHOro 3axnCTy iHthopMaLii /

no 12 Methods and means of technical information protection 5.0 Eksamen / Exam
TenekoMyHikauUiHi cnctemm i mepexi /

no 13 Telecommunication systems and networks 5.0 Exsamen / Exam
TexHi4Hi 3acobu 0XopoHn 06’ekTiB /

no 14 Technical means of protection of objects 6.0 Exsamen / Exam

o 15 TeXHI‘-!HI 3acobu oxopoHu 0_6 EKTIB. I_(ypcosa poboTa / 1.0 3anik / Final test
Technical means of protection of objects. Coursework
OcHoBW CcTaHAapTu3auii B ranysi iHbopMauinHoi 6esnekn / . )

o 16 Basics of standardization in the field of information security 4.0 3anix / Final test

rno 17 ne‘)e.ﬂHMMOMHa npakTka / 6.0 3anik / Final test
Pre-diploma Practice

o 18 Annnomke NPOEKTYBaHH3 / 6.0 3axucT / Defence
Bachelor Thesis

BUWBIPKOBI ocBiTHi komnoHeHTW/Elective components
BnbipkoBi KOMMOHEHTM LMKy 3arajibHoi NiarotoBkn/General training cycle

OCBIiTHIn KoMNoOHeHT 1 3Y-KaTanory / . .

3B 01 Educational Component 1 from GU-Catalogue 2.0 3anix / Final test
OCBIiTHIn KOMNOHEHT 2 3Y-KaTanory / . .

3B 02 Educational Component 2 from GU-Catalogue 2.0 3anix / Final test

BnbipkoBi KOMMOHEHTW LMKy nNpodeciiHoi niarotTosku/Professional training cycle

OCBITHIn KOMNOHEHT 1 ®-KaTanory / . .

18 01 Educational Component 1 from P-Catalogue 4.0 3anix / Final test
OCBITHIn KOMNOHEHT 2 ®-KaTanory / . .

g 02 Educational Component 2 from P-Catalogue 4.0 3anik / Final test
OCBITHIn KOMNOHEHT 3 ®-kaTasnory / . .

18 03 Educational Component 3 from P-Catalogue 4.0 3anik / Final test
OCBITHIn KOMNOHEHT 4 ®-kaTanory / . .

18 04 Educational Component 4 from P-Catalogue 4.0 3anik / Final test
OCBIiTHIn KOMNOHeEHT 5 ®-kaTanory / . .

18 05 Educational Component 5 from P-Catalogue 4.0 3anik / Final test
OCBIiTHin KOMMNOHEHT 6 ®-KaTasory / . .

18 06 Educational Component 6 from P-Catalogue 4.0 Sanik / Final test
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. ®dopma
KpeauTis niacyMKOBOIro
Kon/Code OcBIiTHI koMNoHeHTU nporpamMmu/Components EKTC/ECTS Y .
credits _|<OHTPONIO / Final
control form
OCBIiTHin KOMNOHEHT 7 ®-KaTasnory / . .
g 07 Educational Component 7 from P-Catalogue 4.0 3anik / Final test
OCBITHin KOMNOHEHT 8 ®-kaTasnory / . .
18 08 Educational Component 8 from P-Catalogue 4.0 3anik / Final test
OCBITHin KOMNOHEHT 9 ®-kaTasnory / . .
18 09 Educational Component 9 from P-Catalogue 4.0 3anik / Final test
OCBITHin KOMNOHeHT 10 ®-kaTanory / . .
1B 10 Educational Component 10 from P-Catalogue 4.0 3ani / Final test
OCBITHin KOMNOHeHT 11 ®-kaTanory / . .
B 11 Educational Component 11 from P-Catalogue 4.0 3anik / Final test
OCBITHIn KOMMNOHEHT 12 ®-kaTanory / . .
g 12 Educational Component 12 from P-Catalogue 4.0 3anik / Final test
OCBITHIn KOMMNOHEHT 13 ®-kaTanory / . .
B 13 Educational Component 13 from P-Catalogue 4.0 3anik / Final test
OCBITHIn KOMMNOHEHT 14 ®-kaTanory / . .
B 14 Educational Component 14 from P-Catalogue 4.0 3anix / Final test
3aranbHui obcar o6oB’a3k0BMX KOMMNOHeHTIB / Total volume of the required 180
components:
3aranbHui obcsar BubipkoBnx KomnoHeHTiB / Total volume of the elective components: 60
O6csAr oCcBiTHIX KOMMOHEHTIB, WO 3abe3nevyyoTb 3400yTTA KOMNETEHTHOCTEN
BU3Ha4YeHUX CTaHaapToM BuLoi ocsiTn / Total volume of the educational components 177
aimed at acquisition of competencies specified in the Higher Education Standard:
3ATAJIbHUI OBCAr OCBITHBLOI MPOMPAMU / TOTAL VOLUME OF THE EDUCATIONAL
PROGRAMME 240

MpumiTkn / Notes:

1) HaB4anbHa gucumniiHa «ba3oBa 3arajbHOBINCLKOBA MiArOTOBKa», AKa CKJaOa€eTbCA 3 OCBITHLOIO
KOMMOHEeHTY «TeopeTnyHa NiaroToBka 6a30Boi 3arasibHOBINCLKOBOI NiAroToBkn» obcsirom 3
KpeanTn EKTC Ta OCBiTHLOro KOMMNOHEHTY «[pakTu4yHa Nigrotoska 6a30Boi 3arajbHOBINCLKOBOT
nigrotoBkn» obcarom 7 kpeauTiB EKTC, BKIOYAETLCA A0 iHAMBIAYa/IbHUX HaBYaIbHUX MJ1aHIB
3006yBayiB BULLOT OCBITU - rpoMaasH YKpaiHK 4Os0BivOi cTaTi (XKiHO4Y0i cTaTi - 4O6pOBINIbHO), SAKiI
HaBYalTbCA 3a AeHHoto abo ayanbHo hopmoto 3000y TTA 0CBITK, 3rigHO 3 MopAaAKOM NPoBeLAeHHS
6a30B0i 3arasibHOBINCLKOBOI NiAFOTOBKU FpoMaasiH YkpaiHu, aki 3006yBaloTh BULLY OCBITY, Ta
NoniLencbKnx, 3aTBEPAXKEHOro noctaHoBoto KabiHeTy MiHicTpiB YkpaiHu Big 21 4epsHA 2024 p.

Ne 734 / The academic discipline «Basic General Military Training», which consists educational
component "Theoretical Course of Basic General Military Training" in the amount of 3 ECTS credits
and educational component "Practical Course of Basic General Military Training" in the amount of 7
ECTS credits, is included in the individual study plans of higher education students - male citizens of
Ukraine (female citizens - voluntarily), who study full-time or dual form of education, in accordance
with the Procedure for Conducting Basic General Military Training for Citizens of Ukraine Pursuing
Higher Education and for Police Officers, approved by the Resolution of the Cabinet of Ministers of
Ukraine Ne 734 of 21 June 2024.

2) OCBIiTHIn KOMMNOHEHT «[lMpakTn4Ha NigroToBka 6a30BOi 3arasibHOBINCLKOBOT NiArOTOBKN»
OpraHi3oBYETbLCS i NpoBOANTbLCA MiHiCTepcTBOM 060pOHN YKpaiHu, a roro obcar (7 kpeaunTtis EKTC)
He BPaxOBYETbLCA B 3aranbHOMy 06ca3i kpeauTtie EKTC, HeobxiaHOMY AN OMaHyBaHHSA OCBITHbLO-
npodecinHoi nporpamun / The educational component "Practical Course of Basic General Military
Training" is organized and conducted by the Ministry of Defence of Ukraine, and its amount (7 ECTS
credits) is not taken into account in the total volume of ECTS credits of the educational and
professional programme.

3) OCBIiTHIn KOMMOHEHT «LInBinbHUI 3axncT, 06opoHa Ta NaTPioTUYHE BMXOBaHHA» 06csArom 3
KpeanTtn EKTC BKAOYAETLCA A0 iIHOMBIAYyaNbHUX HaBYabHUX NJaHiB 3006yBayiB BMLLOT OCBITH,
3BiJIbHEHUX Big Npoxod)xeHHA 6a30B0i 3arajibHOBINCLKOBOI NiArOTOBKM 3rigHO 3 MNopaakom
npoeeneHHs 6a30B0i 3arajibHOBINCLKOBOI MiArOTOBKM rpoMasH YKpaiHu, aKi 3400yBaloTb BULLY
OCBITY, Ta MOJILENCbKUX, 3aTBEpPOXXeHOro noctaHoBow KabiHeTy MiHicTpiB YkpaiHu Big 21 4yepBHS
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2024 p. Ne 734, Ta 3006yBayiB BULLOI OCBiTK, 00 iHOMBIAYaNbHNX HaBYaJlbHUX MJIaHIB AKNX He
BKJIIOYEHO OCBITHI KOMMOHEHT «TeopeTn4Ha NigroToBka 6a3oBoi 3arajibHOBINCLKOBOI MiArOTOBKU» /
The educational component "Civil Protection, Defence and Patriotic Education" in the amount of 3
ECTS credits is included in the individual study plans of higher education students exempted from
basic military training in accordance with the Procedure for Conducting Basic General Military
Training for Citizens of Ukraine Pursuing Higher Education and for Police Officers, approved by the
Resolution of the Cabinet of Ministers of Ukraine Ne 734 of 21 June 2024, and of higher education
students whose individual study plans do not include the educational component "Theoretical Course
of Basic General Military Training"
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3. CTPYKTYPHO-JIOFN4YHA CXEMA OCBITHbOI MPOrPAMU / STRUCTURAL-AND-LOGICAL
SCHEME OF THE EDUCATIONAL PROGRAMME
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4. ®OPMA ATECTALLIi 340B5YBAY4IB BULLLOi OCBITU / THE FORM OF ATTESTATION FOR
DEGREE PURSUERS

ATecTauisa 3800yBayiB BULLOT OCBITU 3a OCBITHLO-NPOGECINHOW0 NporpaMmo «CUCTEMU TEXHIYHOIO
3axXnUCTy iHbopMaLii» 30iNCHI0ETLCA Y POPMi BUKOHAHHS EANHOMO AEep>XXaBHOro KeasiikaLinHoro
icnuTy Ta NybaiyHOro 3axmcTy KBanigikauinHoro NpoekTy/poboTn. ATecTalia 3aBepLUYETLCS
BMOa4velo JOKYMEHTY BCTAHOBJIEHOMO 3pa3ka NMpo NPUCBOEHHA KBasidpikauii bakanaspa 3
Kibepbesnekn Ta 3axuCTy iHpopMaLii.

Ha aTecTauito BUHOCMTbLCS CYKYMHICTb 3HaHb, YMiHb, HaBUYOK, iHLWIMX KOMNEeTeHTHOCTen, HabyTux
0coboto y npoueci HaB4YaHHA. [Jo aTecTaLlii 4ONYCKAOTbLCA CTYAEHTU, AKi BUKOHaAN BCi BUMOT K
nporpamMmu NiaroToOBKW.

KBanicikauinHa poboTa nepeBipAeTbCSA Ha MaariaT Ta NicNa 3aXUCTy PO3MILLLYETbCS B peno3nTopil
HayKOBO-TexXHiI4YHOI 6ibnioTekn yHiBepcmTeTy 411 BiIbHOrO JocTyny.

Certification of higher education applicants under the educational and professional program
"Systems of technical protection of information" is carried out in the form of a unified state
qualification exam and public defense of a qualification project/work. The attestation ends with the
issuance of a document of the established model on the awarding of the bachelor's qualification in
cyber security and information protection.

The totality of knowledge, abilities, skills, and other competencies acquired by a person during the
training process is submitted to the certification. Students who have fulfilled all the requirements of
the training program are admitted to attestation.

The qualification work is checked for plagiarism and after protection is placed in the repository of the
scientific and technical library of the university for free access.
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5. MATPULA BIANOBIJHOCTI NPOrPAMHUX KOMMNETEHTHOCTEA KOMMOHEHTAM
OCBITHbOI MPOrPAMU / COMPLIANCE MATRIX OF PROGRAMME COMPETENCIES WITH
PROGRAMME COMPONENTS

30|30|30(30|30(30[30|30|30|30|30(30{30(30|30|30|30|30|30(30(30(30|I1O|rNOo|ro|ro|rnoj|rno|{rno|rno|rno|rno|rno|rnoj|roj|ro|rno|rno|rno|rno

01(02]03]04)105]06(07(08(09(10]11]12)|13]|14|15(16(17|18]|19]|20]|21|22|01 |02 [03 [04 |05 |06 |07 |08 |09 |10 |11 |12 (13 [14|15]|16|17 |18

XX X X|IX[X|X|X[X]|X|X[X]|X[X[X]|X X[X|X|X[X[X|X|X[X]|X|X[X]|X]|X[X[X]|X

XX X X|X[X|X|X[X|X|X[X]|X[X[|X]|X]|X X[X|X|X[X[X|X[X[|X]|X]|X[X]|X]|X XX

X X X

X XX

XX XX X|X[X|X|X|X XX X X[X|X|X[X[X]|X|X|[X]|X|X[X]|X]|X[X[X]|X
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X X X X X[ X|X|X|[X

XX XX X X X X XX
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6. MATPULA 3ABE3NEYEHHA MPOrPAMHUX PE3YJIbTATIB HABYHAHHA BIANOBIAHUMMU
KOMMOHEHTAMU OCBITHbOI MPOrPAMMN / COMPLIANCE MATRIX OF PROGRAMME
LEARNING OUTCOMES WITH PROGRAMME COMPONENTS
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0Pl x x| x
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e X xIx I xIx[x x| xfxx x| x I x x| x x| x| x
e x| x X x|Ix|x|x| |x|x|x|x| [x|x|x|x| [x|x|x
i x| x X X xIx|x| [x|x|x|x| [x|x|x|x| [x
s x|x|x[x| |x x|x|x|x| |x|x|x|x| |x
o x| |x x| x X x| x
e X x| |x x| x X X |x|x
P x| |x x| x X x| x
e x| |x X|x x| x| x|x|x|x X | x
e X x| |x|x
e X X X
PH
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f° X X | x
e X X
e X X
Do x| x [ x x| x| x| x| x| x| x|x|x X
2 X
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