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Buwoi ocBiTK KIl iM. Iropsa CikopCbKoro;

Knacudikatop npodecin AK 003:2010 (3MiHN BHeceHO Haka3oM MiHeKOHOMikM Nel410 Big
16 ciyHAa 2024 p.);

PesynbTaTn rpoMaacbkoro obroBOpeHHSA: 3ayBa)KeHHs Ta MNpPONO3uLiN CTEenkxongepis,
BUNYCKHUNKIB Ta 3400yBayviB BUWOI OCBITU, AKi HaBYalOTbCSA 3@ OCBITHbO-NPOgECiNHOLO
nporpamMoto:

MoxoHbko Onekcin AHaToninoeuy K.¢.-M.H., R&D gunpekTop 3 iHhopMauinHoi 6e3nekn, TOB
“CamcyHr EnekTpoHikc YKpaiHa KoMnaHi”, yKpaiHCbKUN LEeHTP AOCAiIOXEeHb Ta po3pobok
Samsung

MuneoBap OnekcaHap BacmnboBuny, cniBpobiTHMK Cnyxbu 6e3nekn YkpaiHm
BnbopHi NnpeAcTaBHUKN CTYAEHTCbKMX OpraHisauin

CemeHtok Onekcin, ctyaeHT 4 kKypcy 6bakanaBpaTy 3a cneuianbHicTio 125 Kibepbesneka Ta
3aXuUCT iHopMauii

OcTposcbkunn CTaHicnae cTyneHT 3 Kypcy BbakanaBpaTy 3a cneuianbHicTio F5 Kibepbesneka Ta
3axXuCT iHopMauii

Order No. NOD/215/26 dated 18.03.2026 "On the planning and organization of the
educational process for 2026-2027".

Regulations on the development, approval, monitoring and revision of educational programs at
KPI named after Igor Sikorsky.

Regulations on the exercise of the right to free choice of academic disciplines by higher
education applicants of KPI named after Igor Sikorsky.

Classifier of professions DK 003:2010 (amended by Order of the Ministry of Economy No. 1410
of January 16, 2024).

Results of the public discussion: comments and suggestions from stakeholders, graduates and
higher education applicants studying under the educational and professional program:

Mohonko Oleksiy Anatoliyovych Ph.D., R&D Director for Information Security, Samsung
Electronics Ukraine Company LLC, Samsung Ukrainian Research and Development Center

Pyvovar Oleksandr Vasylovych, employee of the Security Service of Ukraine
Elected representatives of student organizations

Oleksii SEMENIYK, 4th-year undergraduate student in the specialty 125 Cybersecurity and
Information Protection

Ostrovsky Stanislav 2nd year undergraduate student in the specialty F5 Cybersecurity and
Information Protection

EBOJIIOLIA OCBITHbOI MPOrPAMU / EVOLUTION OF THE EDUCATIONAL PROGRAMME

Migrotoeka 3006yBayiB 3a 0CBITHLO-NMpodecinHoto nporpamoto (ONM) «CncteMm TEXHIYHOIO 3aXUCTy
iH(bopmMaLii» nepworo (bakanaBpCbKOro) piBHSA BULLOT OCBITY 3a cneuianbHicTio 125 Kibepbesneka
Ta 3axucT iHdpopMauii npoBoanTbcsa 3 2017 poky. Po3pobka OlM novyanaca B 2016 poui Ta
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BpaxoByBasa baraTopiyHMM AOCBIA NiIATOTOBKM (haxiBLiB B rany3i TEXHIYHOrO 3aXUCTy iHopMaulii (3
2000 poky) Buknagadamm kKadenp isnko-TexHi4HMX 3acobiB 3axncTy iHhopMaLil Ta iHhopMaLlinHOI
b6esneku.

MpoTsarom 2016-2020 poky mpoBogmnacsa nocnigoBHa MopepHizauia Ol gna BpaxyBaHHA
TeHOeHLUin po3BUTKY ranysi kibepHeTnyHoi Ta iHpopmMauinHoi 6e3nekun B YKpaiHi Ta CBiTi, a Takox
BiANOBIAHOCTI CTaHAapTaM BULOI OCBiTY B ranysi 125 Kibepbesneka. 3miHn OMM 6ynun cnpsamoBaHi
Ha NpuBedeHHS 3MICTYy Ta HamnoBHEHHS OCBiITHiIX KoMMoHeHTIB Ol go BMMOr ctaHOapTy BULWLOI
OCBiTW, PO3LWIKVPEHHSA MOX/IMBOCTEN 3006yBaviB WoA0 popMyBaHHSA iHOMBIAYaNbHOI TPaEKTOPIl
HaBYaHHSA Ta 3aJly4aHHI0 HOBMX pobOTOAaBLIB B AKOCTi CTENKXOAEPIB 3@ NPOrpamMoto NiAroToBKM
(30kpema TOB “CamcyHr EnekTpoHikc YKkpaiHa KoMmnaHi”, Jep>XaBHOi Cny>Xbu 3 Haf3BUYaWHUX
cuTyauin Ta Cny>xbun 30BHILLIHLOT PO3BiAKN YKpaiHW).

CyTTeBe oHoBneHHs OMMM Bianbynocs y 2022 poui y 3B'A3Ky 3 HAbyTTAM Pi3MKO-TEXHIYHOr0 IHCTUTYTY
cTaTycy HaB4asibHO-HayKOBOro iHCTUTYTY. BHeCeHO 3MiHM y CKNad MPOEKTHOI rpynu Ta ckhag
cTenkxongepis. Tako)X BPpaxoBaHO 3MiHM WOA0 NPUAATHOCTI A0 NMpaueBaalTyBaHHA 3rigHO 3MiHWK
Ne10 po Oep>xaBHoro kKnacudgikatopy npodecin AK 003:2010. BpaxosaHo ocTaHoBy Big 19 TpaBHS
2021 p. Ne 497 w040 BHECEHHSA EAMHOIO AEep)XaBHOI0 KOMMJJIEKCHOr o iCAMUTY 3i cneuiasbHOCTI A0
aTecTauii 3p06yBayiB BMLWLOI 0CBiTK Ta NocTaHoBy KabiHeTy MiHicTpiB YKpaiHu Big 24 6epe3Ha 2021
p. Ne 365 «lMpo BHeceHHs 3MiH A0 nocTaHoBM KabiHeTy MiHicTpiB YkpaiHu Big 30 rpyaHsa 2015 p. Ne
1187 MNpo 3aTBepaA>XeHHS JliLeH3iNnHUX YMOB NPOBaAXEHHSA OCBITHbOT Ai/IbHOCTI».

HacTynHe oHOBJIEHHS OCBiTHbLOI Nporpamu Biabynocsa y 2023 poui y 3B'A3Ky 3i 3MiHOI Ha3BMU
crneuianbHOCTI. BHeCeHO KopeKkTmMBM y BiANOBIAHOCTI 3 BUMoramu MNMoctaHoBu KabiHeTy MiHicTpiB
YkpaiHm Big 16.12.2022 Ne 1392 “lNpo BHECEHHS 3MiH A0 Nepeniky rany3en 3HaHb i cnevuiasbHOCTeEN,
3a AKUMUN 3AINCHIOETLCA nigrotoBka 3a06yBadviB BUWOI oCcBiTU” BHeceHo 3MiHM y cknapg
CTenkKxongepis.

B 2024 poui BHeCEHO 3MiHM OO0 Mepesniky OCBiTHIX KOMMNOHEHTIB, WO BiAHOCATLCSA OO0 LWUKIIB
3aranbHoOi Ta npodecinHol NiaroToBKN. 30kpeMa, 30iNblWEHO KiNbKICTb KpeaUTIB ANA OCBITHIX
KOMMOHEHTIB, BUBYEHHSA KOTPUX 3aKiHYYETbLCS 3asikoM abo icnnuTom. Tako)X BUIYYEHO OCBIiTHI
KOMMOHEeHTU «IHdopMauinHi TexHonorii», «Anrebpa Ta reomeTpis 2», «OCHOBN MOAESNIOBAHHS
cncteM 06pobKM aKyCTUYHUX CUFHaNiB», «TexXHiYHMI 3aXUcT iHdopMauii» Ta «lMpoeKTyBaHHSA
CNCTEeM TEeXHiYHOro 3axucTy iHopMaLii» ANA NOCUJIEHHS MIArOTOBKM 3a PyHAAMEHTa/IbHUMU
KypcaMun 3 KypcCy 3aranbHoi Ta npogecinHoi Nigrotosku. BpaxoBaHo 3MiHM A0 CTaHOapTy BULLOI
OCBITUK 3a cneuianbHicTio 125 «Kibepbesneka» ranysi 3HaHb 12 «lHpopMaLiHi TexHoNorii» ans
nepworo (6bakanaBpCbKOro) piBHA BULLOI OCBITWN, 3aTBEPOXXEHOr0 Haka3oM MiHicTepcTBa OCBITHU i
Hayku YKpaiHn Big 04.10.2018 Ne1074.

B 2025 poui BHeceHO 3MiHW A0 nepesniky 3arajbHUX OUCUMUNNIH, 30KpeMa BBeeHO KypcC
«TeopeTnyHa nigrotoeka 6a30B0Oi 3arajlbHOBINCbLKOBOT MiArOoTOBKM». TaKoXX BBEAEHO O0OAaTKOBI
KypCcu 00 UMKy NpodecinHoi nigroTtoBkn, a came «Teopid PYHKLIN KOMMNAEKCHOT 3MiHHOT»,
«ENeKTpoaKyCTUYHI MPUCTPOI» Ta «AHTEHU | NOWMNPEHHS eNeKTPOMarHiTHUX XBWUJIb», 3 METOI0
nocuneHHs axoBoi MiArOTOBKW 3a HANPAMKOM TeXHIYHOro 3axmucTy iHgopMauii. BunydyeHo Kypcu
«CucTteMHa iHxXeHepisa», «[IpoeKTyBaHHA CUCTEM TEXHIYHOIr0 3axXMUCTy iHpopMaUii» Ta «TeopeTuYHi
OCHOBW 3aXUCTY iHpopMaLii» Ana nocuneHHs haxoBoi NiArOTOBKU B YaCTUHI poboTn 3 KoMMieKcaMu
TexHiYHoro 3axucTty. lNMpun oHoBneHHi OlI BpaxoBaHO 3MiHWM A0 CTaHAapTy BULLOI OCBITK 3i
cneuyianbHoCTi 125 «Kibepbesneka» ons nepworo (6bakanaBpCbKOro) piBHSA BULWLOI OCBITHU,
3aTBepO)XeHOro Haka3om MiHicTepcTBa OCBiTU | Haykm YKkpaiHu Big 29.10.2024 N.1547.

AKTyanbHa pefakuia nporpamu nigrotosneHa B 2026 poui. NMpn OHOBNAEHHI MpPOrpaMm BpaxoBaHO
pe3ynbTaTu ONUTYBaHHA CTeNKXonaepis B rpyaHi 2025 poky. BHeceHo 3MiHU Wwo[0 BNpoBag)XeHHS
Kypcy 3i cTeraHorpaqii Ta cteroaHanizy «OCHoOBM CcTeroaHanizy umdpoBmx JaHUXx» AONA
nornnbneHHs nigrotToBkn 3006yBaYviB 3a HAaNPAMKOM BUSIBJIEHHS HECAHKLIOHOBaAHUX (MPUXOBaHUX)
KaHaniB obMiHy iHpopMaLielo B iHHOPMaLINHO-KOMYHIKaLiNnHUX cucTteMmax. lNpoBefeHo 3aMiHy
ancunnninm «KoMnaekcHi cucteMmn 3axmcTy iHpopmauii: MpoeEKTYBaHHSA , BMPOBaAXXeHHS, Cynposig»
Ha «CncTemMm 3axmucTy iHPOopMaUii: MPOEKTYBAHHSA , BMPOBaA)XXEeHHS, CYyrnpoBia» 3 ypaxXyBaHHS 3MiH B
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3aKOHOAaBCTBI YKpaiHM wono nobynoBu cucteMm 3axmcTy iHgopmaduii. Ha npoxaHHs 3006yBavis,
CTENKXoN4epiB Ta BUKIagadiB (akafeMiyHa crnisibHOTa), PO3LWMPEHO CKNaa gucumniinm "OuckpeTHa
MaTeMaTumKka" 3 5 0o 8 kpeauTiB. Lle noB'sA3aHO 3 HEOOXiAHICTIO MOCUIEHHSI KOMMNETEHTHOCTEN LWoA0
Moaenenm CUCTeM ympaBiiHHA OOCTynoM Anaa gucuunmnniH «CnctemMm 3axucTy iHdopmauii:
NMPOEKTYBAHHSA , BNIPOBAaAXKEHHSA, CYNpoBig», a TakoXX BMOIPKOBUX AUCUMNMNAIH «AHani3 LWKigAMBOro
nporpamMHoro 3abesneyvyeHHs» Ta «3BOPOTHa po3pobKa Ta aHanis WKiQANMBOro NPorpamHoOro
3abe3neyveHHs».

TakoXX BpaxoBaHO OHOBJIEHHS B OpraHisauii 0CBiTHbOro npouecy 3rifHo Hakasis pekTopa KIl iM. Irops
Cikopcbkoro NeHO/215/26 Bif 18.03.2026 poky «[1po nnaHyBaHHA Ta opraHisaLlilo HaB4YaJlbHOr O rpouecy
2026-2027 H.p.».Ta Ne HOL/479/26 Bip 29.05.2026 poky «[1po BHeCeHHA 3MiH A0 Haka3y Big 18.03.2026 Ne
HO[Ll/215/26 «INpo nnaHyBaHHA Ta OpraHisaLito 0CBiTHbLOro npouecy 2026/2027»

Byno 3amiHeHO gucumnniH «IcTopis» Ta «®inocodia» Ha €ANHY OUCUUNNIHY «ICTOPUKO-DINOCOPCHKI
3acagmn CycninbHOro po3BuTKYy». 3MiHeHO obcsarn aucumnniHm OCHOBM 340pOBOro Ccnocoby Xutrsa 3 3
Kpeautie EKTC po 2 kpepouTtis EKTC. byno gogaHo gucuunniHy «OCHOBM HaLiOHaNIbHOro CNpoTuBy» (5
Kpea.) 3aMiCTb AncunniiHm «UmBinbHMin 3axncT, 06opoHa Ta NaTPioOTUYHE BUXOBAHHS»

TakoXX po3WNPEHO nMepenik NMporpamMHUX pesyabTaTiB HaBYaHHA 0N BpaxyBaHHA peKkoMeHaauin
MOH YkpaiHn Wwono BNpoBaAXeHHS KOMMEeTEHTHOCTEN CTOCOBHO 3aXUCTY 06'€EKTIB KPUTUYHOT
iHppacTpykTypu (Mmct MOH Ne1/15518-25 Big 24.07.2025): B3aemopgia cy6’ekTiB HauioHaNbHOI
cuctemm 3axucty Kl Ta obmiH iHbopMauieo 3 NnuTaHb 6e3nekn i cTinKocTi diHKuioHyBaHHS K.

The training of applicants for the educational and professional program (EPP) "Technical Information
Protection Systems" of the first (bachelor's) level of higher education in the specialty 125 Cybersecurity
and Information Protection has been carried out since 2017. The development of the EPP began in 2016
and took into account many years of experience in training specialists in the field of technical information
protection (since 2000) by teachers of the departments of physical and technical means of information
protection and information security.

During 2016-2020, the EPP was consistently modernized to take into account the development trends in
the field of cyber and information security in Ukraine and the world, as well as compliance with the
standards of higher education in the field of 125 Cybersecurity. The changes to the OPP were aimed at
bringing the content and content of the educational components of the OPP into line with the requirements
of the higher education standard, expanding the opportunities for applicants to form an individual learning
trajectory and attract new employers as stakeholders in the training program (in particular, Samsung
Electronics Ukraine Company LLC, the State Emergency Service and the Foreign Intelligence Service of
Ukraine).

A significant update of the OPP took place in 2022 in connection with the acquisition of the status of the
Physical and Technical Institute by the Educational and Scientific Institute. Changes were made to the
composition of the project group and the composition of stakeholders. Changes in employability according
to Amendment No. 10 to the State Classifier of Professions DK 003:2010 were also taken into account. The
Resolution of May 19, 2021 No. 497 on the introduction of a single state comprehensive exam in a
specialty for the certification of higher education applicants and the Resolution of the Cabinet of Ministers
of Ukraine of March 24, 2021 No. 365 “On Amendments to the Resolution of the Cabinet of Ministers of
Ukraine of December 30, 2015 No. 1187 On Approval of the Licensing Conditions for the Conduct of
Educational Activities” were taken into account.

The next update of the educational program took place in 2023 due to a change in the name of the
specialty. Adjustments were made in accordance with the requirements of the Resolution of the Cabinet of
Ministers of Ukraine of December 16, 2022 No. 1392 “On Amendments to the List of Fields of Knowledge
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and Specialties in Which Higher Education Applicants Are Trained” Changes were made to the composition
of stakeholders.

In 2024, changes were made to the list of educational components related to the cycles of general and
professional training. In particular, the number of credits for educational components, the study of which
ends with a test or exam, was increased. The educational components "Information Technologies",
"Algebra and Geometry 2", "Fundamentals of Modeling Acoustic Signal Processing Systems", "Technical
Information Protection" and "Design of Technical Information Protection Systems" were also removed to
strengthen training in fundamental courses from the course of general and professional training. Changes
were taken into account in the higher education standard for specialty 125 "Cybersecurity" of the field of
knowledge 12 "Information Technologies" for the first (bachelor's) level of higher education, approved by
the order of the Ministry of Education and Science of Ukraine dated 04.10.2018 No. 1074.

In 2025, changes were made to the list of general disciplines, in particular, the course “Theoretical
Training of Basic Combined-Arms Training” was introduced. Additional courses were also introduced to the
professional training cycle, namely “Theory of Complex Variable Functions”, “Electroacoustic Devices” and
“Antennas and Propagation of Electromagnetic Waves”, in order to strengthen professional training in the
field of technical information protection. The courses “System Engineering”, “Design of Technical
Information Protection Systems” and “Theoretical Fundamentals of Information Protection” were removed
to strengthen professional training in working with technical protection complexes. When updating the
OPP, changes were taken into account in the higher education standard for specialty 125 “Cybersecurity”
for the first (bachelor’s) level of higher education, approved by the order of the Ministry of Education and
Science of Ukraine dated 10/29/2024 No. 1547.

The current version of the program was prepared in 2026. When updating the program, the results of the
stakeholder survey in December 2025 were taken into account. Changes were made to the
implementation of the course on steganography and steganalysis "Fundamentals of steganalysis of digital
data" to deepen the training of applicants in the direction of detecting unauthorized (hidden) channels of
information exchange in information and communication systems. The discipline "Integrated information
protection systems: design, implementation, support" was replaced by "Information protection systems:
design, implementation, support" taking into account changes in the legislation of Ukraine on the
construction of information protection systems. At the request of applicants, stakeholders and teachers
(academic community), the composition of the discipline "Discrete Mathematics" was expanded from 5 to
8 credits. This is due to the need to strengthen competencies in access control system models for the
disciplines "Information Protection Systems: Design, Implementation, Maintenance", as well as the
selective disciplines "Malware Analysis" and "Reverse Engineering and Analysis of Malware".

Also taken into account the updates in the organization of the educational process in accordance with the
orders of the rector of the Igor Sikorsky Kyiv Polytechnic Institute No. NOD/215/26 dated March 18, 2026
“On planning and organization of the educational process 2026-2027 academic year”, and No. NOD/479/26
dated May 29, 2026 “On amendments to the order dated March 18, 2026 No. NOD/215/26 “On planning
and organization of the educational process 2026/2027"

The disciplines "History" and "Philosophy" were replaced by a single discipline " Historical and
Philosophical Foundations of Social Development ". The scope of the discipline "Fundamentals of a Healthy
Lifestyle" was changed from 3 ECTS credits to 2 ECTS credits. The discipline "Fundamentals of National
Resistance" (5 credits) was added instead of the discipline "Civil Defense, Defense and Patriotic
Education".

The list of program learning outcomes has also been expanded to take into account the
recommendations of the Ministry of Education and Science of Ukraine on the implementation of
competencies regarding the protection of critical infrastructure facilities (MES letter No. 1/15518-25
dated 07/24/2025): Interaction of subjects of the national CI protection system and exchange of
information on issues of security and stability of ClI functioning.
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1. NPO®JIb OCBITHbOI MPOrPAMM / EDUCATIONAL PROGRAMME PROFILE

1 - 3aranbHa iHdopmMauia / General information

MNoBHa Ha3Ba 3akjiafy BULLOI OCBiTK Ta

HaB4asbHoOro nigposainy / Full name of

higher education institution and faculty
/ educational and scientific institute

HauioHanbHU TEXHIYHWUNA
yHiBepcuTeT YKpaiHu
«KWIBCbKUI MONITEXHIYHNN
IHCTUTYT iMeHi Irops
CikopcbKoro»
HaB4anbHO-HayKOBUN
Qi3NKO-TEXHIYHUN IHCTUTYT

National Technical University
of Ukraine «lgor Sikorsky Kyiv
Polytechnic Institute»
Educational and Scientific
Institute for Physics and
Technology

CTyniHb BULLOT OCBITW Ta Ha3Ba

0CBiTHbOI KBanidikauii / Higher

education degree and education
qualification title

CtyniHb 6bakanaBpa
H6akanaBp 3 Kibepbe3nekn Ta
3axnUCTy iHopMau,il

Bachelor Degree
Bachelor of Cybersecurity
and Information Protection

OdpiuinHa Ha3Ba OCBITHLOI NMporpamm /
Educational programme official title

CucTteMn TeXHIYHOro 3axXucTy
iHpopMaLil

Systems of Technical
Protection of Information

Tun gunnaomy Ta 06cAr OCBiTHLOI
nporpamu / Diploma type and
educational programme volume

Ounnom 6bakanaspa, 240
kKpeauTtie EKTC, TepMiH
HaB4YaHHSA 3 pokun 10 Micauis

Bachelor diploma, 240 credits
ECTS, training period 3 years
10 months

IHdbopMauisa npo akpeguTadito /
Accreditation information of the
educational programme

AKpeanToBaHO 3a
creuianbHicTio, cepTudikaT
Y[ 11019768 Big 2025-04-30
nincHunin oo 2028-07-01

Accredited by MOES,
cetificate No Y[] 11019768
from 2025-04-30 valid to
2028-07-01

Linkn, piseHb BULLOI 0CcBiTK / Education
cycle, level of higher education

HPK YkpaiHn - 6 piBeHb
QF-EHEA - nepwwnin unkn
EQF-LLL - 6 piBeHb

NQF of Ukraine - 6 level
QF-EHEA - 1 cycle
EQF-LLL - 6 level

Mepepnymosun / Prerequisites

HasBHICTb MOBHOI 3arasibHOI

Complete general secondary

cepenHbOl OCBITHU education

dopmun 3006yTTA OCBITY / Forms of OuHa (aeHHa); full-time:
Education

MoBga(n) BVIK}'I.a)J,aHHﬂ./ Language(s) of YKpaiHCbka Ukrainian
instruction

IHTepHeT-aapeca po3MilLleHHS
0CBiTHbOI Nporpamu / URL of the
educational programme

https://osvita.kpi.ua/F5_OPPB
_STZI
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2 - MeTa ocBiTHbOI nporpamu / Educational programme purpose

MeTo OCBITHBOI MporpamMu € MigroToBKa
axiBUiB, 34aTHUX BUpPiWIyBaTWN CKNaAHi 3aaavi
B ranysi kibepHeTn4yHoi 6e3nekn ocobucTocTi,
CMiIbHOTK, CYCMiNbLCTBA Ta AEpP>KaBu,
BcebiyHOro npodecinHoro, iHTeNeKTyasbHOro,
CoLiaNbHOro Ta TBOPYOro PO3BUTKY 0COBUCTOCTI
Ha HaMBULLWX PIBHAX OOCKOHANOCTi B OCBITHbLO-
HayKOBOMY CepenoBULL.

MeTa oCBiTHbLOI MporpamMu BiaMNoBigae cTpaTerii
po3BuTKy KIl im. Iropsa CikopCbKoro Ha
2025-2030 pik wono opMyBaHHSA CyCcnisibCTBa
ManbyTHbLOro Ha 3acafax KoHLenLuii cTtaaoro
PO3BUTKY

3 Ui€lo MeTolo OCBITHSA NporpamMa nepenbavae:
1. dyHaoameHTanbHY NiAroToBKY )axiBUIiB B
ranysi matTemaTuku, ismkmn, dinocodii npupoan
Ta CyCninbCTBa;

2. [apMoOHi30BaHy cneuianizoBaHy NiAroToBKY
daxiBuiB B ranysi iHpopmauinHo-
KOMYHIKaUiMHNX CUCTEM Pi3HOI i3NYHOI
MPMPOAN: Bif KNACNYHOI TEPMOONHAMIKN i
eNeKTpoanHaMikn 00 KBAaHTOBOI rpaBignHaMIKK
i XpOMOONHaMIKW;

3. CneuianizoBaHy rapMoHi30BaHy MigroTOBKY
(axiBUiB B rany3si KOHTUHYa/IbHOI, OUCKPETHOI
Ta KBaHTOBOI 06pobku iHhopMaLii
MaTeEMaTUYHUMKN Ta i3NYHMMM MeToLaMun Ta
3acobamuy;

4. FapMOHi30BaHy MixXAUCUUNAIHApPHY
OpraHi3auinHO-eKOHOMIYHY Ta HOPMaTUBHO-
MpaBoOBY MiAroToBKY (haxiBuiB, 34aTHUX
CTBOpPIOBATW HOBi CTapTanu Ta yCnilwHO
KOHKYPYBaTW Ha BUCOKOTEXHOJOMIYHUX PUHKaX
npaui;

MixxgncuunniHapHy nenaroriyHO-NCUXonaorivyHy
MigroToBKy (haxiBLuiB A48 NO4aNbLIOro
CaMOpPO3BUTKY i Npaui B Pi3HUX rasy3sax oCBiTH,
HayKn Ta iHXXeHepil.

The purpose of the educational program is to
train specialists capable of solving complex
problems in the field of cyber security of the
individual, community, society and the state,
comprehensive professional, intellectual, social
and creative development of the individual at
the highest levels of excellence in the
educational and scientific environment.

The purpose of the educational program
corresponds to the development strategy of Igor
Sikorsky Kyiv Polytechnic Institute for 2025-2030
regarding the formation of the society of the
future based on the concept of sustainable
development.

For this purpose, the educational program
provides:

1. Fundamental training of specialists in the field
of mathematics, physics, philosophy of nature
and society;

2. Harmonized specialized training of specialists
in the field of information and communication
systems of various physical nature: from
classical thermodynamics and electrodynamics
to quantum gravidynamics and
chromodynamics;

3. Specialized harmonized training of specialists
in the field of continuous, discrete and quantum
information processing by mathematical and
physical methods and means;

4. Harmonized interdisciplinary organizational,
economic and regulatory training of specialists
capable of creating new startups and
successfully competing in high-tech labor
markets;

Interdisciplinary pedagogical and psychological
training of specialists for further self-
development and work in various fields of
education, science and engineering
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3 - XapakTepucTuKa ocBiTHbOI nporpamu / Educational programme characteristics

MpeameTHa o6nacTtb / Subject area

06’ekTU NpodecinHoi AigaNbHOCTI BUNYCKHUKIB:

Objects of professional activity of graduates:

e TexHonorii kibepbesnekn Ta 3axncTy
iHopMaUii;

* Npouecu ynpaeniHHSA Kibepbe3nekoto Ta
3axucTtoM iHdbopMaLlii; 06’ekTun iHopmaLinHoi
OiNbHOCTI, B TOMY 4Ynchi iHopMaUinHi Ta
iHpOpMaLINHO-KOMYHIiKaLiNHI cuctemu,
iHOpMaUINHI pecypcn i TeXHONOrIT.

Llini HaBYaHHSA: NiarotToBka ¢axisuiB, 34aTHUX
BMKOPUCTOBYBAaTW i BMPOBaA>XyBaTW TEXHONOTII
Kibepbesnekun Ta 3axucTy iHpopmauii Ta
po3B’A3yBaTW CKNaAHi 3adadi y ranysi
Kibepbesnekun Ta 3axucTy iHpopmauii.
TeopeTnyHW 3MiCT NpegMeTHOI obnacTi:
MpUHUWNN, KOHUENLIi, Teopii 3aXUCTY XXNTTEBO
Ba)XKJ/INBUX iHTEpPECiB Nt0gNHK, CyCnifibTCBa,
Oep>xaBu Nif 4ac BUKOPUCTAHHSA
KibepnpocTopy, 3a Akoro 3abesneyvyytoTbCs
CTanMn Po3BUTOK iH(POPMaALINHOIo CyCcnifibCTBa
Ta UMdpPOBOro KOMYHIKaTUBHOIO CepenoOBMLLA,
CBOEYaACHE BUABJIEHHS, 3anobiraHHS i
HenTpanisauis peanbHUX i NOTEHUINHNX 3arpo3
HauioHanbHINn 6e3neui YKkpaiHn y KibepnpocTopi.
MeToaun, METOONKN Ta TEXHOJOrII: MeToan,
MEeTOAUKWN Ta TEXHONOrIiT po3B’'si3aHHA
TEOPETUYHUX | MPAKTUYHUX 3a0a4 Kibepbeznekn
Ta 3axXUCTy iHpopMaUii

IHCTpyMeHTW Ta obnagHaHHA: 3acobu, MpUCTpPOI,
MepeXXHe yCTaTKyBaHHSA, NpuUKagHe Ta
creuianizoBaHe nporpamMHe 3abe3neyeHHs,
iHhOpMaUINHI CMCTEMU Ta KOMMNJIEKCHU
NMPOeKTYBaHHSA, MOAENOBAHHSA, KOHTPOJIIO,
MOHITOPUHTY, 36epiraHHs, 06pobku,
BifobparkeHHs Ta 3axXUCTy AaHUX
(iHpopMauinHMX MOTOKIB).

» cybersecurity and information protection
technologies;

» cybersecurity and information protection
management processes; objects of information
activity, including information and information
and communication systems, information
resources and technologies.

The purpose of training: is to train specialists
capable of using and implementing
cybersecurity and information protection
technologies and solving complex problems in
the field of cybersecurity and information
protection.

Theoretical content of the subject area:
Principles, concepts, theories of protecting the
vital interests of man, society, and the state
when using cyberspace, which ensure the
sustainable development of the information
society and the digital communicative
environment, as well as the timely detection,
prevention, and neutralization of real and
potential threats to the national security of
Ukraine in cyberspace

Methods, techniques and technologies:
methods, techniques and technologies for
solving theoretical and practical problems of
cybersecurity and information protection
Tools and equipment: tools, devices, network
equipment, application and specialized software,
information systems and complexes for
designing, modeling, controlling, monitoring,
storing, processing, displaying and protecting
data (information flows).

OpieHTauina ocBiTHLOI Nnporpamm / Scope

OCBITHbLO-NMpPOgecCinHa

Educational professional

OcHoBHUM (pOKYC OCBiTHbOI nporpamu / Main focus
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OCHOBHI (hOKyCU Nporpamu:

1. NocuneHa NiAroToBKa B ranysi AUCKpPeTHOI
MaTEeMaTUKN Ta KBAHTOBOI iHPOPMaTUKK;

2. MocnneHa NigroToBKa B rasysi MexaHiku,
€/IeKTPOHIKN, pafioTEXHIKW, aKyCTUKN,
OMNTOENEKTPOHIKK;

3. MocnneHa NigroToBKa B rasaysi AUCKPETHOI
06pobku iHopMaLii Noriko-maTeMaTUYHUMN
MeTodaMu Ta i3NKOo-TEXHIYHUMK 3acobamu;
4. dyHpaMeHTaslbHa NiAroToBKa WoOA40
NpPoeKTyBaHHS, po3pobku, BNPOBa)XEHHS Ta
CynpoBOAY KOMMIEKCHNX CUCTEM 3aXUCTY
iH(bopMaUii, WO UMPKYIOE Ha 06’eKkTax
iHpOpMaLINHOT OiANbHOCTI Oep>XaBHOI Ta
NpuBaTHOI (POPMU BNACHOCTI;

5. NocuneHa NiaAroToBKa B ranya3i
Mi>KQNCUUMNIIHAPHOIO CUCTEMHOIO aHanisy 3
METO CTBOPEHHS KOMMJIEKCHUX CUCTEM
3axXUCTy iHPOpPMaLiNHMUX NOTOKIB Y
KOMYHiKaUiNnHNX Mepexxax;

6. LLinpoke 3any4yeHHsa 3000yBayiB BULLOI OCBITHK
00 y4acTi y NpoBigHUX MiIXKHapOAHUNX
KOHpepeHuiax B ranysi kibepHeTnyHoi 6esnekn;
7. NpoBeaeHHS LWOPiIYHMX KOH(EpPEHLLn Ta
oniMniag 3 HOBUX HaMpPsAMKIB KibepHeTU4HOT
6e3nekun 3 MeTolo HaB4YaHHSA 3006yBadiB BNLLOT
OCBIiTV po3pobui iHoMBIAYaNbHUX CTapTanis Ha
eTani NiaroToBkKW KBanidikauinHoi poboTn.
KntoyoBsi croBa: KibepHeTnyHa 6e3neka,
TexHi4Hi 3acobun 3axncTy iHpopMaLii, TEXHIYHUA
ayauT, NPOeKTYBaHHA Ta CTBOPEHHS
KOMMJIEKCiB TEXHIYHOrO 3aXUCTy iHhopMaLii

The main focuses of the program:

1. Enhanced training in the field of discrete
mathematics and quantum informatics;

2. Enhanced training in mechanics, electronics,
radio engineering, acoustics, optoelectronics;

3. Enhanced training in the field of discrete
processing of information using logical-
mathematical methods and physical-technical
means;

4. Fundamental training on the design,
development, implementation and support of
complex systems for the protection of
information that circulates on the objects of
information activity of state and private
ownership;

5. Enhanced training in the field of
interdisciplinary system analysis with the aim of
creating complex systems for the protection of
information flows in communication networks;
6. Wide involvement of higher education
students in participation in leading international
conferences in the field of cyber security;

7. Holding of annual conferences and olympiads
on new areas of cyber security for the purpose
of training higher education students to develop
individual startups at the stage of preparation
for qualification work.

Keywords: cyber security, technical means of
information protection, technical audit, design
and creation of technical information protection
complexes

0co6aMBOCTi OCBITHLO

i nporpamu / Features

1. Mepexin Big CTaHOAPTHUX METOAIB KJACUYHOT
MaTEMaTUKKN Ta KIaCU4HOI Pi3NKN 4O KBAHTOBO-
MeXaHi4YHMX Ta KBaHTOBO-064MCAOBaIbHUX
HanNpPsMKIiB PO3BUTKY Cy4YacCHOI MaTeMaTUYHOI
QiznKkny;

2. [ocnneHa nigroToBKa B ranay3i NpupoaHMYmnx
HayK (MaTeMaTukKun, Qi3NKKN), a TaKoXK TEXHIYHUX
HayK (NporpamyBaHHs, 06pobkn curHanie pisHoi
i3nyHoi Nprupoan, po3pobka Ta onTuMizauis
MPUCTPOIB 3axXUCTYy iHopMauii);

3. ®dyHOaMeHTaNlbHa MigroToBKa Wono
NMpPoOeKTyBaHHSA, po3pobku, BNPOBaL)XEHHS Ta
CyrnpoBoAYy KOMMAEKCHUX CUCTEM 3axXUCTy
iH(popMaLii, WO UMPKYIOE Ha 06'eKkTax
iHbOpMaULINHOI AiANbHOCTI Aep>XaBHOI Ta
npmBaTHOI POPMU BJIACHOCTI;

4. Npoxoa>XeHHS NPaKTUK Ha NPOBiAHNX
nignpuMeEMCTBax ranay3si 3axucTty iHdopmauii.

1. Transition from standard methods of classical
mathematics and classical physics to quantum-
mechanical and quantum-computational
directions of development of modern
mathematical physics;

2. Enhanced training in the field of natural
sciences (mathematics, physics), as well as
technical sciences (programming, signal
processing of various physical nature,
development and optimization of information
protection devices);

3. Fundamental training regarding the design,
development, implementation and support of
complex information protection systems
circulating on the objects of information activity
of state and private ownership;

4. Internship at leading enterprises in the field of
information protection.
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4 - NMpupaTHICTb BUNYCKHUKIB 0,0 NpaueBsaliTyBaHHA Ta NOAANbLUIOro HaB4YaHHSA /
Eligibility of graduates for employment and further study

MpupaTHicTb Ao npaueBnawTtyBaHHA / Eligibility for employment

Ha nocaawn y CTpyKTypHUX Nigp3ainax ycTaHoB /
NiaNnpUEMCTB / opraHisauin, aki nepenbadvatoTb
HasBHICTb BMLWOI OCBITY 3i cneuianbHOCTI 125
Kibepbesneka Ta 3axucT iHdhopMauii
BionosigHo o [ep>xaBHOro kKnacndgikatopy
npodecin K 003:2010 3i 3miHoto Ne10
BUMYCKHUKM MOXYTb NpauoBaTh Ha Nocanax,
L0 BigNOBiAaloTbh KnacudikauinHum
YrpyrnoBaHHAM:

2139.2 (baxiBeub 3 TEXHIYHOIM0 3aXMUCTYy
iHopMaUii

3121 daxiseub 3 iHpoOpMaLiNHUX TEXHOOTIN.
3139 daxiBeub i3 opraHiszauii 3axucTy
iHpopMaLii 3 0bMeXeHUM JoCTynoM;

daxiBeub i3 opraHizauii iHpopmaUinHoi be3neku
Mo>XyTb npautoBaTn axiBUsAMM i3 3aXNCTY
iHbopMaUii B cknagi iHpopMaLinHnNX
JenapTaMeHTIB nignpnemcTs Ta 6aHkiB,
CcniBpobiTHMKaMu cnyxb 3axmcTy iHopmaLii;
ayaumTopaMu iHopMaLuinHoi Ta KibepHeTnYHoi
b6e3nekun, agMiHicTpaTopaMu iHpopMaLinHOI Ta
KibepHeTn4yHOI 6e3neKkn, NPoeKkTyBalbHUKaAMM
CUCTEM 3axucTy iHopmMauii B KibepnpocTopi;
pPO3p0BbHNKaMN NPOrpaMHNX Ta NPOrpaMHo-
anapaTHux 3acobiB 3axUCTy iHGQopMaLlii B
KibepnpocTopi, aHaniTukamm Kibepbesnekn B
yCTaHOBaxX Aep»XaBHoI Ta iHWnx opm
BJIACHOCTI, cneuianictamu 3 3abe3nevyeHHs
Kibepbesneku B Kibepdizn4yHNx cuctemax,
30KkpeMa, 06’eKTax KpUTUYHOI iIHDPaCTPYKTYypW.

For positions in structural divisions of institutions
/ enterprises / organizations that require higher
education in specialty 125 Cybersecurity and
Information Protection

According to the State Classifier of Professions
DK 003:2010 with Amendment No. 10,
graduates can work in positions corresponding
to the classification groups:

2139.2 specialist in technical information
protection

3121 Specialist in information technologies.
3139 Specialist in the organization of
information protection with limited access;
Specialist in the organization of information
security

They can work as information protection
specialists in the information departments of
enterprises and banks, employees of information
protection services; auditors of information and
cybernetic security, administrators of
information and cybernetic security, designers
of information protection systems in cyberspace;
developers of software and software and
hardware means of information protection in
cyberspace, cyber security analysts in
institutions of state and other forms of
ownership, specialists in ensuring cyber security
in cyber physical systems, in particular, objects
of critical infrastructure.

Mopanbwe HaB4yaHHA / Further study

MpoaoB>XeHHS OCBITK 3a APYruUM
(MaricTtepcbkuM) piBHEM BULLOT OCBITH.
3006yTTa abo BAOCKOHANEHHSA OCBITU Ta
npocecCinHOT NiAroTOBKN B CUCTEMI OCBITHU
nopocnnx.

Continuation of education at the second
(master's) level of higher education.
Obtaining or improving education and
professional training in the adult education
system.
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5 - BuknapaHHA Ta ouiHioBaHHA / Teaching and assessment

BuknapaHHa Ta HaBYaHHA/Teaching and studying

Mporpamoto nepenbayeHo
CTYLEHTOLLEHTPOBaHE HaBYaHHA.
BrvknagaHHsA NPOBOANTLCA Y TaKUX popmax:
nekuii, NpakTUYHi Ta CEMIHAPCbKi 3aHATTS,
KOMM'IOTEPHI NPaKTUKyMu i TlabopaTopHi
poboTN; KypCoBi MPOEKTN i poboTK;
TEXHOJI0r i 3MilLaHOro HaBYaHHA, NPaKTUKUY;
BMKOHaHHA AWUMJIOMHOIO NPOEKTY i
ANNAOMHOT poboTun

The program provides for student-centered
learning. Teaching is carried out in the
following forms: lectures, practical and
seminar classes, computer workshops and
laboratory works; course projects and works;
mixed learning technology, practices;
completion of the diploma project and thesis

OuiHloBaHHA / Assessment

OuiHIOBaHHS 3HaHb CTYOEHTIB 34iINCHIOETLCS
y BiANoBigHOCTI A0 MNoN0XKEHHSA NPo CUCTEMY
OUiHIOBaHHSA pe3ynbTaTiB HaB4aHHA Kl iM.
Iropst CikopcbKoro 3a yciMa sugamu
ayaUTOPHOI Ta No3aayanMTopHOI poboTu
(BXigHWIA, NOTOYHUIW, KaneHOapHUN,
NigCYMKOBUI KOHTPOJIb); €K3aMeH!,
3aiKN, iIHOMBIAYyaNbHI 3aBAaHHA TOLLO.

Assessment of students' knowledge is
carried out in accordance with the
Regulation on the system of assessment of
learning outcomes of lhor Sikorsky Kyiv
Polytechnic Institute for all types of
classroom and extra-auditory work
(incoming, current, calendar, final control);
exams, assessments, individual tasks, etc.
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6 - NMporpamMHi KoMmneTeHTHOCTI / Programme competencies

IHTerpanbHa KoMneTeHTHicTb / Integral competence

30aTHICTb PO3B'A3yBaTU CKIA4HI
cneuianizoBaHi 3afadi i NpakTU4Hi npobnemn y
ranysi Kibepbesnekn Ta 3axucTy iHpopMmauii

The ability to solve complex specialized
tasks and practical problems in the field of
cybersecurity and information protection

3aranbHi koMmneteHTHocTi (3K)

/ General competencies

3K |38aTHICTb 3aCTOCOBYBaTU 3HaHHA Y Ability to apply knowledge in practical
01 |NpaKTUYHUX CUTYyaUiax situations
3K |3HaHHSA Ta po3yMmiHHA npegmeTHoi obnacTi Ta |Knowledge and understanding of the subject
02 |po3yMiHHA npodecii area and understanding of the profession
3K |3paTHIiCcTb cnifikyBaTuUCA gep»xaBHot MoBot  |Ability to communicate in the state language
03 |9K YCHO, TaK i MMCbMOBO both orally and in writing
3K . . . . . . .
04 30aTHICTb CNiIKyBaTMUCSA iIHO3EMHOIO MOBOIO Ability to communicate in a foreign language
3K 3paTHICTL BYNTUCS | OBONOAIBATY CyHacHUMM Ability to learn and master modern knowledge
05 |3HaHHAMUK
3AaTHICTL PEanisysaTin CBOI MPaga | 0608’ A3ku The ability to realize one's rights and
SIK YJIeHa CyCninbCTBa, YCBiAOMJIIOBATH AT .
. X ) responsibilities as a member of society, to be
LiHHOCTI rpOMaAsAHCbLKOro (BifIbHOro - )
3K . aware of the values of a civil (free democratic)
OEMOKPaTMYHOr0) CycnisibCTBa Ta : ; .
06 R M society and the need for its sustainable
HeobXigHICTb NOro CTanoro po3BuUTKY, .
! . |development, the rule of law, the rights and
BEPXOBEHCTBa NpaBa, NpaB i ceobon NOONHN i e ; .
L freedoms of a person and a citizen in Ukraine
rpoMagaHuHa B YKpaiHi
30aTHICTb YXBaJllOBaTW pilLEHHA Ta AiATK, The ability to make decisions and act in
3K |poTpuMylYM NPUHLUMNY HENPUMYCTUMOCTI accordance with the principle of inadmissibility
07 |kopynuii Ta byab-9KMX NposBiB of corruption and any manifestations of
Henobpo4YeCHOCTI dishonesty
I\34,ga;|;|::”b i6ﬁE'TraTHMi Tl-?an%:iHoirzg?TTimi The ability to preserve and multiply moral,
P » KyNbTYpHI, Hay HIHA . cultural, scientific values and achievements of
DOCArHEHHS CyCMifIbCTBa Ha OCHOBI PO3YMiHHSA . .
‘ . - society based on an understanding of the
iCTOpii Ta 3aKOHOMIPHOCTEN PO3BUTKY :
" L . history and patterns of development of the
npeamMeTHoi obnacTi, il Micus y 3aranbHin ) ' .
3K CMCTEMi 3HaHb MpPO NPUPOAY | CYCRiNLCTBO Ta subject area, its place in the general system of
08 PO npupoAay 1 cycr knowledge about nature and society and in
Yy PO3BUTKY CYCMi/IbCTBA, TEXHIKM i ; :
4 I the development of society, techniques and
TEXHOJIOT i, BAKOPUCTOBYBATW Pi3Hi BUAN Ta . .
. . technologies, to use various types and forms
hopMK pyxoBOi aKTUBHOCTI OJ11 aKTUBHOIO S . .
BIANOMNHKY Ta BEIEHHS 310POBOI0 CNOCOBY of mlotor activity fqr active recreation and
leading a healthy lifestyle
KUTTS
3K 30aTHICTb 40 HaLiOHA/IbHOr0 CNPOTUBY, Ability for national resistance, the formation of
09 hopMyBaHHA FPOMaAAHCLKOI CTIMKOCTI Ta civic resilience and national-patriotic
HaUiOHaIbHO-MATPIOTMYHOI CBIOOMOCTI consciousness
daxoBi komneteHTHOCTI (PK) / Professional competencies
30aTHICTb 3aCTOCOBYBaTWN 3aKOHOA4ABYY Ta The ability to apply the legislative and
HOPMaTUBHO-NpaBoBY 6a3y, a TakoX regulatory framework, as well as state and
@K |pep>xaBHi Ta Mi>KHapoaHi BuMoru, npakTuku i |international requirements, practices and
01 |cTaHbapTw 3 METOlo 3A4iNCHeHHs npodecinHoi [standards in order to carry out professional
nianbHOCTI B ranysi iHpopmauinHoi Ta/abo activities in the field of information and/or
Kibepbesneku cyber security
3ﬂ'aTH'.CTb A0 BAKOPUCTaHHA IH(bopMaLlinHo- Ability to use information and communication
@K |KOMYHiKaLiMHNX TEXHOOrIiN, Cy4acHnX X
o o A technologies, modern methods and models of
02 |meTogiB i Mogenen iHhopMauinHoi 6esnekn . ; ; :
. information security and/or cybersecurity
Ta/abo kibepbesznekn
oK 30aTHICTb 3abe3nevyyBaTu HEMEPEPBHICTb Ability to ensure business continuity in
03 Bi3Hecy 3rigHO BCTAaHOBJIEHOI MOMITUKN accordance with established information

iHpopMaUinHoi Ta/abo Kibepbesnekun

and/or cybersecurity policies
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OK
04

30aTHIiCTb 3abe3nevyyBaTu 3axUCT iHDopMalLlii,
Lo 06pobnseTLCA B iHPOPMaALLiHO-
TesleKOMyHiKauinHux (aBTOMaTN30BaHNX)
cucTeMax 3 MeTOol pearsiiszauil BCTaHOB/EHOI
noNiTUKKM iHpopMaLinHoi Ta/abo Kibepbesnekn

The ability to ensure the protection of
information processed in information and
telecommunication (automated) systems for
the purpose of implementing the established
information and/or cybersecurity policy

OK
05

30aTHICTb BiAHOB/OBATU WWITAaTHE
hYHKLiOHYBaHHSA iH(pOpMaLiNHKX,
iH(pOpMaLiNHO-TeNIeKOMYHIKaLinHNX
(aBTOMaTM30BaHUX) CUCTEM Nicns peanisauii
3arpos , 34incHeHHs KibepaTak, 360iB Ta
BiAAMOB Pi3HMX KJlaCiB Ta NOXO4>XKEHHS

The ability to restore the normal functioning of
information, information and
telecommunication (automated) systems after
the implementation of threats, cyber attacks,
failures and failures of various classes and
origins

3[aTHICTb BNPOBaAXXyBaTy Ta 3abe3neyyBaTu
(pYHKULIOHYBaHHSA KOMTMJIEKCHUX CUCTEM

The ability to implement and ensure the
functioning of complex information protection

@K |3axucTy iHopmMauil (KoMNaeKcn HOpMaTUBHO- o
. o . systems (complexes of legal, organisational

06 |NpaBOBUX, OpraHi3auUiMHUX Ta TEXHIYHNX ;

3aC06iB | METOAIB, NPOLEAYP, NPAKTUHHNX and technical means and methods,

S ) ! ! procedures, practical techniques, etc.)
MPUUOMIB Ta iH.)
30aTHICTb 3A4iNCHIOBaTK NpogecinH . . I
A . A ; pog Y The ability to carry out professional activities

®K |[ianbHICTb Ha OCHOBI BMPOBAaAXXEHOI CUCTEMU

07

ynpasfiHHA iHpopMauinHoto Ta/abo
Kibepbesnekoto

based on an implemented information and/or
cybersecurity management system

OK
08

30aTHICTb 3aCTOCOBYBaTKM MeTOAM Ta 3acobu
KpunTtorpadivyHoro 3axucTty iHopMauii Ha
06’ekTax iHhbopMaLiHOI OiSNbHOCTI

Ability to apply methods and means of
cryptographic information protection at
information activity facilities

OK
09

30aTHICTb 3aCTOCOBYBaTU MeToAM Ta 3acobu
TEeXHiYHOro 3axucTy iHpopMaLuii Ha 06’ekTax
iH(bopMaLiNHOT AiANIbHOCTI

Ability to apply methods and means of
technical information protection at information
activity facilities

OK
10

30ATHICTb BUKOHYBATN MOHITOPUHI
iH(bopMaLinHUX NpoLuecis, aHanisyeaTy,
BUABNATU, OLLIHIOBATU MOXXJINBI BPa3JIMBOCTI
Ta 3arpo3u iHpopMaLinHoOMYy NPOCTOpPY W
iHopMaLiNnHMM pecypcaMm 3rigHo 3
BCTaHOBJIEHOIO MOMITUKOK iHopMaLinHOT
6e3nekn

Ability to monitor information processes,
analyse, identify, and assess possible
vulnerabilities and threats to the information
space and information resources in
accordance with the established information
security policy

30aTHICTb OoCnio)KyBaTu ePeKTUBHICTb

The ability to investigate the effectiveness of

@K |poboTn pasadiB cMrHanie pizHoi iznyHoi signal transmitters of different physical nature,
11 |npupoAu, NPOBOAUTM iX ONTMMI3aLilo Ans to carry out their optimisation for given
3agaHux ymos poboTu operating conditions
30aTHICTb BUSBNATW Ta JlIoKanizyBaTu The ability to identify and localise sources of
®K |pxepena HebesneyHUX CUrHanNiB B yMOBax dangerous signals in conditions of limited a

12

obMeXXeHOCTi anpiopHMX OaHMX LWOoAO0 iX
XapaKTepucTuk Ta isn4Hoi npupoaun

priori data regarding their characteristics and
physical nature

OK
13

30aTHICTb NPOBOANTY CreuianbHi
nocnig»XeHHs 06’ekTiB iHpopMaUinHOI
OiaNbHOCTI 3rigHO HOPMaTUBHUX aKTIiB B
rajly3i TexXHi4YHOro 3axucTy iHopMmauil

The ability to conduct special research of
objects of information activity in accordance
with normative acts in the field of technical
information protection
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7 - NMporpaMHi pesynbtatyu HaB4aHHA (MPH) / Programme learning outcomes

BinbHO CninKyBaTUCS AEP>KaBHOIO MOBOK YCHO

Communicate freely in the state language

MPH ' - ) o .
01 |T@ MMCbMOBO MPU BUKOHAHHI npogecinHmnx orally and in writing when performing
oboB’'s3KiB professional duties
CninkyBaTuUCH iHO3EMHOIO MOBOK 3 METOIO . . .
[1PH . .. Communicate in a foreign language to ensure
3abe3neyvyeHHs epeKTUBHOCTI NpodeciiHOI . . 2
02 . effective professional communication
KOMYHiKaLlii
fPH 3acToCOBYBaTW MPUHLUN HENPUNYCTUMOCTI Apply the principle of inadmissibility of
03 Kopynuii Ta 6yob-AKUX iHWNX NPOSBIB corruption and any other manifestations of
HenobpoyecHOCTi y npodecinHin pisnbHocTi  |dishonesty in professional activities
OpraHi3zoByBaTu BAacHy NpogecinH . \ . N
,uiF;aniCTby 0bupaTH | gMKgp;bCTOB gam Organise one's own professional activities,
. y , choose and use optimal methods and ways of
[MPH |onTuManbHi MeToaun Ta crnocobun po3B'si3aHHS : o
Lo . solving complex specialised tasks and
04 |cknagHux cneuianizoBaHNX 3aaM | . ) . N
o practical problems in professional activities,
NPaKTU4HIX NPOBNIEM y NPOGECIHHA and evaluate their effectiveness
OiNbHOCTI, OUiHIOBATN IXHIO e(PEKTUBHICTb
AHanizyBaTu, apryMeHTyBaTW, NpunMaTmn - .
X y P y, yE P Analyse, argue, make decisions when solving
pilleHHA Npu pO3B’A3aHHI CKNagHUX o .
L . complex specialised tasks and practical tasks
cneuianizoBaHMX 3ajay i NPakKTUYHUX 3aBOaHb|, . - .
rPH NI . : in professional activities, which are
y NpodecCinHin AianbHOCTI, AKi ) . .
05 . characterised by complexity and incomplete
XapaKTepusyrTbCA KOMMJIEKCHICTIO Ta : o .
) . . certainty of conditions, be responsible for the
HEMNoOBHO BM3HA4YeHICTIO YMOB, BignosigaTun .
y D decisions made
3a NPUNHATI pilleHHS
AfanTyBaTuUCA 40 HOBUX YMOB | TEXHOJOTIN o .
fipH |~AANTYBATUCH A Xy Adapt to new conditions and technologies of
NpoecCinHOl AiSNbHOCTI, MPOrHO3yBaTH ) o . '
06 | . o professional activity, predict the final result
KiHLLEeBUN pe3ynbTaT
3acTocoByBaTu N afanTyBaTu Teopil Apply and adapt the theories of information
iH(bopMaLii Ta KogyBaHHSA, MaTeMaTUYHOI and coding, mathematical statistics,
fpH |CTTUCTUKY, Yncen KpunTorpadii Ta cryptography and steganography, signal
07 cTeraHorpadii, obpobneHHs i nepenadi processing and transmission, etc., principles,
CUrHaniB TOLWO, MPpUHUMNN, meToaun, NoHATTA |methods, concepts of cybersecurity and
Kibepbe3nekn Ta 3axuCTy iHpopMaLii y information protection in educational and
HaBYaJIbHIN Ta NpodecinHin AianbHOCTI professional activities
3acTocoByBaTW 3HAHHSA N PO3YMIHHSA :
y . POSYMIHHA Apply knowledge and understanding of
MaTeEMaTUKN Ta i3uKN B NpPothecCinHin . o 4
RiANLHOCTI, (hopManiayBaTy 3anayi mathematics and physics in professional
rPH S activities, formalize problems in the field of
npeaMeTHOI ranysi kibepbesnekn Ta 3axucTy : ) . )
08 iHhOPMALLT, hOPMYNIOBATH TX MATEMATHYH cybersecurity and information protection,
P ! pry ) o Y Iformulate their mathematical formulation and
NOCTaHOBKY Ta obupaTu pauioHaNbHUA MeTOA ) .
: choose a rational solution method
BUPILLUEHHSA
3HaTn Ta 3aCTOCOBYBAaTU 3aKOHOOABCTBO Know and apply the legislation of Ukraine and
fPH YKpaiHn Ta Mi>)KHapoAHi BUMOrn, NpakTuku i |international requirements, practices and
09 |CT@HAAPTM 3 MeTolo 3nincHeHHsA npodecinHoi [standards in order to carry out professional
OianbHOCTI B ranysi kibepbesnekn Ta 3axucty |activities in the field of cybersecurity and
iH(bopMaUii information protection
BukopucToByBaTu Ccy4acHi iHpopMaLuinHi Use modern information technologies,
[PH |TexHonorii, meToawn i mopeni kibepbesnekn Ta |[methods and models of cybersecurity and
10 |cncTeM 3axmucTy iHopMaduii ona 3gincHeHHsa  |information protection systems to carry out
npoecinHoi AiaNbHOCTI professional activities
MnaHyBaTn NiAroToBKY Ta 3abe3nevyyBaTun Plan preparation and ensure continuity of
fPH HenepepBHIiCcTb BizHec-NpoLeciB B business processes in organizations in
11 opraHisauisix 3rigHo 3i BCTaHOBIEHOO accordance with the established cybersecurity
nosiTukoto Kibepbesnekn 3 ypaxyBaHHAM policy, taking into account information
BMMOI [0 3aXUCTY iHGopMaUii protection requirements
3acTocoByBaTu MeTOAM Ta 3acobu 3axucT . .
iHGO MaL?,/i'I' B iHtho MguiMme T3 y Apply methods and means of information
[1PH |. P " PMe i protection in information and information and
iHpOPMaLINHO-KOMYHIKaLiNHUX cucTeMax - : .
12 communication systems in accordance with

BiANOBiAHO 00 BCTAaHOB/EHOI NONITUKN
iHpopMaLinHoi 6e3nekn

the established information security policy
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BnpoBag>)KkyBaTun, HanalTOBYBaTH,
CYynpoBOAKYBaTW Ta NiATPUMYyBaTH
PYHKLiOHYBaHHSA NPOrpamMHMX i MporpamMmHo-
anapaTHUX KOMMJIEKCIB i CUCTEM

Implement, configure, maintain and support
the functioning of software and hardware-
software complexes and cybersecurity and

MPH |, X information protection systems as necessary
Kibepbesnekun Ta 3axucTy iHpopMauii ak = ; .
13 L : procedures for the functioning of information
HeobXxigHi Nnpoueanypwu oNa PyHKLIOHYBaHHS ) X .
. o s el and information and communication systems
iHpopMaLinHMX 1 iHopMaLiNHO- . T
X oo and/or the infrastructure of the organization as
KOMYHiKaUinHnx cnctem Tta/abo 3 whole
iHDpPaCTPYKTYypM opraHisaduii B wiomy
BupiwyBaTuy 3agadi ynpaBaiHHA npouecamMmum
BiAHOBNEHHS LWUTATHOro (PyHKLIiIOHYBaHHSA Solve the tasks of managing the processes of
iH(bopMaLUinHUX Ta iHhopMauinHo- restoring the normal functioning of information
fPH KOMYHiKaUiNHNX CUCTEM 3 BUKOPUCTAHHSAM and information and communication systems
14 |MPOUEAYp pe3epByBaHHsA 3rigHo using backup procedures in accordance with
BCTaAHOBNEHOI NONiTNKK 6e3neku i the established security policy and ensure the
3abesnevyyBaTu PyHKLIOHYBaHHS functioning of special software for information
creuiasnbHOro nporpamHoro 3abesnevyeHHs protection and recovery
LW040 3aXUCTY Ta BiAHOBNEHHS iHhopMaLii
::6;I$3:|:I| 022?61;?”6;2?3'r:;:'i’;"'?l.”ByBam Collect, process, store, and analyse critical
P A AnA L y pea H data to prove the implementation of cyber
[PH |kibep3arpo3, NpPoBOANTM aHai3 Ta . : LT
. ! ‘ threats, conduct analysis and investigation of
15 |pocnip>XeHHs KibepiHUMOEHTY 3 METOIO o o
X ; a cyber incident to restore the functioning of
onepaTMBHOIO BiAHOBJIEHHA (PYHKLIIOHYBAHHS . .
) A the information system promptly
iHpopMaUINHOT CnCcTeMun
fPH BupiwyBaTuy 3agayi BNpoBaA>KEHHSA Ta Solve the problems of implementing and
16 |CYNPOBOAY KOMMNEKCHUX CUCTEM 3aXNCTy maintaining complex information protection

iHpopMaLii B iHhopMaLinHUX cucTeMax

systems in information systems

[PH
17

3abe3nevyyBaTn PYHKLIOHYBaHHSA CUCTEM
ynpaeiHHA Kibepbe3nekoto i 3axXncTom
iHbopMaUii opraHisauii, BKJKOYal04Ym nepcoHan
Ta ynpaBiiHHA HacnigKamMm peanisauii 3arpo3
iH(opMaUinHin 6e3neui B KPN30BUX
CUTYyaLisiX, Ha OCHOBI 34iNCHEHHSA Npouenyp
KiNIbKiCHOI i IKICHOI OLiHKN pU3KKiB

Ensure the functioning of the organisation's
cybersecurity and information protection
management systems, including personnel
and management of the consequences of
information security threats in crisis situations,
based on the implementation of quantitative
and qualitative risk assessment procedures

AHaﬂiByBaTI/I, 3aCTocoByBaTn MmeToOn Ta

Analyse and apply methods and means of

lPH [3acobu kKpunTorpagiyHOro 3axmcTty L . .
18 |indopMaLiii Ha 06'ekTax iHbopMaLIifHO cryptographic information protection at
imopmatll pMall information activity facilities
DisnbHOCTI
BUDILIVBATY 33084l LWOLO ObraHisaLii Ta Solve problems related to the organization and
piLLy A LLOAO Opre H control of the state of cryptographic
[TPH |KOHTpPOJ1O CTaHy KpunTtorpagiyHoro 3axmcTy |. . . . . .
19 |inbopmaLlii, 30Kkpema BiAnosiaHO 10 BAMOr information pr'otectlon, |nlpart|cular in
' , accordance with the requirements of
HOPMaTUBHMX OOKYMEHTIB
regulatory documents
Brn3HavaTu 3arpo3n CTBOPEHHS TeXHIYHUX Identify threats of creating technical channels
KaHaniB BUTOKY iHopmMaLii Ha 06’ekTax for information leakage at information activity
iHpopMaLinHoil aianbHOCTi; BNnpoBagxxyesaTu |[facilities; implement means and measures for
[PH [3acobu i 3axo4n TeXHIYHOro 3axumcTy technical protection of information from
20 |iHdhopMaLii Big BUTOKY TexHiYHMMUK KaHanaMmu, |leakage through technical channels, carry out

npoBoANTN 06CNYroByBaHHS | KOHTPOJIb CTaHy
anapaTHux 3acobiB 3axucCTy iHdopMaLii Ta

KOMMJIEKCiB TEXHIYHOrO 3aXUCTy iHopmaLii

maintenance and control of the condition of
information protection hardware and technical
information protection complexes
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BukoHyBaTW BNpoBaA)XEHHS, NiATPUMKY,
aHasi3 eheKTUBHOCTI CUCTEM BUSBIIEHHS
HeCaHKLiOHOBaHOro 4ocTyny, Ain 3
iHbopMaUi€eto B iHDOPMaLUINHIN cucTemi,

Implement, support, and analyze the
effectiveness of systems for detecting
unauthorized access, actions with information

[TPH |Bpa3nmMBOCTEN, MOXXJINBUX 3arpo3 in the information system, vulnerabilities, and
21 |iHdopMauinHOMY nMpocTopy 1 iHpopMauinHum |possible threats to the information space and
pecypcaMm Ta BUKOPUCTOBYBaTU KOMIMJIEKCU information resources, and use protection
3axucTy ans 3abesnevyeHHs HeobxigHoro complexes to ensure the required level of
PiBHS 3aXULLEHOCTI iHhopmauii B information security in information systems
iHOpMaUINHNX cMCTeEMaXx
BupiwyBaTun 3agadi po3pobkin, BnpoBanxeHHs |To solve the problems of development,
[PH |Ta cynpoBoAy CUCTEM MOHITOPUHIY axkepen |implementation and support of monitoring
22 |Hebe3neyHux CUrHaniB pi3HOI i3nyHOI systems of sources of dangerous signals of
npupoaun various physical nature
34incHoBaTK aHani3 Ta 06pobky curHanis . .
S . Analyze and process signals of various
[1PH |pi3HOT (Pi3nYHOT Npupoan 3 BUKOPUCTAHHSAM 4 ;
o . physical nature using the latest methods of
23 |HOBITHIX MeTOAIB CTaTUCTUYHOrO, - :
. statistical, spectral and structural analysis
CNEKTPanbHOro Ta CTPYKTYPHOr o aHani3y
3acToCcoBYyBaTWM HOPMaTUBHI JOKYMEHTU B Apply regulatory documents in the field of
fPH rajly3i TexXHiYHOro 3axucTy iHbopMauii npu technical information protection when solving
24 BUpIiLLEHHI 3aga4 po3pobku, BnpoBaaxeHHA |problems of development, implementation and
Ta CynpoBoAy KOMMJIEKCHNX CUCTEM 3axMUCTy [support of complex information protection
iHpopMaLil systems
Bonofitn 3HaHHAMM Ta MPaKTUYHUMMN . I
A 1PaKTUHF Possess knowledge and practical skills in
HaBMYKaMM LLOAO OpraHizauii gin y o . i o
y . ! organizing actions in emergency and crisis
lMPH |Hapg3BMYanHUX | KPU30BUX CUTYaLiAX, . . -
) . . .. |situations, demonstrate the ability to behave
25 |peMOHCTpyBaTW 30aTHICTb 40 BiANOBiAA/bHOI . . . s
. o . : responsibly and make decisions in conditions
NOBERIHKN N MPUAHATTA PilleHb B YMOBaX
of threats
3arpos
3HaTn Ta BMiTM BUKOPUCTOBYBATMN MEXAHI3MU .
MPH : P y . Know and be able to use mechanisms for
3abe3neveHHs Kibepbesnekn KPUTUYHOI . . R
26 |; ensuring cybersecurity of critical infrastructure
iIHpPaCTPYKTYypW.
3HaTV HOPMaTMBHI OOKYMEHTU Ta
pr AOKY Know the regulatory documents and
lPH |meToponoriyHe 3abesneyvyeHHs nobynosu ; . o
; " methodological support for building critical
27 |cucTteM Kibep3axucTy KPpUTUYHOI

iHbpaCTpyKTYypM

infrastructure cyber defense systems
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8 - PecypcHe 3abe3nevyeHHs peanisauii nporpammu / Resource provision for programme
implementation

KappoBe 3abe3n

euyeHHsn / Staffing

BinnosiAHO [0 KagpoBUX BUMOT W00
3abe3neyeHHsa NPoBaAXEHHS OCBITHbLOI
LifNIbHOCTI Ang BignosigHoro pisHsA BO,
3aTBepaXeHux MoctaHoBow KabiHeTy
MiHicTpiB Ykpainum Big 30.12.2015 p. Ne 1187
(B YMHHIN pepakLii).

In accordance with the personnel
requirements for ensuring the
implementation of educational activities for
the corresponding level of HE, approved by
the Resolution of the Cabinet of Ministers of
Ukraine dated 12.30.2015 No. 1187 (in the
actual version).

MaTepianbHO-TexHiYHe 3ab6e3ney

eHHs / Material-technical support

BignoBigHO 00 TEXHONOrMIYHMX BUMOT LL,OAOO0
MaTepiasbHO-TeXHi4YHOro 3abesnevyeHHs
OCBITHbOI AiANILHOCTI BiAMoOBiAHOro piBHA BO,
3aTBepoxeHux MNoctaHoBoto KabiHeTy MiHicTpis
YkpaiHu Big 30.12.2015 p. Ne 1187 (B YMHHIN
penakuir).

BukopucTtaHHa obnagHaHHA ona NnpoBedeHHs
neKuin y dhopmaTi npe3eHTauin, MmepexeBux
TEXHOOrin, 30KpeMa Ha naaTdopmi
ONCTaHUiNHOro HaB4YaHHA Sikorsky.

In accordance with the technological
requirements for the material and technical
support of educational activities of the
corresponding level of HE, approved by the
Resolution of the Cabinet of Ministers of Ukraine
dated 12.30.2015 No. 1187 (in the actual
version).

Use of equipment for conducting lectures in the
format of presentations, network technologies,
in particular on the Sikorsky distance learning
platform.

IHdbopMauiHe Ta HaBYasIbHO-MeToAUYHe 3abe3neuyeHHs / Information and methodological support of the

education

al process

BiaonoBigHO 4,0 TEXHOJIOTIYHUX BUMOI LLOA0
HaBYaJ/IbHO-METOANYHOro Ta iHopMaLiNHOro
3abe3neYeHHs OCBITHbLOI AiA/IbHOCTI
BianoBigHOro piBHa BO, 3aTBEpAXEHUX
MocTaHoBow KabiHeTy MiHicTpiB YKpaiHu Bif
30.12.2015 p. Ne 1187 (B 4MHHIN pepakuii).
KopucTtyBaHHs HaykoBo-TexHiYHow BibnioTekoto
KMl im. Irops Cikopcbkoro.

In accordance with the technological
requirements for educational, methodological
and informational support of educational
activities of the corresponding level of HE,
approved by Resolution of the Cabinet of
Ministers of Ukraine dated 12.30.2015 No. 1187
(as amended).

Use of the Scientific and Technical Library of Ihor
Sikorsky Kyiv Polytechnic Institute.

9 - AkapeMiyHa MOOiNbH

ictb / Academic mobility

HauioHanbHa kpeauTHa MobGinbHicTb / National credit mobility

Y4yacTb CTyLEeHTIB B NporpamMax akagemivyHol
MOBINbLHOCTI, MOXNIMBICTb YKNAAEHHS yroa
Oflep>XaHHSA CTyOeHTaMn MNoABINHUX
OVMJIoMIB

Participation of students in academic
mobility programs, the possibility of
concluding agreements for students to
receive double diplomas

MixxHapogHa KpeauTHa MoGinbHicTb / International credit mobility

MOXXMBICTb YKNaOEHHS yrog npo
Mi>KHaApOoAHY akageMmivyHy MobinbHICTb, Npo
noABinHe OMNJIOMYBaHHS, NPO TpuBani
MiDKHapoOHi NPoeKTH.

The possibility of concluding agreements on
international academic mobility, on double
graduation, on long-term international
projects.

HaB4yaHHsA iHO3eMHUX 3800yBay4iB BULLLOI OCBiTH /

Study of foreign applicants of higher education

HaB4aHHA iHO3eMHUX 3806yBayiB BO, fAki
onaHosytTb Ol1 3a nporpamamm
Mi>)KHapOLHOI akageMiqyHol MOBiSIbHOCTI,
HaBYaHHSA MOXE NMPOBOAUTUCH aHMNiINCbKO
abo yKpaiHCbKOK MOBOIO, 33 YMOBMU
BONOAIHHA 3400yBaYyeM MOBOIO HaBYaHHS Ha
PiBHI He HMXX4e B2.

The training of foreign higher education
students who master the OP under
international academic mobility programs
can be conducted in English or Ukrainian,
provided the student has a language
proficiency of no lower than B2.
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10 - NMpouenypa npucBoeHHA npodeciniux kBanicdikauin / Procedure for awarding
professional qualifications

He nepenbayveHo npucBoeHHS npogecinHoi | The awarding of a professional qualification
KBanigikauil. is not provided.
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2. MEPEJIIK KOMMOHEHTIB OCBITHbOI MPOrPAMMN / COMPONENTS of EDUCATIONAL

PROGRAMME
Kpeauris nip,ccp(:/lihgaaoro
Koa/Code OcBiTHI kKOMNoOHeHTK nporpam/Components EKTC/ECTS Y ;
: KoHTposto / Final
credits
control form
HOPMATWBHI ocBiTHI koMmnoHeHTU/Required (standard) components
O60B’5A3KOBi KOMMOHEHTW LMKY 3arasbHoi nigrotoBkun/General training cycle
YKpaiHCbka MOBa 3a NpoecCinHUM CnpsMyBaHHAM / . .
3001 Ukrainian for Professional Purposes 2.0 3anix / Final test
IcTopuKko-thinocodcbKi 3acaamn CycnisibHOro po3BuTKY / . .
3002 Historical and Philosophical Foundations of Social Development 3.0 3anix / Final test
OCHOBYW 380pPOBOro CNocoby Xutrs / . .
3003 Fundamentals of Healthy Lifestyle 2.0 3anix / Final test
AHrnincbka mosa / . .
30 04 English Language 5.0 3anik / Final test
OCHOBW €KOHOMIKMN / . .
3005 Fundamentals of Economics 2.0 3anik / Final test
MaTemaTunyHuI aHanis /
3006 Mathematical Analysis
30 06.1 MaTeMaTunyHum aHanis. YactuHa 1 / Mathematical Analysis. Part 1 5.0 Ek3ameH / Exam
30 06.2 MaTeMaTunyHum aHanis. YactuHa 2 / Mathematical Analysis. Part 2 4.0 3anik / Final test
disnka /
3007 Physics
30 07.1 ®isnka. YactuHa 1/ Physics. Part 1 3.0 3anik / Final test
30 07.2 di3uka. YacTtumHa 2 / Physics. Part 2 5.0 Ek3ameH / Exam
Teopisa MMOBIPHOCTI Ta MaTeMaTU4YHa CTaTUCTUKA / . )
3008 Probability Theory and Mathematical Statistics 3.0 3ani / Final test
[OunckpeTHa MmaTemMaTuKa /
3009 Discrete Mathematics
30 09.1 IOnckpeTHa MaTemaTuKka. YacTtuHa 1 / Discrete Mathematics. Part 1 3.0 3anik / Final test
30 09.2 IOnckpeTHa MaTemaTuKka. YacTtuHa 2 / Discrete Mathematics. Part 2 5.0 Ek3ameH / Exam
30 10 I'IporpaMygsaHHﬂ/
Programming
30 10.1 MporpamysaHHs. YacTuHa 1 / Programming. Part 1 3.0 3anik / Final test
30 10.2 MporpamysaHHs. YacTuHa 2 / Programming. Part 2 4.0 3anik / Final test
Anrebpa Ta reomeTpis /
3011 Algebra and Geometry 5.0 Ek3ameH / Exam
30 12 BcTyn ao KibepHeTUYHOI 6§3neK|/|/ 2.0 3anik / Final test
Introduction to cyber security
30 13 OCH.OBI/I KOMM'I0TEPHUX Mepex / 4.0 3anik / Final test
Basics of computer networks
30 14 ApXITeKTypa KOMM'IOTEPHUX cUCTeM / 50 Exsamen / Exam
Architecture of computer systems
OnepauinHi cuctemn /
30 15 Operating Systems 5.0 Ek3ameH / Exam
KpunTorpadis / . .
30 16 Cryptography 5.0 3anik / Final test
CnucTtemMm 3axmcTy iHbopMaUii: MPOEKTYBaHHSA, BNPOBaLAXXEHHSA, Cynposia / . .
3017 Information Protection Systems: Design, Implementation, and Maintenance 4.0 3anik / Final test
YnpasniHHS iHopMauinHoto 6e3snekoto / . .
3018 Information security management >0 3anik / Final test
AHrnincbka MoBa NPoecCinHOro cNpsaMyBaHHS / . .
3019 English for Professional Purposes >0 3anik /[ Final test
OCHOBW HaLiOHaNbHOro CrpoTmBY / . .
3020 Fundamentals of National Resistance >0 3anik /[ Final test
MpaBoBi ocHoBYW iHopMaUiHoi 6e3nekun / . .
3021 Legal Foundations of Information Security 2.0 3anix / Final test
0O60B’A3KOBIi KOMIMOHEHTW UMKy NpodecinHoi niarotoekun /Professional training cycle
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. ®dopma
KpeauTis niacyMKOBOIro
Kon/Code OcBiTHI koMNoHeHTU nporpam/Components EKTC/ECTS Y .
credits _|<OHTPONIO / Final
control form

OCHOBW rapMOHI4YHOr0 aHani3y Ta onepauinHoOro YNCNeHHs / . .

Mo 01 Fundamentals of Harmonic Analysis and Operational Calculus 4.0 3anik / Final test

ro 02 EneK‘rpoaKychqm npvcTpol / 4.0 3anik / Final test
Electroacoustic devices
OcHoBwu Teopii Kin /

fo 03 Fundamentals of Circuits Theory 6.0 Ek3sameH / Exam

10 04 Teopis curtanis / 5.0 Ek3ameH / Exam
Theory of signals

[0 05 Teopis curHanis. KypcoBa poboTa / 1.0 3anik / Final test
Theory of signals. Coursework

110 06 AHanorqBa cxemoTexHika / 50 Exsamen / Exam
Analog circuitry

o o7 Ll,.mc.pposg CXEMOTEXHIKa ! 5.0 Ek3ameH / Exam
Digital circuitry
MeTponoris Ta BUMiptOBaHHSA /

1o 08 Metrology and measurement 3.0 Ek3amen / Exam
Cuctemmn nepefiaBaHHs Ta NpPUNMaHHS iHopMaLii /

1o 09 Information transmission and reception systems 3.0 Ek3sameH / Exam
CnuctemMun nepefaBaHHA Ta NpunMaHHs iHdopMaluii. Kypcosa poboTa / . .

no 10 Information transmission and reception systems. Coursework 1.0 3anix / Final test
AHTEHW i NOLWINPEHHS eNeKTPOMarHiTHUX XBUb /

Mo 11 Antennas and the propagation of electromagnetic waves 3.0 Exsamen / Exam
MeToawn Ta 3acobu TeXHIYHOro 3axnCcTy iHthopmaLii /

no 12 Methods and means of technical information protection 3.0 Exsamen / Exam
TenekoMyHikauUiiHi cnctemm i mepexi /

no 13 Telecommunication systems and networks 3.0 Exsamen / Exam
OcCHOBW cTeroaHanisy umMppoBux gaHmx /

no 14 Basics of steganalysis of digital data 6.0 Exsamen / Exam
OcHoBUW cTeroaHanisy umgpposux gaHux. Kypcoea poboTta / . )

no 15 Basics of steganalysis of digital data. Coursework 1.0 3anix / Final test
OcHoBW CcTaHAapTu3auii B ranysi iHopMauinHoi 6esnekn / . )

o 16 Basics of standardization in the field of information security 4.0 3anix / Final test
OnToenekTpoHika /

rno 17z Optoelectronics 5.0 Ek3ameH / Exam

o 18 Avnnomte MPOEKTyBaHHs / 6.0 3axucT / Defence
Bachelor Thesis

no 19 |l€PeAAMnIoMHa NpakTuka / 6.0 3anik / Final test
Pre-diploma Practice

BUWBIPKOBI ocBiTHi komnoHeHTW/Elective components
BnbipkoBi KOMMOHEHTM LMKy 3arajibHoi NigrotoBkun/General training cycle

OCBITHIn KoMNoOHeHT 1 3Y-KaTanory / . )

3B 01 Educational Component 1 from GU-Catalogue 2.0 3anix / Final test
OCBITHIn KOMNOHEHT 2 3Y-KaTanory / . )

3B 02 Educational Component 2 from GU-Catalogue 2.0 3anix / Final test

BnbipkoBi KOMMOHEHTW LMKy npodeciiHoi niarotosku/Professional training cycle

OCBITHIn KOMNOHEHT 1 ®-KaTanory / . )

1B 01 Educational Component 1 from P-Catalogue 4.0 3anix / Final test
OCBITHIn KOMNOHEHT 2 ®-KaTasnory / . .

1B 02 Educational Component 2 from P-Catalogue 4.0 3anix / Final test
OCBITHIn KOMNOHEHT 3 ®-kaTanory / . .

1B 03 Educational Component 3 from P-Catalogue 4.0 3anik / Final test
OCBITHIn KOMNOHEHT 4 ®-kaTanory / . .

18 04 Educational Component 4 from P-Catalogue 4.0 3anik / Final test
OCBITHIn KOMNOHEHT 5 ®-kaTanory / . .

18 05 Educational Component 5 from P-Catalogue 4.0 3anik / Final test
OCBITHIn KOMNOHEHT 6 ®-kaTanory / . .

18 06 Educational Component 6 from P-Catalogue 4.0 3anik / Final test
OCBITHIn KOMNOHeHT 7 ®-kaTanory / . .

f1g 07 Educational Component 7 from P-Catalogue 4.0 3anik / Final test
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PROGRAMME

. ®dopma
KpeauTis niacyMKOBOIro
Kon/Code OcBiTHI koMNoHeHTU nporpam/Components EKTC/ECTS Y .
credits _|<OHTPONIO / Final
control form
OCBIiTHin KOMNOHEHT 8 ®-kaTasnory / . .
18 08 Educational Component 8 from P-Catalogue 4.0 3anik / Final test
OCBITHin KOMNOHEHT 9 ®-kaTasnory / . .
18 09 Educational Component 9 from P-Catalogue 4.0 3anik / Final test
OCBITHIn KOMNOHeHT 10 ®-kaTanory / . .
18 10 Educational Component 10 from P-Catalogue 4.0 3anik / Final test
OCBITHIn KOMNOHeEHT 11 ®-kaTanory / . .
B 11 Educational Component 11 from P-Catalogue 4.0 3ani / Final test
OCBITHin KOMNOHEHT 12 ®-kaTanory / . .
g 12 Educational Component 12 from P-Catalogue 4.0 3anik / Final test
OCBITHIn KOMMNOHEHT 13 ®-kaTanory / . .
B 13 Educational Component 13 from P-Catalogue 4.0 3anik / Final test
OCBITHIn KOMNOHEHT 14 ®-kaTanory / . .
B 14 Educational Component 14 from P-Catalogue 4.0 3anik / Final test
3aranbHui obcar o6oB’a3k0BMX KOMMNOHeHTIB / Total volume of the required 180
components:
3aranbHui obcsar BubipkoBnx KomnoHeHTiB / Total volume of the elective components: 60
O6csAr oCcBiTHIX KOMMOHEHTIB, WO 3abe3nevyyoTb 3400yTTA KOMNETEHTHOCTEN
BU3Ha4YeHUX CTaHaapToM BuLoi ocsiTn / Total volume of the educational components 177
aimed at acquisition of competencies specified in the Higher Education Standard:
3ATAJIbHUI OBCAr OCBITHBOI MPOMPAMU / TOTAL VOLUME OF THE EDUCATIONAL 240

Mpumitkn / Notes:

Hns 3006yBadyiB 0CBiTH, SIKi HABYaOTHCS 3a 3@a04HOK abo ANCTaHUIViHOO hopMamMy 34006y TTS OCBITH,
3aMicTb HaBYasibHOI gncumnaiHm « OCHOBW HallioHa/lbHOro CripOTUBY» BUBYAETbCSA HaB4YaslbHa
avcumnnniHa «UnBiibHWY 3axnuct, o6opoHa Ta naTpioTn4yHe BuXoBaHHS» obcsirom 5 kpeguTtiB EKTC /
Students enrolled in part-time or distance learning programmes take the course «Civil Protection,
Defence and Patriotic Education» worth 5 ECTS credits instead of the course «Fundamentals of
National Resistance»
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3. CTPYKTYPHO-JIOINYHA CXEMA OCBITHbOI MPOrPAMU / STRUCTURAL-AND-LOGICAL
SCHEME OF THE EDUCATIONAL PROGRAMME
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4. ®OPMA ATECTALLIi 340B5YBAY4IB BULLLOi OCBITU / THE FORM OF ATTESTATION FOR
DEGREE PURSUERS

ATecTauia 3p06yBadiB BULLOI OCBITM 3a OCBITHLO-NMPOMeECinHO nporpamo «CUCTEeMU TEXHIYHOrro
3aXuCTy iHhopMauii» 34INCHIOETLCA Y hOPMi BUKOHAHHSA €AUHOIO AEP>KABHOro KBanidikaLinHOro
icnuTy Ta nybnivyHoOro 3axmucTy KBaniikauinHoro npoekTy/poboTn. ATecTalis 3aBepLIYETLCS
BMOayYe OOKYMEHTY BCTAaHOBJ/IEHOr0 3pa3ka Mpo MNPUCBOEHHA KBahidikauii bakanaspa 3
Kibepbesnekn Ta 3axucTy iHpopMaLil.

Ha aTecTauito BUHOCUTLCA CYKYMHICTb 3HaHb, YMiHb, HAaBNYOK, iHLWNX KOMMETEHTHOCTEN, HabyTnx
ocoboto y npoueci HaBYaHHA. [10 aTecTauii A4ONYCKaAOTbLCA CTYAEHTU, Ki BUKOHaNWN BCi BUMOIM
nporpamMmu NiaroToOBKW.

KeanicikauinHa poboTa mae nepenbayaT po3B’'A3aHHA CKJlaQHOro CreuianizoBaHoOro 3aBaaHHsa abo
npakTnyHoi npobnemun B ranysi kibepbesnekun Ta 3axucTty iHdopmMauii. Y kKBanidikauinHin poboTi He
JOonycKalTbCa akagemiyHnm nnariat, pabpukauia, hanbcudikauisa Ta CNUCyBaHHS.

KBanigikauinHa poboTa nepeBipAETbLCA Ha AOTPUMaAHHSA NMPUHLUNIB aKafeMiyHOi 4o6poYeCcHOCTI
BiANOBiAHO OO0 [MonoxeHHA Npo cuctemy 3anobiraHHA nnariaTty, dabpukadii, danbcndikauii B
HauioHanbHOMY TEXHIYHOMY YHiBepcuTeTi YKpaiHn «KUIBCbKMI MNOJIITEXHIYHUIN IHCTUTYT iMeHi lrops
CikopcbKOro» Ta nicna 3axmMcTy pPO3MilLlyeTbCa B peno3uTopii HTB YHiBepcuTeTy ANSA BiNbHOro
gocTyny.

OnpuniogHeHHA KBanidhikayinHux pobiT, WO MIiCcTATb iHpopMauilo 3 obMeXeHUM [OCTynoM,
30iNCHIOETLCA BIAMNOBIAHO OO BUMOI YMHHOIMO 3aKOHOAABCTBA.

Certification of higher education applicants under the educational and professional program
"Systems of technical protection of information" is carried out in the form of a unified state
qualification exam and public defense of a qualification project/work. The attestation ends with the
issuance of a document of the established model on the awarding of the bachelor's qualification in
cyber security and information protection.

The totality of knowledge, abilities, skills, and other competencies acquired by a person during the
training process is submitted to the certification. Students who have fulfilled all the requirements of
the training program are admitted to attestation.

The qualification work must involve solving a complex specialized task or practical problem in the
field of cybersecurity and information protection. Academic plagiarism, fabrication, falsification and
copying are not allowed in the qualification work.

The qualification work is checked for compliance with the principles of academic integrity in
accordance with the Regulations on the system for preventing plagiarism, fabrication, falsification at
the National Technical University of Ukraine "lIgor Sikorsky Kyiv Polytechnic Institute" and, after
defense, is placed in the NTB repository of the University for free access.

The publication of qualification works containing information with limited access is carried out in
accordance with the requirements of current legislation.
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5. MATPULA BIANOBIJHOCTI NPOrPAMHUX KOMMNETEHTHOCTEA KOMMOHEHTAM
OCBITHbOI MPOrPAMU / COMPLIANCE MATRIX OF PROGRAMME COMPETENCIES WITH
PROGRAMME COMPONENTS

30|30|30(30(30|30(30|30|30(30(30|30|30|30|30|30(30|30(30|30|30|M10|rM10o(rno|no|rno|rno|rnoj|rnojro|rno(rno|rno|rno|rno|ro|rio|no|rno|rno

01(02]03]04|05(06(07(08|09]10]11(12|13(14|15]|16]17|18|19(20(21]|01 |02 |03 |04 |05 [06 [07 |08 |09 10|11 |12 |13 |14 [15([16]|17]18|19

X X X|X|X[X|X|X[X]|X]|X X|X|X X|X[X|X[X[X|X|X|X|X[X|X]|X[X|X|X]|X]|X

X|X X X[ X[X|X|X[X|X]|X[X X|X|[X X[X[X|X|X[X|X|X[X[X]|X]|X[X]|X X|X|X
X X
X X X

XX XX X|X[X|X|X|X XX X X X[X[X|X|X[X|X|X[X[X]|X]|X[X[X]|X XX
X X X

X XX
XX XX X X

X

X X X X X XX

X X|X X X X XX

XX X X X XX

X X X X X|X|X

X|X X XX

X XX XX

X X X XX

X X X X XX

X X X X[X|X|X|X|[X

X X XX

X|X[X|X|X|X XX X X[ X|X|X[X|X XX XX

XX X X X X X X[X[X|X

X X X|IX[X|X|X|X XX XX
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6. MATPULA 3ABE3NEYEHHA MPOrPAMHUX PE3YJIbTATIB HABYHAHHA BIANOBIAHUMMU
KOMMOHEHTAMU OCBITHbOI MPOrPAMMN / COMPLIANCE MATRIX OF PROGRAMME
LEARNING OUTCOMES WITH PROGRAMME COMPONENTS

30|30|30(30|30]30|30|30(30|30|30|30|30]|30]30(30|30|30|30|30(30|noj|no|rno|rnojnolno\rno\|rnoj|rno\rno|rno|rno|rnono|rno|rno|no|rnojrno
01]02(03|04|05(06|07(08|09(10|11112|13]|14(15|16|17|18|19(20|21|01 (02|03 |04 (05|06 |07 |0809 10|11 (12|13|14|15|16|17|18|19
o x| x| x x| |x x| x
oo X X x| x
ool x x| x
oo x| x x| x X Ux U xIxIx I x [ x x| x [ x x| x x| x| x x| x| x| x
oo X xIxIx|x{x|x|x{x|x|x|x|x|x|x|x| [x]|x
oo x| x X xIx|x|x| Ix|x|x|x| |x|x[x|x| [x| [x]|x
i x| x X x|{x|x| [x|x|x|x| [x|x|x|x]| |x
e x| x|x|x| |x x|{x|x|x| |x|x|x|x| |x
ool Ix x| |x X x| |x|x|x X
e Ix x|x| [x|x| x| |x X x| |x|x|x X
I x x| IxIx| x| |x X X X X
P I x x| |x x| |x X X[ x| x|x|x|x X X
e x| x|x x| |x|x
e x| x|x x| x X
i X
o A
B X
o X
i X
Do X x| x x| x| x| x| x| x|x]|x]|x x| x
g X
Do x| x|x x| x x| x X
PH
23
oo X x| x
25 X
De X x| x|x X
27 X






