National Technical Em HauioHanbHu# TexHiYHMKA
University of Ukraine YHiBepcuTteT YKpaiHu

"lgor Sikorsky "KMiBCbKUM1 NOJNITEXHIYHUN IHCTUTYT
Kyiv Polytechnic Institute" imeHi Irops Cikopcbkoro"

3ATBEPOXEHO / APPROVED

ByeHotw pagoto Kl im. Irops Cikopcbkoro /

by the Academic Council

of Igor Sikorsky Kyiv Polytechnic Institute

(npoTokon / minutes of meeting Ne

Bin / dated 20 p.

Fonosa ByeHoi paaun / Head of the Academic Council
Mwuxanno IJIbYEHKO / Mykhailo ILCHENKO

CUCTEMW, TEXHOJIOT Il TA MATEMATUYHI METOON

KIBEPBE3TEKN
SYSTEMS, TECHNOLOGIES AND MATHEMATICAL METHODS OF CYBER SECURITY

OCBITHbO-MPO®ECINHA NPOrPAMA /
PROFESSIONAL EDUCATIONAL PROGRAMME

MNepwwnin (bakanaBpCbKU) piBEHb BULLOI OCBITU
CneuianbHicTb: F5 Kibepbesneka Ta 3axumcT
iHopMmauii
Fany3b 3HaHb: F IHopMaUinHi TexHonoril
KBanidikauin: 6akanaep 3 kibepbesnekun Ta 3axmcty
iHopMmauii

The first (bachelor) level of higher education
Speciality : F5 Cyber security and data protection
Knowledge branch: F Information Technologies

Qualification: Bachelor of Cybersecurity and
Information Protection

ID: 81883

BesepneHo B fito 3 / Enacted since

2025/2026 HaBYanbLHOro poky / academic year
Haka3oM pekTopa / by rector’s order

Ne Bip / dated 2025

Kwuis / Kyiv
2025

Y pa3i HasBHOCTI B onuci 0cBiTHLOI Mporpamu by ab-skux po3biXXHOCTeV, nepeBary Ma€ TEKCT yKkpaiHCbKoto MoBoto / In case of any differences in interpretation of the
information in the educational programme, the Ukrainian text shall prevail



2/25

NMPEAMBYVYJIA / PREAMBLE

PO3POBJIEHO / DESIGNED
KepiBHUK pobo4oi rpynu/ Head of the project team:

HosikoB Onekcin Mnkonanosud, T.H., npodecop, anpektTop HaB4anbHO-HayKoBOro ¢isnko-
TexHiyHoro iHcTuTyTYy/ Oleksii NOVIKOV, Dr. Sc, Full Professor, Director of Educational and Research
Institute of Physics and Technology

YneHm pobGouoi rpynu/ Project team members:

Nanpe OMuTpo Bonognmmposuny, A.T.H., Npodecop, 3aBigyBay Kadenpn iHpopmMaLinHoi
6e3snekn / Dmytro LANDE, Dr. Sc, Full Professor, Head of the department of information security

Ma4ycbkuin €BreH AHOpiNoBuY, 4.T.H., Npocecop, npocecop kKacdenpu iHhopMaLinHoi 6esnekn
/ Eugene MACHUSKY Dr. Sc, Full Professor, Professor of the department of information security

CTbonoykiHa IpnHa BanepiiBHa, K.T.H., AOLEHT, OOLEHT Kadenpw iHdopmauinHoi 6esnekn / Iryna
STOPOCHKINA, PhD, Associate Professor, Professor of the department of information security

MporoHoB AMnTpo OnekcaHapoBMY, O.T.H., AOLEHT, AOUeHT Kadedpw iHpopmauinHol 6e3neku
/ Dmytro PROGONOV, Dr. Sc, Associate Professor, Professor of the department of information
security

MOroa>XeHO / AGREED:

HaykoBo-MeToOM4YHa KOMICia yHiBepcuTeTy 3i cneuianbHocTi F5 Kibepbesneka Ta 3axucT iHhopMaLii
/ The Scientific and Methodological Commission of the University on speciality F5 Cybersecurity and
information protection (npoTtokon / minutes of meeting Ne_ Bin / dated 20 )

Nonosa HMKY-F5 / Head of the SMCU-F5

Omutpo JIAHOE / Dmytro LANDE

MeToaun4Ha paga Kl im. Iropsa Cikopcbkoro / The Methodological Council of Igor Sikorsky Kyiv
Polytechnic Institute (npoTokon / minutes of meeting No_ Big / dated 20 )

Fonosa MeToaun4yHoi paau / Head of the Methodological Council
TeTaHa XKEJIACKOBA / Tetiana ZHELIASKOVA

BPAXOBAHO / CONSIDERED:

KoBanbyyk AHApin Onerosuny,

KepiBHUK HanNpsAMKY BiAKPUTUX

iHHOBaUin Samsung R&D

Institute Ukraine (SPUKR),

BiAMOBIAa/IbHMIA 3a cniBNpaLto

3 YHiBepcuTeTamm

MosTa Ceprin PycnaHoBuny,



OnepauinHum gupekTop
Mi>KHapo4HOT KOMNaHii 3
Kibepbesnekn ISSP

KyniH AHTOH Muxannosuy
F0N0BHUI eKcnepT yrpaBJiHHA
6e3nekn iHdopmauii
henapTtaMeHTy 6e3neku
HauioHanbHoro 6aHky YkpaiHu,
naypeat [ep>XaBHOI npemii
YKpaiHu B ranysi HaykKu i
TeXHiKN, LOKTOP TEXHIYHMX
HayK, CTapLuin HayKoBUI
cniBpobiTHUK

Representatives of student organizations

lMpocKkypHSa AHHa,

yneH HMKY F5, ctyneHTKa
3 kypcy 6akanaBpaTy 3a
creuianbHicTio F5
Kibepbesneka Ta 3axucT
iHopMauil

LWaHin3e Jasua ,

BUNYycKHuK Ofl,

CTYAEeHT 1 Kypcy MaricTpaTtypu
3a cneuianbHICTIO

F5 Kibepbe3neka Ta 3axucTt
iHopMauil

CaxHin Ha3zap,

BUNYCKHUK Ol, cTyoeHT

1 Kypcy MaricTpaTypwu 3a
cneuianbHiCcTIO

F5 Kibepbe3neka Ta 3axucTt
iHopMauil

Employers' representatives:

Andrii KOVALCHUK

Head of open innovation at
Samsung R&D Institute Ukraine
(SPUKR), responsible for
cooperation with universities

Serhii POYATA

Operations director of the
international cyber security
company ISSP

Anton KUDIN

3/25



4/25

Chief expert of the Information
security department of the
Security department of the
National Bank of Ukraine,
laureate of the State Prize of
Ukraine in the field of science
and technology, doctor of
technical sciences, senior
researcher

Representatives of student organizations

Proskurnya Anna,

member of the Educational and
methodical comission of

F5 specialty, 3rd year
undergraduate student
majoring in F5 Cybersecurity
and information protection
Shanidze Davyd,

graduate of OP, 1st year
master's student, majoring in
F5 Cybersecurity and
information protection

Sakhnii Nazar,
graduate of OP, 1t year master's student,
majoring in F5 Cybersecurity and

information protection

EBOJIIOLLISA OCBITHbOI MPOrPAMMU / EVOLUTION OF THE EDUCATIONAL PROGRAMME

MigroToBKy 3a nporpamoto «CncTtemm, TEXHONOrIi Ta MaTeMaTU4YHIi meToaun Kibepbesneku»
po3rno4vaTo B 2018 p., Koan ii 6yno yTBOpPEHO Ha OCHOBI AoCBiAy 6araTopivyHOI NiArOTOBKU
f6akanaspiB 3a HanpsaMoM be3sneka iHHOPMaLINHUX Ta KOMYHIKaLiMHNX CUCTEM, i3 BpaxXyBaHHSAM
CYy4YaCHUX TeHAEHUIN B ranysi.

B 2020 p. nporpamy 6yno 3Ha4YHO yOOCKOHANIEHO, B YaCTUHI BBeeHHS BUBIPKOBOCTI AncUUNiH, Ta
BNpoBaA XeHHs d-KaTasnorie. 3Ha4yHy yBary 6yno npuaineHo nigcuiaeHHI0 NpakTUYHO-0PiEHTOBaHUX
AUCUMNiH, AKi BiANOBiAalOTL BUMOraM pUHKY npaLi 3a cneuianbHicTio (KibepHeTnyHa 6e3neka,
be3neka onepauinHNx CNCTEM Ta Mepex TOoLLO).

B uboMy X poui BpaxoBaHO Taki Npono3unuii ctenkxonaepis: 36inbWNTN Pi3HOMaHITHICTb
NpodeCinHO-OPiEHTOBAHUX ANCUMNAIH (CTyOeHTn) npn 36epeXxeHHi Hacn4eHoi dhyHAaMeHTasbHOl
cknaposoi (poboTonasui). JONOBHUTY NAAH CYYaCHUMUW aKTyaabHUMWN AucuunaiHaMun 3a paxom,
30KpeMa “YnpaBniHHS iHUnAeHTamMn KoMn'toTepHoi 6e3nekn “, “3BopoTHa po3pobka Ta aHani3
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LWKiANMBOro NporpamMHoro 3abesneyvyeHHs”, “3axucT nporpamMHoro 3abesnevyeHHa"
(ctenkxongepupoboTtonaBui, ctyneHTn). B ON 6yno BHECEHO TaKOXX HACTYMHi 3MiHW: 3pobuTun
060BA'3KOBMMU AuCUUNNiHK, sKi nepenbayatoTb HaabaHHA KOMNETEHTHOCTeNn, NnepeabavyeHnx
CtaHpapToM Buwioi ocBiTh 3a 125 Kibepbesneka (cepen HMX KOMMNIEKCHIi CUCTEMUN 3aXUCTy
iHpopMaLii: MPOeKTyBaHHSA, BMIPOBaAXXEHHSA, CYNpoBig); YaCTUHY NPUPOAHNYMX Ta
(yHOaMeHTaNbHUX AUCUUMAIH nepeHecTn Ao 610kKiB BUBIpKOBUX ONCUTIIIH, MOOEPHI3YyBaBLLW iX
HamoBHeHHSA 3rigHo npodinto 125 Kibepbezneka. 3anponoHyBaTW CMNCOK BUBIPKOBUX ANCLUMMAIH 4O
daKyfnbTeTcbKoro/kadenpasbHOro KaTaJsoris.

Y 2021 p. BpaxoBaHO Taki Nnpono3uuii ctenkxongepis: 36inbwnTm obcarn gucunnnid, aKi
Bi4MOBIAaIOTb 3@ HabyTTA K/OYOBMX Pax0OBMX KOMNETEHTHOCTEN (30KpeMa, 3BOpOTHa po3pobka Ta
aHani3 WKignmMBoro nporpamMmHoro 3abesneyvyeHHs); BUHECTUN ONCUUMNIHN, SKi He € HeobXigHUMK ons
3abe3nevyeHHs KoMneTeHTHOCTEN cTaHaapTy 125 Kibepbesneka, 0o cknany subipkoBux (3okpema,
Teopisa iHbopMaLii Ta KOAYBaHHSA), 3MIHUTK 06CArK Ta CKNag ryMaHiTapHUX UCLUNAIH, TaKUM
YMHOM, Wobn BOHWM BigNOBiAann HeobXigHNM KOMMETEHTHOCTAM CTaHAapTy (ancunnnaiHm OCHOBM
300p0OBOro cnocoby uTTs, OCHOBN EKOHOMIKW, MPaBOBi ANCLIMMANIHM Ta iH.)

Y 2022 p. OCBiTHIO NporpamMy OHOBJIEHO Y 3B'A3KY 3 HAabyTTAM Di3MKO-TEXHIYHUM IHCTUTYTOM
cTaTycy HaB4anbHO-HayKoBUN Di3NKO-TEXHIYHUI IHCTUTYT. BHECEHO 3MiHM Y CKNlad MPOEKTHOI
rpynu Ta CKnag ctenkxongepis. BHeCeHO KOpekTMBM LWLoA0 NPUAATHOCTI A0 NpaueBaawTyBaHHS
3rigHo 3miHM Nol0 go [ep>kaBHoro knacudgikaTopy npodecin 4K 003:2010. BpaxosaHo lNocTaHOBY
KMY Big 19.05.2021 No497 Mpo aTecTauito 30406yBaviB haxoBoi NepeaBunLLOi OCBITU Ta CTyNeHIB
BULLOT OCBITW Ha NepioMy (bakanaBpCbKOMY) Ta APYromy (MaricTepcbkoMmy) piBHAX y dopMi EOKI.

Y 2023 p. OCBiTHIO NPOrpaMy OHOBJIEHO Y 3B'S13KYy 3i 3MiHOK Ha3BW CcreLiafbHOCTI. BHeceHo
KOPEKTMBW y BiAMOBIAHOCTI 3 BUMoramu NoctaHoBu KabiHeTy MiHicTpiB YkpaiHu Big 16.12.2022 No
1392 “lNpo BHECEHHSA 3MiH A0 nMepeniky rajy3en 3HaHb i cneuiaibHOCTEN, 3a AKMMU 30iNCHIOETLCS
nigrotoeka 3406yBadiB BMLWOI OCBITN”

Y 2024 p. BBEAEHO HACTYMHi 3MiHW: ONTUMI30BaHO CKAagd AWUCLMMAIH, 30KpeMa AesKi 3 HUX
nepeHeceHo A0 BMbBipkoBMX (TexHiYHUI ayanT), TeopeTuyHi OCHOBMK 3axUCTy iHPOopMaLii 3aMiHEHO
Ha YnpaBniHHSA iH(opMaUuinHoto 6e3neKkoto, KOMNETEHTHOCTI NpeaMeTy |IHopMaLUinHi TexHonorii -
BUpiWweHo 3abe3neynTn B ckNafi iHWwWmx IT-opieHTOBaHMX ancumniiH. Obcarn ekzameHauinHnx
ancunnid 36inbweHo o 5 KpeduTis, 3 METOANYHUMW LiNAMU BUPIBHSAHO 06CArn gncumnnid go
LifoyncenbHMX 3Ha4YeHb; 3 MeTol HBanaHCyBaHHA HaBaHTa)XeHHs Ha 3006yBadiB CKoperoBaHo
KiNbKiCTb €K3aMeHiB Yy Cecii: 2-3 ek3aMeHW. 3anpoBaa)xeHo 3abe3nevyeHHss HOBOI KOMMETEHTHOCTI:
«30aTHICTb YXBaslloBaTW PilleHHS Ta AiATU, LOTPUMYIOHYUCH NPUHLNAY HENPUNYCTUMOCTI Kopynuii
Ta 6y Ob-AKNX iHWMX NPOSBIB HEAO0BPOYECHOCTI».

Y 2025 6yno BpaxoBaHO 3MiHW 0 CTaHAapTYy BULLOT OCBITU 3i cneuianbHOCTi 125 «Kibepbesneka»
Ons nepworo (bakanaBpCbKOro) piBHS BULLOT OCBITW, 3aTBEPOXEHOro Haka3oM MiHicTepcTBa 0OCBITH
i HAyKun YKpaiHn Big 29.10.2024 Ne1547.

AKTyaJlbHa pegakuisi nporpamu rnigrotossaeHa B 2025 poui. BHeCEHO 3MiHM A0 NepesliKy 3arajibHux
ANCunniH, 30KpeMa BBeAEHO Kypc «TeopeTudHa rnigrotoska 6a3o0B0i 3araibHoOBIiNICbKOBOI
nigrotoBku» a5 3406yBadiB. ANbTEPHaTUBOK LbOro Kypca A/151 3400yBaqy0K € KypcC «be3neka
XKUTTERIANIbHOCTI Ta UNBIZIbHWY 3axnCT». Kypc «CUCTEMHAa IHXXEHEPIsA» BUJTYHEHO i3 CKAaay
060B'93K0BUX ANCUUIIIIH, | nepeHeceHo [0 BnbipkoBux. HaToMicTb, BripoBaaXXeHo Kypc «OCHOBY
TEXHIYHOIro 3aXUCTy iHGhopMaLlii», AKU MPU3HaYEHUV 415 MOKPUTTSA BUMOr CTaHAapTy B 06/1aCTi
T3l, i, BignoBiaHo, HanexxHoi niarotoBku o EAKI.

TakKo)X BpaxoBaHO OHOBJIEHHSA B OpraHi3auii oCBiTHbOro npouecy 3rigHo Haka3sy pekTtopa Kl im.
Irops Cikopcbkoro NeHO1/362/25 Big 25 kBiTHA 2025 poky «[po opraHisauii Ta naaHyBaHHS
HaBYaNbHOro npouecy Ha 2025-2026 pokun».
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Training under the program "Systems, technologies and mathematical methods of cyber security"
was started in 2018, when it was formed on the basis of the experience of many years of bachelors
education in the direction of Security of information and communication systems, taking into account
modern trends in the field.

In 2020, the program was significantly improved, in particular in introduction of disciplines
selectivity, and introduction of F-catalogues. Considerable attention was paid to practical-oriented
disciplines strengthening that meet the requirements of the labor market by specialty (Cybernetic
security, Security of operating systems and networks, etc.).

In the same year, the following proposals of stakeholders were taken into account: to increase the
variety of professionally oriented disciplines (students) while maintaining a strong fundamental
component (employers). Supplement of the plan with modern relevant disciplines by specialty, in
particular "Management of computer security incidents", "Reverse engineering and analysis of
malicious software", "Software protection" (stakeholders, employers, students). The education
programme was also changed as follows: make mandatory disciplines that involve the acquisition of
competencies provided for by the Standard of Higher Education for 125 Cyber Security (among them
Complex information protection systems: design, implementation, maintenance); transfer part of the
natural and fundamental disciplines to the blocks of selective disciplines, modernizing their content
according to profile 125 Cybersecurity; to propose a list of selective disciplines to the
Faculty/departmental catalog.

In 2021, the following proposals of stakeholders are taken into account: increase the scope of
disciplines responsible for acquiring key professional competencies (in particular, reverse
engineering and analysis of malicious software); to include disciplines that are not necessary to
ensure the competences of standard 125 Cybersecurity into selective ones (in particular, Theory of
information and coding), to change the scope and composition of humanities disciplines so that they
correspond to the necessary competencies of the standard (disciplines Basics of a healthy lifestyle,
Fundamentals economics, legal disciplines, etc.)

In 2022, the education programme was updated in relation with the Physical and Technical Institute
acquiring the status of Educational and Scientific Physical and Technical Institute. Changes were
made to the composition of the project group and the composition of stakeholders. Corrections were
made regarding suitability for employment in accordance with Amendment No. 10 to the State
Classifier of Professions DK 003:2010. The Decree of the CMU dated 05/19/2021 No. 497 On the
certification of applicants of professional preliminary education and degrees of higher education at
the first (bachelor's) and second (master's) levels in the form of unified state qualification exam is
taken into account.

In 2023, the educational program was updated in connection with the change in the name of the
specialty. Corrections have been made in accordance with the requirements of the Resolution of the
Cabinet of Ministers of Ukraine dated 16.12.2022 No. 1392 "On Amendments to the List of Fields of
Knowledge and Specialties for which Higher Education Candidates are Trained"

In 2024, the following changes were introduced: the composition of disciplines was optimized, in
particular, some of them were transferred to selective ones (Technical audit), the Theoretical
foundations of information protection were replaced by Information security management, the
competence of the subject Information technologies was decided to be provided as part of other IT-
oriented disciplines. The volume of examination subjects has been increased to 5 credits, with
methodical goals, the volume of subjects has been equalized to integer values; in order to balance
the load on students, the number of exams per session has been adjusted: 3 exams are
recommended. Provision of a new competence was introduced: "The ability to make decisions and
act in accordance with the principle of inadmissibility of corruption and any other manifestations of
dishonesty."

In 2025 changes to the higher education standard in specialty 125 "Cybersecurity" for the first
(bachelor's) level of higher education, approved by order of the Ministry of Education and Science of
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Ukraine dated October 29, 2024 No. 1547, were also taken into account during EPP update.

The current version of the program was prepared in 2025. Changes have been made to the list of
general disciplines, in particular, the course “Theoretical Training of Basic Combined Military
Training” has been introduced for applicants. An alternative to this course for woman applicants is
the course “Life Safety and Civil Protection”. The course “Systems Engineering” has been removed
from the list of mandatory disciplines and transferred to elective ones. Instead, the course
“Fundamentals of Technical Information Protection” has been introduced, which is designed to cover
the requirements of the standard in the field of technical information protection means and methods,
and, accordingly, proper preparation for the Unified State Examination.

Updates in the organization of the educational process were also taken into account in accordance
with the order of the rector of Igor Sikorsky Kyiv Polytechnic Institute No. NOD/362/25 dated April 25,
2025 "On the organization and planning of the educational process for 2025-2026."
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1. NPO®JIb OCBITHbOI MPOrPAMM / EDUCATIONAL PROGRAMME PROFILE

1 - 3aranbHa iHdopmMauia / General information

MNoBHa Ha3Ba 3akjiafy BULLOI OCBiTK Ta

HaB4asbHoOro nigposainy / Full name of

higher education institution and faculty
/ educational and scientific institute

HauioHanbHU TEXHIYHWUNA
yHiBepcuTeT YKpaiHu
«KWIBCbKUI MONITEXHIYHNN
IHCTUTYT iMeHi Irops
Cikopcbkoro», HaB4abHO-
HayKOBUN (Pi3NKO-TEXHIYHMIA
IHCTUTYT

National Technical University
of Ukraine «lgor Sikorsky Kyiv
Polytechnic Institute»,
Educational and Research
Institute of Physics and
Technology

CTyniHb BULLOT OCBITW Ta Ha3Ba

0CBiTHbOI KBanidikauii / Higher

education degree and education
qualification title

CtyniHb 6bakanaBpa
H6akanaBp 3 Kibepbe3nekn Ta
3axnUCTy iHopMau,il

Bachelor Degree
Bachelor of Cybersecurity
and Information Protection

OdpiuinHa Ha3Ba OCBITHLOI NMporpamm /
Educational programme official title

CucteMmn, TexHonorii Ta
MaTeMaTU4yHi MeToaun
Kibepbesneku

Systems, Technologies and
Mathematical Methods of
Cyber Security

Tun gunnaomy Ta 06cAr OCBiTHLOI
nporpamu / Diploma type and
educational programme volume

Ounnom 6akanaspa, 240
kKpeauTtie EKTC, TepMiH
HaB4YaHHSA 3 pokun 10 Micauis

Bachelor diploma, 240 credits
ECTS, training period 3 years
10 months

IHdbopMauisa npo akpeguTadito /
Accreditation information of the
educational programme

He akpeanTtoBaHoO

Not accredited

Linkn, piseHb BULLOI 0CcBiTK / Education
cycle, level of higher education

HPK YkpaiHn - 6 piBeHb
QF-EHEA - nepwwnin unkn
EQF-LLL - 6 piBeHb

NQF of Ukraine - 6 level
QF-EHEA - 1 cycle
EQF-LLL - 6 level

Mepepnymosun / Prerequisites

HasBHICTb MOBHOI 3arasibHOI
cepenHbOl OCBITHU

Complete general secondary
education

dopmun 3006yTTA oCBiTK / Forms of
Education

OyHa (peHHa); 3ao4.;

full-time; part-time;

MoBa(un) BuknagaHHs / Language(s) of
instruction

YKpaiHCbKa

Ukrainian

IHTepHeT-aapeca po3MilleHHS
ocBiTHbOI nporpamu / URL of the
educational programme

https://osvita.kpi.ua/F5_OPPB
_STMMKB
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2 - MeTa ocBiTHbOI nporpammu / Educational programme purpose

MeTot OCBITHBLOI NporpamMm € NigroToBKa
axiBuiB B 06nacTi cucrtem, TEXHONOTIN Ta
MaTeEMaTUYHUX MeToLiB Kibepbesnekun, 3gaTHUX
BUpiLLlYyBaTK 3a4a4i 3a (hbaxoM B ranysi
KibepHeTn4yHoi 6e3nekn ocobucTocTi,
CNiNbHOTK, CYCNiNbCTBA Ta Aep>KaBu, 3
ypaxyBaHHAM pPO3BUTKY Cy4acHMX 3006yTKiB B
obnacTti maTeMaTn4HNX MeToAiB Kibepbe3nekn,
MepeXXHUX TeEXHOJIOTiN, 3acobiB Ta cncTem
3axuncTy iHpopMauil, meToaiB aHanily Ta
3axucTy iHdbopMauii y kibepnpocTopi.

MeTa oCBiTHbLOI NporpamMu BiAnNoBigae cTpaTeril
po3BuTKY Kl iM. Iropsa CikopCbKoro Ha
2025-2030 pik wopno popMyBaHHSA CycninbCTBa
ManbyTHLOrO Ha 3acafax KOHLUenuii CTanoro
PO3BUTKY

3 Ui€lo MeTolo OCBITHA NporpaMa nepeabavae:
1. dyHoaMeHTaNbHY NiArOTOBKY (haxiBLiB B
rajaysi MaTemMaTunkmn, Qi3nKM Ta iHWKNX TOYHUX
ONCUWIMJIIH 3 aKLLEHTOM Ha haxoBi BUKJINKMU;

2. MaTeMaTn4Hy, arOPUTMidHy NiAroToBKY,
fKa pobuTb MOXKIMBOIO 3aCTOCYBaHHSA Ta
po3pobKy HOBITHiX 3acobiB Kibep3axucTy, B
TOMY YUCJIi 3 BUKOPUCTAHHSAM LUTYYHOrO
IHTeneKTy;

3. ba3oBy rymaHiTapHy niAroToBKy, fka pobutb
BUMYCKHWKa NporpaMmn aganTUBHUM Ta 34aTHUM
e(heKTUBHO KOMYHIKyBaTW 3 NpeacTaBHUKaAMU
pi3HMX Npogecin, 3aTHMM PO3B’'A3yBaTN 3aadi
y MyJibTUANCUNMIIHaPHUX 061acTaX NOACHKOI
OianbHOCTI;

4. [pyHTOBHY CrneuianizoBaHy NigroToBKY, 3i
30aTHICTIO po3pobnaTn Ta BNpoBaaXyBaTu
iHHOBaUiMHI piweHHS Kibepbe3nekn,
BUKOHYBaTW rNMBOKNIA aHani3 icCHyI4m1X pilleHb
Ta 34aTHICTIO ByayBaTu pilleHHS K i3
defensive, Tak i 3 offensive cybersecurity.

The purpose of the educational program is to
train specialists in the field of systems,
technologies and mathematical methods of
cybersecurity, capable of solving problems in
their specialty in the field of cyber security of
the individual, community, society and the state,
taking into account the development of modern
achievements in the field of mathematical
methods of cybersecurity, network technologies,
means and systems of information protection,
methods of analysis and protection of
information in cyberspace.

The purpose of the educational program
corresponds to the development strategy of Igor
Sikorsky Kyiv Polytechnic Institute for 2025-2030
regarding the formation of the society of the
future based on the concept of sustainable
development.

For this purpose, the educational program
provides:

1. Fundamental training of specialists in
mathematics, physics and other exact
disciplines with an emphasis on professional
challenges;

2. Mathematical, algorithmic training, which
makes it possible to apply and develop the
latest cyber defense tools, including those using
artificial intelligence

3. Basic humanitarian training, which makes the
program graduate adaptable and able to
communicate effectively with representatives of
different professions, able to solve problems in
multidisciplinary areas of human activity;

4. Thorough specialized training, with the ability
to develop and implement innovative
cybersecurity solutions, perform in-depth
analysis of existing solutions and the ability to
build solutions with both defensive and offensive
cybersecurity.
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3 - XapakTepucTuKa ocBiTHbOI nporpamu / Educational programme characteristics

MpeameTHa o6nacTtb / Subject area

O6’eKTU BUBYEHHS:

e TexHonorii kibepbesnekn Ta 3axncTy
iHopmMaUuii;

* Npouecu ynpaeniHHSA Kibepbe3nekoto Ta
3axucTtoM iHdbopMaLlii; 06’ekTu iHopmaLinHoi
OiaNbHOCTI, B TOMY YuMCAi iHopMaUinHi Ta
iIHpOpMaLiNHO-KOMYHIKaLUiNHI cnctemu,
iH(bOpMaLiNHI pecypcu i TeXHONOTIi.

Llini HaBYaHHA MigroToBKa daxiBuiB, 34aTHUX
BMKOPUCTOBYBAaTW i BMPOBaA>XXyBaTW TEXHONOTII
Kibepbesnekun Ta 3axucTy iHpopmMauii Ta
po3B’A3yBaTW CKNaAHi 3adadi y ranysi
Kibepbesnekun Ta 3axucTy iHpopMauii.
TeopeTunyHM 3MiCT NpegMeTHoI” obaacTi
MpUHUWNN, KOHUENLIi, Teopii 3aXNUCTy XXNTTEBO
Ba)XKJ/INBUX iHTEpPECiB Nt0gNHK, CyCnifibTCBa,
Oep>xaBu Nif 4ac BUKOPUCTAHHS
KibepnpocTopy, 3a Akoro 3abesneyvyytoTbCs
CTannin Po3BUTOK iHOPMALLINHOIrO CyCnifibCTBa
Ta UNdpPOBOro KOMYHIKaTUBHOIO CeEpenOBMLLA,
CBOEYaCHEe BUABJIEHHS, 3anobiraHHS i
HenTpanisauia peanbHUX i NOTEHLINHNX 3arpo3
HauioHanbHIn 6e3neui YKkpaiHn y KibepnpocTopi.
MeToaun, METOONKW Ta TEXHONOFIi:

* MeToAu, METOAUKW Ta TEXHONOrIT pO3B’'si3aHHA
TEOPETUYHUX | MPAKTUYHUX 3a0a4 Kibepbeznekn
Ta 3axXUCTy iHopMaLUil.

IHCTpyMeHTU Ta obsagHaHHA:

¢ 3aco6u, NPpUCTPOI, MepeXxHe YCTaTKyBaHHS,
npukKJaagHe Ta cneuianisoBaHe NnporpamMHe
3abe3nevyeHHs, iHQOpPMaLINHI cuctemmn Ta
KOMMJIEKCU MPOEKTYBaHHSA, MOAESOBaHHS,
KOHTPOJ10, MOHITOPUHrY, 36epiraHHsA, 06pobku,
BifobparkeHHs Ta 3axXUCTy AaHUX
(iHdbopMaLUinHKUX MOTOKIB).

Objects of study:

» cybersecurity and information protection
technologies;

» cybersecurity and information protection
management processes; objects of information
activity, including information and information
and communication systems, information
resources and technologies..

Training objectives

To train specialists capable of using and
implementing cybersecurity and information
protection technologies and solving complex
problems in the field of cybersecurity and
information protection.

Theoretical content of the subject area
Principles, concepts, theories of protecting the
vital interests of man, society, and the state
when using cyberspace, which ensure the
sustainable development of the information
society and the digital communicative
environment, as well as the timely detection,
prevention, and neutralization of real and
potential threats to the national security of
Ukraine in cyberspace

Methods, techniques and technologies of:

- methods, techniques and technologies for
solving theoretical and practical problems of
cybersecurity and information protection
Tools and equipment:

- tools, devices, network equipment, application
and specialized software, information systems
and complexes for designing, modeling,
controlling, monitoring, storing, processing,
displaying and protecting data (information
flows).

OpieHTauina ocBiTHLOI Nnporpamm / Scope

OcBiTHbO-NpodecinHa

Educational professional

OcHoBHUM (pOKYC OCBiTHbOI nporpamu / Main focus
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BasoBuu dpokyc Ol - cuctemun, TexHonorii Ta
MaTeMaTu4Hi meToan kKibepbesnekn, 3acobn Ta
3ax04u 3axucTy.

HabyTTa Takux 3HaHb: 3aKOHOLABYOI,
HOpPMaTMBHO-MPaBoBoi 6a3n YKpaiHu Ta BUMOr
BiANOBIOHMX MiXKHAaPOAHMX CTaHOaPTIB i
NPaKTUK LWOA0 34iNCHEeHHSs npodecinHol
OiANbHOCTI; MPUHUMMIB CyNnpoOBOAY CUCTEM Ta
KOMMJekciB iHhopMaLuinHoi Ta/abo
Kibepbesnekun; Teopii, Mogenen Ta NPUHULKNNIB
ynpaeJliHHA AOCTYNOM A0 iHhopMaLinHKX
pecypciB; Teopii cMcTem ynpasiHHS
iHpopMauinHoto Ta/abo Kibepbesnekoio;
MeTonAiB Ta 3acobiB BUABNEHHSA, yNpaBiHHA Ta
ineHTUdIKauii pu3nkie; meTonis Ta 3acobis
OLiHIOBaHHA Ta 3abe3nevyeHHs HeobxigHoOro
piBHSA 3aXuULLEHOCTI iHhopMauii; meTogiB Ta
3acobiB TexHi4HOro Ta KpunTorpadiyHoro
3axuCTy iHopMaLil.

Knwo4oBi cnoBa: kibepHeTnyHa 6e3neka,
3axXuUCT iHdopMauii, iHchopMaLinHo-
TeJIeKOMYHiKaLuilHi cMcTemMu, NporpamHi Ta
anapaTHi 3acobu 3axumcTy iHpopMaLii, cucTemu i
TexHonorii kibepbesnekn, MaTeMaTN4YHi MeTOAN
Kibepbe3nekn, NPOTUAIA WKiAJINBOMY
MporpaMHMUM BMNJMBaM

The basic focus of EP - systems, technologies
and mathematical methods of cybersecurity,
means and measures of protection.
Acquisition of the following knowledge:
legislative, regulatory and legal framework of
Ukraine and the requirements of relevant
international standards and practices for the
implementation of professional activities;
principles of supporting information and/or
cybersecurity systems and complexes; theory,
models and principles of managing access to
information resources; theory of information
and/or cybersecurity management systems;
methods and means of detecting, managing and
identifying risks; methods and means of
assessing and ensuring the required level of
information security; methods and means of
technical and cryptographic information
protection.

Keywords: cyber security, information and
telecommunication systems, software and
hardware for information protection,
cybersecurity systems and technologies,
mathematical methods of cybersecurity,
malware protection.

0co6aMBOCTi OCBITHLO

i nporpamu / Features

1. TpyHTOBHa (PyHAaMeHTaslbHa NigroToBKa y
MOEAHAHHI i3 Cy4aCHOlo NpogdecinHow
NiAroTOBKOW, sIKa [0O3BOJISE MPOBOANTM
iHHOBAUINHY OiSNbHICTbL | NpayBaTh 3
HayKOEMHMMUN TexHonorismm kKibepbesnekuy;

2. [poxoa>KeHHs nepegannaoMHOT NPakKTUKN Ha
6a3i NianprMeMcTB- NapTHepPIiB Ta y4acCTb
CTYOEHTIB Y BUKOHAHHI CMiJiIbHUX HayKOBO-
DOCNIOHNX NPOEKTIB HA 3aMOBJIEHHS YCTAHOB Ta
npoBigHMx IT- KoMnaHin YKpaiHm 3a axom;

3. MligrotoBka 4o AyaJibHOI OCBITU B
MaricTpaTypi.

1. Fundamental training in combination with
modern professional training, which allows to
carry out innovative activities and work with
science-intensive cybersecurity technologies;
2. Undergraduate practice on the basis of
partner companies and student participation in
the implementation of joint research projects
commissioned by institutions and leading IT
companies of Ukraine in the specialty;

3. Preparation for dual education in master's
degree.
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4 - NMpupaTHICTb BUNYCKHUKIB 0,0 NpaueBsaliTyBaHHA Ta NOAANbLUIOro HaB4YaHHSA /
Eligibility of graduates for employment and further study

MpupaTHicTb Ao npaueBnawTtyBaHHA / Eligibility for employment

Ha nocaaun y CTpyKTypHUX nigpo3ainax
yCTaHOB/NiANPUEMCTB/OpraHi3auin, aKi
nepenbayatoTb HAABHICTb BULLLOT OCBITW 3i
cneuianbHocTi 125 Kibepbesneka Ta 3axucT
iHopmMauii. BignoBigHo oo [ep)xaBHOro
knacudikaTopy npodecin K 003:2010 3i
3MiHoto No10 BUNYCKHMKM MOXKYTb MpauoBaTu
Ha rnocajax, Lo BignoBifaloTb
KnacnikauinHUM yrpynoBaHHAM:

3139 daxiBeub i3 opraHiszauii 3axucTy
iHpopMaLii 3 obMeXxeHUM JoCTynoM;

daxiBeub i3 opraHizauii iHpopmaLUinHoi be3nekn
3121 daxiBeub 3 iHhopMaLiNHNX TEXHONOTIN.
2139.2 AHaniTUK CUCTeM 3axuncTy iHopmauii Ta
OLiHKM BPa3/INBOCTEN

2139.2 AHaniTuk 3arpo3 6e3neku

2132.2 Po3pobHMK cucTeM 3axnUCTy iHopMaLlii.
2149 lNpodbecioHanu i3 opraHizauii
iH(bopMaLinHoi 6e3nekun

For positions in structural divisions of
institutions/enterprises/organizations that
require higher education in specialty 125
Cybersecurity and Information
Protection.According to the State Classifier of
Professions DK 003:2010 with Amendment No.
10, graduates can work in positions
corresponding to the classification groups:

3139 Specialist in the organization of
information protection with limited access
3121 Specialist in information technologies
2139.2 Analyst of information protection
systems and vulnerability assessment
2139.2 Security threat analyst

2132.2 Developer of information protection
systems.

2149 Specialist in the organization of
information security

Mopanbwe HaB4yaHHA / Further study

MpoaoB>XeHHS OCBITK 3a APYrUM
(MaricTtepcbkuM) piBHEM BULLOT OCBITH.
3006yTTa abo BAOCKOHANEHHSA OCBITU Ta
npodecCinHOoT NiAroTOBKN B CUCTEMI OCBITHU
nopocnnx.

Continuation of education at the second
(master's) level of higher education.
Obtaining or improving education and
professional training in the adult education
system.

5 - BuknapaHHA Ta ouiHioBaHHA / Teaching and assessment

BuknapaHHa Ta HaBYaHHA/Teaching and studying

Mporpamoto nepeabaveHo
CTy[EeHTOLEeHTpOBaHe HaB4YaHHA. BuknagaHHs
MPoOBOAUNTbLCA Y Takux hopmax: nekuii,
MPaKTUYHI Ta CEMIHAPCbKIi 3aHATTSH,
KOMM'IOTEPHI MpakKTUKyMu i nabopaTopHi
poboTu; KypcoBi NpoekTn i poboTun; TexHoNoriga
3MillaHOr0 HaBYaHHSA, MPaKTUKN; BUKOHAHHS
OUMAOMHOI0 MPOEKTY i ANNJOMHOI poboTu.

The program provides for student-centered
learning. Teaching is carried out in the following
forms: lectures, practical and seminar classes,
computer workshops and laboratory works;
course projects and works; mixed learning
technology, practices; diploma project and
thesis.

OuiHoBaHHA / Assessment

OUuiHIOBaHHSA 3HaHb CTYLAEHTIB 34iNCHIOETLCA Y
BiANOBIAHOCTI A0 MNONOXXEHHSA NPO CUCTEMY
OLiHIOBaHHSA pe3ynbTaTiB HaBYaHHA KIl im.
Irops CikOpCbKOro 3a yciMma BugaMm ayamuToOpHOI
Ta Mo3aayanTopHoi poboTun (BXigHWUA, MOTOYHUN,
KaneHgapHWn, NiACYyMKOBUN KOHTPOb);
€K3aMeHW, 3anikun, iHauBiayanbHi 3aBAaHHS
TOLLO.

Assessment of students' knowledge is carried
out in accordance with the Regulation on the
system of assessment of learning outcomes of
Ilhor Sikorsky Kyiv Polytechnic Institute for all
types of classroom and extra-auditory work
(incoming, current, calendar, final control);
exams, assessments, individual tasks, etc.
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6 - NMporpamMHi KoMmneTeHTHOCTI / Programme competencies

IHTerpanbHa KOMMNETEHTHICTb

/ Integral competence

30aTHICTb pO3B'A3yBaTU CKNadHi cneuianizoBaHi
3a4avi i npakTUyHi Nnpobnemn y ranysi
Kibepbesnekun Ta 3axucTy iHpopMauii.

The ability to solve complex specialized tasks
and practical problems in the field of
cybersecurity and information protection.

3aranbHi kKomneteHTHocTi (3K)

/ General competencies

3K 30aTHICTb 3aCTOCOBYBaTU 3HAHHA Y Ability to apply knowledge in practical
01 MPaKTUYHUX CUTYaLLiaX situations
3K | 3HaHHA Ta po3yMiHHA npeameTHoi obnacTi Ta | Knowledge and understanding of the subject
02 pO3yMiHHSA npodecii area and understanding of the profession
3K | 3paTHICTb CninkyBaTUCA Aep>kaBHot Moot | Ability to communicate in the state language
03 AK YCHO, TakK i NMMCbMOBO both orally and in writing
‘zg 3[aTHICTb ChifikyBaTMUCA iHO3eMHOto MoBoto | Ability to communicate in a foreign language
3K | 3AATHICTL BYMTVMCA | OBONIOAIBATY CyHACHUMN Ability to learn and master modern knowledge
05 3HAHHAMN
3OaTHICTb peani3y.BaT|/| CBOI npasa i 060B’'A3KMN The ability to realize one's rights and
7K i:?ﬂiiiicgc;;j;bc;sizgfc;ﬂ(znlﬁg?gm responsibilities as a member of society, to be
3K H EMOK agqucL)lro) CVCMNIbCTBa Ta aware of the values of a civil (free democratic)
06 He'Ecl>6xi HF}CTb oro CTaynoro 03BUTK society and the need for its sustainable
Be xoseHc)TJBa NDaBa. MpaB | cso%o o yI;IHI/I i development, the rule of law, the rights and
P P » NP 000 NOA freedoms of a person and a citizen in Ukraine
rpoMagsHuHa B YKpaiHi
30aTHICTb yXBaJslloBaTU PilUEHHSA Ta AiATw, The ability to make decisions and act in
3K OOTPUMYIOYUM MPUHLMMY HENPUNYCTUMOCTI |accordance with the principle of inadmissibility
07 Kopynuii Ta 6yab-aKMX NposBiB of corruption and any manifestations of
Hef0b6poYecHOCTI dishonesty
3ga;|-1|:3cgib sﬁﬁﬂra:’; T:an%';"iHoixH(g:?TTimi The ability to preserve and multiply moral,
P » KyNIbTYPHI, Hay H . cultural, scientific values and achievements of
AOCATHEHHA CYCNINbCTBA Ha OCHOBI POSYMIHHA society based on an understanding of the
n IZT?wpélTTH?)'|'326KJC1)aHgTNi”?’l!-'ncf)liccTe: p:z&;;:zim history and patterns of development of the
3K CVICS'ef‘/Ii 3HAHb MDO 1 |/| o LilcycnianTBo T3 subject area, its place in the general system of
08 03BUTK pc cginicﬁga TyeXHiKm : knowledge about nature and society and in
TeXHgﬂ%FiVI BVI?(/O yMCTOB BaT;/I 3Hi BUAM Ta the development of society, techniques and
bopMu >éoao'|' a?(TMBHOYCTi nz aKTI/IBﬁOFO technologies, to use various types and forms
POpMI Py A of motor activity for active recreation and
Bi4MOYMHKY Ta BEOEHHS 340P0OBOro cnocoby leading a healthy lifestyle
KNTTA
KoHCTaﬂaTmELE;c’)J'g;oMBK'(ﬂ)gsHHﬂoCZo;gXMCT Ability to fulfill the constitutional duty to
3K BiTHMZHLlVl Ha iOHaﬂbHO—?'/IaU:Il' 'iD<|)T|/|qu'|' y protect the Motherland, uphold national-
09 » Hatllot arpiot patriotic attitude, devotion to the Ukrainian
HaNalWTOBAHOCTI, BiAAAHOCTI YKpPaiHCbKOMY cople
HaponaoBi P
daxoBi komneteHTHOCTI (PK) / Professional competencies
340aTHICTb 3aCTOCOBYBaTW 3aKOHOA4ABYY Ta The ability to apply the legislative and
oK HOpPMaTMBHO-NpPaBoBY 6a3y, a TakoX regulatory framework, as well as state and
01 Oep>XaBHi Ta Mi>)KHapoAHi BUMOIn, MPaKTUKWK i international requirements, practices and
CTaHOapTW 3 MEeTOolo 3AiNCHeHHs npodecinHoi | standards in order to carry out professional
DiaNbHOCTI activities
oK 30aTHICTb BUKOPUCTOBYBATW iHpOPMaLinHi Ability to use information technologies,
02 TEexXHOOorii, cy4acHi meToam i moaeni modern methods and models of cybersecurity
Kibepbesnekn Ta cuctemMm 3axmUcTy iHpopmauii and information protection systems
oK 3paTHICTb 3abe3nevyyBaTun HEMEPEPBHICTb Ability to ensure business continuity in
03 6i3Hecy 3rigHO BCTAaHOBMEHOI MONITUKMN accordance with established cybersecurity and

Kibepbesneku Ta 3axumcTy iHpopmMauii

information protection policies
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3naTHIiCTb 3abe3nevyBaTn 3aXUCT iHDOpPMaLLii
B iHpopMaUinHUX Ta iHHOPMaLiNHO-

Ability to ensure information protection in
information and information and

oK ) e ; L : .
04 KOMYHIKaUiNnHUX cuctemMax 3rigHo communication systems in accordance with
BCTAHOBIEHOT NOINTUKMN Kibepbe3snekn i established cybersecurity and information
3axuCTy iHpopMauii protection policies
. . . The ability to restore the functioning of
30aTHICTb BiAHOB/OBATU (PYHKLIOHYBaHHS . ) ; )
IHPOPMALLIAHIX Ta IHOPMALLITAHO- mformat_lonland information and
PK KOMYHiKaUinHNX CUCTEeM nicng peanisauii communication systems after the
05 yHiKal ) peanise implementation of threats, cyberattacks,
3arpos, 34incHeHHs KibepaTak, 360iB i BiaMoB . ; ;
: . failures and failures of various classes and
Pi3HMX KJ1laCiB Ta MOXOOXXEHHS g
origins
30aTHICTb BNpoBaAXXyBaTu Ta 3abe3nevyBaTu Ability to implement and ensure the
PYHKLiIOHYBaHHSA KOMMIEKCHUX CUCTEM functioning of complex information protection
@K | 3axmcTy iHpopMauii (KoMnnekc HopMaTMBHO- systems (a complex of regulatory,
06 MPaBOBUX, OPraHi3auinHUX Ta TEXHIYHNX organizational and technical means and
3acobiB i MmeTodiB, Npouenyp, NPaKTUYHNX methods, procedures, practical techniques,
MPUMNOMIB TOLLO) etc.)
THICTb 34iMCHIOBATKU N iMH - .
. 3)1_a €Tk 30ICHIoBA poq)eg y Ability to carry out professional activities
®K | BianbHICTb Ha OCHOBI BMPOBAaAXXEHOI CUCTEMU . . )
. : - based on an implemented information and
07 ynpaBniHHA iHPpopMaUinHOIO Ta .
: cybersecurity management system
Kibepbesnekoto
oK 30aTHICTb 3aCTOCOBYBaTU MeToaAM Ta 3acobu Ability to apply methods and means of
08 KpunTorpadiyHoro 3axucTty iHopMauii Ha cryptographic information protection at
06’ekTax iHhopMaLiHOI OiSNbHOCTI information activity facilities
oK 34aTHICTb 3aCTOCOBYBaTU MeToAM Ta 3acobu Ability to apply methods and means of
09 TexHiYHOoro 3axucTy iHopMauii Ha o6’ekTax [technical information protection at information
iH(bopMaLiNHOT AiAIbHOCTI activity facilities
THICTb BUKOHYBATW MOHITOPUHI . . . .
. 3na cr! OHyBaTW MOHITOP Ability to monitor information processes,
iHpopMaLiNHUX NpoLeciB, aHanizyBaTw, ; X ;
BUABNATU, OLLIHIOBATW MOXJINBI BPa3JIMBOCTI analyze, identify, and assess possible
oK o .o P o vulnerabilities and threats to the information
Ta 3arposu iHpopMaLinHOMY NpPOCTopy 1 . . .
10 IHDOPMALLIAHIM PECYpCaM 3riaHo 3 space and information resources in
P Pecypce o accordance with the established information
BCTAHOBJIEHOO MOJIITUKO iHHOPMaLINHOI . .
security policy
6e3nekn
34aTHICTb po3B’A3yBaTy 3a4a4i 3a paxom i3 The ability to solve problems by profession
DK BUKOPUCTaHHAM MaTeMaTUYHNX METOLIB, using mathematical methods, algorithms,
11 aNropuTMIB, NPUKNALHNX Ta CUCTEMHUX applied and system software solutions and
MPorpamMHNX pilleHb Ta TEXHOJIOrIN technologies
THICTb n KTYBaHHA T KW . . .
K 3AATHICTL A0 NPOEKTYBa a po3pob Ability to design and develop software with
nporpamMHoro 3abesneyeHHs 3 ypaxyBaHHAM : : . X
12 security requirements in mind
BUMoOr 6e3nekun
3[aTHICTb 40 3BOPOTHOI po3pobkn Ta aHanis . .
A A P o3P y Ability to reverse engineer and analyze
DK nporpamMHoro 3abesneyeHHs, BUSABIEHHS . . P
N software, identify software vulnerabilities and
13 Bpa3JIMBOCTEN Ta 3arpo3 nporpamMHoro

3abe3neYyeHHs

threats
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7 - NMporpaMHi pesynbtatyu HaB4aHHA (MPH) / Programme learning outcomes

BinbHO CninkyBaTUCA OEP>KABHOK MOBOIO YCHO

Communicate freely in the state language

MPH . - ) T .
01 Ta NMMCbMOBO MNPU BUKOHAHHI NpodecinHnx orally and in writing when performing
oboB’A3KiB professional duties
CninkyBaTuCH iHO3EMHOIO MOBOK 3 METOIO . : .
[1PH . .. | Communicate in a foreign language to ensure
3abe3nevyeHHs epeKTUBHOCTI NpodeciiHOI : . .
02 . effective professional communication
KOMYHiKaLlji
fPH 3acTocoByBaTy MNPUHLMA HENPUNYCTUMOCTI Apply the principle of inadmissibility of
03 Kopynuii Ta By Ab-aKUX iHWNX NPOABIB corruption and any other manifestations of
HenobpoyYeCcHOCTi y NpodecinHin AianbHOCTI dishonesty in professional activities
OpraHi3zoByBaTu BNacHy nNpogecinH . . . -
oprat y acHy Tp ® y Organize one's own professional activities,
BifNbHICTb, obupaTyn | BUKOPUCTOBYBaTHU :
. \ choose and use optimal methods and ways of
[MPH | onTuManbHi MeToan Ta cnocobun po3B’A3aHHSA . L
o X solving complex specialized tasks and
04 CKJIafiHUX creLiani3oBaHUX 3a4ay i . ; : N
o practical problems in professional activities,
npakTu4HMX npobnem y npodecinHin . .
. . . . . and evaluate their effectiveness.
OiANbHOCTI, OUiHIOBATU IXHIO eDEKTUBHICTb
AHanizyBaTu, apryMeHTyBaTW, NpunMaTmn - .
i3y pry , yBat P Analyze, argue, make decisions when solving
pilleHHS NpY PO3B’'A3aHHI CKAagHUX L \
A . complex specialized tasks and practical tasks
cneuianizoBaHMX 3aja4y i NPaKTUYHUX 3aBAaHb . . A, .
rPH VA X . in professional activities, which are
y NpOecCinHin AiANbHOCTI, AKi X ) .
05 ; characterized by complexity and incomplete
XapaKTepun3yrTbCA KOMMJIEKCHICTIO Ta ; o .
. . . certainty of conditions, be responsible for the
HEeMNOBHOIO BM3HA4YeHICTIO YMOB, BignoBigaTn g
N S decisions made
3a NPUNHATI piLLEeHHS
AfanTyBaTuUCS 40 HOBUX YMOB | TEXHOJIOTIN - .
rPH AaNTyBaTACA A M Adapt to new conditions and technologies of
NpoeCinHOT AiSNbHOCTI, MPOrHO3yBaTW X o . )
06 . N professional activity, predict the final result
KiHLLEeBUI pe3ynbTaT
3acTocoByBaTu 1 afanTyBaTu Teopii Apply and adapt the theories of information
iHpopMaUii Ta KogyBaHHSA, MaTEMAaTUYHOI and coding, mathematical statistics,
fPH CTaTUCTUKK, YNcen Kpuntorpagii Ta cryptography and steganography, signal
07 cTeraHorpadii, obpobneHHs i nepenadi processing and transmission, etc., principles,
CUrHaniB TOLLO, NPUHLUAW, METOOUN, MOHATTSA methods, concepts of cybersecurity and
Kibepbe3nekun Ta 3axucTy iHopMaLllii y information protection in educational and
HaBYaJIbHIN Ta NpodecinHin AianbHOCTI professional activities
3acTocoByBaTW 3HAHHA N PO3YMIHHA .
y \ POSYMIHHA Apply knowledge and understanding of
MaTeMaTUKN Ta i3UKN B NPOGECINHIN : o ;
NiANbHOCTI, hopManizyBaTh 3anadi mathematics and physics in professional
rPH . PR activities, formalize problems in the field of
npeaMeTHOI ranysi kibepbesnekn Ta 3axucTy . . ) )
08 IHOPMALLTT, (hOPMYNIOBATY X MATEMATIYH cybersecurity and information protection,
P ! pMy . _ Y | formulate their mathematical formulation and
MOCTaHOBKY Ta obupaTu pauioHaNbHMUA MeToA4 . ,
. choose a rational solution method
BUPILLEHHS
3HaTn Ta 3aCTOCOBYBaTWN 3aKOHOLABCTBO Know and apply the legislation of Ukraine and
fPH YKpaiHn Ta Mi>XHapo4Hi BUMOIn, MPaKTUKMK i international requirements, practices and
09 |CTaHAapTy 3 MeTolo 34incHeHHA npodpecinHoi | standards in order to carry out professional
OianbHOCTI B ranysi kibepbesnekn Ta 3axucTy activities in the field of cybersecurity and
iHopMauii information protection
BukopucToByBaTu cyyacHi iHhopMaLuinHi Use modern information technologies,
[PH | TexHonorii, meToan i mogeni kibepbesnekn Ta| methods and models of cybersecurity and
10 | cucTeM 3axuUCTy iHopMauii ona 3gincHeHHs | information protection systems to carry out
npoecCinHoT AiaNbHOCTI professional activities
MnaHyBaTK NiaoroToBKy Ta 3abe3nedyyBaTun Plan preparation and ensure continuity of
fPH HernepepBHicTb BisHec-npouecie B business processes in organizations in
11 opraHisauisix 3rigHo 3i BCTaAHOBIEHOO accordance with the established cybersecurity
nosiTukoto Kibepbesnekn 3 ypaxyBaHHAM policy, taking into account information
BMMOI [0 3aXUCTy iHdopMauil protection requirements
3acTocoByBaTu MeToAM Ta 3acobum 3axucT : .
iH(pg Mauii B iH('%o MaLiHIX Ta y Apply methods and means of information
rPH . pr opmal protection in information and information and
iHpOpMaLiNHO-KOMYHIKaLiNHUX cucTeMax - . ;
12 communication systems in accordance with

BigMOBiAHO 0O BCTAHOBJIEHOT NOJITUKMN
iHpopMaLinHoi 6e3nekn

the established information security policy
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BnpoBag>kyBaTun, HanalwTOBYBaTH,
CYyNpoOBOA KYBaTW Ta NigTPUMyBaTuU
PYHKLiOHYBaHHSA NPOrpaMHnNX i MporpamHo-
anapaTHUX KOMIMJIEKCIB i CUCTEM

Implement, configure, maintain and support
the functioning of software and hardware-
software complexes and cybersecurity and

lPH . i information protection systems as necessary
Kibepbe3nekun Ta 3axUCTy iH(opMaLlii K o . ;
13 L . procedures for the functioning of information
HeobxigHi npoueanypu ona hyHKLiIOHYBaHHS . : L
) ) S o and information and communication systems
iHpopMaUiHUX 1 iHhopMaLinHO- . N
. o and/or the infrastructure of the organization as
KOMYHiKaUinHnx cuctem Ta/abo 3 whole
iHbpaCTPYKTYypW opraHizauii B Linomy
BupiwyBaTu 3agaudi ynpaBaiHHA npouecamMmu
BiAHOBJIEHHS WUITATHOrO (PyHKLIIOHYBaHHSA Solve the tasks of managing the processes of
iHpopMaUinHUX Ta iHhopMaUinHo- restoring the normal functioning of information
fPH KOMYHiKaLUiHNX CUCTEM 3 BUKOpUCTaHHAM | and information and communication systems
14 npouenyp pe3epByBaHHSA 3rigHoO using backup procedures in accordance with
BCTAHOBNEHOI MONiTUKK 6esneku i the established security policy and ensure the
3abesnevyyBaTu PyHKLIOHYBaHHSA functioning of special software for information
crneuianbHOro nporpaMHoro 3abesneveHHs protection and recovery
LLOA0 3aXUCTY Ta BiAHOBAEHHS iHpopmaLil
36”pKaTM”T'MzﬁHF?°6a”::T”J'1:6?(';?”'eZ'L?::)?.FaT” Collect, process, store, and analyze critical
P A AnA L y peanisaul data to prove the implementation of cyber
[1PH Kibep3arpos, npoBoANTK aHani3 Ta . . L2
: . i threats, conduct analysis and investigation of
15 nocnig)XeHHs KibepiHUMAEHTY 3 MeToto S .
. . a cyber incident in order to promptly restore
onepaTMBHOIO BiAHOBJIEHHA (PYHKUIOHYBaHHS o . :
: o the functioning of the information system
iHpopMaUinHOI cuctemmn
fPH BupiwyBaTun 3agadi BNIpoBaA)XeHHSA Ta Solve the problems of implementing and
16 CyrnpoBoAYy KOMMNEKCHUX CUCTEM 3aXUCTY maintaining complex information protection
iH(hopMaLii B iH(hbopMaLinHMX cncTeMax systems in information systems
3abe3nevyyBaTn PYHKLIOHYBAHHSA CUCTEM Ensure the functioning of the organization's
ynpaBniHHSA Kibepbe3nekoto i 3axmucTom cybersecurity and information protection
fPH iHbopMaUil opraHisauii, BKJOYa4m nepcoHan| management systems, including personnel
17 |T@ ynpaBfiHHA Hacnigkamm peanisauii 3arpo3 and management of the consequences of
iHpopMaUinHin 6e3neui B KpN30OBUX information security threats in crisis situations,
CUTYyauisix, Ha OCHOBI 34iNCHeHHA Npouenyp | based on the implementation of quantitative
KiJIbKICHOT i AKICHOT OLLIHKWN pU3KKiB and qualitative risk assessment procedures
Ananisysatu, 3acrocosyBaTn METOAN Ta Analyze and apply methods and means of
[1PH 3acobun KpunTorpadivHoOro 3axumcTy o ; :
18 iHbopMaLlii Ha 06'eKTax iHhOPMALLMHOI cryptographic information protection at
pMall . . pMall information activity facilities
OiaNbHOCTI
BUDILLIYBATY 33084 LLOAO OpraHisaLi Ta Solve problems related to the organization and
PiLLy A LLoA0 op H control of the state of cryptographic
[TPH | KOHTpPOJIIO CTaHy KpunTorpagivyHoro 3axmcTy : . . : ? .
19 iHhOPMALLTi, 30Kpema BiANOBIAHO N0 BAMOT information prgtectlon, in partlcular in
' . accordance with the requirements of
HOPMaTUBHUX OOKYMEHTIB
regulatory documents
Bu3Ha4vaTu 3arposun cTBopeHHA TexHiYHux | ldentify threats of creating technical channels
KaHaniB BUTOKY iHopMaLii Ha 06’ekTax for information leakage at information activity
iHopMauinHoi aianbHOCTI; BNnpoBaaxxyBaTu | facilities; implement means and measures for
rPH 3acobu i 3ax04n TEXHIYHOIO 3aXNCTy technical protection of information from
20 |iHdopMmaLil Big BUTOKY TexHiYHUMK KaHanamu,| leakage through technical channels, carry out

NPoBOANTM 0B6CNYroByBaHHSA i KOHTPOJIb CTaHy
anapaTHux 3acobiB 3axucTy iHpopMaLii Ta

KOMMJIEKCiB TEXHIYHOrO 3aXUCTy iHhopMauii

maintenance and control of the condition of
information protection hardware and technical
information protection complexes
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rPH
21

BrnkoHyBaTn BMpoBaA>XEHHS, NiATPUMKY,
aHaniz eeKTNBHOCTI CUCTEM BUABJIEHHS
HeCaHKLiOHOBaAHOIro AoCTyny, Ain 3
iHbopMaLli€eto B iHpopMaLUinHin cncTemi,
BPa3JIMBOCTEN, MOXXJIMBMX 3arpo3
iHbopMaUiNnHOMY NPOCTOPY 1 iHopMaLiNnHUM
pecypcam Ta BUKOPUCTOBYBATK KOMIMJIEKCH
3axucTy ons 3abesneyeHHs HeobXigHOro
PiBHS 3aXuULLEHOCTI iHpopMauii B
iHbopMaUINHNX cncTemax

Implement, support, and analyze the
effectiveness of systems for detecting
unauthorized access, actions with information
in the information system, vulnerabilities, and
possible threats to the information space and
information resources, and use protection
complexes to ensure the required level of
information security in information systems

[1PH
22

Po3pob6asiTK NnporpamHe 3abe3neyeHHs 3
ypaxyBaHHAM CTaHAapTiB 6e3neku

Solve problems of software code analysis for
the presence of possible threats

[PH
23

30iNCHIOBATM 3BOPOTHY po3pobKy Ta aHani3
nporpamMHoro 3abesnevyeHHs, BUpiLLyBaTW
3a4aui aHanisy nporpamMHoro 3abesnevyeHHs
Ha HasIBHICTb MOXXJIMBMX 3arpo3

Carry out reverse engineering and analysis of
malicious software using modern technologies
and mathematical methods

[1PH
24

HocnipxxyBaTu 3arposn Kibepbesneku Ha
npegMeT MexaHi3MiB ix gii

Investigate cybersecurity threats for their
mechanisms of action

[PH
25

Po3pobnatu 3acobu Ta anropmtmmn
Kibepbesneku , 6a3zyynchb Ha
MaTeMaTUYHOMY anapaTi, Cy4aCHMX
iHPOPMALINHNX TEXHOJIOrIAX Ta apXiTeKTypi
KOMM'IOTEPHUX CUCTEM

Develop cybersecurity tools and algorithms
based on mathematical methods, modern
information technologies, and computer
systems architecture

[1PH
26

3HaTU Ta BMIiTU BUKOPUCTOBYBATU OCHOBHI
3acobun 3axmucty Ta o6opoHU AeprKaBwy,
CMiBBIiTYM3HMKIB, MaTepiasibHMUX LLiIHHOCTEN Ta
TepuTopiasbHOI LiNiCHOCTI Aep>KaBu,
30KpeMa, y pasi BiInCbKOBUX Ain Ta
HaA3BMYaMHUX CUTyaUin

Know how to use and be able to apply basic
means of protection and defence of the state,
fellow citizens, material assets, and the
territorial integrity of the state, particularly in
the event of military actions and emergency
situations
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8 - PecypcHe 3abe3nevyeHHs peanisauii nporpammu / Resource provision for programme
implementation

KappoBe 3abe3n

euyeHHsn / Staffing

BignosigHO A0 KagpOBUX BUMOT LLOAO0
3abe3neyvyeHHs NPoBag)XeHHS OCBITHbLOI
OiNbHOCTI ong BignosigHoro piBHA BO,
3aTBepa)xeHux MNoctaHoBoto KabiHeTy MiHicTpis
YkpaiHu Big 30.12.2015 p. Ne 1187 (B YMHHIN
penakuii).

In accordance with the personnel requirements
for ensuring the implementation of educational
activities for the corresponding level of HE,
approved by the Resolution of the Cabinet of
Ministers of Ukraine dated 12.30.2015 No. 1187
(in the actual version).

MaTepianbHO-TexHiYHe 3ab6e3ney

eHHA / Material-technical support

BignoBigHO 00 TEXHONMOrMIYHMX BUMOT LL,OAO
MaTepiasbHO-TeXHi4YHOro 3abesnevyeHHs
OCBITHbOI AiSANILHOCTI BiAMoOBiAHOro piBHA BO,
3aTBepoxeHux MNoctaHoBoto KabiHeTy MiHicTpis
YkpaiHu Big 30.12.2015 p. Ne 1187 (B YMHHIN
penakuir).

BukopucTtaHHa obnagHaHHA ona NnpoBeneHHs
neKuin y dpopmaTi npe3eHTauin, mepexesux
TEXHO0rin, 30KpeMa Ha naaTdopmi
ONCTaHUiNHOro HaB4YaHHs Sikorsky.

In accordance with the technological
requirements for the material and technical
support of educational activities of the
corresponding level of HE, approved by the
Resolution of the Cabinet of Ministers of Ukraine
dated 12.30.2015 No. 1187 (in the actual
version).

Use of equipment for conducting lectures in the
format of presentations, network technologies,
in particular on the Sikorsky distance learning
platform.

IHdbopMauiHe Ta HaBYasIbHO-MeToAUYHe 3abe3neuyeHHs / Information and methodological support of the

education

al process

BionoBigHO 4,0 TEXHOJIOTIYHUX BUMOI LLOA0
HaBYaJ/IbHO-METOANYHOro Ta iHopMaLiNHOro
3abe3nevyeHHs OCBITHbOI AiA/IbHOCTI
BianoBigHOro piBHa BO, 3aTBEpAXEHUX
MocTaHoBow KabiHeTy MiHicTpiB YKpaiHu Bif
30.12.2015 p. Ne 1187 (B 4MHHIN pepakuii).
KopucTtyBaHHA HaykoBo-TexHi4HOW b6ibnioTekoto
KMl im. Irops Cikopcbkoro.

In accordance with the technological
requirements for educational, methodological
and informational support of educational
activities of the corresponding level of HE,
approved by Resolution of the Cabinet of
Ministers of Ukraine dated 12.30.2015 No. 1187
(as amended).

Use of the Scientific and Technical Library of Ihor
Sikorsky Kyiv Polytechnic Institute.

9 - AkapeMiyHa MOOiINbH

ictb / Academic mobility

HauioHanbHa kpeauTHa MobGinbHicTb / National credit mobility

Y4yacTb CTyAEeHTIB B MpOrpaMax akageMiyHoi
MOBINIbHOCTI, MOXXJIMBICTb YKJIaAEeHHS yrof
OLEpP>XaHHSA CTyAEeHTaMU MoABiNHUX OUMJIOMIB.

Participation of students in academic mobility
programs, the possibility of concluding
agreements for students to receive double
diplomas.

MixxHapopgHa KpeauTHa MoGinbHicTb / International credit mobility

MOXXNUMBICTb YKNAAEHHA yrof npo Mi>XHapoaHy
akageMivyHy MobinbHICTb, MPo NoAaBiNHe
OVNIOMYBaHHSA, NPO TpUBai Mi>XHapPOHi
NpoeKTw.

The possibility of concluding agreements on
international academic mobility, on double
graduation, on long-term international projects.

HaB4yaHHA iHO3eMHMX 3800yBayiB BULLLOI OCBiTH /

Study of foreign applicants of higher education

HaB4yaHHS iHO3eMHUX 3006yBadviB BO, ki
onaHoBytoTb Ol 3a NnporpamMamMy MiXKHapogHOI
akKageMivyHoi MobifIbHOCTi, HaBYaHHA MOXXe
MPOBOANTUCH aHININCbKO abo yKpaiHCbKOLO
MOBOIO, 3@ YMOBM BONOAiIHHA 3006yBavYeM MOBOIO
HaB4YaHHS Ha PiBHI He HuxX4e B2.

The training of foreign higher education
students who master the OP under international
academic mobility programs can be conducted
in English or Ukrainian, provided the student has
a language proficiency of no lower than B2.

10 - NMpouenypa npucBoeHHA npodecininx kBanidikauin / Procedure for awarding
professional qualifications
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2. MEPEJIIK KOMMOHEHTIB OCBITHbOI MPOrPAMMN / COMPONENTS of EDUCATIONAL

PROGRAMME
KpeauTis . Popma
N nigcyMKoBoOro
Koa/Code OcBiTHI kKOoMMoHeHTK Nporpamu/Components EKTC/ECTS .
: KoHTposto / Final
credits
control form
HOPMATWBHI ocBiTHI koMmnoHeHTU/Required (standard) components
O60B’5A3KOBi KOMMOHEHTW LMKY 3arasbHoi nigrotoBkun/General training cycle
YKpaiHCbka MOBa 3a NpoecCinHUM CnpsMyBaHHAM / . .
3001 Ukrainian for Professional Purposes 2.0 3anix / Final test
IcTopiA HayKW i TeXHIKK / . .
3002 History of Science and Technology 2.0 3anix / Final test
OCHOBYW 380pPOBOro CNocoby Xutrs / . .
3003 Fundamentals of Healthy Lifestyle 3.0 3anix / Final test
AHrnincbka mosa / . .
30 04 English 5.0 3anik / Final test
OCHOBW €KOHOMIKMN / . .
3005 Fundamentals of Economics 2.0 3anik / Final test
MaTemaTunyHuI aHanis /
3006 Mathematical Analysis
30 06.1 MaTeMaTunyHum aHanis. YactuHa 1 / Mathematical Analysis. Part 1 5.0 Ek3ameH / Exam
30 06.2 MaTeMaTunyHum aHanis. YactuHa 2 / Mathematical Analysis. Part 2 5.0 Ek3ameH / Exam
disnka /
3007 Physics
30 07.1 ®isnka. YactuHa 1/ Physics. Part 1 5.0 3anik / Final test
30 07.2 di3uka. YacTtumHa 2 / Physics. Part 2 6.0 Ek3ameH / Exam
Teopisa MMOBIPHOCTI Ta MaTeMaTU4YHa CTaTUCTUKA /
3008 Probability Theory and Mathematical Statistics >0 Ek3amen / Exam
[OunckpeTHa MmaTemMaTuKa /
3009 Discrete Mathematics >0 Eksamen / Exam
MporpamysaHHs /
3010 Programming
30 10.1 MporpamysaHHsa. YacTmHa 1 / Programming. Part 1 5.0 Ek3ameH / Exam
30 10.2 MporpamysaHHs. YacTuHa 2 / Programming. Part 2 4.0 3anik / Final test
Anrebpa Ta reomeTpis /
3011 Algebra and Geometry 5.0 Ek3ameH / Exam
BcTyn po kibepHeTuyHoi 6e3nekn / . .
3012 Introduction to cyber security 4.0 3anix / Final test
OCHOBUM KOMMN'IOTEPHUX MepexX / . .
3013 Basics of computer networks 4.0 3anik / Final test
ApXiTeKTypa KOMN'IOTEPHUX CUCTEM /
3014 Architecture of computer systems 3.0 Exsamen / Exam
OnepauinHi cuctemn /
30 15 Operating Systems 5.0 Ek3ameH / Exam
KpunTorpadis /
30 16 Cryptography 5.0 Ek3ameH / Exam
KoMnneKcHi cucTeMn 3axucTy iHopMaLii: NPOeKTyBaHHSA, BNPOBaAXXEHHS, Cynposig / . .
3017 Complex information protection systems: design, implementation, support 4.0 3anix / Final test
YnpasniHHS iHopMauinHoto 6e3snekoto /
3018 Information security management 3.0 Exsamen / Exam
AHrnincbka MoBa NpoecinHOro cNpsaMyBaHHS / . )
3019 English for Professional Purposes 3.0 3anix / Final test
dinocodCcbKi OCHOBU HayKOBOrO Mi3HaHHSA / . )
3020 Philosophical Foundations of Scientific Knowledge 2.0 3anix / Final test
MpaBoBi ocHOBYM iHopMauiiHoi 6e3snekun / . )
3021 Legal Foundations of Information Security 2.0 3anix / Final test
30 22 Ba3oBa 3arasibHOBIICbKOBa MiAroTOBKa /
Basic General Military Training
30 22.1 I'IpaKT_VHHa NiAroToBKa 6a3qs_m 3araJibHOBICbKOBOI NMiarotoBky / Practical Course 7.0 3anik / Final test
of Basic General Military Training
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. ®dopma
KpeauTis niacyMKOBOIro
Koa/Code OcBiTHI kKoMMoHeHTU Nporpamu/Components EKTC/ECTS Y .
credits _|<OHTPONIO / Final
control form
TeopeTuyHa nigrotoBka 6a30B0Oi 3arasbHOBINCLKOBOI NiArOTOBKYK / LMBiNbHMIA
30 22.2 3axucT, obopoHa Ta naTpioTuyHe BMxoBaHHSA / Theoretical Course of Basic General 3.0 3anik / Final test
Military Training / Civil Protection, Defence and Patriotic Education
0O60B’AA3KOBIi KOMMOHEHTW LMKy NpodecinHoi niarotosku /Professional training cycle
ANropuTMu Ta CTPYKTYpPU AaHUX / . .
1o 01 Algorithms and Data Structures 4.0 3anik / Final test
110 02 BcTyn A0 aHanisy WKiANBOro NporpamMHoro 3abesneyeHHs / 50 ExsameH / Exam
Introduction to Malware Analysis
10 03 Ba3n paHux Ta |Hcpopma'uw|H| cuctemn / 4.0 3anik / Final test
Databases and Information Systems
OCHOBW TEXHOMOTIN 3aXMCTy iHdopMauii /
1o 04 Information protection basics 3.0 Ek3amen / Exam
3BOpoTHa po3pobka Ta aHani3 WKiANMBOro NnporpaMHoro 3abesnevyeHHs /
1o 05 Reverse engineering and malware analysis >0 Ek3amen / Exam
Be3neka KOMN'tOTEPHUX MepeX /
116 06 Computer networks security >0 Eksamen / Exam
CnUCTEMM TEXHIYHOro 3axXnCTy iHdopMauii / . .
no o7 Systems of information technical protection 4.0 3anix / Final test
3axucT nporpamMHoro 3abesneyeHHs /
1o 08 Software protection 5.0 Ek3ameH / Exam
YnpaBniHHA iHUMAEHTaMn KoMN'toTepHOi 6e3nekn /
1o 09 Cybersecurity incidents control 3.0 Exsamen / Exam
Be3neka onepauiiHnx cucrtem /
Mo 10 Operational systems security 3.0 Eksamen / Exam
Teopis pu3sukis /
rno 11 Risks Theory 5.0 Ek3ameH / Exam
Ba3wn paHunx Ta iHhopMauinHi cuctemn. Kypcosa poboTa / . )
no 12 Databases and Information Systems. Academic Year Paper 1.0 3anix / Final test
AHaniz Ta MOHITOPUHT KibepHeTuYHoT 6e3nekn / . )
no 13 Cybersecurity analysis and monitoring 4.0 3anik / Final test
MeToawn Ta 3acobu TeXHIYHOro 3axuUCTy iH(hopMaLii / . )
no 14 Methods and means of technical information protection 4.0 3anix / Final test
no 15 TexHiYHUI ayanT / 4.0 3anik / Final test
MepepavnaomMHa npakTuka / . .
o 16 Pre-diploma Practice 6.0 3anik / Final test
OvnaomMHe NpoeKTyBaHHA /
rno 17z Bachelor Thesis 6.0 3axucT / Defence
BUWBIPKOBI ocBiTHi komnoHeHTW/Elective components
BnbipkoBi KOMMOHEHTM LMKy 3arajibHoi NnigrotoBkun/General training cycle
OCBIiTHIn KoMNoHeHT 1 3Y-KaTanory / . )
3B 01 Educational Component 1 from GU-Catalogue 2.0 3anik / Final test
OCBITHIn KOMNOHEHT 2 3Y-KaTanory / . )
3B 02 Educational Component 2 from GU-Catalogue 2.0 3anik / Final test
BnbipkoBi KOMMOHEHTU LMKy npodeciiHoi niarotosku/Professional training cycle
OCBITHIn KOMNOHEHT 1 ®-KaTanory / . )
1B 01 Educational Component 1 from P-Catalogue 4.0 3anik / Final test
OCBITHIn KOMNOHEHT 2 ®-KaTanory / . )
1B 02 Educational Component 2 from P-Catalogue 4.0 3anix / Final test
OCBITHIn KOMNOHEHT 3 ®-kaTasnory / . .
16 03 Educational Component 3 from P-Catalogue 4.0 3anix / Final test
OCBITHIn KOMNOHEHT 4 ®-kaTanory / . .
1B 04 Educational Component 4 from P-Catalogue 4.0 3anix / Final test
OCBITHIn KOMNOHEHT 5 ®-kaTanory / . .
18 05 Educational Component 5 from P-Catalogue 4.0 3anix / Final test
OCBITHIn KOMNOHEHT 6 ®-KaTanory / . .
18 06 Educational Component 6 from P-Catalogue 4.0 3anik / Final test
OCBITHIn KOMNOHEHT 7 ®-kaTanory / . .
g 07 Educational Component 7 from P-Catalogue 4.0 3anik / Final test
1B 08 OCBITHI KOMMNOHEHT 8 ®d-kaTanory / 4.0 3anik / Final test

Educational Component 8 from P-Catalogue
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. ®dopma
KpeauTis niacyMKOBOIro
Kon/Code OcBIiTHI koMNoHeHTU nporpamMmu/Components EKTC/ECTS Y .
credits _|<OHTPONIO / Final
control form
OCBITHin KOMNOHEHT 9 ®-kaTasnory / . .
18 09 Educational Component 9 from P-Catalogue 4.0 3anik / Final test
OCBITHIn KOMNOHeHT 10 ®-kaTanory / . .
18 10 Educational Component 10 from P-Catalogue 4.0 3anik / Final test
OCBITHI KOMNOHEHT 11 ®-kaTanory / . .
B 11 Educational Component 11 from P-Catalogue 4.0 3anik / Final test
OCBITHIn KOMNOHEHT 12 ®-kaTanory / . .
B 12 Educational Component 12 from P-Catalogue 4.0 3ani / Final test
OCBITHin KOMNOHEHT 13 ®-kaTanory / . .
B 13 Educational Component 13 from P-Catalogue 4.0 3anik / Final test
OCBITHIn KOMMNOHEHT 14 ®-kaTanory / . .
B 14 Educational Component 14 from P-Catalogue 4.0 3anik / Final test
3aranbHui obcar o6oB’a3k0BMX KOMNOHeHTIB / Total volume of the required 180
components:
3aranbHui obcsar BubipkoBnx KomnoHeHTiB / Total volume of the elective components: 60
O6csAr oCcBiTHIX KOMMOHEHTIB, WO 3abe3nevyyoTb 3400yTTA KOMNETEHTHOCTEN
BM3HA4YeHUX CTaHOapToM BuLWol ocBiTK / Total volume of the educational components 180
aimed at acquisition of competencies specified in the Higher Education Standard:
3ATAJIbHUI OBCAr OCBITHBOI MPOMPAMU / TOTAL VOLUME OF THE EDUCATIONAL 240

PROGRAMME
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3. CTPYKTYPHO-JIOINYHA CXEMA OCBITHbOI MPOrPAMU / STRUCTURAL-AND-LOGICAL
SCHEME OF THE EDUCATIONAL PROGRAMME
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4. ®OPMA ATECTALLIi 340B5YBAY4IB BULLLOi OCBITU / THE FORM OF ATTESTATION FOR
DEGREE PURSUERS

ATecTauia 3p00yBayiB BULLOT OCBITU 3a OCBITHLO-NpoOgECinHOW0 NporpamMoto «CncTtemMu, TexHonorii
Ta MaTeMaTU4Hi meToaun Kibepbesnekn» 3QINCHIOETLCS Y (POPMi BUKOHAHHSA EAMHOIO Aep>XaBHOIro
KBasidikauinHoro icnuTy Ta NybnaiyHOro 3axmcTy KBasidikauiiHoro npoekTy/poboTu.

KBanidikauinHa poboTa nepenbaya€e po3B’'A30K cneLianizoBaHOro 3aBAaHHa TeopeTnyHoro abo
MPaKTUYHOro CNpsMyBaHHSA B rasysi kibepbesneku Ta 3axucTty iHdhopMaldlii.

ATecTalis 3aBepLlUYETHCA BUAA4Ye0 JOKYMEHTY BCTAHOBJIEHOIO 3pa3ka Npo NPUCBOEHHS
kBanigikauii bakanaspa 3 Kibepbesnekun Ta 3axmcTy iHHOPMaLLii.

Ha aTecTauito BUHOCMTbLCS CYKYMHICTb 3HaHb, YMiHb, HaBUYOK, iHLIMX KOMNEeTeHTHOCTeN, HabyTux
0coboto y npoueci HaB4YaHHA. [Jo aTecTaLlii 4ONYCKAOTLCA CTYAEHTU, AKi BUKOHaN BCi BUMOT K
nporpaMmu NiaroToOBKW.

KBanicikauinHa poboTa nepeBipAETbCS Ha NMaariaT Ta NicNa 3aXUCTy PO3MILLLYETbCS B peno3nTopil
HayKOBO-TEeXHiI4YHOI 6ibnioTekn yHiBepcuTeTy OS5 BiIbHOro AoCTyny (3a BUKJOYEHHSAM pobiT wwo
MiCTATb iHpopMaLito 3 o0bMeXXeHM OOCTYNOM).

Certification of higher education applicants under the educational and professional program
“Systems, technologies and mathematical methods of cybersecurity” is carried out in the form of a
unified state qualification exam and public defense of a qualification project/work. The attestation
ends with the issuance of a document of the established model on the awarding of the bachelor’s
qualification in cyber security and information protection.

The totality of knowledge, abilities, skills, and other competencies acquired by a person during the
training process is submitted to the certification. Students who have fulfilled all the requirements of
the training program are admitted to attestation.

The qualification work is checked for plagiarism and after protection is placed in the repository of the
scientific and technical library of the university for free access.
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5. MATPULA BIANOBIJHOCTI NPOrPAMHUX KOMMNETEHTHOCTEA KOMMOHEHTAM
OCBITHbOI MPOrPAMU / COMPLIANCE MATRIX OF PROGRAMME COMPETENCIES WITH
PROGRAMME COMPONENTS

30(30|30(30(30]30]30|30|30(30|30]30|30|30(30(30|30|30|30(30|30|30]|ro|rno|rnojno\rno|{rnojrnojno|rno|{rojno|rno|rnoj|no|rno{rno|{rno
01102]103|04|05(06(07108]09|10|11(12]13]|14|15|16(17(18]|19|20|21 (22|01 |02 |03 |04 |05 |06 (07 (0809|1011 ]|12|13 |14 |15|16|17
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6. MATPULA 3ABE3NEYEHHA MPOrPAMHUX PE3YJIbTATIB HABYHAHHA BIANOBIAHUMMU
KOMMOHEHTAMU OCBITHbOI MPOrPAMMN / COMPLIANCE MATRIX OF PROGRAMME
LEARNING OUTCOMES WITH PROGRAMME COMPONENTS
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