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BE3MNEKA JEPKABHUX IHOOPMALIHHUX
PECYPCIB
SECURITY OF STATE INFORMATION
RESOURCES

OCBITHBO-TTPO®ECIMHA [TPOTPAMA /
EDUCATIONAL PROFESSIONAL PROGRAMME

[epmmii (GakanaBpchKuii) The first (bachelor)
piBeHb BHULIOI OCBITH level of higher education
Creniansaicts: F5 KibepOesmneka ta Speciality: F5 Cybersecurity and information
3axucT iHpopMarii protection

I"amy3p 3Hanb: F [ndopmaniiini Texnomnorii Knowledge branch: F Information technologies
Ksanidikauisa: bakanasp 3 xibepOe3nexu Qualification: Bachelor's degree in cybersecurity

Ta 3axucTy iHpopmarii and information protection

MHOro1XEHO / APPROVED

['osoBa JlepkaBHOT CiTy)KOM CIIelialIbHOTO 3B’3Ky Ta 3axucty iHpopmanii Ykpainu / Head of the
state service for special communications and information protection of Ukraine
Ounexcanap ITOTIN / Oleksandr POTII

.20

MNOTrOAKEHO / APPROVED

Jupekrop Jlenmapramenty BiiicbkkoBO1 OcBiTH 1 Haykn MiHicTepcTBa 00opoHu Ykpainu / Director of
the Department of Military Education and Science of the Ministry of Defense of Ukraine.
Bonoaunmup MIPHEHKO / Volodymyr MIRNENKO

.20




ITPEAMBYJIA / PREAMBLE

PO3POBJIEHO / DESIGNED:

KepiBauk pobouoi rpynu / Head of the project team:

Konomoneyo Mukona Mukonatiosuu, kanouoam mexuiuHux Hayk, ooyeum, ooyeum CneyianbHoi Kaghedpu
Ne 1 IC331 KIII im. leops Cixopewvkozo/Mykola Konotopets, candidate of technical sciences, associate
professor, associate professor of the Special department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic
Institute.

Unenu pobouoi rpynu / Project team members:

Tonv Braoucnas J{mumposuy, KaHouoam mextiurux Hayk, npoghecop, sasioyeau Cneyianvroi kaghedpu Ne 1 1C331 K111 im.
leops Cixopevkoeo [ Viadislav HOL, candidate of technical sciences, professor, head of the Special department N2 7 ISCIP of
the Igor Sikorsky Kyiv Polytechnic Institute.

Iearuenxo Cepeiti Onexcandposuy, 00Kmop mexHiuHux Hayk, npogecop, npogecop Cneyianroi kagpeopu Ne 1 IC331 K11
in. leopa Cixopewkoeo | Serhii Ivanchenko, doctor of technical sciences, professor, professor of the Special department Ao 7
ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

Onexcitiyyx Anmon Muxonatiosuy, JoKmop mextiuHux Hayk, npoghecop, npoghecop Cneyianvhoi kaghedpu Ne 1 IC331 KI1T
in. leopa Cixopeokoeo [Anton Oleksiichuk, doctor of technical sciences, associate professor, professor of the Special
department.Ne 7 ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

Camotinos leop Bonooumuposun, KaHouoam mexuiuHux Hayk, ooyenm, doyernm Cneyianoroi kaghedpu Ne 1 IC331 KI1I im.
leops Cixopevkoeo | 1hor Samoilov, candidate of technical sciences, associate professor, associate professor of the Special
department.Ne 7 ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

Cmopuax Aumon Cepeitiosuy, Kanouoam mexHiuHux Hayx, ooyerm, doyenm Cneyiamhoi xagpedpu Ne 1 IC331 KIII im.
leops Cixopevkoeo IANton Storchak, candidate of technical sciences, associate professor, associate professor of the Special
department e 7 ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

Isaroe Anopiti Bacumtioguy, KaHOUOAm MexXHIYHUX HayK, Oupekmop enapmamenmy 0epicasHo20 pecynio8anHs.

y cepi komyHikayiunux nociye Aominicmpayii Jlepoccneyse’sizky | Andriy Ivanov, candidate of technical
sciences, Director of the Department of State Regulation in the Field of Communication Services of the state service for
special communications and information protection of Ukraine.

Oxcamummuti ONexcanop, KypcaHm mazicmepcskoeo Kypey (cneyiamricmy: F5 Kibepbesnexa ma 3axucm iHghopmayii)
IC33I KIII im. leops Cikopevkoeo | Oksamytnyi Oleksandr, master's degree cadet (speciality F5 Cybersecurity and

information protection) ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

Miwenina Anvona leopisna, xypcammxa 6axanaspcekoeo Kypcey (cneyiamwnicmv: FS Kibepbesnexa ma 3axucm
ingpopmayii) IC331 KI1I im. leopsi Cixopevkoeo / Mishenina Alyona Ihorivna, bachelor's degree student (speciality: F5
Cybersecurity and information protection) ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

MNOTI'O’KEHO / AGREED:

HaykoBo-meronnuna xomicis yHiBepcuteTy 3i cremiansHocTi F5 KiGepOesmeka Ta 3axuct iHpopmanii (s
IC33I) / The Scientific and Methodological Commission of the University on speciality F5 Cybersecurity
and information protection (for ISCIP) (mporokoxn / minutes of meeting No_4_ Bin / dated 20_ )
I'onoBa HMKY- F5 (s IC331) / Head of the SMCU- F5 (for ISCIP)

Bnamgucnas INons / Viadislav HOL

Meroanuna paaa KIII im. Irops Cikopcbkoro / The Methodological Council of Igor Sikorsky Kyiv
Polytechnic Institute (mpoTokon / minutes of meeting N Bin / dated 20 )
l'onoBa Meronuunoi panu / Head of the Methodological Council

Tersna JKEJIICKOBA/ Tatiana ZHELIASKOVA




BPAXOBAHO / CONSIDERED:

1. Hakaz Minicmepcmea oceimu i Hayku Yxpainu ei0 19.11.2024 Ne 1625. “Ilpo ocobrusocmi
3aNPOBAOINCEHHS 3MIH 00 NEpeiKy 2any3ell 3HaHb | CReyiaIbHOCmel, 34 AKUMU 30IICHIOEMbCS NI020MOBKA
3000y6auie suwoi ma gaxoeoi nepedsuwyoi ocsimu’’, 3ameepodicenux nocmanogor Kabinemy Minicmpis
Vrpainu 6i0 30 cepnus 2024 poxy Ne 1021. https://zakon.rada.gov.ua/laws/show/z1833-24#Text.

2. IIponosuyii 6io I'VY3 Jlepoiccneyss ’sizky Ne 26/05/04-1792/2025/BH 6io 24.03.2025.

3. Hakaz Minicmepcmea oceimu i Hayku Ykpainu Hayionanvnuii mexwiynuil yHieepcumem Yxpainu
“Kuiscoxuti nonimexniunuti incmumym imeni leops Cixopcewvroeo”(KIII im. leops Cikopcwroeo) 6i0
25.04.2025 HOJT 362-25.

1. “Order of the Ministry of Education and Science of Ukraine dated 19.11.2024 No. 1625. ‘On the peculiarities of introducing
changes to the list of fields of knowledge and specialities in which applicants for higher and professional higher education are
trained, approved by the Resolution of the Cabinet of Ministers of Ukraine of 30 August 2024 No. 1021.
https://zakon.rada.gov.ua/laws/show/z1833-24#Text.

2. Proposals from the State Special Communications Service of Ukraine No. 26/05/04-1792/2025/VN of
24.03.2025.

3. Order of the Ministry of Education and Science of Ukraine National Technical University of Ukraine
“Igor Sikorsky Kyiv Polytechnic Institute” (KPI) dated 25.04.2025 NOD 362-25.

EBOJIIOLIA OCBITHBOI TPOI'PAMU / EVOLUTION OF THE EDUCATIONAL
PROGRAMME:

2016 pix — zanouamkoeano OII Besnexa OepoicasHux iHGOpMayitinux pecypcie 3 memorw ni020MOoeKU
BUCOKOKBANIPIKOBAHUX (haxieyie cmynens euwoi ocsimu baxanasp O0isi npogecitinoi disibHocmi Ha
nocaoax opeawrie ma niopo3dinie /lepoccneyss sizky.

2019 pix — onoenennss Ol 3 memoio 8paxys8aHms:

Haxa3zy Minicmepcmea oceimu i nayku Yxpainu Nel074 6i0 4 ocoemusn 2018 poxy npo 3ameepoicenns
Cmanodapmy euwoi oceimu 3a cneyianvuicmwo 125 “Kibepbesnexa” eanysi 3nanv 12 “Inghopmayitini
mexHonoeii” dns nepuioco (6aKaia8pcykoeo) pieHs suuyoi oceimu.

2023 pix — onosaenns Ol 3 memoio 8paxyeanms:

IHocmanoeu Kabinemy Minicmpis Yxpainu 6i0 16 epyons 2022 poxy Ne 1392 “Ilpo enecenws 3min 00
nepeniky eanyszell 3HAHb I CHeYiaIbHOCMmeEl, 3a SKUMU 30IUCHIOEMbCS Ni020mosKa 3000y6auie euuyoi
ocgimu’”’;

Haxazy Minicmepcmea Exonomixu Vkpainu (Minexonomixu) 6io 29 epyous 2022 poxy Ne 5573 “Ilpo
sameepoxcennss  3minu  Ne 11 0o  Hayionamvnoco  kaacugikamopa — AK  003:2010”.
https://zakon.rada.gov.ua/rada/show/v5573930-22#n5;

Haxa3z Minicmepcmea Exonomixu Yxpainu (Minexonomixu) 6io 25 ocoemus 2021 poxy Ne 810-21 “Ilpo
sameepoxcenns  3minu  Ne 10 0o  Hayionanvnozco  kaacugpixamopa  JK  003:2010.
https://zakon.rada.gov.ua/rada/show/v0810930-21#n45;

Hocmanosu Kabinemy Minicmpie Yxpainu 6i0 19 mpasua 2021 poxy Ne 497 *“ Ilpo amecmayito
3000y6auie cmyneHs haxogoi nepedsuwoi oceimu ma CMYneHie SUWOi O0C8IMU HA NEPULOMY
(baxanaepcokomy) ma Opyeomy (mazicmepcvkomy) pieHsX y  Qopmi  €0UHO20  0epAHCABHO2O
keanighikayitinozo icnumy”. https://zakon.rada.gov.ua/laws/show/497-2021-%D0%BF#Text;

Haxa3zy Aominicmpayii epoicasnoi ciyacou cneyianvioeo 36 513Ky ma 3axucmy ingpopmayii Yxpainu 6io 19
cepnusa 2021 poxy Ne 507 “Incmpyxyis npo nopsook opeanizayii nposedents NPpakmuuHoi ma GiticbKo8o-
npogecitinoi’ niocomosku 3000y8auis euwoi oceimu 6 3axnadi oceimu JepaicasHoi ciyxicou cneyiaibHozo
368 ’A3Ky ma 3axucmy iHgopmayii Yxpainu”.

2024 pix — onoenenns Ol 3 memoio 8paxys8anus:

Hocmanosu Kabinemy Minicmpie Yxpainu 6io 15 epyous 1997 poxy Ne 1410 “Ilpo mpancgopmayiro
cucmemu 8iticbko6oi ocgimu” (i3 3minamu, euecenumu 32iono 3 Ilocmarnosoro KM Nel490 eio 30.12.2022
poky. Habpana wunnocmi 6io 04.01.2023). https://zakon.rada.gov.ua/laws/show/1410-97-%D0%BF#Text
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Haxazy Minicmepcmea Oboponu Yxpainu 6i0 15 momoco 2024 poxy Ne 120 “Ilpo 3ameepooicenns
Tonooicenns npo ocobaugocmi opeanizayii 0C6IMHL020 Npoyecy y BUWUX BILICbKOBUX HABYATLHUX 3AKNA0AX
Minicmepcmea 0boporu Ykpainu, 6iticbKo8ux HABUAIbHUX NIOPO30iNax 3aKk1a0ie sUUoi 0ceimu, 3axKiaoax
Gaxoeoi nepedsunyoi giticokosoi oceimu . https://zakon.rada.gov.ua/laws/show/z0453-24#Text

Haxa3zy Aominicmpayii Jeporcasnoi ciyacou cneyianvroeo 36 3Ky ma 3axucmy ingopmayii Yrpainu 6io 23
ciuna 2024 poky Ne 38.

Ilpoexmy naxazy MOH Ykpainu «Ilpo enecenHss 3miH 00 OesiKux cmanoapmis uujoi oceimuy, a came 8
yacmuni OONOBHEHHSL NEPENIKY 3A2aNbHUX Komnemenmuocmeti 8 nynkmom. https://mon.gov.ua/news/mon-
proponue-do-gromadskogo-obgovorennya-proekt-nakazu-pro-vsesennya-zmin-do-deyakikh-standartiv-
vishchoi-osviti

Posnopsoacenns KABIHETY MIHICTPIB YKPAIHU 6io 18 ocoemus 2024 p. Ne 1021-p Kuis. “Ilpo
3ameepoxcents niany 3axodie 3 peanizayii Konyenyii pepopmyeanns Jlepocasnoi ciyscou cneyianbHo2o
383Ky ma 3axucmy ingpopmayii Yxpainu na 2024-2025 poxu’. https://zakon.rada.gov.ua/laws/show/1021-
2024-%D1%80#Text.

Haxa3zy Minicmepemesa oceimu i nayxu Yrpainu Nel547 io 29 scoemusi 2024 poky npo eéHeceHHs 3MiH 00
Cmanodapmy euwoi oceimu 3a cneyianvruicmio 125 “Kibepbesnexa” eanysi 3nanv 12 “Inpopmayiiini
i ona  mepwoeo (baxanaepcvkozo) pisna  euwoi  oceimu.  https://mon.gov.ua/static-

MexHoN02li
objects/mon/sites/1/vishcha-osvita/zatverdzeni%20standarty/2024/30-10-2024/125-kiberbezpeka-bakalavr-
1547-vid-29-10-2024.pdf

2025 pix — onoenenns Ol 3 memoio epaxysanns:

Haxazy Minicmepcmea oceimu i wuayku Yxpainu 6io 19.11.2024 Ne 1625. “Ilpo ocobaueocmi
3aNPOBAONCEHHS 3MIH 00 NEPeNiKy 2any3ell 3HaHb | cneyianbHocmell, 3a AKUMU 30TUCHIOEMbCS NIO20MOBKA
3000y8auie euwoi ma (axoeoi nepedsuwoi ocgimu, 3ameepodiceHux nocmanosoio Kabinemy Minicmpis
Vrpainu 6i0 30 cepnus 2024 poxy Ne 1021. https://zakon.rada.gov.ua/laws/show/z1833-24#Text.

Bynu eneceni sminu:

2019 pix — gionogiono esedenoco Cmarnoapmy euwjoi oceimu 3a cneyiarvhicmiwo 125 “Kibepbesnexa”
eanysi 3uaus 12 “Inpopmayiiini mexronoeii” ons nepuioco (6axanaspcykozo) pisHs suoi 0ceimu.

2023 pix — 3MiHQ HA38U CNEYIATLHOCMI, 34 KO0 30IUCHIOEMbCA RI020MOBKa 3000y8auie suwjoi oceimu 3
125 “Kibepbesnexa” na 125 “Kibepbesnexa ma 3axucm ingpopmayii”.

— 3Minu nos’sszami 3 ynecemnsm 0o po3diny 5 “KJIACHU®DIKAIIA ITPOPECIH” nayionanvnozo
knacugpixamopa K 003:2010 6 npogeciiinux nazeax pobim yHeceHo. @axieeyvb 3 peacy8aHHs Ha
iHyuoenmu Kibepbesnexu, axigeysb 3 mexHiuHo20 3axucmy iHgopmayii, gaxiseyv 3 KpunmospagpiuHozo
saxucmy ingopmayii, paxiseysb cihepu 3axucmy ingopmayii;

— amecmayito 3000y8auié cmyneHs uwoi oceimu Ha nepuiomy (6aKaraepcvKomy) pieHi npogooumu y
gopmi €Ouro20 deparcasHozo Keanipikayiinoeo icnumy;

— 3MIHU NOB8’A3aHI 3 NOPAOKOM Op2aHizayii ma Npo6edeHHAM HABYANbHOI NPAKMUKU MA BIUCLKOBO2O
CMadiCy8anHs 01 3000Y8aui6 CMyNeHs suoi 0ceimu Ha nepuiomy (0aKaiaspcbkomy) pieHi 6 3aKiadax
Lepotcasnoi crysicou cneyianvHoeo 368 3Ky ma saxucmy ingopmayii Yepainu.

2024 pix — 6ionogiono oo Ilocmanosu Kabinemy Minicmpie Yxpainu 6io 15 epyous 1997 poxy Ne 1410
“Ilpo mpancghopmayito cucmemu giticokooi ocgimu” (i3 3minamu, eHeceHumu 32i0no 3 Ilocmanogorw KM
Nel1490 6io 30.12.2022 poxy. Habpana yunnocmi 6io 04.01.2023).

— 3MiHU nog’azani 3 peanizayieto Konyenyii mpancgopmayii cucmemu 8iticbko8oi ocgimu ma 66e0eHHAM
HA MAKMU4YHOMY pIBHI GICbKOBOI 0CGIMU Y BUWUX BILICOKOBUX HABUAIbHUX 3AKAA0AX, GIlICKOBUX
HABYAbHUX NIOPO30LNax 3aKAA0i6 euujol oceimu Kypcie npogeciinoi siiicbko6oi ocgimu 6azosozo (L-1A)
ma ¢axosozo (L-1B).

— 6ionosiono 0o Haxazy Minicmepcmea Oboponu Yxpainu 6i0 15 ntomoeo 2024 poxy Ne 120 “Ilpo
3ameepoxcents llonodcenns npo ocobausocmi opeaizayii 0C8IMHbLO20 Npoyecy y SUWUX BIUCHKOBUX
HasuanbHux 3axknadax Minicmepcmea 000poHu Yxpainu, 6IliCbKOBUX HABYANbHUX NIOPO30iNax 3aK1adie
suwoi oceimu, 3ax1a0ax axosoi nepedsuwioi iticbkosoi ocgimu”.

— 3MIHU NOB’A3GHI 3 BNPOBAONCEHHAM BIUCLKOBO-NPOPECIUHUX KOMNEMEHMHOCmel ma BilicbKo80-
cheyianbHux KOMNemeHmHOCmel, CReyuQiunux KOMNEmeHMHOCmel, AKI GU3HAYAIOMbCA NPOQeciinum
cmanoapmom 8iticbkogozo @axieys 36pounux Cun Yxpainu 3a 6ilicbko80-00iK0BOK CHeYiAIbHICIIO
(cnopioneHuMU  BIICbKOBO-0DNIKOBUMU CHEYIATbHOCMAMU) Ma HeOOXIOHI Ol BUKOHAHHA CIYHCOOBUX
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(botiosux) ¢hynxyit Ha nocadi 3a NPUBHAYEHHAM 8 YMOBAX MUPHO20 4acy ma 6 0COoOaUSull nepioo i He
NOBUHHI nosmoprogamu (0yo08amu) KOMNEMeHmHOCMI, 6USHAYEHI Y GIONOBIOHUX CMAHOAPMAX SUWOT,
haxosoi nepedsuyoi oceimu 3a cneyiatbHOCMAMU.

— 8i0nogiono 0o Hakazy Aominicmpayii [lepowcasnoi ciyoxcou cneyiaivHo2o 36°53KYy mMad 3aXucmy
inpopmayii Ypainu 6io 23 ciuna 2024 poxy Ne 38.

— 3MIHU N0 A3aHI 3 88edeHHAM 6 Oito npogecitinux cmandapmis: Daxigeysb 3 peacysanHs HA IHYUOEHMU
KibepOesnexu, Daxieeyv 3 xKpunmoepagiynozo 3axucmy ingopmayii; Daxieeyvb 3 MeXHIUHO2O 3AXUCTHY
inghopmayii; Paxiseyv cpepu 3axucmy ingopmayii.

— 8i0n06i0HO 00 OdonosHennss 8 Cmanoapm euwoi oceimu 3i cneyianvrocmi 125 «Kibepbesnexkay eanysi
snanv 12 «lngpopmayiiini  mexnonoziiy  0ns  nepuiozo  (6aKana8pcvLKo20) pieHA  GUWOI  ocgimu,
3ameepodcenozo Haxazom Minicmepemea oceimu i Hayku Ykpainu 6i0 04.10.2018 Ne 1074, nosuyii
«3acanvui komnemenmuocmiy posoiny «IV. Ilepenik komnemenmuocmeti sunyckHukay nynkmom 8. Qunna
peoakyis 6id 29.10.2024.

— 3MiHU NO0G’A3aHi 3 OONOBHEHHAM 00 3A2ANbHUX KOMnemeumHocmel eunyckuuxka nyHukmy «K3 8.
30amuicmo yxeamosamu piwienns ma Oiamu, OOMPUMYIOUUCL NPUHYUNY HENPURYCIMUMOCII Kopynyii ma
0Y0b-AKUX IHUWUX NPOSBI6 HEOOOPOUECHOCMIY,

— 8i0n06i0H0 00 Posnopsaocenns KABIHETY MIHICTPIB YKPAIHU 6io 18 scosemus 2024 p. Ne 1021-p
Kuis. ““Ilpo 3ameepooicenns naany 3axodie 3 peanizayii Konyenyii pegpopmyeanus Jlepoicasroi cuyoicou
cneyianbHo2o 36'a3Ky ma saxucmy ingopmayii Yrpainu na 2024-2025 poxu’.

— 3MIHU NO8 SI3AHI 3 BNPOBAOICEHHAM BUMOE NPOPECIliHUX CMAaHOApmie ma NPueeoeHHs 8 8iI0NOBIOHICMb 3
suUMO2am suznaueHumu 6 gioomocmsx 3 6az danux ESCO (ECSF).

— 8i0no6iono 0o Haxaz Minicmepcmea oceéimu i nayku Yxpainu Nel547 6io 29 scosmus 2024 poxy npo
eHecenHsi 3min 0o Cmandapmy euwyoi oceéimu 3a cneyianvnicmio 125 “Kibepbesnexa” eanysi 3nans 12
“Ingpopmayitini mexnonoeii” ons nepuiozo (bakanagpcbko2o) pieHs uwoi 0ceimu.

— 3MIHU NOG’SI3AHI 3 BHPOBAONCEHMAM OHOGIEHUX NPOSPAMHUX KOMNEMEeHMHOCmel ma pe3yibmamis
HABYAHHSA.

2025 pik — 6ionosiono 0o Haxazom Minicmepcmea oceimu i nayku Ykpainu 6io 19.11.2024 Ne 1625. “IIpo
0CcoOIUBOCMI 3aNPOBAOICEHHS 3MIH 00 NEPeNiKy eany3ell 3HaHb | CheyianbHoCmel, 3a AKUMU 30IUCHIOEMbCS
nioeomoska 3000ysauie euwoi ma (haxoeoi nepedsuwoi oceimu, 3ameepodicenux nocmanosoio Kabinemy
Minicmpise Yrpainu 6io 30 cepnus 2024 poxy Ne 1021.

— 3MIHU HOB SA3AHI 3 86€0eHHAM 8 Oi10 HOBUX KOOI6 I HAUMEHYBAHb CNeYialbHOCIE.

2016 - the educational programme Security of State Information Resources was launched to train highly
qualified specialists with a bachelor's degree for professional activities in the positions of the State Special
Communications Service of Ukraine.

2019 - update of the EP to take into account:

Order of the Ministry of Education and Science of Ukraine No. 1074 of 4 October 2018 on approval of the
Standard of Higher Education in the speciality 125 “Cybersecurity” of the field of knowledge 12
“Information Technology’ for the first (bachelor's) level of higher education.

2023 - update of the EP to take into account:

Resolution of the Cabinet of Ministers of Ukraine dated 16 December 2022 No. 1392 “On Amendments to
the List of Fields of Knowledge and Specialities in which Higher Education Applicants are Trained™;
Order of the Ministry of Economy of Ukraine (Ministry of Economy) dated 29 December 2022 No. 5573
“On Approval of Amendment No. 11 to the National Classifier DK 003:2010”.
https://zakon.rada.gov.ua/rada/show/v5573930-22#n5;

Order of the Ministry of Economy of Ukraine (Ministry of Economy) dated 25 October 2021 No. 810-21
“On  Approval of Amendment No. 10 to the National Classifier DK 003:2010”.
https://zakon.rada.gov.ua/rada/show/v0810930-21#n45;

Resolution of the Cabinet of Ministers of Ukraine dated 19 May 2021 No. 497 “On Certification of
Applicants for Degrees of Professional Higher Education and Degrees of Higher Education at the First
(Bachelor's) and Second (Master's) Levels in the Form of a Unified State Qualification Exam”.
https://zakon.rada.gov.ua/laws/show/497-2021-%D0%BF#Text;

Order of the Administration of the State Service for Special Communications and Information Protection of
Ukraine dated 19 August 2021 No. 507 ““Instruction on the Procedure for Organising Practical and



https://zakon.rada.gov.ua/rada/show/v5573930-22#n5
https://zakon.rada.gov.ua/rada/show/v0810930-21#n45
https://zakon.rada.gov.ua/laws/show/497-2021-%D0%BF#Text

Military Professional Training of Higher Education Applicants at an Educational Institution of the State
Service for Special Communications and Information Protection of Ukraine”.

2024 - update of the EP to take into account:

Resolution of the Cabinet of Ministers of Ukraine of 15 December 1997 No. 1410 “On Transformation of
the Military Education System’”(as amended by Resolution of the Cabinet of Ministers of Ukraine No. 1490
of 30 December 2022). Entered into force on 04.01.2023). https://zakon.rada.gov.ua/laws/show/1410-97-
%DO0%BF#Text

Order of the Ministry of Defence of Ukraine dated 15 February 2024 No. 120 “On Approval of the
Regulation on Peculiarities of Organisation of the Educational Process in Higher Military Educational
Institutions of the Ministry of Defence of Ukraine, Military Educational Units of Higher Educational
Institutions, Institutions of Professional Pre-Higher Military Education”.
https://zakon.rada.gov.ua/laws/show/z0453-24#Text

Order of the Administration of the State Service for Special Communications and Information Protection of
Ukraine dated 23 January 2024 No. 38.

The draft order of the Ministry of Education and Science of Ukraine "On Amendments to Some Standards
of Higher Education”, namely, in the part of supplementing the list of general competencies with 8th
points. https://mon.gov.ua/news/mon-proponue-do-gromadskogo-obgovorennya-proekt-nakazu-pro-
vsesennya-zmin-do-deyakikh-standartiv-vishchoi-osviti.

Order of the Ministry of Education and Science of Ukraine No. 1547 of 29 October 2024 on amendments
to the Standard of Higher Education in the speciality 125 ‘Cybersecurity’ of the field of knowledge 12
‘Information Technology’ for the first (bachelor's) level of higher education. https://mon.gov.ua/static-
objects/mon/sites/1/vishcha-osvita/zatverdzeni%20standarty/2024/30-10-2024/125-kiberbezpeka-bakalavr-
1547-vid-29-10-2024.pdf

2025 - update of the EP to take into account:

Order of the Ministry of Education and Science of Ukraine dated 19.11.2024 No. 1625. ‘On the
peculiarities of introducing changes to the list of fields of knowledge and specialities in which applicants
for higher and professional higher education are trained, approved by the Resolution of the Cabinet of
Ministers of Ukraine of 30 August 2024 No. 1021. https://zakon.rada.gov.ua/laws/show/z1833-24#Text.

Changes were made:

2019 - in accordance with the introduction of the Standard of Higher Education in the specialty 125
*“Cybersecurity” of the field of knowledge 12 “Information Technology” for the first (bachelor's) level of
higher education.

2023 - change of the name of the speciality in which higher education students are trained from 125
“Cybersecurity” to 125 “Cybersecurity and Information Protection™.

- amendments related to the introduction of the following professional titles in section 5
“CLASSIFICATION OF PROFESSIONS” of the national classifier DC 003:2010: specialist in response to
cybersecurity incidents, specialist in technical information protection, specialist in cryptographic
information protection, specialist in information protection.

- certification of applicants for higher education degrees at the first (bachelor's) level should be conducted
in the form of a single state qualification exam;

- amendments related to the procedure for organising and conducting educational practice and military
internships for applicants for higher education at the first (bachelor's) level in the institutions of the State
Service for Special Communications and Information Protection of Ukraine.

2024 pix — in accordance with the Resolution of the Cabinet of Ministers of Ukraine of 15 December 1997
No. 1410 “‘On the Transformation of the Military Education System’ (as amended by the Resolution of the
Cabinet of Ministers of Ukraine No. 1490 of 30 December 2022). Entered into force on 04.01.2023).

— changes are related to the implementation of the Concept of Transformation of the Military Education
System and the introduction of basic (L-1A) and professional (L-1B) military education courses at the
tactical level of military education in higher military educational institutions and military educational units
of higher education institutions.

— in accordance with the Order of the Ministry of Defence of Ukraine dated 15 February 2024 No. 120 ‘On
Approval of the Regulation on the Peculiarities of Organising the Educational Process in Higher Military
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https://zakon.rada.gov.ua/laws/show/z1833-24#Text

Educational Institutions of the Ministry of Defence of Ukraine, Military Educational Units of Higher
Education Institutions, and Institutions of Professional Higher Military Education’.

- changes are related to the introduction of military professional competences and military special
competences, specific competences defined by the professional standard of a military specialist of the
Armed Forces of Ukraine in a military speciality (related military specialities) and necessary to perform
official (combat) functions in the position of assignment in peacetime and in a special period and should
not repeat (duplicate) the competences defined in the relevant standards of higher, professional education.
— in accordance with the Order of the Administration of the State Service for Special Communications and
Information Protection of Ukraine dated 23 January 2024 No. 38.

— changes related to the introduction of professional standards: Cybersecurity Incident Response
Specialist; Cryptographic Information Protection Specialist; Technical Information Protection Specialist;
Information Security Specialist.

— in accordance with the addition to the Standard of Higher Education in the specialty 125 ‘Cybersecurity’
of the field of knowledge 12 ‘Information Technology’ for the first (bachelor's) level of higher education,
approved by the order of the Ministry of Education and Science of Ukraine dated 04.10.2018 Ne 1074, the
position ‘General competencies’ of the section ‘IV. List of graduate competences section 8. Current
version as of 29.10.2024.

— the changes are related to the addition of the item ‘CG 8. Ability to make decisions and act in
accordance with the principle of inadmissibility of corruption and any other manifestations of dishonesty.

- in accordance with the Order of the Cabinet of Ministers of Ukraine of 18 October 2024 No. 1021-r Kyiv.
‘On Approval of the Action Plan for the Implementation of the Concept of Reforming the State Service for
Special Communications and Information Protection of Ukraine for 2024-2025’

- the changes related to the implementation of professional standards and alignment with the requirements
set out in the ESCO database (ECSF).

- in accordance with the Order of the Ministry of Education and Science of Ukraine No. 1547 dated 29
October 2024 on Amendments to the Standard of Higher Education in the speciality 125 ‘Cybersecurity’ of
the field of knowledge 12 ‘Information Technology’ for the first (bachelor's) level of higher education.

- the changes are related to the introduction of updated programme competences and learning outcomes.
2025 - in accordance with the Order of the Ministry of Education and Science of Ukraine dated 19.11.2024
No. 1625. ‘On the peculiarities of introducing amendments to the list of fields of knowledge and
specialities in which applicants for higher and professional higher education are trained, approved by the
Resolution of the Cabinet of Ministers of Ukraine No. 1021 dated 30 August 2024.

- the changes are related to the introduction of new codes and names of specialities.



1. MIPO®LITb OCBITHLOI ITIPOT'PAMH / EDUCATIONAL PROGRAMME PROFILE

1 — 3araanHa indopmaunisi / General information

[ToBHa Ha3Ba 3akiady BHIIOI OCBITH
Ta HaByaipHOro migposnimy / Full
name of higher education institution

Harmonansuuii TEXHIYHUN
yHiBepcuTeT Ykpainu “KuiBchkuit
MONMITEXHIYHUH  THCTUTYT iMeHi

National Technical
University of Ukraine "lgor
Sikorsky Kyiv Polytechnic

and faculty / educational and | Irops Cikopcekoro”, Institute",
scientific institute [HCTUTYT cneniagbHOTO 3B’A3Ky Ta
3axucTy iHpopmMarii Institute of special
communication and
information protection
Cryninp BUIIOI OCBITH Ta Crynins BO — Gakanasp Higher education degree -
Ha3Ba OCBITHHOI KBasidikarii / bachelor's degree
Higher education degree and Kpamigpikamis — OaxamaBp 3| Qualification title -
education qualification title KibepOe3neku Ta 3axucry | bachelor's degree in
iH(popMmarmii cybersecurity and
information protection
[Ipodeciiina kBaidixamis (3a| 2139.2 daxiBeup 3 pearyBanus Ha| 2139.2 Cybersecurity
HasiBHOCTI) / Professional qualification | iHungenTu kibepoesmneku; incident response specialist;
2139.2 daxiselp 3(2139.2 Specialist in
KpunrorpadivHoro 3axucty | cryptographic  information
iH(opMaii; security;

2139.2 @axiBeup 3 TEXHIYHOTIO
3axucTy iHpOopMaLii;

2139.2 daxiBens chepu 3aXUCTY
iHpopmamii

2139.2 Specialist in technical
information security;

2139.2 Specialist in the field
of information security.

Odiuiiina Ha3Ba OCBITHBOI MpoOrpamu /
Educational programme official title

Besneka JeprKaBHUX
iH(pOpMaLiTHUX pecypciB

Security of state information
resources

Tun numiaomMy Ta 00CAT OCBITHBOL
nporpamu / Diploma type and
educational programme volume

Jumniom OakanaBpa, OCBITHS
ckinanosa 240 kpenutie EKTC,
TepMiH HaB4YaHHsA 3 pokH i 10,5
MICALIB

Bachelor's degree,
educational component 240
ECTS credits, duration of
study 3 years and 10.5
months

[ndopmanis npo akpenuTamito /
Accreditation information of
the educational programme

CepTudikar mpo akpenuTanito
cepist Y Ne 11017498. T'anysn
3HaHb: F [Hpopmaniiini
TEXHOJIOr1, cremianbHiCTh: F5
KiGepbesneka Ta 3axuct
iHpopmanii y HanionansHomy
TEXHIYHOMY YHiBepcuTeTi YKpainu
«KuiBcpkn#t momiTeXHIYHUHI
iHcTuTyT iMeHi Iropst Cikopcbkoro.
Crpok nii ceprudikaty a0 1 munHs
2028 poky.

Certificate of accreditation
series UD Ne 11017498.
Field of knowledge: F
Information technology,
speciality: F5 Cybersecurity
and information protection at
the  National  Technical
University of Ukraine ‘lgor
Sikorsky Kyiv Polytechnic
Institute’. The certificate is
valid until 1 July 2028.

Hukm, piBeHb BUIIOI OCBITH /
Education cycle, level of
higher education

Huxn — neprmit UK
HPK VYkpainu — 6 piBenb

QF-EHEA — first cycle
EQF-LLL -6 level

[lepenymoBu / Prerequisites

HasBHicTh TOBHOT 3arajibHOI
CEpEIHBOI OCBITH

Complete general secondary
education

®opma 3100yTTs ocBiTH / Forms of
education

Henna

full-time form




Moga(u) Buknaganas / Language(s) of
instruction

VYkpaiHcbka

Ukrainian

InTepHer-agpeca  po3MilLEHHS
ocBitHbOi mporpamu / URL of
the educational programme

https://osvita.kpi.ua/ (po3min
“OcgitHi mporpamu’’)/

https://osvita.kpi.ua/ (section
"Educational programs")

2 — Merta ocBiTHboi nporpamu / Educational programme purpose

Meroro ocBiTHBO-TIpodeciiiHoi mporpamu “besmeka
Jep:kaBHUX 1H(GOpPMaLiiiHUX pecypciB” € MiArOTOBKa
BHCOKOKBami(ikoBaHNX (paxiBLiB cTymeHs OakajiaBpa
B Tamy3i KiOepOe3mekn Ta 3axucTy iHGopMallii,
30aTHHX  CaMOCTIHHO  pO3B’s3yBaTH  CKJIaJHI
crmemiamizoBaHi 3amadi y Tamy3l  BimmoBimHOT
npodeciiiHOi AISTFHOCTI HA TMOcajax OpraHiB Ta
migpo3ainiB - Jlepxkcnen3s’sa3ky, 1o nepeadavae
3MIACHEHHSI pO3pO0OKH, BIPOBAKEHHS 1 JOCIIIPKEHHS
y PI3HHX Tally3sX JIIOJCHKOI TisSUTEHOCTI, HAalliOHATEHOL
EKOHOMIKH Ta BUPOOHHUIITBA B yMOBaX:
—  HayKOBO-TEXHIYHOT'O Mporpecy
PO3BUTKY CYCILIbCTBA;

— iHTepHaIioHai3alii 0CBiTH;

— ypaxyBaHHS TpaHchopMaii mocagoBux o0O0B’s3KiB
BUITYCKHUKIB HUISIXOM B3aeMoAii 3 AAMiHICTpaLi€ro
JepKcrenss’si3Ky;

- BCEOIYHOr0 npodeciiiHoro, COI[1aJIBHOTO,
IHTEIEeKTyaJIbHOTO Ta TBOPYOTO PO3BUTKY
0COOHCTOCTI B OCBITHBO-TIPOQECIHHOMY CepeIOBHILII.

Mera ocBiTHBO-TIpOECiiHOI TMporpamMu BiAINIOBigae
crparerii po3utky KIII im. Irops Cikopcekoro Ha
2020-2025 poku wmiomo ¢GopMyBaHHS CyCHiIbCTBA
MaiiOyTHROrO Ha 3acajax KOHUEMLIi CTaJoro
PO3BHUTKY.

Ta CTaJIoro

Purpose of the educational-professional program
"Security of state information resources" is to
train highly qualified bachelor's degree specialists
in the field of cybersecurity and information
protection, capable of independently solving
complex specialized tasks in the field of relevant
professional activities in the positions of bodies
and units of the State Special Communications
Service of Ukraine, which involves the
development, implementation and research in
various fields of human activity, national
economy and production in the conditions:

- scientific and technological progress and
sustainable development of society;

- internationalization of education;

- taking into account the transformation of
graduates' job responsibilities through cooperation
with the Administration of the State Special
Communications Service;

- comprehensive professional, social, intellectual
and creative development of the individual in the
educational and professional environment.

The purpose of the educational-professional
program corresponds to the development strategy
of Igor Sikorsky Kyiv Polytechnic Institute for
2020-2025 to form the society of the future based
on the concept of sustainable development.

3 — XapakTepucTuka ocBiTHH0I nporpamu / Educational programme characteristics

Ilpeomemmna obracmo / Subject area

OO6’€KTH BUBYCHHSL:

— TexHoJorii kibepOe3mneku Ta 3axXUcTy iHpOopMAaLii;

— MpoLecH YNpaBIiHHA KiOepOe3MeKol Ta 3aXHCTOM
iH(opMaii;

— o0'extn iH(popMaliiHOl IisTBHOCTI, B TOMY YHCHI
iHpopManiiini Ta  iHpOpMaLiitHO-KOMYHIKaLiiHi
cucTeMH, iHpOpMaLiiiHi pecypcH 1 TEXHONOT 1.

Lliri  HaBYaHHS: WIiATOTOBKA (axiBIliB, 3JaTHUX
BUKOPUCTOBYBAaTH 1 BIPOBa[KYBaTH  TEXHOJIOTIl
KibepOesneku Ta 3axucTy iHpOpMaIii Ta po3B’I3yBaTH
CKJIaJHI 3a7ayi y ranmy3i kiOepOe3meku Ta 3axHCTy
iH(opMarii.

TeopeTnuHMi 3MICT IPEMETHOI 00JIACTi:

[Mpunnyunu, KoHuenuii, Teopii 3aXUCTy >KUTTEBO
BaYXIMBUX 1HTEPECIB JIOAWHH, CYCHIbCTBA, ACPKABH

Objects of study:

- cybersecurity and information protection
technologies;
- cybersecurity and information protection

management processes; objects of information
activity, including information and information
and communication  systems, information
resources and technologies.

Learning objectives: training of specialists
capable of using and implementing cybersecurity
and information protection technologies and
solving complex problems in the field of
cybersecurity and information protection.
Theoretical content of the subject area:

Principles, concepts, theories of protection of




Mmig 4Yac BHUKOPHUCTaHHS KiOepmpocTopy, 3a SKOTo
3a0e3MeUyIOTbCS CTANMH PO3BUTOK iH(POPMALiTHOTO
CycmiibcTBa Ta  LUPPOBOTO  KOMYHIKAaTHBHOTO
CepeloBHIIa, CBOEYACHE BHABJICHHS, 3amoOiraHHs i
HeWTpamizamiss peajlbHUX 1 TMOTEHUIHHUX 3arpo3
HaIlioHaJBHIN Oe3nerni Ykpainu y kioepnpocTopi.
Meroay, METOAMKH Ta TEXHOJIOTII: METOIN, METOAUKH
Ta  TEXHONOrii  pO3B’S3aHHS  TEOPETHYHHX 1
MpakTUYHUX 3a7a4  KibepOesmeku Ta  3aXUCTy
iH(opMarii.

IncrpymenTn Ta oOnagHaHHS:
MepexKHe yCTaTKyBaHHS, MpUKIaaHE Ta
crierianizoBane MporpaMHe 3a0e3MmeyeHHs,
iH(OpMAaIiiiHI CHCTEMHU Ta KOMILJIEKCH MPOEKTYBaHHS,
MOJIETTIOBAHHS, KOHTPOIO, MOHITOPUHTY, 30epiraHus,
00poOKH, BimOOpa’keHHA Ta  3aXHCTy  JaHUX
(indopMamiiHUX TOTOKIB).

3aco0H, TPHUCTPOI,

vital interests of a person, society, state in the use
of cyberspace, which ensures the sustainable
development of the information society and digital
communication environment, timely detection,
prevention and neutralisation of real and potential
threats to the national security of Ukraine in
cyberspace.

Methods, technigues and technologies: methods,
techniques and technologies for solving theoretical
and practical problems of cybersecurity and
information protection.

Tools and equipment: tools, devices, network
equipment, application and specialised software,
information systems and complexes for designing,
modelling, controlling, monitoring, storing,
processing, displaying and protecting data
(information flows).

Opienmayisi ocgimnboi npoepamu / Scope

OcsitHBO-TIpO(EciiiHa

Educational — professional

Ocnosnuil pokyc ocsimuvoi npoepamu / Main focus

BbazoBuii (okyc OCBITHBOI MporpamMu — CHUCTEMH Ta
MpOIeCH KiOepIpoCTOpy, 3aCO0M Ta 3aXO0JH 3aXHCTy
JepKaBHUX iH(pOpMAaIifHIX pecypcis, i
OUPKYIIOIOTE B iHpOpMaLiiiHO-KOMYHIKAIIHHUX
cHCTeMax Ta Ha 00’ €ekTax iH(pOpMaLiitHOT AisITBHOCT.
Kmiouoei cnosa: nepxasHi indopmaliiiHi pecypceu,
iH(popMaLiitHO-KOMYHiKalliifHa cucTeMa,
iHdopmMariiitHa Oe3neka, KibepOesmneka, Kibep3axucr,
TEeXHIYHUH 3aXUCT iHPOpMaii, KpunrorpadpiaHui
3axucT iHpopMaIii.

The main focus of the educational program is on
cyberspace systems and processes, means and
measures to protect state information resources
circulating in information and communication
systems and information activity facilities.
Keywords: state information resources,
information and communication system,
information security, cybersecurity, cyber defense,
technical protection of information, cryptographic
protection of information.

Ocobausocmi oceimuboi

npoepamu / Features

Oco0nuBocTi  OCBITHBOT
HACTYITHOMY:

— OCBITHS TIporpama po3poOjicHa 3 ypaxyBaHHSIM
BHUMOT Npo¢eciiHuX CTaHAapTIB BiliCHKOBOTO (axiBIist
Jepxcnen3s’si3Ky, L0 BH3HAUYEHI 3aMOBHHUKOM Ha
MiATOTOBKY BifiCbKOBUX (axiBLiB JlepKcIens3s’ a3Ky;
— 10 BUKJIAJaHHS OCBITHIX KOMIIOHEHT OCBITHBOI
nporpaMu 3aiydaroThes (axiBuiB Jlep:kcmenss’s3Ky,
IHIIMX HAaBYAIBHUX 3aKJIaJiB Ta MPOBIAHUX KOMIAHIN
BiJINIOBITHOTO CEKTOPY C€KOHOMIKH;

HaBYaJIbHA  TIPAKTHKa  MPOBOIMTHCS B
TepUTOpialdbHUX Minpo3ainax Jepkcnenss’s3ky abo B
3aknmagi  ocBith  JlepKcmem3B’sa3Ky — HayKOBO-
MENIaroriYHUMU  TPAlliBHUKAMH  3aKJIAJy  OCBITH
JlepKCIen3B 3Ky, SIK MPAKTHYHI 3aHATTS, BIAIOBIIHO
710 HABYAJILHOT'O IJIaHy Ta CKIAAA€ThCA 3

— BilfiCbKOBE CTaXyBaHHS B BOCBMOMY CEMecCTpi
BinOyBaeTbCsl B TEPUTOpIAIBHUX  MiAPO3ZiNax
Hepxcnensp’sisky 'y ¢opmi  iHAMBIgyanbHOL

nporpaMm TmoOJsIratoTb B

The features of the educational program are as
follows:

- the educational program is developed taking into
account the requirements of the professional
standards of the military specialist of the State
Service for Special Communications and
Information Protection, which are determined by
the customer for the training of military specialists
of the State Service for Special Communications
and Information Protection;

- the educational components of the educational
program are taught by specialists of the State
Service for Special Communications and
Information  Protection of Ukraine, other
educational institutions and leading companies of
the relevant sector of the economy;

- training practice is conducted in the territorial
units of the State Service for Special
Communications and Information Services or in:




caMoOCTiifHOI po0oTH  (BHKOHAHHS  3100yBadamMu
00OB’sI3KiB Ha MEPBHHHHUX IOcagax y MiIpo3aigax
Hepxcnen3p’si3ky) Mil  KEpIBHULTBOM  HAayKOBO-
MeNaroriYHWX  MpaliBHUKIB ~ 3aKialy  OCBITH
Jlepxcren3s’s3ky abo mocafioBUX OCI0 MiIpo3miiiB
Hepsxcnen3B’si3Ky, Ha 06a3i SKHX BOHO MTPOBOAMUTHCSL.

— TPOBEICHHS MPAaKTUYHUX 3aHATH OPTaHi30BaHO 3
3aCTOCYBaHHSIM cydacHOro obmamHanHsa JlaGopaTtopii
TEeXHIYHOro  3axucty iHdopMmanii CnenianbHOL
kadenpu Ne 1 IC331 KIII im. Irops Cikopebkoro;

— MiArotoBka 3400yBadiB BULIOI OCBITH Ha MEPIIOMY
(bakamaBpcbKOMY) piBHI BHILOI OCBITH 3IIMCHIOETHCS
y craTyci cryaeHTa — 1 pik, y craryci KypcaHta — 2
poku i 10,5 Micsis.

- military internship in the eighth semester takes
place in the territorial units of the State Service for
Special Communications and  Information
Protection in the form of individual independent
work (performance of duties by applicants in
primary positions in the units of the State Service
for Special Communications and Information
Protection) under the guidance of scientific and
pedagogical staff of the educational institution of
the State Service for Special Communications and
Information Protection or officials of the units of
the State Service for Special Communications and
Information Protection, on the basis of which it is
conducted.

- Practical classes are organized with the use of
modern equipment of the Laboratory of Technical
Information Protection of the Special department
No. 1 of the ISCIP of Igor Sikorsky Kyiv
Polytechnic Institute;

- training of applicants for higher education at the
first (bachelor's) level of higher education is
carried out in the status of a student - 1 year, in the
status of a cadet - 2 years and 10.5 months.

4 — IlpuaaTHiCTh BUIMYCKHUKIB 10 MPaleBJAITYBaHHSA Ta noaansmoro Haguanus / Eligibility of
graduates for employment and further study

Ipuoamnuicme 0o npayesrawmyesanus / Eligibility for employment

Bimnmoeimno g0  JlepkaBHoro  kiacudikaTopy
npogeciit Yikpaiau JIK 003:2010 3i 3minoro Nel( ta
3minoro Nell BHUIYCKHMKM MOXYTh MpalioBaTé Ha
mocajax, 10 BiAmoBigaroTh mpodecii (mpodeciiiniin
Ha3Bi poOOTH):

2139. Ilpodecionan B IHIIUX Tamy3sX OOYUCIICHB
(koM 1oTepizartii).

A 3 BpaxyBaHHSIM HasiBHHX MpPOQeciiHNX CTaHAApTiB,
IO BiANOBIAAarOTh podeciiHuM KBasidikamisam:
2139.2 ®axiBenp 3 pearyBaHHS Ha IHIUJCHTH
KibepOe3meky;

2139.2 daxisenp 3
iH(opMaii;

2139.2 daxiBenp 3 TEXHIYHOTO 3aXHUCTY iHPOpMALIT;
2139.2 daxiBens chepu 3axucty iHpopmarii.

KpUITOrpaiqHOro  3aXUCTy

3amoBHMKOM  (QaxiBmiB 31 cmemiaigbHOCTI  FS
KiGepbesneka Tta 3axuct iHdopmamii BHCTymae
HepxaBHa ciyx0a CHeriaJbHOro 3B 53Ky Ta 3aXHCTy
iHpopmanii Ykpainu.

Takox MOXIMBE NpaleBIalITyBaHHS Ha TOcCaad y
CTPYKTYPHHX MigPO3/ATax YCTaHOB/MiANPHEMCTB/

opraHizamiii, sKi mnepeadadalOTh HAsIBHICTH BHILOI

According to the State Classification of
Occupations of Ukraine DK 003:2010 with
Amendment No. 10 and Amendment No. 11,
graduates may work in positions corresponding to
their profession (professional jab title):

2139. Professional in other areas of computing
(computerisation).

And taking into account the existing professional
standards corresponding to professional
qualifications:

2139.2 Cybersecurity incident response specialist;

2139.2 Specialist in cryptographic information
security;

2139.2 Specialist in technical information security;
2139.2 Specialist in the field of information
security.

The customer for specialists in the specialty F5
Cybersecurity and Information Protection is the
State Service for Special Communications and
Information Protection of Ukraine.

It is also possible to get a job in the structural units
of institutions/enterprises/organisations that require
a higher education in the speciality F5
Cybersecurity and Information Protection.




ocBitH 3i crenianbHocTi F5 KibepOesmeka Ta 3axuct
iH(opMarii.

Hooanvuie nasuanns / Further study

MatoTp mpaBo Ha 3A00YTTSI OCBITM Ha JPYroMy
(MaricrepchbKoMy) piBHI BHIIOI OCBITH. 3100yTTs abo
BJIOCKOHAJIEHHS OCBITU Ta MpodeciiiHOl MiArOTOBKH B
CHCTEMI OCBITH IOPOCIIHX.

Have the right to receive education at the second
(master's) level of higher education. Obtaining or
improving education and vocational training in the
adult education system.

5 — Buknananas Ta oninoBanHs / Teaching and assessment

Buknaoanmns ma nasuanns / Teaching and studying

[IpoOnemHO-OpieHTOBaHE Ta CTYACHTO-L[EHTPOBaHE
HaBYaHHS 3 HAaOYTTAM KOMIIETEHTHOCTEW, NOCTAaTHIX
Ul TIPOAYKYBaHHS ied, poO3B’S3aHHS CKIaTHHUX
crenianizoBaHuX 3a7a4d y mnpodeciiiHiii ramy3i Ta
CaMOCTIHHOTO OTpPHMaHHS TIUOWHHMUX 3HaHb, SIKE
BKIIIOYA€: JIEKWil, JabopaTopHi, MNpakTH4YHI Ta
CEeMIHApChKiI  3aHATTA,  TEXHOJNOTil  3MIIIaHOro
HaBYaHHS, CAaMOCTiiiHYy pOOOTY 3 BHUKOPHUCTaHHSIM
HAyKOBO-TEXHIYHUX iH(pOpMaLiHHO-TITEPaTypHUX
JpKepell, KOHCYJIbTalliil i3 BUKJIagauaMu, TPOXOIKEHHS
HaBYaJIbHOI MPAKTUKU Ta BIHCHKOBOI'O CTa)KyBaHHS.

Problem-based and student-centered learning with
the acquisition of competencies sufficient to
generate ideas, solve complex specialized
problems in the professional field and
independently obtain in-depth knowledge, which
includes: lectures, laboratory, practical and
seminar classes, blended learning technologies,
independent work using scientific and technical
information and literary sources, consultations
with teachers, internships and military internships.

HaBuanHs  3akiHUyeThCs — CKIaJaHHsM  exuHoro | The program ends with a unified state qualification
nepxaBHOro KkpaiidikamiiiHoro icnuty Ta 3axucry| exam and the defense of a qualification
KBaJTiikaiiHoi poOOTH/TIPOEKTY. paper/project.

Ouyiniosanns / Assessment

OwuiHIOBaHHS HaBYANbHUX JOCSTHEHb 3700yBadiB
BUIIOI OCBITH 3OIMCHIOETBCA 32 PEHTHHTOBOIO
CHCTEMOIO OLiHIOBaHHs BigmoBigHo 10 [lomoxeHHs
PO CHUCTEMY OLIHIOBAaHHS pe3y/IbTaTiB HABYAHHS B
KIII im. Irops Cikopcekoro (mo 100 GamiB) Ta 3a
LIKaJIOl0 OLIiHIOBaHHS YHiBepcutery (“BiAMIHHO”,
“myxe nobpe”, “mobpe”, “3aA0BUIBHO”, “IOCTaTHHO”
Ta ‘“He3a/I0BLIBHO”)

PesynbTaT HaBYaHHS CTyAEHTa, IO BiZoOpakaloTh
JOCSTHYTHH HUM PiBEHb KOMIIETEHTHOCTEH BiIHOCHO
OYiKyBaHUX, iAEHTU(DIKYIOTbCA Ta BUMIPIOIOTBCS Mix
Yac KOHTPOJNBHUX 3axofiB (YCHHX 1 WHCBMOBHX
3a;miKiB  Ta €K3aMEHiB, TECTYBaHHS TOIIO) 3a
JOTIOMOTOI0 KPUTEPIiB, 10 KOPETIOIOTHCS 3 OMHCOM
OCBITHBOTO piBHS HamioHanbHOI pamMku KBasidikarii
1 XapaKTepu3yloTh CHIBBiIHOLIEHHS BUMOI' 1O PiBHS
KOMIIETEHTHOCTEM 1 [OKa3HWKIB  OILIHKMA  3a
PEUTHHIOBOIO ILKAJIOH0.

Evaluation of academic achievements of higher
education students is carried out according to the
rating system in accordance with the Regulations
on the system of evaluation of learning outcomes
in Igor Sikorsky Kyiv Polytechnic Institute (up to
100 points) and according to the University's
evaluation scale ("excellent”, "very good", "good",
"satisfactory”, "sufficient” and "unsatisfactory")

The student’s learning outcomes, which reflect the
level of competencies achieved by him/her in
relation to the expected ones, are identified and
measured during control measures (oral and
written tests and examinations, testing, etc.) using
criteria that correlate with the description of the
educational level of the National Qualifications
Framework and characterize the correlation
between the requirements for the level of
competencies and the assessment indicators on the

rating scale.

6 — IIporpamui kommnerenTHOCTi / Programme competencies

Inmeepanvra xomnemenmuicmo / Integral competence

3maTHICT, PO3B’sI3yBaTH  CKJIAJHI  CIIeliali3oBaHi
3aj1adi 1 IpakTH4HI 3aBAaHHS y Tamy3i KibepOesmeku
Ta 3aXUCTy iH(popmarii.

Ability to solve complex specialised problems and
practical tasks in the field of cybersecurity and

information protection.




3azanvni komnemenmuocmi (3K) / General competencies

3K 01 3nparHicts
MPAKTUYHUX CUTYAIlisX.

3aCTOCOBYBATHU 3HaHHA

y

Ability to apply knowledge in practical situations.

3K 02 3nanHg Ta pO3yMIHHA MpenMETHOI oOMacTi i
PO3YMIHHS TTPOECiiiHOI AISTEHOCTI.

Knowledge and understanding of the subject area and
understanding of professional activities.

3K 03 3pmatHicTs cniikyBaTHcs JEpAKaBHOIO MOBOIO SIK YCHO,
TaK i TIMCEMOBO.

Ability to communicate in the state language both orally
and in writing.

3K 04 3patHicTb crinkyBaTics iHO3eMHOIO MOBOIO.

Ability to communicate in a foreign language.

3K 05 3pmaTHiCTh BUMTHCS 1 OBOJOAIBATH CyYaCHUMH
3HaHHSMH.

Ability to learn and master modern knowledge.

3K 06 3matHicTs peanizyBaTH cBOi mpaBa i 000B’sI3KH
K UiIeHa CYCHJIbCTBA, YCBiOMIIIOBATH LIHHOCTI
rPOMaJSTHCHEKOTO (BUTBHOTO JIEMOKPAaTUYHOT'O)
CYCHUIBCTBA Ta HEOOXIIHICTH HOTO CTAJIOr0 PO3BUTKY,
BEPXOBEHCTBAa MpaBa, MpaB 1 cBOOOA JIOAWHHU 1
rpoMaasHrHa B YKpaiHi.

Ability to realize one's rights and responsibilities as a
member of society, to realize the values of civil (free
democratic) society and the need for its sustainable
development, the rule of law, human and civil rights and
freedoms in Ukraine.

3K 07 3partHicTh yXBallOBaTH pIlIEHHS W AiATH

JIOTPUMYIOYHCH TNPUHLUITY HEMPHUITyCTUMOCTI
Kopymuii  Ta OyIlb-SIKHX THIIIX MposIBiB
HETOOPOYECHOCTI.

Ability to make decisions and act in accordance
with the principle of inadmissibility of corruption
and any other manifestations of dishonesty.

3K 08 3patmicte 30epiraTu Ta NPUMHOXKYBaTH
MOpalbHi, KyIbTypHi, HAYKOBI LIHHOCTI 1 JOCSITHEHHS
CYCHiIbCTBa Ha OCHOBI pO3YMiHHsS icTopii Ta
3aKOHOMIPHOCTEH PO3BHTKY mpeameTHoi obmacti, ii
Miclg y 3arajbHiii cHCTeMi 3HaHb NPO MPHUPOLY 1
CYCHUIBCTBO Ta y PO3BUTKY CYCIUIbCTBA, TEXHIKH 1
TEXHOJIOT'1H, BUKOPUCTOBYBATH Pi3HI BUIAM Ta (OpPMHU
PYXOBOi aKTHBHOCTI AJsl AKTUBHOTO BiIMOYMHKY Ta
BEJIEHHS 310pPOBOr0 CIIOCOOY KHUTTSL.

Ability to preserve and enhance moral, cultural,
scientific values and achievements of society
based on an understanding of the history and
patterns of development of the subject area, its
place in the general system of knowledge about
nature and society and in the development of
society, technology and technology, to use various
types and forms of physical activity for active
recreation and healthy lifestyle.

Daxosi komnemenmuocmi (PK)

/ Professional competencies

@K 01 3paTHicTe 3aCTOCOBYBAaTH 3aKOHOJABUY Ta
HOPMAaTHUBHO-TIPaBOBY 0a3y, a TakoX Jep)KaBHI Ta
MDKHapoOAHI BHUMOTH, MPaKTUKW 1 CTaHOApTH Yy
npodeciiiHii TiSTBHOCTI.

Ability to apply the legal and regulatory framework, as
well as national and international requirements, practices
and standards in professional activities.

@K 02 3parmicte BHKOpUCTOBYBaTH  iH(opMaiiiHi
TEXHOJIOTIH, CydacHI Meromu i mopenell KidepOesreku Ta
CHCTEM 3axXHCTy iH(opMartii.

Ability to use information technology, modern methods
and models of cybersecurity and information security
systems.

®K 03 3narHicts 3a0e3medyBaTd HENEPEPBHICTH Oi3HeC-
TPOLIECIB 3TiTHO BCTAHOBJICHO! MOMITHKK KiOepOesreku Ta
3aXUCTy iH(OopMArtii.

Ability to ensure the continuity of business processes in
accordance with the established cybersecurity and
information protection policy.

@®K 04 3parnicts 3a0e3nedyBaTél 3axWCT iH(pOpMALii B
iH(hopMALTIHHITX Ta iH(popMALIHHO-KOMYHIKAIIIHHIX
cUcTeMax 3riHO BCTAHOBJICHOI TOMITUKU KibepOesmeku i
3aXUCTy iH(OopMArtii.

Ability to ensure the protection of information in
information and information and communication systems
in accordance with the established cybersecurity and
information protection policy.

®K 05 3parHicte BiTHOBMIOBATA  (DYHKILIOHYBAHHS
iH(opMaLIHIX Ta THPOPMALIHHO-KOMYHIKAIIIAHIX CHUCTEM
TTCITS peaJTi3artii 3arpo3, 3/1iiicHeHHs KibepaTak, 300iB 1 BimMOB

Ability to restore the functioning of information and
information and communication systems after threats,
cyber attacks, failures and disruptions of various classes




PIBHHX KJIACIB Ta TIOXOHKEHHSL.

and origins.

@K 06 3parHicts BHpoBaKyBaTH Ta 3a0e3edyBaTé
(YHKLIOHYBaHHS KOMIUIEKCHHX CHCTEM 3aXHCTy H(opMarlii
(KOMIUIEKCH HOpPMATHBHO-TIDABOBUX, OpraHi3alifHuX Ta
TEXHIYHMX 3acO0IB 1 METOMIB, TpOLENyp, NPAKTHYHHUX
TPUHOMIB TOLIIO. )

Ability to implement and ensure the functioning of
integrated information security systems (complexes of
regulatory, organisational and technical means and
methods, procedures, practices, etc.)

®K 07 3partnicts 3xificHIOBaTH TPOQeciiiHy MisUTHHICTE HA
OCHOBI BIPOBALKEHOI CHCTEMH YIPABIIHHS iHPOPMALIHHOIO
Ta KibepOe3neKoro.

Ability to carry out professional activities on the
basis of the implemented information and
cybersecurity management system.

®K 08 3narHicth 3aCTOCOBYBATH METOAM Ta 3acoOH
KpunTorpagiyHoro  3axvcry iHgopmamii Ha  00’eKkTax
iH(OpMALTIHHOT JiSUTEHOCTI.

Ability to apply methods and means of
cryptographic protection of information at the
objects of information activity.

®K 09 3narHicth 3aCTOCOBYBaTH METOAM Ta 3acoOH
TEXHIYHOTO 3aXUCTy H(OopMaIii Ha 00’eKTax iHpOPMAITIIHOI
JTUSUTBHOCTI,

Ability to apply methods and means of technical
protection of information at information activity
facilities.

@K 10 3patHicTs BUKOHYBaTH MOHITOPUHT iH(POPMALIHIX
TPOIIECiB, AHATI3YBAaTH, BHSBITH, OI[IHIOBATH MOXJIIMBI
BpaxMBOCTI Ta 3arpo3d iH(opmamiiHOMy mpocTopy I
iHQopMaIiiHIM ~ pecypcaM  3riIHO 3 BCTAHOBJIICHOIO
TOJTITHKOKO 1H(OpMALIIIHOT Oe3MeKH.

Ability to monitor information processes, analyse,
identify, assess possible vulnerabilities and threats to the
information space and information resources in
accordance with the established information security

policy.

@K 11 3parHicTs 3aCTOCOBYBATH KOMILUIGKCHI 3aXOIH
TIPOTHTii TEXHIYHNAM PO3BIIIKAM.

Ability to apply comprehensive measures to counter
technical intelligence.

@K 12 3patHicTh 3aCTOCOBYBATH CHCTEMY NPHHLIHIIIB,
3AKOHIB 1 KaTeropiil TiaeKTHKY Y Mi3HABTBHIH 1 paKTHYHil

TisUTBHOCTI (haxiBLIiB B c(epi opranizarii Jlepkcenss’si3Ky.

Ability to apply the system of principles, laws and
categories of dialectics in the cognitive and practical
activities of specialists in the field of organization of the
State Service of Special Communications and Information
Protection of Ukraine.

@K 13 3parhicts omepyBaTd TPAaBOBUMH  3aCaJlAMH,
BIBHAYCHIMH SIK HAIIOHATIGHIM TaK 1 MDKHAPOIHUM
3aKOHOZIABCTBOM, BITHOCHO HAITIOHATIBHOL OC3MeKH Y KpaiHuL.

Ability to operate within the legal framework defined by
both national and international legislation in relation to the
national security of Ukraine.

Daxoei komnemenmuocmi biox 1. pogecitinuii cmanoapm. Daxieeyb 3 peazysanHsi Ha IHYUHOCHMU
Kibepoesnexu/Professional competences Block 1. Professional standard. Specialist in response cybersecurity incident

®Ko6u 1.1. 3naTHICTh 3ICTABIISATH AaHI PO IHIUICHTH, JIs
BU3HAUYCHHS KOHKPETHUX BPA3IMBOCTEH Ta HaJIaHHS
PEKOMEHTAITIH, SIKi JIO3BOJISATH IIBUJIKO X YCYHYTH.

Ability to correlate incident data to identify specific
vulnerabilities and provide recommendations that
will allow them to be addressed quickly.

@®Ko6n 1.2. 3parnicte 3miiicHIOBaTH 30ip apTedaxTis
BTOPTHCHHS 1 BHKOPUCTOBYBAaTH BUWSIBJICHHI [aHI JIs
3aro0iraHHs TOTEHLIHHNMM HIMIOEHTaM KiOepOesnexu B
MeXax MiIIpueMcTBa (YCTaHOBH, OpraHizallii). 31aTHicTh
3a0e3reuyBaTy CBOEUYACHE BHSBJICHHS, iEHTH(IKALIO0 Ta
CIOBILIICHHS TIPO MOXKITMBI aTaKW/BTOPTHEHHS, aHOMAJIBHY
JUSUTBHICTB 1 i1 37IOBYKMBAHHSI Ta BIPI3HATH 111 IHIMACHTH
Ta Ol BilT JOOPOSIKICHUX JTii.

Ability to collect intrusion artefacts and use the
data to prevent potential cybersecurity incidents
within the enterprise (institution, organisation).
The ability to provide timely detection,
identification and notification of possible
attacks/intrusions, anomalous activity and misuse
and to distinguish these incidents and events from
benign activities.

@®K6n 1.3. 3patHicTs CynpoBOMKYBaTH — TEMaTHUHI
JocTimKeHHs (MpoLecH OLHKK BiOMOBIAHOCTI) 3aco0iB
kpurrrorpadiuaoro  3axucry  iHgopmamii.  3maTHIiCTH
MPOBOZMTH  CTIELiaJIbHI JOCTIDKEHHST 3aco0iB  00pOoOKH
iHpopMarii,  TexHYHMX  3aco0iB Ta  00’€KTiB

Ability to support case studies (conformity assessment
processes) of cryptographic information security.

Ability to conduct special studies of information
processing tools, technical means and objects of
information activity.




iH(pOpMALIIAHOT ABUTHHOCTI.

Daxosi komnemenmuocmi Bioxy 2. [pogecitinuii cmarnoapm. Daxieeysb 3 KpURMopaghiuHo2o 3axucnty
inghopmauii/ Professional competences Block 2. Professional standard Specialist in cryptographic information security

®Kon  2.1. 3parmicte  3a0e3nedyBaTyl  KOHTPOIb
(MOHITOpIHT) ~ TOTOYHOTO  CTaHy  piBHI  Oe3reKkn
kpurrrorpadiuaoro  3axucty  iHdopmauii B oprasi

(yCTaHOBI, TiANPUEMCTBI) Ta OI[IHKY HOro BiTOBIITHOCTI
BUMOTaM HOPMATHBHUX JIOKYMEHTIB.

Ability to provide control (monitoring) of the current state
of the level of security of cryptographic protection of
information in the body (institution, enterprise) and assess
its compliance with the requirements of regulatory
documents.

@®Ko6n 2.2. 3paTtHIiCTh aHami3yBaTH MOTPEOM Ta BHUMOTH
KOPHCTYBa4iB (3aMOBHHMKIB) LIOJ0 KPUNTOrpagidHOro
3aXKCTy 1H(OpPMAIIil 3 METOI BIPOBAHKEHHSI CUCTEM Ta
KOMIUIEKCIB 3aXUCTy iH(popMaltii.

Ability to analyse the needs and requirements of users
(customers) for cryptographic protection of information in
order to implement information security systems and
complexes.

@OKon 2.3, 3pmatHicTs NPOBOMMTH aHAM3 (aiIiB KypHATY
3pBHUX DKEpeT Ta aHAT3YBaTH CHTHATM CIOBILCHHS IIPO
MEPOKYy 3 METOI0 BH3HAYCHHS MOXIIMBHX 3arpo3 Oesmeri
MEpPEK.

31aTHICTE  TIPOBOIMTH  CIICIUANIGHI  JIOCITDKEHHST  3aC00IB
00poOKK  iH(opMAlTi, TEXHMHMX 3acO0IB Ta  00’€KTIB
iH(OpMAITIHOL TISTTEHOCTI.

Ability to analyse log files from various sources and
analyse network alerts to identify possible network
security threats.

Ability to conduct special studies of information
processing tools, technical means and objects of
information activity.

Daxoei komnemenmuocmi Bioxy 3. [pogecitinuii cmarnoapm. Daxieeysb 3 MEXHIMHO20 3aXUCHLY
inghopmauii/Professional competences Block 3. Professional standard Specialist in technical information security

@®Konm 31 3pmarHicts po3poOUIATH, BIPOBALKYBATH Ta
AHAT3YBaTW Ta OOIPYHTOBYBATH TEXHIYHI JIOKYMEHTH,
TIOJIOYKEHHS], HCTPYKLI 10O CHCTEM Ta KOMIUICKCIB 3aXHCTy
iH(popmarii.

Ability to develop, implement and analyse and
justify  technical  documents,  regulations,
instructions for information security systems and
complexes.

®Kon 3.2. 3naTHICTh MPOBOAWTY CIEIIAIBHI JIOCII/DKCHHST
3ac00iB 0OpPOOKH IH(OpMAITIL, TEXHIYHMX 3aC00IB Ta 00’ €KTIB
iH(opMAITIHOI TSTTBHOCTL. 3MATHICTh BUSIBIIATH 3aKJIa THI
TPUCTPOI Ha 00’ €KTaxX iH(OPMALIHHOL TisUTBHOCTI.

Ability to conduct special studies of information
processing tools, technical means and objects of
information activity. The ability to detect embedded
devices on information objects.

®Kon 3.3. 3naTHiCTh MPOBOMMTY aHATI3 (halTB >KypHATY 3
PBHUX JDKEPT Ta aHAT3YBATH CHTHAIIA CHOBIIICHHS PO
MEPOKYy 3 METOI0 BH3HAYCHHS MOXIIMBHX 3arpo3 Oesreri
MEpPEKL.

3aTHICTB CYIPOBOKYBATH TEMATUYHI JIOCTIDKEHHS (IPOLIECH
OIHKKA BIIOBIIHOCTI) 3aCO0IB  KPUITOIrpahiuHOro 3axucTy
iH(opMaArLi.

Ability to analyse log files from various sources and
analyse network alerts to identify possible network
security threats.

Ability to support case studies (conformity assessment
processes) of cryptographic information security.

Daxosi komnemenmuocmi bBroky 4. Ipogecitinuii cmanoapm. @axiseysv chepu 3axucmy
inghopmayii/Professional competences Block 4. Professional standard. Specialist in the field of information
security

@®Ko6n 4.1. 3paTHicTh MPOBOIWUTH OLIHKY BilIIOBIIHOCTI
(meprkaBHY EKCIIEpPTH3Y) KOMIUIEKCHHX CHCTEM 3aXHCTy
iH(opMallii Ta 32c00iB TEXHIYHOTO 3aXUCTy iH(pOpMAItii.

Ability to conduct a conformity assessment (state
examination) of integrated information security systems
and technical information security equipment.

®KOon 4.2. 3naTHiCTh 37iICHIOBATH KOHTPOIb 32 CTAHOM
TEXHIYHOTO Ta KpANTOrpadigHoro 3axucty iHgopmari.

Ability to monitor the state of technical and
cryptographic protection of information.

@®K6n 4.3. 3natHicTh NPOBOAUTH aHA3 (ailimiB KypHATY 3
PBHUX DKEpeI Ta aHAN3yBaTd CHTHATM CIOBILIEHHS IIPO

Ability to analyse log files from various sources and
analyse network alerts to identify possible network




MEpPEeKy 3 METOI0 BH3HAYCHHS MOXIMBUX 3arpo3 Oesmeri
MEpPEXKI.

37aTHICT,  CYNPOBODKYBATH  TEMAaTWYHI  JIOCITIHKEHHS
(Tporiecy OIIHKK BiIITOBITHOCTI) 3aCO0IB KPUITTOrpadh)ivHOro
3aXUCTy iH(OopMArtii.

3maTHICTE TIPOBOIMTH  CHELiABHI JOCTIHKEHHS 3aco0iB
00poOKM  H(popMaIllii, TEXHIYHMX 3acO0iB Ta OO0 €KTIB
iH(opMAITIHOT TSITHHOCTL.

security threats.

Ability to support case studies (conformity assessment
processes) of cryptographic information security.

Ability to conduct special studies of information
processing tools, technical means and objects of
information activity.

Biiicbxoso-npogpeciiini komnemenmuocmi (BIIK)/Military-professional competencies (MPC)

BIIK 1. 3parHictb CyMIIHHO 1 YeCHO BHKOHYBAaTH
CIyKO0BHII OOOB’SI30K Y BINIOBITHOCTI 3 BHUMOTaMH
Craryri 30poitanx Cun YkpaiHu, HIIMMHA HOPMAaTHBHO-
MPAaBOBUMH AaKTaMH, II0 PENIAMEHTYIOTh CIIy»KOOBY
TSUTBHICTE Yy Jlepkcnen3p’s3ky, Ta BHMaraTd Bif
MipIeryX iX JOTPUMAHHS Ta BUKOHAHHSL.

MPC 1. Ability to perform official duties in good faith
and honestly in accordance with the requirements of the
Statutes of the Armed Forces of Ukraine, other regulatory
legal acts governing official activities in the State Special
Communications Service of Ukraine, and to demand that
subordinates comply with and fulfil them.

BIIK 2. 3pardicts IUiaHyBamy, OpraHi3oByBamd Oiif Ta
YIPARIISITH TAPO3ITIOM (MEXaHI30BaHAM B3BOZIOM) B OCHOBHHX
BHJIAX OO0 (TAKTHYHKX [Tjid).

MPC 2. Ability to plan, organise combat and
manage a unit (mechanised platoon) in the main
types of combat (tactical actions).

BIIK 3. 3pamHicte 3acTocoBYBaTM Ha MPAKTULl OCHOBHI
TIOJIOKEHHI TeOpil YIPABIHHA 1 IPUAHSATTS PILLICHb, A/TOPHTMH
TPUIHSTTS! YIPaBIHCHKUX PillieHb, TPUHLIMIM Ta TIPOLIETYPH
o)eKTUBHOIO YNpaRmiHHSA IMIPO3AUIOM (Y TOMYy uMci 3a
cragnapraMu HATO); ipoBomuTH iCTOPHKO-PETPOCTICKTUBHII
aHaUTI3.

MPC 3. Ability to apply in practice the basic provisions
of the theory of management and decision-making,
algorithms for making managerial decisions, principles
and procedures for effective management of the unit
(including NATO standards); conduct historical and
retrospective analysis.

BIIK 4. 3natHicTh aHami3yBaTVl 1 YCBIIOMITIOBATH MICIFO; BeCTH
3a o000 0cOOOBUH CKTAZ N0 il BUKOHAHHS, EMOHCTPYIOUH
IIIHHOCT, BJIACTMIBOCTI XapaKTepy 1 MHCICHHS HA OCHOBI
TIPUKIIA]TB €THOCY BoiHa Ta BUIATHOTO BIiCHKOBOI'O JTIEPCTBA.

MPC 4. Ability to analyse and understand the
mission; lead personnel to achieve it
demonstrating the values, character traits and
mindset of the Warrior ethos and outstanding
military leadership.

BIIK 5. 3naTHicTh BIOCKOHATIOBATH CBOI (haXOBi, METOIMYHI
Ta (pi3MYHI HABUYKM, OCOOKCTO MTPOBOWTH 3aHSTTSI 3 OOHOBOI
TiITOTOBKY 3 0COOOBUM CKJIAZIOM (ITiAPO3ILIOM); TIPAIIFOBATH
3 TAEMHHMH JOKyMEHTamu, 30epiraty 30poto 1 Ooemnpuracy,
3a0e31edyBaTH JIOJICPYKAHHS 3aXO0/iB OC3MEKH Ha 3aHSTTSX,
MATPUMYBaTd  TOCTIHY TOTOBHICTb  MIAPO3OUTY  JIO
BHKOHAHHS 3aBJIaHb 33 MPU3HAYEHHSAM Y MUPHUH Ta BOEHHHI
yac.

MPC 5  Ability to improve professional,
methodological and physical skills; personally
conduct combat training classes with personnel
(unit); work with secret documents, store weapons
and ammunition, ensure compliance with security
measures during classes; maintain the unit's
constant readiness to perform assigned tasks in
peacetime and wartime.

BIIK 6. 3natricrs opranizoBysaty PXb 3axucT B miapo3ni;
3aCTOCOBYBATH 3aCO0M 1HIMBITyaIbHOIO 3aXUCTY Ta JONATH
palioHM 3apaKeHHS B PI3HMX YMOBaX OOCTaHOBKH B XOIi
BHKOHAHHI 3aB/IaHb 32 TPU3HAYCHHSM.

MPC 6. Ability to organise CBRN protection in
the unit; use personal protective equipment and
overcome contaminated areas in  various
conditions in the course of performing assigned
tasks.

BIIK 7. 3natHICTs BU3HAYATY TAKTWMYHI BJIACTMBOCTI MICLIEBOCTI
TpH BeTeHHI OOMOBHMX Milf B PI3HMX YMOBAX; TIPALIFOBATH 3
TonorpapiHAME  KapraMd  Ta  (POTOIOKYMEHTAMY,
OpIEHTYBATUC HA MICIIEBOCTI 32 Kaproro, 0e3 Kap Ta 3a
JIOTTOMOT'OFO HABITAITIAHMX TIPIIAJIIB.

MPC 7. Ability to determine the tactical properties of the
terrain in combat operations in various conditions; work
with topographic maps and photographic documents;
navigate the terrain with a map, without a map and with
the help of navigation devices.

BIIK 8. 3natHicTh BUKOHYBATH 3aBIAHHS IH)KCHEPHOI

MPC 8. Ability to perform engineering support




MiATPUMKHY B PI3HUX BUIAX OOIO.

tasks in various types of combat.

BIIK 9. 3natHicTs OpraHi3oByBaTH Ta MATPHMYBATH 3B’SI30K
y TIPO3ALTI IITATHUMH 3aC00aMH 3B’ SI3KY.

MPC 9. Ability to organise and maintain communication
in the unit using standard means of communication.

BIIK 10. 3patnicTs BUKOHYBaTH TpOdeciiiHy MisUTBHICTE B
YMOBaX TPUBAIMX PI3HOITAHOBHX (D3MYHHMX HABAHTHKEHB 1
NCHXIYHUX ~ HAaNpyXXeHb;,  OpraHi3yBaTd  IiATOTOBKY
BIfICBKOBOCITY)KOOBLIB 111 3a0e3neyenHst X  (pisuuHOl
TOTOBHOCTI 10 BHKOHAHHS 3aBJaHb 32 IIPH3HAYCHHSM;
OpraHi3yBaTy BUKOHAHHSI 3aBJIAHD 3 TAKTHYHO! MEMLIMHH.

MPC 10. Ability to perform professional activities under
conditions of prolonged, diverse physical exertion and
mental stress; to organise the training of servicemen to
ensure their physical readiness to perform assigned tasks;
to organise the performance of tactical medicine tasks.

BIIK 11. 3nataicTs TOTYBaTH IITATHY 30POIO TPOALTY 110
OOMOBOro0  3aCTOCYBaHHS; C(EKTHBHO BHUKOPHCTOBYBATH
OOMOBI 1 TEXHIYHI MOXIIMBOCTI 030poeHH: (30poi) min vac
BeJIcHHsA 0010 (OOMOBMX [jif), IPOBEIECHHI YCIX BUB 3aHATH
3 TIAMOPSIKOBAHUM — OCOOOBHM  CKJIAJIOM;  3/IATHICT
0COOMCTO BOJIONITH TPUHOMAMH Ta CHOCOOAMH BEIICHHS
BITYYHOTO BOTHIO 3i IITATHOrO 030pOEHHS (30p0i) 10 TIUTIX,
10 3’SBJIFOTHCS TA PYXarOThCs, BICHD Ta BHOUI, 3JATHICTH
VOpaBiATH  BOTHEM  IONOPSOKOBAHMX 1  TPHIAHUX
TiIPO3/ILTIB (BOTHEBHX 3ac001B) i Yac BUKOHAHHS OOHOBUX
3aBIAHb.

MPC 11. Ability to prepare regular weapons of the unit
for combat use; effectively use the combat and technical
capabilities of weapons (weapons) during combat (combat
operations), conducting all types of training with
subordinate personnel; ability to personally master the
techniques and methods of accurate fire from regular
weapons (weapons) at targets that appear and move, day
and night; ability to control the fire of subordinate and
attached units (firearms) during combat missions.

BIIK 12. 3partHicth 3aCTOCOBYBATH  JIMCIAILTIHAPHY
MPAKTUKY MO BiIHOIICHHIO JI0 Mi/MOPSIKOBAHOTO 0COO0BOTO
CKIajy; KepyBaTd MOPO3IUIOM 3 JOTPUMAHHAM HOPM
MDKHAPOIHOTO I'yMAHITApHOTrO TpaBa.

MPC 12. Ability to apply disciplinary practices in
relation to subordinate personnel; manage the unit
in compliance with international humanitarian law.

Biiicbxoso-cneyianvni komnemenmnocmi (BCK) | Military-special competencies (MSC)

BCK 1. 3pmarHicTs BOJIOMITA 3HAHHAMHU 1 HaBHUYKAMHU
3aCTOCYBaHHS iH(pOpMaLiHHO-KOMYHIKAI[IHTHUX
cucteM (KOMIUIEKCIB CyYaCHHX pPYXOMHX BY3IiB
3B'SI3KY Ta 3aC00IB YpsA0BOTO MOJIBOBOTO 3B'A3KY).

MSC 1. Ability to possess knowledge and skills in the use
of information-communication systems (complexes of
modern mobile communication nodes and government
field communication equipment).

BCK 2. 3patHicTh TOTYBaTH IITaTHE OQJIA/IHAHHS CTAHITIH 1
BY3IB  IH(pOPMAITIHHO-KOMYHIKAIIIHHIX ~ CHCTEM (o
BUKOHAHHS 3aBJaHb 3 YPSZIOBOTO TOJBOBOIO 3B SI3KY;
BUKOHYBATH CXEMy-Haka3 HAa OpraHi3alilo  YpsyIoBOro
3B’S13KY; OpraHi30BYBaTH YCPryBAaHHS Ha BY3Iy YPSJIOBOTO
MOMBOBOTO  3B’13KY; BECTH  EKCILTyaTal[ifHO-TEXHIUHY
JIOKyMEHTAIIil0; ~OpraHi30ByBaTH 3aXWCT Bil 3aco0iB
PaTiOCNeKTPOHHOI  OOpPOTHOM; OpraHi30BYBAaTH OXOpPOHY 1
00OpOHY MOJTBOBOIO BY31a PSIOBOO 3B’ SI3KY.

MSC 2. Ability to prepare standard equipment of stations
and nodes of information and communication systems to
perform tasks on government field communications;
execute the scheme-order for the organisation of
government communications; organise duty at the
government field communications node; maintain
operational and technical documentation; organise
protection against electronic warfare; organise protection
and defence of the government field communications
node.

BCK 3. 3parnicts MpOBOAWTH TUIAHYBAHHSI 3 BHKOHAHHS
BY3JIOM YpSIOBOTO 3B’S3KY 3aBIJAHb 3a IIPH3HAYCHHSM;
OpraHi30BYBaTH BUKOHAHHS IEPILOYEPrOBUX 3aXOiB OO
TTITOTOBKH JI0 BUKOHAHHS 3aBJIAHb SIK B TTiITOTOBYMIA TIEPIO]
TaK 1 B XOJi BUKOHAHHS 3aBJAHb 3 YPSIIOBOTO IIOIHOBOTO
3B’3Ky; po3poOmroBaty 1 oopMITIOBATH  OMEpaTUBHI
(G0¥10B1) TIOKYMEHTH 3 YPSITIOBOTO 3B S13KY; CTABHTH 3aBJIaHHS
0co00BOMY CKIIafly By3/Ia YPSIZIOBOIO 3B’SI3KY Ha BUKOHAHHS
3aBIaHb 3a TPU3HAYCHHSM; 3a0e3eYyBaTd BHKOHAHHS

MSC 3. Ability to plan for the performance of assigned
tasks by the government communications node; organize
the implementation of priority measures to prepare for the
performance of tasks both in the preparatory period and in
the course of performing government field
communications tasks; develop and execute operational
(combat) documents on government communications; set
tasks for the personnel of the government communications
node to perform assigned tasks;, ensure that the




BY3JIOM YPSZIOBOTO 3B’513KY TIOCTABJICHUX 3aBJIaHb Bi/ITIOBITHO
JI0 TUIaHy OOHOBOro 3aCTOCYBaHHS TepUTOPIATIHHOIO By3na
YPSZIOBOTO 3B’SI3KY.

government communications node performs its tasks in
accordance with the plan of combat use of the Territorial
government communications node.

BCK 4. 3parhicte [0 oOprasizauii, IUIaHYBaHHS Ta
3a0€3MEUCHHs] POKUMY CEKPETHOCTI B YCTaHOBax Ta
OpraHi3artisix.

MSC 4. Ability to organise, plan and ensure
secrecy in institutions and organisations.

7 — IIporpamui pe3yabratn HaBuyanHs (IIPH) / Programme learning outcomes

ITPH 01 BiasHO CIINIKyBaTHCA JEPKaBHOIO MOBOIO YCHO Ta
TMIMICBMOBO TPY BUKOHAHH1 PO(eciiHX 000B ’SI3KIB.

Communicate fluently in the state language orally and in
writing in the performance of professional duties.

I[MPH 02 CroiikyBaTics iHO3EMHOIO MOBOIO 3 METOIO
3a0e3redcHHs epeKTUBHOCTI MPO(eciiiHOl KOMYHIKAITiL.

Communicate in a foreign language to ensure the
effectiveness of professional communication.

IMPH 03 3acrocoByBaTH TPHHIWMI HEMPHUITYCTHMOCTI
KOpYILi Ta OyIb-AKHX IHIIMX MPOSBIB HEJOOPOYECHOCTI Y
nipodeciiiHii JisUTEHOCTI.

Apply the principle of inadmissibility of corruption and
any other manifestations of dishonesty in professional
activities.

ITPH 04 OpranizoByBaT! BiacHy mpodeciiiHy TisUTBHICTB,
00MpaTH 1 BUKOPHCTOBYBATH ONTUMAIIBHI METO/IH Ta CIIOCOOH
PO3B’SI13aHHS CKIIA/IHHX CTICLATI30BAHMX 337124 1 IPaKTUYHHUX
npoOrieM y TpodeciiHiif JSUTHHOCTI, OIHIOBATH  iXHFO
e(heKTUBHICTb.

Organise own professional activities, choose and use
optimal methods and ways to solve complex specialised
tasks and practical problems in professional activities,
evaluate their effectiveness.

ITPH 05 AnamizyBaTi, apryMeHTyBaTH, IPUHMATH PIILICHHS
Npyd  PO3B™S3AHHI CKIAJHWX CICLIAT30BaHMX 3324 1
NPaKTUYHUX 3aBIaHb y TpodeciiiHiil  AisTTBHOCTI, SIKi
XapakTepH3YIOThCSI ~ KOMIUIGKCHICTIO ~ Ta  HEMOBHOIO
BI3HAYCHICTIO YMOB, Bi/ITTOBI/IATY 38 TIPUMAHSTI PIILICHHS.

Analyse, argue, make decisions in solving complex
specialised problems and practical tasks in professional
activities characterised by complexity and incomplete
certainty of conditions, and be responsible for decisions
made.

I[MPH 06 AnanTyBaTicss 0 HOBUX YMOB 1 TEXHOJOTIH
npodeciiiHOi AiSTTHHOCTI, IPOrHO3YBATH KIHIICBHI PE3YIIHTAT.

Adapt to new conditions and technologies of professional
activity, predict the final resul.

ITPH 07 3acrocoByBat i1 amanTyBaty Teopii iHpOopMaLLii Ta
KOJyBaHHSI, MATEMATHYHOI CTATUCTHKH, YHCes1, Kpurrrorpadii
Ta creraHorpadii, 0OpoOIeHHsI Ta mepeaadi CUTHAIB TOLIO,
TPUHLIMITE, METONM 1 TIOHSTTA KiOepOeslekn Ta 3aXHCTy
iH(opmalil y HaB4aHHi Ta npodeciiiHiil TsUTBHOCTI.

Apply and adapt theories of information and coding,
mathematical statistics, numbers, cryptography and
steganography, signal processing and transmission, etc.,
principles, methods and concepts of cybersecurity and
information protection in education and professional
activities.

ITPH 08 3acrocoByBatyi 3HaHHS i PO3yMIHHSI MATEMATHUKA
Ta GBUKN B mpodeciiHiid AisIsHOCTI, hopMaTizyBaTy 3a1a4i
TPEIMETHOI Taty3i KiOepOesreku Ta 3axucTy iH(opMalri,
¢dopMmymoBaTH X MareMaTH4Hy MOCTAHOBKY Ta OOHMpaTé
PaLliOHATBHII METO BUPIIICHHS.

Apply knowledge and understanding of mathematics and
physics in professional activities, formalise the tasks of the
subject area of cybersecurity and information protection,
formulate their mathematical formulation and choose a
rational method of solution.

ITPH 09 3Hatu Ta 3acTOCOBYBaTH 3aKOHOJABCTBO Y KpaiHU
Ta MDKHApOOHI BMMOIH, MPAKTUKW 1 CTAHIAPTH 3 METOIO
3mificHeHHs1 poeciiHOl AIsTTHHOCTI B Taity3i KibepOesneKku
Ta 3axuCTy iH(popMarrii.

Know and apply the legislation of Ukraine and
international requirements, practices and standards in order
to carry out professional activities in the field of
cybersecurity and information protection.

I[IPH 10 BuxopucroByBatd cy4acHi iH(OpMALiiHI
TEXHOJIOTTi, METOMM 1 MOz KiOepOe3leKkn Ta CHUCTEM

Use modern information technologies, methods and
models of cybersecurity and information security systems

3axucry  iHQopMmamii s 3miicHeHHs  mpodeciiinoi | to carry out professional activities.
TUSUTBHOCTI,
I[MPH 11 [IInanyBatn miaroroBKy Ta 3abe3nedysaru| Plan the preparation and ensure the continuity of business

HETIepepBHICT OBHEC-TIPOLIECIB B OpraHi3alisX 3rigHo 3i
BCTAHOBJICHOIO TIOJIITHKOIO KiOepOe3lekn 3 ypaxyBaHHSIM
BUMOT JT0 3aXUCTY iH(OpPMAITIL,

processes in organisations in accordance with the
established cybersecurity policy, taking into account
information security requirements.




IMPH 12 3acrocoByBat Merogud Ta 3aco0M 3aXHCTY
iHpopMarii B  iHpopMmauiiiHux Ta  iH(pOpMAaLiiiHO-
KOMYHIKAITIMHAX CHCTEMAaX BIMIOBITHO JI0 BCTAHOBJICHOI
TIOMTITHKY 1H(OpMALIIIHOT Oe3MeKH.

Apply methods and means of information protection in
information and information and communication systems
in accordance with the established information security

policy.

[TPH 13 BnposamxyBaty, HAJIAIITOBYBATH,
CYNPOBO[DKYBaTH Ta MIATPUMYBATH (PYHKLIOHYBAHHS
NpOrpaMHHUX 1 TPOrpamMHO-anapaTHUX KOMIUICKCIB 1
cucTeM KibepOesrex Ta 3aXucTy iHdopMarii sSIK HeoOXiHi
npoueaypu ansi  (QyHKUiOHYBaHHsS iH(pOpMamifHUX I
iH(pOpMaLIIHO-KOMYHIKAIIHHIX CHCTEM Ta\abo
IH(PaCTPYKTYpH OpraHi3allii B LIOMY.

Implement, configure, maintain and support the
functioning of software and hardware systems and
cybersecurity and information protection systems as
necessary procedures for the functioning of information
and information and communication systems and/or the
organisation's infrastructure as a whole.

I[IPH 14 BupimyBat 3amadi yNOpaBIiHHA MpoLecamu
BITHOBJICHHSI IITATHOTO (DYHKLIIOHYBaHHsI iH(OpMALIIHNX Ta
iH(hOpMALIHHO-KOMYHIKAIIIHHAX CHCTEM 3 BHUKOPHCTAHHSIM
HPOLIENYp PE3EPBYBAHHS 3IIHO BCTAHOBICHOI MOMITUKH
Oesrekn 1 3a0e3mnedyBaTi (DYHKIIIOHYBaHHS CIIEHIATBHOTO
HPOrPaMHOro 3a0€3MEUEHHs OZI0 3aXUCTY Ta BIIHOBIICHHSI
iH(opmarrii.

Manage the processes of restoring the normal functioning
of information and information and communication
systems using backup procedures in accordance with the
established security policy and ensure the operation of
special software for information protection and recovery.

IIPH 15 30upatu, o0poOmsTy, 30epiraTy, aHami3yBaTH
KpUTHYHI JaHi JUI1  JIOKa3y peamizamii  Kibepsarpos,
TIPOBO/IMTH AHAI3 Ta JOCIIDKEHHS KIOSPIHITMIICHTY 3 METOFO
OIEPATVBHOTO BiTHOBJICHHST (YHKLIOHYBaHHSI
iH(opMALTIHOI CHCTEMM.

Collect, process, store, analyse critical data to prove the
implementation of cyber threats, to analyse and investigate
a cyber incident in order to promptly restore the
functioning of the information system.

ITPH 16 BupinryBaty 3aad4i BIpOBaHKEHHS Ta CYIIPOBOAY
KOMIUTEKCHUX CHCTEM 3axHCTy iHpopMail B HpopMaLiiiHIX
CHCTEMaXx.

Solve the problems of implementing and maintaining
integrated information security systems in information
systems.

I[IPH 17 3abesnevyBati (PyHKUIOHYBAaHHS —CHCTEMH
yIOpaBliHHSA ~ KiOepOesnekoro 1 3axucroM  iH(opmarii
OpraHizamii, BKIIOYAIOYM TIEPCOHAT Ta  YNpPABIIHHSI
HacliIKaMK  peamizaiii 3arpo3 iHpopMmawiiiHiid Oesmeni B
KPHU30BHX CHTYaIlisIX, HA OCHOBI 3[iHCHEHHS MpPOLEAYP
KUTBKICHOI 1 SIKICHOI OITIHKH PU3VIKIB.

Ensure the functioning of the organisation's cybersecurity
and information protection management system, including
personnel and management of the consequences of
information security threats in crisis situations, based on
the implementation of quantitative and qualitative risk
assessment procedures.

IIPH 18 AmnanizyBaty, 3acTOCOBYBAaTH METOOM Ta 3aco0H
KpunTorpagiyHoro  3axvcry iHgopmamii Ha  00’eKkTax
iH(hOpMALTIHOT JiSUTEHOCT.

Analyse and apply methods and means of cryptographic
protection of information at information activity facilities.

ITPH 19 BupinryBaty 3a1a4i o0 opraHizariii Ta KOHTPOITIO
CTaHy KpunTorpadiHOro 3axucry iHQopmalii, 30kpema
BIMOBIITHO JI0 BUMOT HOPMATHBHUX JIOKYMCHTIB,

Solve tasks related to organising and monitoring the state
of cryptographic protection of information, in particular in
accordance with the requirements of regulatory
documents.

ITPH 20 BusHauatyi 3arpo3u CTBOPEHHS! TEXHIYHUX KAHAIB
BHUTOKY iH(opMarii Ha 00’exTax iH(pOpMALIHHOI TisUTEHOCTI;
BIIPOBA/PKYBaTH 3aCO0M 1 3aXOmM TEXHIYHOTO 3aXHCTY
iH(opMaLlil BiI BUTOKY TEXHIMHIMU KaHAIAMH, TPOBOIHTH
OOCITyTOBYBaHHS 1 KOHTPOJIb CTaHy arapaTHUX 3aco0iB
3axXHCTy iH(popMalii Ta KOMIUIEKCIB TEXHIYHOTO 3aXHCTY
iH(opmartii.

Identify threats of creating technical channels of
information leakage at information objects; implement
means and measures of technical protection of information
from leakage through technical channels, maintain and
monitor the condition of information protection hardware
and technical information protection complexes.

IIPH 21 BukoHyBaty BIpOBA/DKEHHS, MIATPUMKY, aHAI3
©(CKTHBHOCTI CUCTEM BUSBIICHHS  HECAHKI[IOHOBAHOIO
noctymy, Aiid 3 iH(opmariero B iHpOpMALiHIA crcTeMi,
BpaxMBOCTEH, MOXJIMBHX  3arpo3  iH(opMamiiHOMY

Implement, maintain, analyse the effectiveness of systems
for detecting unauthorised access, actions with information
in the information system, wulnerabilities, possible threats
to the information space and information resources, and




MpocTopy 1 iH(popMaIIiiHIM pecypcaM Ta BUKOPHCTOBYBATH
KOMIUTEKCH 3aXUCTy il 3a0e3redeHHs] HeoOXiTHOro piBHS
3axHIIeHoCTi iHdopMartii B iHpOpMALIIAHIX CHCTeMaX.

use security systems to ensure the required level of
information security in information systems.

I[IPH 22 PeanizoByBaTd KOMIUIGKCHI 3aXOOM TPOTHAl
TEXHIYHUM PO3BIIKAM.

Implement comprehensive measures to counter technical
intelligence.

I1PH 23 BukopucToByBaTH Y MPaKTAYHIH AiSUTBHOCTI B cepi
opranizarii JIeprxcren3s’sBKy cucTeMy TIPHUHITAITIB, 3aKOHIB 1
KaTeropii JaneKTHKH.

To use the system of principles, laws and categories of
dialectics in practical activities in the field of organization
of the State Service of Special Communications and
Information Protection of Ukraine.

I1PH 24 3acrocoByBaty B mpodheciiiHild AisTTBHOCTI MPaBOBY
0a3y HaL[IOHATTBHOT Oe3MeKH Y KpaiHH.

Apply the legal framework of national security of Ukraine
in professional activities.

Ipoepamui pezynomamu nasuarnns boxy 1. Hpogeciinuii cmanoapm. Daxieeyb 3 peazyBarnHs HA IHYUHOEHMU
xibepbesnexu /Programme learning outcomes Block 1. Professional standard. Specialist in response cybersecurity
incident

[TPHOGn 1.1. BukoprictoByBaT! IHCTPYMEHTH KOPEIIALIiT IO
Oc3rexy. Br3HauaTH Ta NpiopUTE3yBaTH 3aXOIH PearyBaHHsI
Ha pruky Kidepoesrieku. Po3pobmsti abo Opati ydacts y
po3po0Ill  TIOPS/IKY ~ TPOBE/ICHHS — OMIHKA  IHITWZICHTIB
KiOepOesneku. [IpoBomuTy OLIHKY [iif MPOTUBHMKA Ta HOro
METOIiB, BUSIBJISITY TEXHIKH, TAKTHKY Ta IPOLIEIYPH HaTlajy.

Use security event correlation tools. Identify and
prioritise responses to cybersecurity risks. Develop or
participate in the development of a procedure for
assessing cybersecurity incidents. Assess enemy actions
and methods, identify attack techniques, tactics and
procedures.

[MPHOn 1.2. 36epirati LUTICTHICTH JOKa3iB BiIIOBIAHO 10
CTAaH[APTHHX OMEPATUBHUX MpOLEnyp ab0 HAIlOHAIBHUX
CTaHJAPTIB. 3aCTOCOBYBATH METO/IMKH BHSBIICHHSI BTOPTHEHb
3 OOKy XOcTa Ta MEpPEeKi 3a JIOMOMOIOK) TEXHOJOTIH
BUSIBJICHHSI BTOprHEeHb. [IpoBOMTH TpOLIeIypH CKAHYBaHHST
BpaxMBOCTEl B CUCTEMaX OE3MeKH.

Maintain the integrity of evidence in accordance
with standard operating procedures or national
standards. Apply techniques to detect host and
network intrusions using intrusion detection
technologies. Conduct security vulnerability
scanning procedures.

[TPHGn 1. 3. ToryBaty TOKyMEHTH (3aITiTH, 3asIBKH, BUXI/HI
JIaHI TOIIO) JyIs TIPOBENCHHS TEMATHYHUX JIOCIIDKCHB
(OLIHKM BiMOBITHOCTI) 3aCO0IB KPUMTTOrpahiqHOro 3axucTy
iHpopmaril. BukopucroByBatn Marepiami Ta 3BITH 3a
pesyabTataMyl  TEMAaTUYHMX  JIOCIDKEHb  (OLIHKA
BIIOBIMHOCTI)  3aCO0IB  KPUITOrpahiqHOro  3axMcTy
iH(opMaLTil 11 IX parioHaTBHOrO 3aCTOCYBAHHSI Ha 00’ €KTax
inopmamiiiHoi  misubHOCTL. Hamaatn B HeoOXimHEIX
BHUIA/IKAX KEPIBHUIITBY TIPOMO3HILI MO0  YKIIAJAHHSI
JIOTOBOPIB HA TIPOBEICHHA TEMATMYIHUX JIOCIIDKEHb (iX
OKPEMUX CKIIaJIOBUX) Ta OLIHKA BIANOBITHOCTI 3aco0iB
KpUNTOrpadiyHOro 3aXKUCTy iHpOpMALLiL.

[poBomuTy  crielianbHI  IOCTMKEHHST  3ac00iB  0OpOOKH
iHpopMartii, TexHMHMX 3aco0iB (BU3HAYATH CKJIANIOBI Ta
pexuMU podOTH 3ac00iB 00pOOKH H(OpMAITiT Ta TEXHITHIX
3ac00iB, BHM3HAYATA TECTOBI CHTHAM, CKIAJATA CXEMH
CHELIATPHAX ~ JIOCTIDKEeHb, BHSIBISITH Ta  BUMIPIOBATH
HeOe3neyHi  (TecTOBi) eNEKTpUYHI, EEeKTPOMArHiTHI  Ta
OITUYHI CHTHATM, BU3HAYATY TIOKA3HUKU 3aXHINCHOCTI
iHopmartii 3acobiB 00poOKH iH(OPMAITI, TEXHIYHHX 3aC00IB
Ta MOXJIUBICTh (HEMOMKJIIVBICTH) CTBOPEHHS HIMHU 200 4epe3
HYIX TIEBHUX TEXHIYHUX KaHATB BUTOKY iH(opMartii).

Prepare documents (requests, applications, initial data, etc.) for
conducting case studies (conformity assessment) of
cryptographic information protection means. Use materials
and reports based on the results of case studies (conformity
assessment) of cryptographic information protection means
for their rational application at information activity facilities.
To submit proposals to the management, if necessary, on
concluding contracts for conducting case studies (their
individual components) and assessing the conformity of
cryptographic information protection means.

Conduct special studies of information processing facilities,
technical means (determine components and modes of
operation of information processing facilities and technical
means, determine test signals, draw up schemes for special
studies, detect and measure dangerous (test) electrical,
electromagnetic and optical signals, determine information
security indicators of information processing  facilities,
technical means and the possibility (impossibility) of creating
certain technical channels of information leakage by them or
through them).




Ipoepamui pezynomamu nasuarnns boxy 2. Hpogeciiinuii cmanoapm. Daxieeyb 3 KpUnmoepapiuroeo 3axucny
inghopmayii’/ Programme learning outcomes Block 2. Professional standard Specialist in cryptographic information
security

I[MPHO6n 2. 1. Po3pobnsTu 11aHW, MOPOTrpamy,
IHCTPYKIii Ta HAaCTaHOBH IIOAO KOHTPOIIO PiBHSA
Oesniekn KpumnrtorpagiuHoro 3axucty iHdopmanii B
oprani (ycraHoBi, migNpUEMCTBI). 3aiCHIOBATH
MepeBipKy IMOBHOTH 1 BIAMOBIAHOCTI peai3oBaHUX
3axofiB i3 3axucty iHdopmarii B oprasi (ycTaHOBI,
MiAPUEMCTB1) BUMOTaM HOPMAaTHBHUX ITOKYMEHTIB 3
NUTaHb KpUOTOrpadiqHOro 3axucty iHgopmarii.
PoOuTH BHCHOBKH Ta CKJIaJaTH aKTH 3a pe3yJbTaTaMu
KOHTPOJIBHUX 3aXOJiB.

Develop plans, programmes, instructions and
guidelines for controlling the level of security of
cryptographic protection of information in the
body (institution, enterprise). To verify the
completeness and compliance of the implemented
information security measures in the body
(institution, enterprise) with the requirements of
regulatory  documents on cryptographic
information security. Draw conclusions and draw
up acts based on the results of control measures.

[MPHOn 2. 2. Buznadatn (hopMymroBati) moTpeOH IIONO
KpUNTOrpadiyHOro 3axucTy iHQopMarii Ha MiANpHEMCTBAX,
(ycraHoBax, opraHizamisix). BusHauati Ta  aHanmizyBaTé
BHMOIH IIONO KpHmTorpadiyHoro 3axucry iHgopmamii Ha
MiTpUeEMCTBaX, (YCTAHOBAX, OpraHizawisX). 3HiACHIOBATH
TIONEPEHIO OLIHKY JIOCTATHOCTI Ta KOPEKTHOCTI BAMOT 1
notped  KOpUCTYBa4diB  (3AMOBHHKIB)JII  MOOYIOBH
MiICKCTEMH  KpUNTOrpaiuHoro 3axucry iHdopmari 3
HEOOXiHUM piBHEM Oe3NeKd. AHami3yBaTH MOTpeOH Ta
BHMOIH KOPUCTYBAyiB 3 METOIO IUIAHYBaHHS 1 TPOBEICHHS
PO3POOKU CHCTEMH.

Identify (formulate) the needs for cryptographic protection
of information at enterprises, (institutions, organisations).
Determine and analyse the requirements for cryptographic
protection of information at enterprises, (institutions,
organisations). Carry out a preliminary assessment of the
sufficiency and correctness of the requirements and needs
of users (customers) to build a cryptographic information
security subsystem with the required level of security.
Analyse the needs and requirements of users in order to
plan and conduct system development.

[IPHOon 2. 3. IlpawoBatn 3 ailaMi SKypHATB Ta
aHam3yBat iX. OTpuMyBaTW Ta aHaTI3yBaTH CHTHAIA
CIOBILICHHS TIPO MEPESKY Bill PI3HUX DKEpEN B CEpPeuHi
OpraHizaiiii Ta BH3HAYaTH MOXJIMBI MPIYUHA TIOSBA TaKHX
CUTHAJIIB.

[poBomuTy  criewianbHi  AOCTDKEHHST 3ac00iB  00pOOKH
iH(opMartii, TexHMHMX 3aco0iB (BM3HAYATH CKJIANIOBI Ta
pexuMU pobOTH 3ac00iB 00pOOKH H(OpMAITiT Ta TEXHITHIX
3ac00iB, BH3HAYaTH TECTOBI CHTHAIM, CKIAJATH CXEMU
CHCLIATPHAX ~ JIOCTIDKEeHb, BHSIBISITA Ta  BUMIPIOBATH
HeOe3neyHi (TecTOBI) eNMEKTpUYHI, EMEeKTPOMArHiTHI  Ta
ONTHYHI CHTHATM, BH3HAYATH TIOKA3HUKW 3aXWIIEHOCTI
iHopmartii 3acobiB 00poOKH iH(OPMAITL, TEXHIYHHX 3aC00IB
Ta MOXJIUBICTh (HEMOMKJIIVBICTH) CTBOPEHHS HIMH 200 4epe3
HYIX TIEBHUX TEXHIYHUX KaHAB BUTOKY iH(opMartii).

Work with and analyse log files. Receive and analyse
network alerts from various sources within the
organisation and identify possible causes of such alerts.
Conduct special studies of information processing
facilities, technical means (determine components and
modes of operation of information processing facilities and
technical means, determine test signals, draw up schemes
for special studies, detect and measure dangerous (test)
electrical, electromagnetic and optical signals, determine
information security indicators of information processing
facilities, technical means and the possibility
(impossibility) of creating certain technical channels of
information leakage by them or through them).

Ipoepamni pezynomamu nasuanns boxy 3. Ipogeciiinuii cmanoapm. Daxieeyb 3 mextiuHo2o 3axucniy iHghopmayii
/ Programme learning outcomes Block 3. Professional standard Specialist in technical information security

[MPHon 3. 1. @opmymoBaru (Opati ywactb Yy
(dopMyIIOBaHHI) BHMOI JO 3axucry iH(opmami B
iH(hOopMALIHHO-KOMYHIKAIIIAHAX CHUCTEMax Ta Ha 00 €KTax
iHopmMariiHoi misubHOCTL. Po3pobnsti (Opaté ydacts 'y
Ppo3pobLi) momiiky Oesnieku iHdopMarii B iH(opMariiiHO-
KOMYHIKAITIMHIX cucTeMax. Pozpobmsta (Opatu ydacts y
PO3pOOLI) TEXHIYHOI Ta eKCIUTYaTALIHHOI JOKYMEHTALTiT 00

Formulate (participate in the formulation of) requirements for
information security in information and communication
systems and at information activity facilities. Develop
(participate in the development of) information security
policies in information and communication systems. To
develop (participate in the development of) technical and
operational documentation for the creation, state examination,




CTBOPCHHSI, JIEPYKABHOI EKCIIEPTH3H, (aTecTarlii), BBSACHHS B
EKCIUTyaTalliro, eKCIUTyaTallil CUCTeM Ta KOMITIEKCIB 3aXHUCTY
iHopmartii.

(certification), commissioning, operation of information
security systems and complexes.

[1PHOGn 3. 2. IpoBoguTyu crieliabHi AOCTiMKEHHS 3aC00iB
00poOKkv  iH(opMalTii, TEXHIYHMX 3ac00iB  (BH3HAYATH
CKJI/IOBi Ta PSKUMH poOOTH 3ac00iB 00poOKH iH(opMartii Ta
TEXHIYHUX 3aCO00IB, BHM3HAYATH TECTOBI CHTHAIH, CKIAJATH
CXEMU CIIELIATbHUX JOCIHKEHb, BUSBIISITA Ta BUMIPIOBATH
HeOe3neyHi  (TecTOBl) eNMEKTpUYHI, EMEeKTPOMArHiTHI  Ta
ONTHYHI CHTHATM, BH3HAYATH TIOKA3HUKM 3aXWIIEHOCTI
iH(opmarii 3aco0iB 0OpOOKH iH(OpPMALTI, TEXHIYHHUX 3acO0IB
Ta MOXJIUBICTh (HEMOMJIVBICTH) CTBOPEHHS HIMH 200 4epe3
HHUX TICBHMX TCXHIYHMX KaHAIB BHTOKY IH(opMAIIii).
[poBomumu CHeLiaTbHI JIOCITIKEHHST 00’€exTiB
iH(opMaITiiHOI MISUTFHOCTI (CKIAJATH CXEMU CIICIIATBHIX
JIOCITIIKEHb, BUSIBIISATH Ta BUMIPIOBATH HEOE3MedHi (TecToBi)
AKyCTUYHI, BiOPOAKYCTHYHI, AKyCTORIICKTPHYHI,
AKyCTOCJICKTPOMATHITHI,  JIA3¢PHI  CUTHATM, BH3HAYATH
TIOKA3HUKK 3aXMILEHOCTI MOBHOI iH(opMmaiii Ha 00 €KTi
iH(OpMALIHHOI JSUTBHOCTI TA MOXJIMBICTD (HEMOMJIUBICTD)
crBopensi Ha OIJ] meBHMX TEXHIYHMX KaHATB BHTOKY
iHpopmarii). Bm3Hauatm  BUMOrM 0  TIOKA3HUKIB
(XapaKTepHUCTUK) anapaTHUX 3acO0iB TEXHIMHOIO 3aXHCTY
iH(opmarii, sKi HeoOXimHi s 3a0e3MeyeHHs] 3aXUIeHOCT]
iHpopMarii B cucremi abo Ha 00’exTi iH(pOpMALIHHOL
nisutbHOCTI. CKJIaIaTH MPOTOKOMH CIEIIATBHUX JIOCITHKEHb.
Criaziati TIpUNACK HA EKCIUTyaTallilo 3aco0iB  00poOKH
iH(hopMmaLii Ta 00’ €KTIB IHPOPMALIIHHOL JisUTEHOCTI.

Conduct special studies of information processing facilities
and technical means (determine the components and
operating modes of information processing facilities and
technical means, determine test signals, draw up schemes
for special studies, detect and measure dangerous (test)
electrical, electromagnetic and optical signals, determine
the information security indicators of information
processing facilities and technical means and the
possibility (impossibility) of creating certain technical
channels of information leakage by them or through
them). Conduct special studies of information activity
objects (draw up schemes of special studies, detect and
measure dangerous (test) acoustic, vibroacoustic,
acoustoelectric, acoustoelectro-magnetic, laser signals,
determine the security indicators of speech information at
the information activity object and the possibility
(impossibility) of creating certain technical channels of
information leakage at the OIA). Determine the
requirements for indicators (characteristics) of hardware
means of technical protection of information, which are
necessary to ensure the security of information in the
system or at the object of information activity; draw up
protocols of special studies. Draw up protocols of special
studies. Draw up instructions for the operation of
information processing facilities and information activities.

[IPHOon 3. 3. IpawoBat 3 ailaMi SKypHATB Ta
aHam3yBat iX. OTpuMyBaTW Ta aHATI3yBaTH CHTHAIHA
CIOBILICHHS TIPO MEPESKY Bill PI3HUX IDKEpEN B CEpPeauHi
OpraHizalii Ta BU3HAYATH MOXJIIMBI IPHYMHU TIOSBH TAKUX
CUTHAJIIB.

TotyBatTn nOKyMeHTH (3aNWTH, 3asIBKH, BUXIIHI JAHI TOLLIO)
Il TPOBEICHHS TEeMaTHMYHUX  JIOCTDKEHb  (OIHKH
BIMOBIMHOCTI)  3aCO0iB  KpumTorpaiyHoro  3axvcTy
iH(opmartii.

BukopucroByBati MaTepiaid Ta 3BITH 32 pe3yJbTaTaMU
TEMATHYHUX JOCHIDKEHb (OIHKM BiIIOBITHOCTI) 3acO0IB
KpuntorpagiuHoro  3axucry  iHQopmami  mma X
PALIiOHATBEHOrO 3aCTOCYBaHHS HA 00 ‘€KTax iH(popMariiiHOi
JUSUTBHOCTL

Hamagaty B HEOOXITHVX BHIA/IKAX KSPIBHUIITBY IPOITO3HITIl
LIONO YKIAJAHHS JIOTOBOPIB HA TIPOBENEHHS TEMAaTHYHUX
nocmmkeHb (X OKpeMHMX — CKIQ[IOBHX) Ta  OLIHKA
BIMOBIMHOCTI  3acO0iB  KpumTorpaiqyHoro  3axucTy
iH(opmarrii.

Work with and analyse log files. Receive and analyse
network alerts from various sources within the organisation
and identify possible causes of such alerts.

Prepare documents (requests, applications, initial data, etc.) for
conducting case studies (conformity assessment) of
cryptographic information protection means.

Use materials and reports based on the results of case studies
(conformity  assessment) of cryptographic  information
protection means for their rational application at information
activity facilities.

Provide proposals to the management, as appropriate, on
concluding contracts for conducting case studies (their
individual components) and assessing the compliance of
cryptographic information security.

Ipoepamui pezynomamu nasuarnns bioxy 4. Hpogeciiinuii cmanoapm. Daxiseyb cghepu 3axucmy ingopmayii /
Programme learning outcomes Block 4. Professional standard. Specialist in the field of information security.




[MPHOn 4. 1. Cxiazmaty nporpamy Ta METOIHMKY TPOBEACHHS
JICPKaBHOI EKCIIEPTU3M  KOMIUIGKCHHUX CHCTEM  3aXHCTY
iHpopmaril. [IpoBomuTn TOmepenHe O3HAWOMIICHHS 3
00’€KTOM EKCIIEpPTH3U Ta TIOrTHOIEHE OOCTeKEHHS 00 €KTa
ekcriepti3d.  [IpoBomuTi  ekcriepTHI  BHIIPOOYBaHHS Ta
JOCIIKEHHST KOMIUIEKCHHX CHCTEM 3axMCTy iH(opmarii
(omiHIOBaTH (DYHKIIOHAIBHI TIOCTYTH OC3IIEeKH, OIHIOBATH
piBHI TapaHTii KOpEKTHOCTI peamizamii (QyHKIIOHATBHUX
MOCTYr OE3MeKH, TIEpEeBIPATH HAsBHICTb 3apeeCTPOBAHOTO
akta arecramii komrwiekcy T3l SIKIIO Takuii KOMILIEKC
BXOIMTb JIO CKIay KOMIUIEKCHOI CHCTEMM 3aXUCTY
iHpopmMarii, abo  mpoBomdTHM ~ HOro  arecrariio).
OcdopwiroBatd  TPOTOKOMM EKCIIEPTHUX BHIPOOYBaHb Ta
arecTaTd BIATIOBIMHOCTI KOMIUIGKCHHX CHCTEM 3aXHCTYy
iH(hopMaLTil. 3iiICHIOBATH EKCTIEPTH3Y KOMIUIEKCHHX CHUCTEM
3aXKCTY TH(pOpMALl IIUTIXOM JeKIapyBaHHs, OPOPMITIOBATH
JeKyiapaltii BiIIOBITHOCTI KOMIUIEKCHHX CHCTEM 3aXHCTY
iH}popmalii Ta OpraHi3oByBaTM iX 3aTBEPPKEHHA Ta
peecTpalrtito. 3IiiCHIOBAaTH EKCIIEPTH3Y 3aCO0IB TEXHIYHOTO
3axucTy iH(opMarlii, ohopMITFOBATH ITPOTOKOIH EKCIIEPTHUX
BUIPOOYBaHb 3acO0IB TEXHIYHOIO 3axWCTy iH(opmaLii Ta
eKCIIepTHI BHCHOBKM Ha 3acoom T3l opranisoByBati
3aTBEPIDKCHHS 1 peeCTpallifo eKCIIePTHIX BUCHOBKIB.

Develop a programme and methodology for conducting
the state examination of integrated information security
systems. Carry out a preliminary examination of the object
of examination and an in-depth examination of the object
of examination. Conduct expert tests and studies of
integrated  information  security  systems  (evaluate
functional security services, assess the level of guarantees
for the correct implementation of functional security
services, check the availability of a registered certificate of
certification of a complex of TDI, if such a complex is part
of an integrated information security system, or conduct its
certification). To issue expert test reports and certificates of
conformity of integrated information security Systems.
Carry out examination of integrated information security
systems by way of declaration, issue declarations of
conformity of integrated information security systems and
organise their approval and registration.

I[MPHO6a 4. 2. Oprani3oByBaty (NpuUAMAaTé y4actb Y
OpraHizamii) KOHTPOIb 33 CTaHOM TEXHIYHOTO Ta
KpuntorpadiuHoro  3axucry  iHgopmarii.  [lepeBipstu
BUKOHAHHS BUMOI HOPMATHBHO-TIDABOBHX ~aKTIB Ta
HOPMAaTUBHUX JIOKYMEHTIB 3 TeXHIYHOr0  Ta
KPHUITTOrpahiyHOro 3aXmcTy iH(popMallii Ha MiAIpUeEMCTBAxX/B
OpraHizaiisiX.  3acTocOBYBaTH  3acO0M  KOHTPOIIO
3axuIeHocTi Hpopmarii. KoprctyBatucst HCTpyMeHTapieM
KOHTPOJTIO 32 CTAaHOM TEXHIYHOro Ta KpurrorpadidHoro
3axucry iHpopMmarii. Bu3HauatM CTaH TEXHIYHOTO Ta
KPUITTOrpaiyHoOro 3axucry iHpopmari Ha MipreMCTBI/B
opranizamii. OgopMIroBaTH JOKYMEHTH 32 pE3yNbTaTaMu
KOHTPOITIO CTAaHY TEXHIYHOrO Ta KPUTITOrpahiyHOro 3aXUCTy
1H(OpMALLIT Ha MTIPUEMCTBI/B OpraHi3alli.

Organise (participate in organising) control over the state
of technical and cryptographic protection of information.
Check compliance with the requirements of regulatory
legal acts and normative documents on technical and
cryptographic protection of information at enterprises/in
organisations. Apply information security controls. Use
tools for monitoring the state of technical and
cryptographic protection of information. Determine the
state of technical and cryptographic protection of
information at an enterprise/organisation.

Draw up documents based on the results of monitoring the
state of technical and cryptographic protection of
information at the enterprise/organisation.

[IPHOGn 4. 3. [lpaigoBatn = 3 QaiiaMi  KypHATB  Ta
aHamzyBat ix. OTpuMyBaTW Ta aHAT3YBaTH CHTHAIA
CIOBILICHHS TIPO MEPESKY Bill PI3HUX DKEpEN B CEpPeuHi
OpraHizalii Ta BU3HAYaTH MOXJIIMBI IPHYMHU TIOSBH TAKUX
CUTHAJIIB.

TotyBatn nOKYMeHTH (3aNWTH, 3asBKH, BUXIIHI JAHI TOLLO)
JUIi  TPOBEICHHS TEeMaTHYHUX  JIOCTDKCHb  (OIHKH

BIMOBIMHOCTI)  3aCO0IB  KpumTorpaiyHoro  3axvcTy
iHpopmarii. BuxopucToBYBaTM Matepiai Ta 3BITH 3a
pe3ybTataMd  TEeMATHUHHX — JOCHDKeHb  (OLIHKA
BIMOBIMHOCTI)  3aCO0iB  KpumTorpaiyHoro  3axvcTy

iH(hopMaLTil 1t iX parioHATIBHOTO 3aCTOCYBaHHS HA 00 ‘€KTax

Work with and analyse log files. Receive and analyse
network alerts from various sources within the
organisation and identify possible causes of such alerts.

Prepare documents (requests, applications, initial data, etc.)
for conducting case studies (conformity assessment) of
cryptographic  information  protection means. Use
materials and reports based on the results of case studies
(conformity assessment) of cryptographic information
protection means for their rational application at
information activity facilities. Submit proposals to the
management, if necessary, on concluding contracts for
conducting case studies (their individual components) and




inopmariiHoi  misteHOCTL. Hamaatn B HeoOXimHEIX
BUIMA/IKAX KCPIBHUIITBY TIPOMO3MILI IO0  YKIAJAHHSL
JIOTOBOPIB HA TIPOBEJCHHS TEMATUYHHX JOCTDKEHb (iX
OKpEMHUX CKJIQJIOBMX) Ta OIHKA BINTOBITHOCTI 3aco0iB
KpUMTOrpadiyHOro 3aXKCTy IHPOpMALTIL.

[poBomuTy  crielianbHI  IOCTMKEHHST  3ac00iB  0OpOOKH
iHdopMartii, TeXxHMHMX 3aco0iB (BU3HAYATH CKJIANIOBI Ta
pexuMu pobOTH 3ac00iB 00pOOKH H(OpMAITiT Ta TEXHITHIX
3ac00iB, BHM3HAYATA TECTOBI CHTHAM, CKIAJATA CXEMH
CHELIATPHAX ~ JIOCTIDKEeHb, BHSIBISITH Ta  BUMIPIOBATH
HeOe3neyHi (TecTOBl) eNMEKTpUYHI, EMEeKTPOMArHiTHI  Ta
OITUYHI CHTHAJM, BU3HAYATY TIOKA3HUKK 3aXHINCHOCTI
iHopmartii 3acobiB 00poOKH iH(OPMAIT, TEXHIYHHX 3aC00IB
Ta MOXJIUBICTh (HEMOMJIVBICTH) CTBOPEHHS HIMH 200 4epe3
HYX MIEBHUX TEXHIYHUX KaHAIB BUTOKY iH(opMartii).

assessing the conformity of cryptographic information
protection means.

Conduct special studies of information processing
facilities, technical means (determine components and
modes of operation of information processing facilities and
technical means, determine test signals, draw up schemes
for special studies, detect and measure dangerous (test)
electrical, electromagnetic and optical signals, determine
information security indicators of information processing
facilities, technical means and the possibility
(impossibility) of creating certain technical channels of
information leakage by them or through them).

Ipoepamui pezyromamu HagYanHs 8iliICbKOBO-NPOeciiina ma 8ilicbK08o-cneyianbii niocomoska |
Programme learning outcomes military-professional training and military- special training

IMPHBIIIT 1. 3acrocoByBatit BuMOru CratyTiB 30pOHHIX
Cun VYkpaiHu mpu oOprasizaiii CIy>KOOBOi IiSUTBHOCTI B
MiPO3/IUTL, BHYTPILIHBOI 1 BAapTOBOI CITYXKO, MiATPUMAaHHI
BIIICBKOBOI ~JMCIMIUTIHM Ta 3a0e3ledeHHI  CTPOHOBOI
3MArOPKEHOCTI MIPO3ALTY.

Apply the requirements of the Statutes of the Armed
Forces of Ukraine in the organisation of service activities
in the unit, internal and guard service, maintaining military
discipline and ensuring the unit's coherence.

MPHBIIIT 2. 3milicHIOBaTA  MATOTOBKY  IIPO3ALTY
(MexaHI30BaHOTO B3BOJIY) JI0 BEJICHHSI OO0 (TAKTUYHUX JTiiA),
YOpaBiATH [OiMA  TAPO3AUTYy B XOHi BENEHHA OOro
(TAKTHYHUX JIid).

Prepare the unit (mechanised platoon) for combat (tactical
operations), to manage the actions of the unit during
combat (tactical operations).

[MPHBIIIT 3. 3Haté i pO3yMiTH TIPUHIMITA Ta TPOLCAYPH
YIpaBITiHHS TiApo3aUioM 3a cranapramu HATO Tta Bmity ix
BHKOPUCTOBYBAaTH IS JIOCSTHEHHS CITY>KOOBHX 1 OOHOBHX
LIJIeH; IpUiAMAaTH OOTPYHTOBaHI pillieHHs Ha il Miapo3iTy B
yMOBaX 00HOBOI OOCTAHOBKH 3 BUKOPHCTAHHSIM MPUHLIMIIIB 1
npouenyp 3a craggapramu HATO; BmitH mpoBomuTé
1CTOPUKO-PETPOCIIEKTHBHHM aHaTI3 iil.

Know and understand the principles and procedures of
unit management in accordance with NATO standards
and be able to use them to achieve service and combat
objectives; make informed decisions on the unit's actions
in a combat situation using principles and procedures in
accordance with NATO standards; be able to conduct
historical and retrospective analysis of actions.

[NPHBINI 4. 3Hatn i po3ymitd ocoOmMBOCTI Tpodeci
odirlepa, OCHOBM  BIHCBKOBOIO  JIGPCTBA,  IIIHHOCTI,
BIIACTMBOCTI XapakTepy 1 BHOM MUCICHHS BHAATHUX
BilICBKOBHX JTiIEPIB HA MPHUKJIAAX 1X BICHKOBO-TIpodeciiiHoi
TSUTBHOCTI 1 eTHoCy BoiHa.

Know and understand the peculiarities of the officer's
profession, the basics of military leadership, values,
character traits and types of thinking of outstanding
military leaders on the examples of their military
professional activities and the ethnicity of the Warrior.

[MPHBIIIT 5. 3Haté MeTOM BIOCKOHAICHHS! CBOIX (haXOBUX
Ta METOAMYHMX HABHYOK, OCOOMCTO MPOBOIWTU 3aHSTTA 3
OOKOBOI TTATOTOBKH 3 OCOOOBUM CKJIAIOM (ITiAPO3ILUIOM);
BMITW TpalfoBaTd 3 TAEMHUMH JOKYMEHTAMH, HaIiHO
30epirati 30poto 1 OoerpuITacy, MaitHoO MiaPO3ILLY, KepyBaTH
BEJICHHSIM POTHOT'O TOCTIONIAPCTBA TTAPO3/ILTY; 3a0€31eTyBaTH
JOfIpPKaHHs  3aXOMiB OE3MeKH Ha 3aHATTIX, CTpUI0ax
(TmonboTax, MOX0Aax), HABYAHHSX (TPEHYBAHHSIX ), TIEPEBIPKAX
TOTOBHOCTI.

Know the methods of improving their professional and
methodological skills, personally conduct combat training
classes with personnel (unit); be able to work with secret
documents; securely store weapons and ammunition, unit
property, manage the unit's company economy; ensure
compliance with safety measures during classes, firing
(flights, campaigns), exercises (training), readiness checks.

[MPHBIII 6. OpranizoByBatn PXb 3axuct B mimposmiii

Organise CBRN protection in the unit (use personal




(3acToCOBYBaTH 3acO0M THAMBIAYAIBHOIO 3aXKCTy Ta JONATH
palioHM 3apaKeHHS) B PI3HMX YMOBaX OOCTAHOBKHM B XOIi
BHKOHAHHS 3aBJIaHP 34 TIPU3HAYCHHSIM.

protective equipment and overcome contaminated areas)
in various conditions of the situation in the course of
performing assigned tasks.

[TPHBIIII 7. BusHayaty TakTW4HI BIACTUBOCTI MICLIEBOCTI
TpY BeJIeHH] OOMOBMX [l B PI3HMX YMOBax; MpaIioBaTh 3
TonorpaiuHIMM ~ KapTaMl  Ta  (DOTOJOKYMEHTaMU;
OpIEHTYBATHCS Ha HE3HAHOMIH MiCLIEBOCTI 3a KapToro, 0e3
KapTH Ta 32 JOMOMOIOH0 HABIrALIHMX TpWIIAIB BIACHb 1
BHOUI 32 Oy/1b-5IKOI [TOTO/H 1 TIOPY POKY.

Determine the tactical properties of the terrain when
conducting combat operations in various conditions; work
with topographic maps and photographic documents;
navigate unfamiliar terrain with or without a map and
using navigation devices, day and night, in any weather
and season.

TTPHBIIII 8. ®opmyBatH BKa3iBKU 3 iHKEHEPHOI I ATPUMKI
B3BOLY B PI3HMX BHZIAX OO0, BUKOPHCTOBYIOUH PO3YMIHHS
OCHOBHMX 3aXOfiB IHKCHEPHOI MiATPUMKH; 3HIHCHIOBATH
NpakTMyHe  OONafHaHHA Ta  MAcKyBaHHS — EJIEMEHTIB
B3BOJIHOTO OIOPHOIO MYHKTY; OPraHi30BYBaTH 3aXOH LIOI0
BCTAHOBJICHHSI Ta TIOAOJAHHS ONMHOYHMX MiH Ta MIHHUX
TIOJIB LITATHAMY 33CO0AMIL

Formulate platoon engineering support instructions for
various types of combat, using an understanding of basic
engineering support activities; to carry out practical
equipment and camouflage of the elements of the platoon
stronghold; organise measures to detect and clear single
mines and minefields using regular means.

TTPHBIIIT 9. BukoprcToBYBaTH IITATHI 3aCO0M 3B’S3KY, SIKi
nepeOyBaloTh Ha 030pOEHHI MIAPO3IUTY VI OpraHi3awii
3B’3Ky; OpraHi30BYBAaTH 3aXOAM 13 3aXHCTy BiIl 3acoOiB
PATIOCNeKTPOHHOI ~ OOpOTHOM — TPOTHBHMKA MM Yac
TiITOTOBKY Ta BeZleHHs1 OOFO.

Use regular communications equipment in service with
the unit to organise communications; organise measures to
protect against enemy electronic warfare during the
preparation and conduct of combat.

TTPHBIIII 10. 3acrocoByBatyi 3HaHHS IIONO 3a0€3MEUEHHS
notped BiMICBKOBOCITYKOOBLS TIiNl 4Yac [iii B aBTOHOMHHX
YMOBaX 3a PaxyHOK TPHUPOIHUX PECYpCiB; 3aXUCTy Bill
BIUMBY  (i3UKO-TeorpaiuHX YMOB 33  JIOHOMOIOIO
MPUPOITHAX Ta TAPYYHMX 3ac00iB; BMITH OpraHi30ByBaTH
BHKOHAHHSI 3aB/IaHb 3 TAKTUYHOI MEIMLIMHH.

Apply knowledge of how to meet the needs of a
serviceman during operations in autonomous conditions at
the expense of natural resources; protection from the
impact of physical-geographical conditions using natural
and improvised means; be able to organise the
performance of tactical medicine tasks.

[TPHBIIII 11. 3acTocoByBaT! 3HaHHSA MaTEPiATIGHOI YaCTHHA
CTPUTICIIbKOI  30pOi, MpaBI CTPUTBOM, eKCIUTyaTallii Ta
00CITyTOBYBaHHS CTPLICIIBKOI 30pOi, METO/IMKHM OpraHi3aiii Ta
TPOBENICHHSI 3aHATH YISl HABYaHHS OCOOOBOTO  CKIIajy
TiIPO3ALTY, TATOTOBKM 030POEHHST 10 CTPUIEOH Y TIOXITHOMY
(OGoitoBOMY) TIOBO/PKCHHI Ta TIpM BHKOHAHHI OOHOBHIX
3aBJaHb; 3aCTOCOBYBATH 3HAHHS Ta HABHYKH 3 YIPABIIHHS
BOTHEM HiIPO3ILTY B GOIO.

Apply knowledge of the material part of small arms, rules
of fire, operation and maintenance of small arms, methods
of organising and conducting classes to train unit
personnel, prepare weapons for firing in marching
(combat) handling and in the performance of combat
missions; apply knowledge and skills of unit fire control in
combat.

[TPHBIIII 12. Po3ymityt mOpsiOK NPOXOMKEHHS! BIICHKOBO
CTykOM,  TPUTSITHEHHS]  BIICBKOBOCTY)KOOBLIB IO
KpUMIHATGHOI,  aIMIiHICTpaTUBHOI ~ Ta  MaTepiabHOI
BIMOBINAIGHOCTI; COIIAJIBHOIO Ta TIPABOBOIO  3aXUCTY
BilICBKOBOCITYKOOBLIB Ta WIEHIB iX CiMei; 3HATH TOPSIIOK
TIPOBEZICHHS CITy»00BOTO Po3CITiyBaHHs B 30poitHnx Criax
VkpaiHu; 3acTOCOBYBATM 3HAHHS HOPM  MDKHApOIHOIO
T'YMaHITapHOTO [PaBa.

Understand the procedure for military service, bringing
servicemen to criminal, administrative and material
liability; social and legal protection of military personnel
and their families; know the procedure for conducting an
internal investigation in the Armed Forces of Ukraine;
apply knowledge of international humanitarian law.

MPHBCIT 13. 3Hati i BMiTH BIEBHEHO 3aCTOCYBATH
iH(QOpMALIMHO-KOMYHIKALIIAHI ~ cucTeMH  (KOMIUICKCIB
CYy4acHUX PYXOMHUX BY3NB 3BS3KY Ta 3aco0IB YpSZIOBOTO
TIOJTHOBOT'O 3B'SI3KY).

Know and be able to confidently apply information-
communication systems (complexes of modern mabile
communication nodes and  government  field
communication equipment).

IMPHBCII 14. Bmitv roTyBatH IrmaTHe OONaTHAHHS CTAHITIH
i By3mB iHpOPMALIIHO-KOMYHIKAII{HAX ~ CHCTEM IO
BUKOHAHHS 3aBlaHb 3 YPSJIOBOrO TIONHOBOTO 3B’SI3KY,

Be able to prepare the standard equipment of stations and
nodes of information and communication systems for
performing government field communications tasks;




BUKOHYBAaTH CXEMy-Haka3 Ha OpraHi3alilo  YpsyIoBOro
3B’S13Ky; OpraHi30BYBaTH YCPryBAaHHS Ha BY3Iy YPSJIOBOTO
MOMBOBOTO  3B’13KY; BECTH  EKCILTyaTal[iHO-TEXHIUHY
JIOKYMEHTAITil0; ~OpraHi30ByBaTd 3aXWCT Bil 3aco0iB
PaTioeIeKTPOHHOI  OOpOTHOM; OpraHi30BYBaTd OXOpPOHY i
00OpOHY MOJTBOBOIO BY31a PSZIOBOTO 3B’ SI3KY.

execute the scheme-order for the organisation of
governmental communications; organise duty at the
governmental field communications node; maintain

operational and technical documentation; organise
protection against electronic warfare; organise the
protection and defence of the government

communications field node.

IMPHBCII 15. Bmiti npoBOIuTH TIaHYBaHHS 3 BUKOHAHHS
BY3JIOM YPSIOBOrO 3B’S3KY 3aBIaHb 33 TPH3HAYCHHSM;
OpraHi30ByBaTH BUKOHAHHS MEPIIOYEPrOBUX 3aXOMIB OO
TTITOTOBKH JI0 BUKOHAHHS 3aBJIAHb SIK B TTITOTOBYMIA TIEPiOT
TaK 1 MiJ YaC BUKOHAHHS 3aBJIaHb 3 YPSIOBOTO TIOIHOBOTO
3B’A3Ky; po3poOmroBatd 1 oOpMITIOBATH  OMEpaTUBHI
(G0¥10B1) TOKYMEHTH 3 YPSITIOBOTO 3B SI13KY; CTABHTH 3aBJIaHHS
0cO0OBOMY CKITaJy By3/Ia 3B’SI3Ky Ha BUKOHAHHSI 3aBJIAHD 32
TPM3HAYCHHSM; ~ 3a0e€3lledyBaTd  BHUKOHAHHA  BY3IOM
YPSIIOBOrO 3B’SI3KY TIOCTABICHHMX 3aBJAHb BIATIOBITHO 10
iaHy OOMOBOrO 3aCTOCYBaHHS TepHTOPIAIFHOIO BYy3/a
YPSZIOBOTO 3B’SI3KY.

Be able to plan for the performance of assigned tasks by
the government communications centre; organise the
implementation of priority measures to prepare for the
performance of tasks both in the preparatory period and
during the performance of government field
communications tasks; develop and execute operational
(combat) documents on government communications; set
tasks for the personnel of the communications centre to
perform assigned tasks; ensure that the government
communications node performs its tasks in accordance
with the plan of combat use of the Territorial government
communications node.

IMPHBCII 16. OpranizoByBardi Ta MPOBOAUTH 3aXOAH MO
3a0€3MCUCHHIO  POKUMY  CEKPETHOCTI B YCTaHOBAX,
OpraHi3allifX Ta B miApo3aUiax JlepsKerer3s s3Ky.

Organise and carry out measures to ensure the secrecy
regime in institutions, organisations and units of the State
Service for Special Communications and Information
Protection of Ukraine.

8 — PecypcHe 3a0e3neuenns peasizauii nporpamu / Resource provision for programme
implementation

Kaopose 3abesneuenns / Staffing

BimnoBigzHo 10 KagpoBMX BUMOT INOAO 3a0€3MEYEHHS
TPOBAPKEHHST OCBITHBOI JTISUTBHOCTI Jyisl  OaKaiaBpCHKOTO
piBHSL BHIIOI OcBiTH, 3atBepmkeHnX [locranooro Kabinery
Minictpis Vipainm Bin 30 rpymis 2015 poxy Ne 1187 (s
YUHHIHN penaKuii).

3arayibHa KUTBKICTh HAYKOBO-TICIATOTTYHHX, TIEIArOrYHIX Ta
HayKOBUX MPALIBHUKIB: 21

Kitpkicte  HayKOBO-TIGIATONYHMX,  MEAATOTYHMX — Ta
HayKOBUX TPALIBHUKIB, 5IKi MPALIOIOTH 32 OCHOBHUM MICLIEM
PO0OTH (B TOMY YHCITi 32 CYMILLICHHSIM)

3 HUX KUTBKICTb:

- IOKTOPIB HayK Ta (a00) rpodecopis: 6

- KaHM/IaTiB HayK Ta (abo) morreHTis: 15 (12)

In accordance with the staffing requirements for ensuring
the implementation of educational activities for the
bachelor's level of higher education, approved by the
Resolution of the Cabinet of Ministers of Ukraine No.
1187 dated December 30, 2015 (as amended).

Total number of research, teaching and scientific staff: 21
Number of research and teaching, pedagogical and
scientific employees working at the main place of work
(including part-time)

of which:

- doctors of sciences and (or) professors: 6

- candidates of sciences and (or) associate professors: 15
(12)

Mamepianono-mexniune 3ab6esneuenns / Material-technical support

BignoBigHO 40 TEXHOJOTIYHUX  BUMOI  IIOHO
MaTepiaJbHO-TEXHIYHOTO 3a0e3MeueHHs  OCBITHBOI
TUSUTBHOCTI JUTs 0aKajaaBpPCHKOTO PiBHS BHINOI OCBITH,
3atBepmkeHnx I[locranoBoro Kabinery MiHicTpiB
VYkpainu Big 30 rpymas 2015 poky Ne 1187 (B unHHIM
penaxkiiii).

Hns  peamizanii  ocBiTHRO-TIpodeciiiHoi  mporpamu
MiJrOTOBKH OaKkaiaBpiB 3alisTHO:
HaBYaJbHA JIA0OpaTOpiss 3 TEXHIYHOTO 3aXHUCTY

inpopmanii imeni Ckpunuuka JI. B.,

In accordance with the technological requirements
for the material and technical support of
educational activities for the bachelor's level of
higher education, approved by the Resolution of
the Cabinet of Ministers of Ukraine No. 1187 of
December 30, 2015 (as amended).

The following facilities are involved
implementation of the bachelor's
programme:

training laboratory for technical protection of

in the
degree




4 HaBYaJbHI CTAaHLI] CIeNiadbHOTO 3B SI3KY,

OJIHa KOMIT I0T€pHA HaBYaJbHA JIAOOpaTopis,
obnagnanHs HaykoBo-nmocminnoro uentpy IC331 KIII
im. Iropst Cikopcbkoro.

HaBuanbni ayanTopii 3abesnedeHi MyabTHUMEAiHHUM
00NaiHaHHSIM Ha IOCTaTHHOMY PiBHI.

information named after L. V. Skrypnyk,

4 training stations of special communication,

one computer training laboratory,

equipment of the Research Centre

Igor Sikorsky Kyiv Polytechnic Institute, a
sufficient level of provision of classrooms with
multimedia equipment.

Ingopmayitine ma HaguanbHO-MemoouuHe 3abe3neyen
educational

na / Information and methodological support of the
process

Bignosimao n0 Bumor moxo iHdopmarifiHoro Ta | |

n accordance with the requirements for information

HaBYaJILHO-METOJMYHOr0 3a0e3rneueHHs ocBiTHROI| and educational and methodological support of
JISTTBHOCTI  BiAMOBiZHOTO piBHA BUINOI ocBiTH, | educational activities of the appropriate level of
3aTBepukeHux [locranoBoro KaGinery Minictpis | higher education, approved by the Resolution of the
Vxpainun Big 30.12.2015 p. Ne 1187 B umnnii | Cabinet of Ministers of Ukraine of 30.12.2015 Ne
penaxiii. 1187 in the current version.

KopucryBannss HaykoBo-texniunoto Oibmiorekoro | Use of the Scientific and Technical Library and
Ti iHmuMu iHGopmManiiinumu pecypcamu KIII im. | other information resources of lgor Sikorsky Kyiv
Irops Cikopcbkoro. Polytechnic Institute.

KopucryBanns 0idmiorexoro HaBuanenoro Bimminy | Use of the library of the Educational Department of

IC33I KIII im. Iropst Cikopcbkoro. the Igor Sikorsky Kyiv Polytechnic Institute.
Kopucrysanns CrieniaiabHoro 0i0110TeK0I0 Use of the Special library of the Secretive
PexxuMHO-cekpeTHOr o BifaiTy. department.

9 — Akagemiuna Mo0ibHICTH / Academic mobility

Hayionanvna xpeoummna mobinonicms / National credit mobility

HarmionanpHa kpemuTHa MOOUIBHICTE 3a JIaHOMO
OCBITHBO-TIPOQ ECIHOIO TPOrpaMoro He mependaveHa.

National credit mobility is not provided for this
study programme.

Mixcnapoona kpedumna mobinvnicmo / International credit mobility

MOXIUBICTD yKIQAaHHS YroA TMpo akKaaeMiuHy
MOOIUTBHICTE, PO TPUBAJi MDKHAPOIHI MPOEKTH, SKi
nependavaloTh BKJIIOYEHE HAaBUaHHS 3000yBadiB
BHILOI OCBITH (3a pimeHHAM I'onosu
JlepKcIen3B’ a3Ky ).

Possibility to conclude agreements on academic
mobility, on long-term international projects that
provide for the inclusion of training for higher
education students (by decision of the Head of the
State Special Communications Service).

Haeuanns inozemnux 3006ysauis euwoi ocsimu / Study of foreign applicants of higher education

HaBuanns iHo3eMHHMX 3100yBadiB BHIIOI OCBITH 3a
JIaHOI0  OCBITHBO-TIpo(eciiiHOI0  mporpamor0  He
nependadeHo.

Training of foreign applicants for higher education
in this educational-professional program is not

provided.

10 - [Mpoueaypa npucBo€HHA NpogeciiiHUX KBATI

¢ixaniii / Procedure for awarding professional

qualifications

Cy0’ekTOM, YNOBHOBR)XEHHMM  3aKOHOJABCTBOM Ha
MPUCBOEHHS/ M ATBEPHKCHHS Ta BU3HAHHSA
npodeciiinux kBamidikaniii € KamidikauidHuii HeHTp
iHpOpMaLIfHUX TeXHONOrid Ta KibepOe3meku Ipu
Hepxx.HJI TtexHonoriii kibepOe3mekn Ta 3axUCTy
iHpopmartii JlepKcren3s’s3Ky Ha OCHOBI ITiJTOTOBKH
3mo0yBaviB BUIIOI OCBITH 3a crherianbHicTIO F5
KibGepbesneka Ta 3axuct iH(oOpManii Ha NEpLIOMY
(bakamaBpcbKOMY) piBHI BHIIOI OCBITH Ta OTpUMaHi
OCBITHBOI KBamiikamis — Gakanasp 3 KibepOe3nexu Ta
3axucTy iHpopMarii.

The entity authorised by law to award/confirm and
recognise professional qualifications is the
Qualification centre for information technology
and cybersecurity at the State Research Institute of
cybersecurity and information protection of the
State special communications service of Ukraine
on the basis of training of higher education
students in the speciality F5 Cybersecurity and
information protection at the first (bachelor's) level
of higher education and obtaining the educational
qualification - bachelor of cybersecurity and




information protection.

2. IEPEJIIK OCBITHIX KOMIIOHEHTIB / EDUCATIONAL COMPONENTS

Kon / Code

OcgiTai kommoneHTr / Educational components

Kpemuru EKTC/
ECTS credits

®dopma
I ICYMKOBOT' O
koHTpoto / Final
control form

O6oB’s3K0Bi (HopMaTuBHi) ocBiTHi KoMnonenTn / Required (standard) educational components

Huxka 3aranbHoi minroroBku / General training cycle

30 01 | YkpaiHceka MOBa 3a npodeciiHuM 2 amik/test
cupsimyBanHsm./UKrainian ~ language  for  professional
purposes.

30 02 | VkpaiHa B KOHTEKCTI icropraHOro possutky €sporm./ Ukraine in 2 amik/test
the context of historical development of Europe.

30 03.1 | Anrmiiiceka moBa. Yactuna 1./ English language. Part 1. 3 amik/test

30 03.2 | Anrmiiiceka moBa. Yactuna 2./ English language. Part 2. 3 amik/test

30 04.1 | Anrnitficbkka MoBa TipodeciitHoro crpsimyanns. Yacrtuaa 1./ 3amiK/test
English language for professional purpases. Part 1.

30 04.2 | Axrmitickka MoBa rpocecitiroro cripsvyBantst. Yactuna 2./ English 3 3amiK/test
language for professional purposes. Part 2.

30 05 | Besneka xutTenisvbHOCTI Ta LMBUBHUHN 3axucT./ Life safety and 2 amik/test
civil defense.

30 06.1 | Buma matemamvka. Yactuma 1. JliHiiiea anreopa. AHamitidna 7 exczamen/
Feomerpisl [yepeniianbHe drcIeH s ofHiei Ta KiTbKOX 3MiHHUX./ exam
Higher mathematics. Part 1: Linear algebra. Analytical geometry.

Differential calculus of one and several variables.

30 06.2 | Buma marematuka. Yactuna 2. Interpanbhe uncieHHs (QyHKU 7 ex3amen/
omuiei 3miaHOL  JudepeHmianbHi  piBHSHHESL  UncioBi i exam
(byHKoHABHI psi 1 iHTerpan Oyp’e./Higher mathematics. Part 2.

Integral calculus of a function of one variable. Differential equations.
Numerical and functional series and the Fourier integral.

30 07.1 | Ouka. Yacruna 1. Enextpomarserism. KomiBaHHS Ta XBUIIL 5 ex3amer/
Orrmaxa/Physics. Part 1: Electromagnetism. Oscillations and waves. exam
Optics.

30 07.2 | ®izuka. Yactuna 2. OcHoBr KBaHTOBOI (hizuku. Diznka TBEPIOro 5 ex3amen/
tita. OcHoBu KBaHTOBOI enektpoHiki/  Physics. Part 2. exam
Fundamentals of quantum physics. Solid state physics.

Fundamentals of quantum electronics.

30 08 | Juckperna matematyka/Discrete mathematics. 6 ex3amen/

exam

3009 | duckperna matemaruka. Kypcosa poGora / Discrete mathematics. 1 amik/test
Course work.

30 10.1 | INporpamyBanns. Yactvra 1. AnropuTMiZariis Ta MporpaMmyBaHHS/ 4 3amik/test
Programming. Part 1: Algorithmization and programming.

30 10.2 | INporpamyBaHHsL. YactrHa 2. OO0'eKTHO-OpiEHTOBaHE 6 3amik/test
nporpamyBanHs/Programming. Pat 2 Object-oriented
programming.

30 11 | IlpaBoBi ocHOBM HamioHaTBHOI Oesriekn Ykpainw/Legal basis of 3 amik/test




national security of Ukraine.

30 12 | dinocodis/Philosophy. amik/test

30 13 | Teopis iiMoBipHOCTE# | MaTeMaTidHa cTaticTrka./ Theory of 4 ex3amen/
probability and mathematical statistics. exam

Huxa npodeciiinoi minrorosku / Professional training cycle

ITO 01 | Apxirekrypa xomm’torepaux cucrem/ Architecture of computer 3 amik/test
systems

I10 02.1 | ®iziune BuxoanHs. YacrmHa 1. PO3BMTOK KOOpIMHALIMHIX 4 amik/test
3miOHOCTel 3aco0aMy  (PI3MYHKMX BHpaB Ta CHOPTHBHUX irop/

Physical education. Part 1. Development of coordination skills
through physical exercises and sports games.

I10 02.2 | ®i3uune BuxoBaHHA. YactmHa 2. Ilprckopene mepecyBaHHS Ta 4 amik/test
Jerka amierka, croptuBHi irpw/ Physical education. Part 2.

Accelerated movement and athletics, sports games.

1O 02.3 | ®izuure puxoBanHsa. YactmHa 3. [iMHAcTHKA, TPUCKOpEHE 4 3amiK/test
nepecyBanHst Ta crioptuBHi irpuw/ Physical education. Part 3.

Gymnastics, accelerated movement and sports games.

I10 02.4 | ®i3uune BuxoBanHsA. YactmHa 4. YIOCKOHAJEHHS CHIIOBHX 4 amik/test
skoctedl Ta BuTpuBanocti/ Physical education. Part 4. Improve
strength and endurance.

10 03 | IndopmariitHo-KoMyHiKariiHi Mepexi/Information-communication 5 ex3amen/
networks. exam

I1O 04 | Teopernuna kpurrronorisy/ Theoretical cryptology amik/test

I1O 05 | Kpurrrorpadis/Cryptography ex3amen/

exam

I1O 06 | Kpurrrorpadis. Kypcosa po6ora/ Cryptography. Course work amik/test

ITO 07 | Texniunmit 3axuct iHpopmartii/ Technical protection of information. 4 amik/test

I1O 08 | Kibepoesnexa/Cybersecurity. ex3amer/

exam

ITO 09 | Kibepoesneka. Kypcopwit mpoekt/ Cybersecurity. Course work. 2 amik/test

IO 10 | OcHoBn mporumii TexHiYHMM po3Bimkam/  Fundamentals of amik/test
counteraction technical intelligence.

IO 11 | HopmartuBHO-TIpaBoBe 3a0e3MeyeHH s iH(hopMarTiiHOL 3 amik/test
oesnexn/Regulatory and legal support of information security

ITO 12 | OcHoBu cTBOpeHH: crcTeM Oesneku indopmartii./ Basics of creating 4 ex3amen/
information security systems. exam

1O 13 | OcHoBu cTBOpEHHS cricTeM Oesrieku iHdopmartii. Kypcoea pobota/ 1 3amiK/test
Basics of creating information security systems. Course work.

10 14 | OcHoBu yOesneyeHHs iHopMmaiii Big BHTOKY TEXHIYHHMHI 4 ex3amen/
kananam/ Fundamentals of protecting information from leakage exam
through technical channels.

IO 15 | OcHoBu yOesneyeHnHs iHopMmaiii Big BHTOKY TEXHIYHHAMHI 1 amik/test
kaHamav. KypcoBa pobora/ Fundamentals of protecting
information from leakage through technical channels. Course work.

I10 16 | 3acrocyBanns 3ac00iB KpUNTorpagiyHoOro 3aXUCTY 3 amik/test

Hpopmarri/Application of cryptographic information security tools.




ITO 17 | besneka crertianbHOrO 3B'13KY/Security of special communications. 3 amik/test
ITO 18 | HaBuaneHa npaktuka/ Educational practice. 2 amik/test
I1O 19 | BiiicekoBe craxxyannst/ Military internship 3 amik/test
I1O 20 | dumomue npoekryBannsy Diploma design 6 3axucT/

defense

Bubipkosi ocBiTtHi komnonenTn / Elective educational components

Iuka BilicbkoBo-npodeciiinoi mixroroBkn/Military-professional training cycle

bazoeutl kypc maxkmuumoeo piensi siticokosoi oceimu (L-1A)/

Basic Course of Tactical Level Military Education (L-1A)

BIIIT 1 | 3araneHa BilickkoBa minroroBka. YactmHa 1. OCHOBHM TaKTHYHOL 3 3amiK/test
nigroroBkr/General military training. Part 1. Fundamentals of
tactical training.
3aranbHa BifickkoBa MminroToBka. Yactuaa 2. botioBe 3a0e3reyeHHs 5 amik/test
BIIIT 2 | silickkoBux mipo3autis/General military training. Part 2. Combat
support for military units.
3aranbHa BifichbkoBa MATOTOBKA. YacTrHa 3. YTIpaBiiHHS i TAKTHKA 5 ex3amer/
BIIIT 3 | GoitoBux mii/General military training. Part 3. Management and exam
tactics of combat operations.
3aranbHa BiiicbkoBa miiroropka. Yactura 4. OCHOBU BIHICHKOBOTO 4 3amiK/test
BIIIT 4 | mucrerrrBa/General military training. Part 4. Fundamentals of
military art.
OcHoBH BiiCHKOBOIO YIaBIiHHS (Y TOMY YMCII 3a TPOLEILypaMH 3 amik/test
BIIIT S | Troop Leading Process)/ Fundamentals of military management
(including Troop Leading Process procedures).
Daxosuti Kypc MaKMUUHO20 pighs giticbkosoi ocsimu (L-1B)/
Professional Course of Tactical Level Military Education (L-/8
Taxtuko-criertianbHa miaroropka. Yactuaa 1. OcHOBU opraHizartii 4 amik/test
BIIIT 6 | mifickkoBoro  3B’s3ky/Tactical-specialized  training. Part 1.
Fundamentals of military communications organization.
Taktuko-crierianibHa  mimrotoBka. YactmHa 2. Opranizamis 4 amik/test
BIIIT 7 | ypsmosoro  3B’s3ky/Tactical-specialized  Training. Part 2.
Organisation of government communications.
Taktuko-crerianibHa  minroroBka.  YactmHa 3. YrpasiiHHA 5 amik/test
BIIIT 8 | minpo3ainamu ypsimooro 38’sKy/ Tactical-specialized Training. Part
3. Managing government communications units.
Bubipkosi ocBiTtHi komnonenTn / Elective educational components
Huxka 3aranbHoi minroroBku / General training cycle
3B 01 | Ocsitniii kommoneHT 8§ ®-Karanory / 4 amik/test
Educational Component 8 from P-Catalogue
Huxa npodeciiinoi minrorosku / Professional training cycle
1B 01 | OcgitHiit kommonent 1 ®-Karanory / 4 amik/test
Educational Component 1 from P-Catalogue
I1B 02 | OcgitHiit kommoHeHT 2 ®-Karanory / 4 amik/test
Educational Component 2 from P-Catalogue
I1B 03 | OcsitHiit komnoneHt 3 ®-Karanory / 4 amik/test




Educational Component 3 from P-Catalogue

I1B 04 | OcgitHiit kommoHeHT 4 ®-Karanory / 4 amik/test
Educational Component 4 from P-Catalogue
I1B 05 | OcsitHiit kommoHeHT 5 ®-Karanory / 4 amik/test
Educational Component 5 from P-Catalogue
I1B 06 | OcBitHiit kommoHeHT 6 ®-KaTanory / 4 amik/test
Educational Component 6 from P-Catalogue
I1B 07 | OcsitHiit kommnonent 7 ®-Karanory / 4 amik/test
Educational Component 7 from P-Catalogue
1B 09 | OcsitHiit kommoHeHT 9 ®-Karanory / 4 amik/test
Educational Component 9 from P-Catalogue
I1B 10 | OcsitHiit komnonent 10 ®-Karanory / 4 amik/test
Educational Component 10 from P-Catalogue
I1B 11 | OcsitHiit komnonent 11 ®-Karanory / 4 amik/test
Educational Component 11 from P-Catalogue
I1B 15 | OcsitHiit komnonent 15 ®-Karanory / 4 amik/test
Educational Component 15 from P-Catalogue
BubipkoBi komnonenTn 6;104HOr0 BU60pYy/ Selective components of the block programme
ok 1. Hpogpecitinui cmanoapm. Daxiseys 3 peazysanHst Ha iHyudenmu Kibepoesnexu /
Block 1. Professional standard. Specialist in response cybersecurity incident
B 12 EeéneKa IHfl)OpMaLIII/IHO-KON.IyHl.KaLIII/IHI/IX cucrem/ Security 4 samix/test
of information and communication systems
1B 13 | Meromomnorivyni aCIeKTU 3aXHUCTY iHpopMartii
(kpinTorpadiuHUl 3aXUCT iH(OpMAIlil, TEXHIYHUN 3aXHCT
1Hq)opMau11,.opraH13au1HHo-npaBOBI/¥H 3aXHCT 1H(1)OpMaLIl.1)/ 4 sari/test
Methodological — aspects of information  security
(cryptographic information security, technical information
security, organisational and legal information security).
I1B 14 Aﬂams BpasIMBOCTEH lH(l)Op-M-a-L[lI/IHI/IX cucrem/ Analysis of 4 samix/test
information system vulnerabilities.
Bnox 2. Ipogpecivinuii cmanoapm. Paxiseys 3 Kpunmoepagiunoeo saxucmy ingopmayii |
Block 2. Professional standard Specialist in cryptographic information security
I1B 12 | Kpumrorpadiuni mporoxom/Cryptographic protocols. 4 samik/test
I1B 13 | Merogmosnoriuni aCIeKTH 3aXUCTY iHpopmanii
(xibep3axmucr, TEeXHIYHUH 3aXUCT iHpopMaii,
OpraHi3allifHO-MpaBOBMH  3aXHCT 1Hq)op1v{auu) / 4 ——"
Methodological aspects of information protection (cyber
protection,  technical  protection of information,
organisational and legal protection of information).
I1B 14 | Monitopinr Ta OLIIHIOBaHHS piBHS Oe3mexu
kpunrorpadidyHoro 3axucty iHdopmanii B Iep)kaBHHX
ycranoBax/Monitoring and assessment of the level of 4 samik/test
security of cryptographic protection of information in state
institutions
brox 3. Hpogeciiinui cmanoapm. Daxieeyb 3 mexriuHo2o 3axucny iHgopmayii/
Block 3. Professional standard Specialist in technical information security
1B 12 | OcHoBu crerianibamx  focmipkens/Fundamentals of specialised 4 3amik/test




research.

I1B 13 | Merogmosnorivni aCIeKTH 3aXUCTY iH(popmanii

(xibep3axuct, kpinrorpadiuyamii  3axuct  iH(opmarii,
OpTaHi3aIifHO-TTPaBOBUA 3aXHUCT iH(opMartii) /

VOLUME OF THE EDUCATIONAL PROGRAMME

Methodological aspects of information protection (cyber 4 saixdiest
protection,  cryptographic  information  protection,
organisational and legal protection of information).
1B 14 | CreopeHHsi Ta arecraiii KOMIUICKCIB TEXHIYHOTO —3aXHCTY
H(popmarlil Ha 00’exTax iH(opMmariiHol misueHocTi / Creation and .
. . . . . 4 3amiK/test
certification of technical information security complexes at
information facilities.
bnox 4. Ilpogecitinuii cmanoapm. Daxiseysv chepu 3axucmy ingpopmayii /
Block 4. Professional standard Specialist in information security
IIB 12 | Opranizamiss Ta 3mificHEHHS Jep/KaBHOTO KOHTPOMIO B cdepi
KpUMTOrpaiyHOro  Ta  TEXHIYHONO  3axucTy  iHgopmarii 4 —_—
[/Organisation and implementation of state control in the field of
cryptographic and technical protection of information.
I1B 13 | Merogmosnoriuni aCIeKTH 3aXUCTY iHpopMaii
(xibep3axuct, kpinrorpadiyamii  3axuct  iH(opmarii,
TexHiyHuid 3axuct iHdopmarii) /Methodological aspects of 4 amik/test
information security (cyber security, cryptographic
information security, technical information security).
1B 14 | CreopeHHS Ta OLIHIOBAaHHS CHCTEM 3axHCTy iH¢popmarii B
Hpopmariiianx  cucremax/Creating and evaluating information 4 amik/test
security systems in information systems.
3aranpHHA 00CAIT 000B’I3KOBUX KOMIIOHEHTIB / 180
Total volume of the required components:
3aranpHui 00cAT BUOIPKOBIX KOMITOHEHTIB / 60
Total volume of the elective components:
OOcsr OCBITHIX KOMITOHEHTIB, 110 3a0€3Me4yI0Th 3A00YTTs KOMIIETEHTHOCTEH 147
BHU3HAYCHUX CTAHAAPTOM BI/IH_[O'1' OCBITH /
Total volume of the educational components aimed at acquisition of competencies
specified in the Higher Education Standard
OO6csr ocBiTHIX BUOIPKOBHUX KOMITIOHEHTIB, 110 320€3Me4yI0Th 3400yTTs 33
KOMITIETEHTHOCTEN Bu3Hauenux L-1A, L-1B/
Total scope of the educational elective components aimed at acquisition of
competencies specified in the L-1A, L-1B
3ATAJIBHHAM OBCST OCBITHBOI ITIPOI'PAMM / TOTAL 240




1. CTPYKTYPHO-JIOTTYHA CXEMA OCBITHBOI ITIPOT'PAMH / STRUCTURAL AND LOGICAL SCHEME OF THE
EDUCATIONAL PROGRAMME
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4. ®OPMA ATECTAIII 3J05YBAYIB BHUIIIOI OCBITH / THE FORM OF
ATTESTATION FOR DEGREE PURSUERS

Atecraniss 3100yBaviB BUIIOI OCBITH 3a OCBITHBO-TIpoQeciiiHOI0 Tporpamoro “besmeka aep aBHUX
iH(pOpMaLiTHUX pecypciB” 3AIHCHIOETHCS Y POPMI €ANHOTO AEPKAaBHOTO KBaNMi(iKalifHOTO iCIUTY Ta 3aXHCTY
kBarmidikamiiHoi poboTu OakanaBpa, 110 3a0e3ledye OLIHIOBAHHS AOCATHYTHX HPOrPaMHUX pe3yJbTaTiB
HaBUYaHHS], BHU3HAYCHUX CTAHJAPTOM BUIIOI OCBiTH 3a crerianbHicTiI0O F5 “KibepOesnexka Ta 3axmcr
iHpopManii” mig nepmoro (0akaxaBpchbKOTo) PiBHS BUILOI OCBITH Ta OCBITHBO-TIpodeciiiHoto mporpamoro. o
aTecTallii JOIMyCKaroThcs 3400yBadi, sIKi YCIIIIHO BUKOHAIM OCBITHBO-TIpo(eciiiHy mporpamy miaroToBKH.

Ksamidikamiina pobora mnependavdae po3B’S30K CHELiali30BAaHOrO 3aBJaHHA TEOPETUYHOro abo
MPaKTUYHOTO CHOPSAMYBaHHS B Taly3i Ki0epOe3mneku Ta 3axucTy iHpopmalii i He MOXKE MICTUTH aKaAeMidHOT'O
ariaty, danbcudikamii ta ¢abpukanii. 3 miel0 Merol0 poboTa MepeBipsAEThCS HA HASBHICTH IUJIariaTy,
¢danbcudikanii Ta pabpukaii 3rigHO 3 MPOLETYPOIO, BU3HAYEHOIO CUCTEMOIO 3a0e3MeueHHs SIKOCTI OCBITHBOT
JUSUTBHOCTI Ta SIKOCTI BUIIOT OCBITH Y HIBEPCUTETOM.

Atecramis 3IOIMCHIOETbCS 3 JOTPUMAHHSAM BIZKPUTOCTI Ta myOmiuHocTi. B pasi HasBHOCTI B
kBarmidikamiiHii poOoTi iHpOopMaIii 3 00MEKXEHUM JOCTYIIOM, TO 3aXUCT MPOBOJUTHCS B 3aKPUTOMY PEXKHMI 3
HEYXWJIbHUM JOTPUMAaHHSIM i BUKOHAHHSIM BUMOI YMHHOTO 3aKOHOJABCTBA LIONO 30epeXeHHs cIyk00BOi Ta
Jep>KaBHOI TAa€MHHUIIL.

Attestation of applicants for higher education in the educational and professional program "Security of
State Information Resources" is carried out in the form of a single state qualification exam and defense of a
bachelor's thesis, which provides an assessment of the achieved program learning outcomes defined by the
standard of higher education in the specialty F5 "Cybersecurity and information protection™ for the first
(bachelor's) level of higher education and the educational and professional program. Applicants who have
successfully completed the educational and professional training programme are admitted to certification.

The qualification work provides for the ability of the higher education applicant to solve a complex
specialised problem in the field of cybersecurity and information protection and may not contain academic
plagiarism and falsification. To this end, the work is checked for plagiarism in accordance with the procedure
determined by the University's system of ensuring the quality of educational activities and the quality of
higher education.

Attestation is carried out in an open and public manner. If the qualification work contains information with
restricted access, the defence is conducted in a closed mode with strict observance and fulfilment of the
requirements of the current legislation on the preservation of official and state secrets.



5. MATPHUIIA BIINOBIIHOCTI IPOTPAMHUX KOMIIETEHTHOCTENA KOMIIOHEHTAM OCBITHBOI
IMPOI'PAMHU / COMPLIANCE MATRIX OF PROGRAMME COMPETENCIES WITH PROGRAMME COMPONENTS
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5.1 MATPHUIIA BIZIIOBIJHOCTI ITIPOT'PAMHHUX KOMIIETEHTHOCTEM 3 BINCbKOBO-
MNPOPECIMHOI MIATOTOBKA KOMIIOHEHTAM OCBITHBOI ITPOI'PAMW/COMPLIANCE
MATRIX OF PROGRAMME COMPETENCIES MILITARY PROFESSIONAL TRAINING WITH

PROGRAMME COMPONENTS
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6. MATPULS SBABE3IIEYEHHS TIPOI'PAMHUX PE3YJIbTATIB HABUAHHSA
BIIMOBIJTHUMHU KOMIIOHEHTAMM OCBITHbOI TIPOT'PAMM / COMPLIANCE MATRIX OF PROGRAMME LEARNING
OUTCOMES WITH PROGRAMME COMPONENTS
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6.1. MATPUIISI SABE3IIEYEHHSI TIPOTPAMHUX PE3YJIBTATIB HABUAHHSI 3
BINCHKOBO-ITPO®ECIMHOI TA BIMCbKOBO-CIEIIAJIBHOI IMTIAIOTOBKA
BIIITOBITHUMHA KOMIIOHEHTAMMY OCBITHBOI ITPOT'PAMM/ COMPLIANCE
MATRIX OF PROGRAMME LEARNING OUTCOMES IN MILITARY-PROFESSIONAL

TRAINING WITH PROGRAMME COMPONENTS
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