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NMPEAMBYJIA / PREAMBLE

PO3POBJIEHO / DESIGNED
KepiBHuk poboyoi rpynu/ Head of the project team:

Nanpe OmnTpo Bonogumuposud, O.T.H., npodecop, 3aeigyBay Kadedpu iHgopmauinHol
6e3neku / Dmytro LANDE, Dr. Sc, Full Professor, Head of the department of information security

YneHu poboyoi rpynu/ Project team members:

HosikoB Onekcin Mukonanosu4, 4.T.H., Npodecop, AMPeKTop HaBYasbHO-HAYKOBOT0 (i3nKo-
TexHiyHoro iHcTuTyTY/ Oleksii NOVIKOV, Dr. Sc, Full Professor, Director of Educational and
Research Institute of Physics and Technology

CMmupHos Cepriit AHaTONINOBUY, K.(p.-M.H., AOLEHT, 4oUueHT Kadenpu iHdhopmauinHoi 6e3nekn
/ Sergii SMYRNOV, PhD, Associate Professor, Professor of the department of information security

Ctbono4kiHa |lpuHa BanepiieHa, K.T.H., OOUEHT, OOUEHT Kadenpu iHdopmaLuiinHol besneku
/ Iryna STOPOCHKINA, PhD, Associate Professor, Professor of the department of information
security

MOroa>XeEHO / AGREED:

HaykoBo-MeToaun4Ha Komicisi yHiBepcuTeTy 3i cneuianbHocTi F5 Kibepbesneka Ta 3axucT
iHbopmauii / The Scientific and Methodological Commission of the University on speciality F5
Cybersecurity and information protection (minutes of meeting Ne 7 of {5 062026)

Fonosa HMKY-F5 / Chairman of the SMCU-F5
%L OmuTpo NAHAOE / Dmytro LANDE

MeToau4yHa papga KIl iM. Iropsa Cikopcskoro / The Methodological Council of Igor Sikorsky Kyiv
Polytechnic Institute (npoTokon / minutes of meeting No§’ _ Bin / dated &4 8. 20&6)'

lonosa oaudHoi pagu / Head of the Methodological Council
TeTaHa XEJIACKOBA / Tetiana ZHELIASKOVA
BPAXOBAHO / CONSIDERED:

Haka3 Ne HO[1/215/26 Big 18.03.2026 «[po nnaHyBaHHA Ta opradisauilo oCBiTHboro npouecy 2026-2027
H.p.» Ta Ne HOL/479/26 Big 29.05.2026 poky «[Ipo BHeCeHHA 3MiH A0 Haka3y Bif 18.03.2026 Ne
HO/[/215/26 «Mpo nnaHyBaHHS Ta opraHisawuio ocsiTHLOro npouecy 2026/2027».

MonoxxeHHsa Npo po3pobneHHs, 3aTBEPAXKEHHSA, MOHITOPUHT Ta Nepernasn ocsiTHiX nporpam B KMl im. Irops
CikopcbKoro.

MonoxeHHs Npo peanisaliio npasa Ha BilbHKIA BUBIp HaBYanbHUX AUCLMMNIH 3400yBavamMu BULLOT OCBITU
KMl im. Iropsa Cikopcbkoro. Knacudikatop npodecin 4K 003:2010 (3miHu BHeceHo Haka3om MiHeKOHOMIKK
Ne1410 Big 16 ciyHa 2024 p.).
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Moba)kaHHS | NPoNo3MnLi CTENKXONAEPIB:

KoBanbyyk AHApi Onerosuy,KepiBHUK HaNpsAMKYy BioKpuTux iHHoBaLin Samsung R&D Institute Ukraine
(SPUKR), BignosiganbHWi 3a CNiBNpaLio 3 yHiBepcuTeTamu

MosaTa Ceprin PycnaHoBny,0nepauinHni ANPeKTop MiKHapoaHOi KomnaHii 3 kibepbesnekn ISSP

KyZiH AHTOH Muxainnosuny,l010BHWUI eKcnepT ynpaBiHHA 6e3nekun iHopMauii genapTameHTy 6e3neku
HauioHanbHoro 6aHKy YkpaiHu, naypeat [ep)xaBHoi npemii YKpaiHX B rasy3i Hayku i TeXHiKW, LOKTOp
TEXHIYHMX HayK, CTapLnin HayKOBUIA CRiBPOBITHUK

FoHYyapoBa HaTanis, Kibepbe3neka Ta 3axucT iHdopmauii, cTyaeHTka 1 Kypcy maricTpaTtypu 3a
cneuianbHicTio F5

Mpuxogbko KOpin, cTyaeHT 1 Kypcy MarictpaTypu 3a cneuianbHicTio F5 Kibepbe3neka Ta 3axucTt
iH(bopmauii

MpockypHsa AHHa,4neH HMKY 125, ctyaeHTka 4 kypcy 6akanaBpaTy 3a crnedianbHicTio F5 Kibepbesneka Ta
3axXUCT iHopmalii

Order No. NOD/215/26 dated 18.03.2025 "On the planning and organization of the educational process
for 2026-2027" and No. NOD/479/26 dated May 29, 2026 “On amendments to the order dated March 18,
2026 No. NOD/215/26 “On planning and organization of the educational process 2026/2027"

Regulations on the development, approval, monitoring and revision of educational programs at KPI named
after Igor Sikorsky.

Regulations on the exercise of the right to free choice of academic disciplines by higher education
applicants of KPl named after Igor Sikorsky.

Classifier of professions DK 003:2010 (amended by Order of the Ministry of Economy No. 1410 of January
16, 2024).

Stakeholders' wishes and suggestions:

Andriy Olegovich Kovalchuk, Head of Open Innovation at Samsung R&D Institute Ukraine (SPUKR),
responsible for cooperation with universities

Poyata Serhiy Ruslanovych, Operations Director of the international cyber security company ISSP

Anton Mykhailovych Kudin, Chief Expert of the Information Security Department of the Security
Department of the National Bank of Ukraine, Laureate of the State Prize of Ukraine in the Field of Science
and Technology, Doctor of Technical Sciences, Senior Researcher

Goncharova Nataliia, 1st year master's student, majoring in F5 Cybersecurity and information protection
Prykhodko Yurii, 1st year master’s student, majoring in F5 Cybersecurity and information protection

Proskurnya Anna, member of the Educational and methodical comission of F5 specialty, 4th year
undergraduate student majoring in F5 Cybersecurity and information protection

EBOJIIOLIA OCBITHbOI MPOrPAMU / EVOLUTION OF THE EDUCATIONAL PROGRAMME

MigrotoBka cTyaeHTiB 3a HanpaMmom Oll novyanaca 3 MOMEHTY CTBOPEHHSA Kadeapwu iHGopMaUuinHol
6e3nekn y 1999 p. [o 2016 poky Kaenpa 34iNCHIOBaANA NiArOTOBKY MariCTpiB 3a CheuianbHICTIO
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“be3neka iHpOpMaLULINHUX | KOMYHiKaUinHux cuctem”, 3 2016 — 3a cneuianbHicTio 125
«Kibepbesneka». Migrotoska Marictpie 3a OHM «Cuctemu, TexHONOrii Ta MaTeMaTWU4Hi MeToAW
Kibepbesnekun» novanacs y 2017 p.

B 2020 p. nporpamy 6yno rpyHToBHO nepepobneHo i3 BpaxyBaHHAM nobaxkaHb CTENKXONAEPIB, AKi
3anponoHyBain YPi3HOMAHITHUTK NPOMECINHO-OPIEHTOBAHI ANCUMNAIHN (CTyAeHTU) npu 36epexeHHi
HacnyeHoi PyHAaMeHTaNlbHOI CknanoBoi (poboTonasui). B OMN 6yno TakoXX BHECEHO HACTYMHi 3MiHW:
4acTWHY AWCUMNAIH NnepeHecTn Ao 610KiB BUBIPKOBMX, MOAEPHI3YBaBLUW iX HAMOBHEHHS 3rigHO nNpodinto
crneuianbHOCTI, po3pobneHo cnucok BMbipKOBUX AucunnaiH Ao PakynbTeTCbKoro/KageapanbHOro
KaTanoris.

B 2021 p. 6byno BHeceHo KopekTueM woao obcarie OK, BiaBegeHUX Ha AOCAIAHMLbLKUA (HAayKOBUN)
KOMMOHEHT. TakoXX OCBITHIO nporpamy 6yao npuBefeHo y BiAMOBIAHICTL A0 CTaHAAPTY BULLOI OCBITK 3a
cneuiancHicTio 125 «Kibepbesneka» ana apyroro (MaricTepCbkoro) piBHa BMLoi ocBiTK Big 18.03.2021 Ne
332, LOMOBHEHO Nepesiik 3arajibHUX/(haxoBMX KOMNETEHTHOCTEN Ta NPOrpaMHUX pesynbTaTiB HaBYaHHS,
3MIHEHO KiNbKiCTb KpeauTiB HayKOBO-A0CiAHOT MPaKTUKN.

B 2022 p. OCBiTHIO NpoOrpamMy OHOB/IEHO Y 3B'A3KY 3 HabyTTAM Pi3MKO-TEXHIYHUM IHCTUTYTOM CTaTyCy
HaB4asbHO-HaYKOBOr0 iIHCTUTYTY. BHeCeHOo 3MiHM y CKNnaf NPOEKTHOI rpynu Ta CKnah cTenkxonnepis.
BHeceHO KOpeKTUBM Wo[o NPUAATHOCTI BUNYCKHUKIB A0 NpauesBfiawTyBaHHA 3rigHo 3miHM Nel0 no
JepxaBHoro kKnacudikatopy npodgecin K 003:2010.

B 2023 p. ocBiTHIO nporpamy 6yn0 OHOBNEHO Yy 3B'A3KYy 3i 3MiHOK Ha3BMW CrewiafbHOCTI BiANOBIAHO A0
MocTaHoBu KabiHeTy MiHicTpiB YkpaiHu Big 16.12.2022 Ne 1392 “INpo BHECEHHS 3MiH [0 nepeniky ranysen
3HaHb i CNeuianbHOCTEN, 3a SKUMU 34iNCHIOETLCS NiAroToBKa 3406yBaYiB BULLOI OCBITA".

Y OaHin Bepcii 0CBITHLOI MpOrpamMmn peanizoBaHa ii HOBa CTPYKTYpa, YTO4YHEHI dopmynioBaHHA ®K Ta MMPH,
Ha3BU AESKNUX OUCUMMIH Ta po3nogin roguH no OK.

B 2025p. 3miHeHo BignoBigHO Ao MNoctaHoBn KabiHeTy MiHicTpiB YkpaiHn Ne 266 lMpo 3aTBepa)KeHHS
nepeniky ranysein 3HaHb i crneuiafbHOCTEN, 3a AKUMW 34INCHIOETHCS NiAroToBKa 3406yBaYiB BMLWOI Ta
(haxoBoi nepeapmwoi ocBiTK: Big 29.04.2015 p. y YNHHIN pepakuii (3i 3MiHaMK | LOMNOBHEHHAMMW 3rigHO
MOCTAaHOBM KMY Ne 188 Bif 21.02.2025 p.).
URL: https://zakon.rada.gov.ua/laws/show/266-2015-%D0%BF#n11l

2026 p. BBEOEHO HOBUI NPOrpaMHUiA pe3ybTaT HaBYaHHS, Ha 3a40BOJIEHHA pekoMeHAauin MOH YkpaiHu
LLLOJ0 BMNPOBAAXKEHHS KOMNETEHTHOCTEN CTOCOBHO 3aXMCTY 06'€EKTIB KPUTMYHOI iHPaCTPYKTypn (ncT
MOH Ne1/15518-25 Big 24.07.2025): B3aemopnisa cy6’ekTiB HauioHaAbHOI cuctemMn 3axncty Kl ta obmiH
iH(bopMaLi€to 3 NMTaHb 6e3nekn i CTINKOCTI iykuioHyBaHHA K.

3MiHM 6y BHECEHI Y CKNnag CTENKXONAEPiB

TaKoXX BpaxoBaHO OHOBJIEHHS B OpraHisauii 0CBiTHbOro npouecy 3rigHo HakasiB pekTopa KIl iM. Irops
Cikopcbkoro NeHO1/215/26 Big 18.03.2026 poky «[1po nnaHyBaHHA Ta OpraHi3alito HaBY4aAbHOrO Npouecy
2026-2027 H.p.».Ta Ne HOL1/479/26 Bif 29.05.2026 poky «[1po BHeCeHHS 3MiH [0 Haka3y Big 18.03.2026 Ne
HO[/215/26 «[po nnaHyBaHHS Ta opraHi3auito oCcBiTHLOro npouecy 2026/2027»

The training of students in the direction of EP began with the creation of the department of information
security in 1999. Until 2016, the department trained masters in the specialty "Security of information and
communication systems", since 2016 - in the specialty 125 "Cyber security". The preparation of master's
degrees under the ESP "Systems, technologies and mathematical methods of cyber security" began in
2017.

In 2020, the program was thoroughly revised, taking into account the wishes of stakeholders, who


https://zakon.rada.gov.ua/laws/show/266-2015-%D0%BF#n11
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proposed diversifying professionally oriented disciplines (students) while maintaining a saturated
fundamental component (employers). The EP also made the following changes: some disciplines were
transferred to elective blocks, modernizing their content according to the profile of the specialty, a list of
elective disciplines was developed for the Faculty/departmental catalogs.

In 2021, adjustments were made to the amounts of components allocated to the research (scientific)
component. Also, the educational program was brought into line with the standard of higher education in
the specialty 125 "Cybersecurity" for the second (master's) level of higher education dated 03/18/2021 No.
332, the list of general/specialist competencies and program learning outcomes was supplemented, the
number of credits of scientific research practice was changed .

In 2022, the educational program was updated in connection with the Physical and Technical Institute
acquiring the status of an Educational and Scientific Institute. Changes were made to the composition of
the project group and the composition of stakeholders. Corrections have been made regarding the
suitability of graduates for employment according to Amendment No. 10 to the State Classifier of
Professions DK 003:2010.

In 2023, the educational program was updated in connection with the change of the name of the specialty
in accordance with the Decree of the Cabinet of Ministers of Ukraine dated 16.12.2022 No. 1392 "On
making changes to the list of fields of knowledge and specialties for which higher education candidates are
trained."

In this version of the educational program, its new structure has been implemented, the wording of PC and
PLO, the names of some disciplines and the distribution of hours by components have been clarified.

In 2025, amended in accordance with the Resolution of the Cabinet of Ministers of Ukraine No. 266 On
Approval of the List of Fields of Knowledge and Specialties in Which Applicants for Higher and Professional
Pre-Higher Education are Trained: dated 04/29/2015 in the current version (with amendments and
supplements in accordance with the Resolution of the Cabinet of Ministers of Ukraine No. 188 dated
02/21/2025). URL: https://zakon.rada.gov.ua/laws/show/266-2015-%D0%BF#n11

In 2026, New competencies have been introduced to meet the recommendations of the Ministry of
Education and Science of Ukraine on the implementation of competencies regarding the protection of
critical infrastructure facilities (letter of the Ministry of Education and Science No. 1/15518-25 dated
07/24/2025): Mechanisms for ensuring cyber security of Cl, Construction of Cl protection systems,
Interaction of subjects of the national Cl protection system and exchange of information on issues of
security and stability of Cl functioning.

Changes were made to composition of stakeholders

Also taken into account the updates in the organization of the educational process in accordance with the
orders of the rector of the Igor Sikorsky Kyiv Polytechnic Institute No. NOD/215/26 dated March 18, 2026
“On planning and organization of the educational process 2026-2027 academic year”, and No. NOD/479/26
dated May 29, 2026 “On amendments to the order dated March 18, 2026 No. NOD/215/26 “On planning
and organization of the educational process 2026/2027"
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EDUCATIONAL PROGRAMME PROFILE

1 - 3aranbHa iHdopmMay

ia / General information

. . HiBe
MoBHa Ha3Ba 3akKJlady BULLOI OCBITU Ta y

HaB4YasibHOro nigposainy / Full name of
higher education institution and faculty
/ educational and scientific institute

HauioHanbHUN TEXHIYHWIA

«KWIBCbKUI MONITEXHIYHNN
IHCTUTYT iMeHi Irops
CikopcbKoro»
HaB4anbHO-HayKOBUN
Qi3NKO-TEXHIYHUN IHCTUTYT

National Technical University
of Ukraine «lgor Sikorsky Kyiv
Polytechnic Institute»
Educational and Scientific
Institute for Physics and
Technology

pcuteT YKpaiHu

CTyniHb BULLOT OCBITW Ta Ha3Ba

0CBiTHbOI KBanidikauii / Higher

education degree and education
qualification title

Cty
MaricTp
3axu

Master Degree
Master’s degree of
Cybersecurity and

Information Protection

MiHb MaricTpa
3 Kibepbesnekun Ta
CTy iHGopMaUii

OdpiuinHa Ha3Ba OCBITHLOI NMporpamm /

Educational programme official title Ki

CucteMmn, TexHonorii Ta
MaTeMaTU4yHi MeToaun

Systems, Technologies and
Mathematical Methods of

b6epbesnekun Cyber Security

Tun gunnaomy Ta 06cAr OCBiTHLOI
nporpamu / Diploma type and
educational programme volume

Kpeau
HaBYaH

Ounnnom maricTpa, 120

Master diploma, 120 credits
ECTS, training period 1 year
9 months

TiB EKTC, TepmiH
HA 1 pik 9 micAuis

IHdbopMauisa npo akpeguTadito /
Accreditation information of the
educational programme

AkpeguntoBaHo HA34BO,
cepTudpikat 15036 Big
2025-06-21 gincHunnm go

2029-07-01

Accredited by NAQA,
cetificate No 15036 from
2025-06-21 valid to
2029-07-01

Linkn, piseHb BULLOI 0CcBiTK / Education

cycle, level of higher education EQF

HPK YkpaiHn - 7 piBeHb
QF-EHEA - npyruin uukn

NQF of Ukraine - 7 level
QF-EHEA - 2 cycle

-LLL - 7 piBeHb EQF-LLL - 7 level

Mepepnymosun / Prerequisites

HasaBHICTb CTyneHs

Bachelor Degree

0CBiTHbOI Nporpamu / URL of the
educational programme

bakanaspa
dopmun 3006yTTA oCBiTK / Forms of Ouna (neHHa); full-time:
Education A ; ;
MoBa(un) BuknagaHHs / Language(s) of YKpaiHCbka Ukrainian
instruction
IHTEpHET-aApeca Po3MiLLeHHS https://osvita.kpi.ua/F5_ONP

M_STMMKB

2 - MeTa ocBiTHbOI nporpamu / Educational programme purpose

MigroToBka NpodgecioHaniB-HayKoBLiB, 34aTHUX
BMKOPUCTOBYBAaTW | BMPOBaA>XyBaTu HOBITHI
CUCTEeMW, TEXHOJIOriT Ta MaTeMaTUYHI MeToan
Kibepbesnekun, NPOBOANTN HAaYKOBO-AOCAIAHY Ta
iHHOBaUiNHY OiNbHICTb B ranysi 3axmcTty
iHpopMaLii i KibepHeTnYHOT Be3nekun

Training of professionals capable of using and
implementing the modern systems, technologies
and mathematical methods of cyber security,
conducting research and innovation activities in
the field of information protection and cyber
security.
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3 - XapaKTepucTUKa OCBiTHbOI Nporpamm

/ Educational programme characteristics

NMpeameTHa obnactek / Subject area

O6’eKTV BUBYEHHSA: CyYacCHi Npouecy A0CiAXKEeHHS, aHani3y,
CTBOPEHHS Ta 3abe3neyvyeHHs hyHKUIOHYBaHHSA iHhopMaLinHNX
CUCTEM i TeXHONOriN, iHWNX BizHec-onepauiiHUX NPoLEeCiB Ha
06’ekTax iH(hopMaLIAHOT AiANbHOCTI Ta KPUTUHHUX
iH(bpacTpyKTyp chepu iHDopMaLinHoi 6be3nekn Ta/abo
Kibepbesneku;

iHpopMaUinHi cuctemm (iHpopMaLLIMHO-KOMYHIKaLIinHi,
iH(popMaLiiHO-TeNeKOMyHiKaLilHi, aBTOMaTU30BaHi) Ta
TexHonorii;

iHppacTpykTypa 06’ekTiB iH(OPMaLINHOT AisiNIbHOCTI Ta
KPUTUYHUX IHDPACTPYKTYP;

CUCTEMU Ta KOMMJIEeKCU CTBOPEHHS, 06pobku, nepepadi,
36epiraHHs, 3HULLEHHS, 3aXUCTY Ta BifobparKeHHs AaHnX
(iHhopMaLinHMX NOTOKIB);

iH(bopMaLinHi pecypcn pi3HUX KnaciB (B T.4. Aep>KaBHi
iH(bopMaUinHi pecypcn);

nporpaMHe Ta NporpaMHo-anapaTHe 3abe3nevyeHHs (3acobu)
Kibep3axucTy;

cucTemu ynpasiiHHSA iHopMauiiHoto 6e3nekoto Ta/abo
Kibepbe3snekoto;

TexHonorii, MmeToan, Mmogeni Ta 3acobu iHopMaLinHoi 6esnekun
Ta/abo kibepbesneku.

Lini HaB4aHHA: MNigroToBKa haxiBLiB, 34aTHUX PO3B'A3yBaTU
3ajayi gocnigHnubKoro Ta/abo iHHOBALIMHOIO XapakTepy y
chepi iHhopMauirHoi Ta/abo Kibepbesnekn.

TeopeTnyHUI 3MICT NpeaMeTHOI ob6nacTi: TeopeTuyHi 3acaaun
HaYKOEMHMX TEXHOJOFIN, Di3NYHI i MaTeMaTUYHI
(yHOAMeHTaIbHi 3HaHHS, Teopii ineHTugIKaLil Ta NPUAHATTS
pilleHb, CUCTEMHOr 0 aHanisy, CKNagHUX CUCTEM, MO EeNOBaHHSA
Ta onTuMi3auii npouecis, TeOpia MaTeMaTUYHOI CTaTUCTUKW,
KpMNTOorpagiyHoro Ta TEXHIYHOro 3axmcTy iHopMauii, Teopii
PU3UKIB Ta iIHWUX MDXKANCUNNAIHAPHNX TEOPIin i MPpakTuK y
ranysi iHopmauinHoi 6e3nekun Ta/abo kKibepbesneku.

MeToawn, MeToAMKM Ta TexHonorii: MeToamn, moaeni, METOANKN
Ta TexHoJorii cTBOpeHHs, 06pobku, nepepadyi, NpunMaHHS,
3HULLLEHHS, Bifobpa)keHHs, 3ax1CTy (Kibep3axucTy)
iH(hopMaUinHNX pecypciB y KibepnpocTopi, a TakoXX MeToAN Ta
Mogeni po3pobky Ta BUKOPUCTAHHS NPUKAAAHOrO i
cneuianizoBaHOro nporpamMHoro 3abesnevyeHHs A5t BUPILLEHHS
npodecinHmMx 3afay B ranysi iHpopmauinHoi 6e3nekn Ta/abo
Kibepbesneku.

TexHonorii, MeToaun Ta Moaeni AOCNIAXKEHHS, aHani3y,
ynpaeniHHA Ta 3abe3nevyeHHs BizHec/onepauinHnX NPoLeciB i3
3aCTOCYBaHHAM CYKYMHOCTi HOPMaTUBHO-NPaBOBUX Ta
opraHizauiiHo-TexHiYHMX MeToAiB i 3acobiB 3axmcTy
iHpopMaUinHUX pecypciB y KibepnpocTopi.

IHCTpyMeHTU Ta obnagHaHHSA: 3acobu, NpUCTpPOi, MepexxHe
yCTaTKyBaHHS Ta CepefoBuLLe, MPUKNaAHe Ta cneuianisoBaHe
nporpaMHe 3abesneyeHHs, aBTOMaTU30BaHi cCUCTEMMU Ta
KOMMJIEKCU MPOEKTYBaHHSA, MOAEJIIOBaHHSA, eKcriyaTauii,
KOHTPOJIt0, MOHITOPUHIY, 06po6bKu, BigobpaXkeHHSA Ta 3axucTy
naHux (iHpopmaLinHMX NOTOKIB), @ TaKOXX MeToAM i modeni
Teopii pu3nkKiB Ta ynpaBaiHHA iHGOpPMaLinHUMKN pecypcaMn nNpu
[OCNiAXXEHHI i cynpoBoa»XeHHi 06'eKTiB iH(pbopMaLinHOT
DifnbHOCTI y ranysi iHhopMauinHoi 6e3nekn Ta/abo

Objects of study: modern processes of research, analysis,
creation and ensuring the functioning of information systems
and technologies, other business operational processes at the
objects of information activity and critical infrastructures in the
field of information security and/or cyber security;

information systems (information and communication,
information and telecommunication, automated) and
technologies;

infrastructure of information activity objects and critical
infrastructures;

systems and complexes of creation, processing, transmission,
storage, destruction, protection and display of data (information
flows);

information resources of various classes (including state
information resources);

software and hardware (means) of cyber protection;
information security and/or cyber security management
systems;

technologies, methods, models and means of information
security and/or cyber security.

Learning goals: Training of specialists capable of solving tasks
of a research and/or innovative nature in the field of information
and/or cyber security.

Theoretical content of the subject area: Theoretical foundations
of science-intensive technologies, physical and mathematical
fundamental knowledge, theories of identification and decision-
making, system analysis, complex systems, modeling and
optimization of processes, theory of mathematical statistics,
cryptographic and technical protection of information, theory of
risks and other interdisciplinary theories and practices in the
field of information security and/or cyber security.

Methods, techniques and technologies: Methods, models,
techniques and technologies of creation, processing,
transmission, reception, destruction, display, protection (cyber
protection) of information resources in cyberspace, as well as
methods and models of development and use of applied and
specialized software for solving professional tasks in the field of
information security and /or cyber security.

Technologies, methods and models of research, analysis,
management and provision of business/operational processes
using a set of regulatory and legal and organizational and
technical methods and means of protecting information
resources in cyberspace.

Tools and equipment: Means, devices, network equipment and
environment, applied and specialized software, automated
systems and complexes of design, modeling, operation, control,
monitoring, processing, display and protection of data
(information flows), as well as methods and models of risk
theory and information management resources for research and
support of objects of information activity in the field of
information security and/or cyber security.

Kibepbesneku.

OpieHTauis ocBiTHLOI Nnporpamu / Scope

OCBiTHbO-HayKoBa

Educational scietifical

OCHOBHUIA (POKYC OCBIiTHb!

oi nporpamu / Main focus

CucTtemu, TexHonorii Ta MaTeMaTUyHi meToamn Kibepbesnekwn,
AKi 6a3yl0TbCA Ha OCTaHHIX JOCAMHEHHAX HAayKM Ta TEXHIKWU.
KntoyoBi crioBa: KibepHeTuyHa 6e3neka, cMcTemMm i TeXHONOorii
Kibepbesnekun, MaTeMaTUYHi MeToaun Kibepbesnekn, aHanis
KibepiHUMAeHTIB, aHani3 pu3nkiB, aHani3 3arpos i
BPa3/IMBOCTEN, 3aXMNCT 06’€EKTIB KPUTUYHOI iHDPACTPYKTypun

Systems, technologies and mathematical methods of cyber
security, which are based on the latest achievements of science
and technology.

Keywords: cyber security, cyber security systems and
technologies, mathematical methods of cyber security, risk
analysis, cyber incident analysis, threats & vulnerability
analysis, protection of critical infrastructure objects

0co6anBOCTi OCBITHBO

i nporpamu / Features

1. FpyHTOBHa (pyHAaMeHTasibHa NiAroToBKa Yy NOEAHAHHI i3
Cy4acHOI NpogecinHOW0 NiArOTOBKOIO, iKa A03BOJISIE
NPOBOANTWN HAayKOBO-AOCNiIAHY Ta iHHOBALiNHY AiANbHICTb i
npawioBaTh 3 HAYKOEMHUMMK TEXHOOTisMK Kibepbesneku;
2. Mpoxoa>xeHHs nepeaaunnioMHOI NPakTUKKN Ha 6asi
niANPUEMCTB-NAPTHEPIB Ta Y4aCTb CTYAEHTIB Y BUKOHAHHI
CNiNIbHUX HayKOBO-AOCAIAHNX MPOEKTIB Ha 3aMOBJIEHHS
yCTaHOB Ta NpoBigHNX IT-koMNaHi YKpaiHu 3a haxom;

3. OyanbHa ocBiTa.

1. Deep fundamental training in combination with modern
professional training, which allows conducting research and
innovation activities and working with science-intensive cyber
security technologies;

2. Completion of pre-diploma practice on the basis of partner
enterprises and participation of students in the implementation
of joint research projects commissioned by institutions and
leading IT companies of Ukraine by specialty;

3. Dual education
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4 - NMpupaTHICTb BUNYCKHUKIB 0,0 NpaueBsaliTyBaHHA Ta NOAANbLUIOro HaB4YaHHSA /
Eligibility of graduates for employment and further study

MpupaTHicTb Ao npaueBnawTtyBaHHA / Eligibility for employment

BionosigHo o [lep>xaBHOro kKnacndikatopy
npodecin K 003:2010 3i 3miHoto Ne10
BUMYCKHUKM MOXYTb MpauoBaTh Ha Nocapax,
L0 BigNOBiAaloTb KnacudikauinHum
YrpyrnoBaHHAM:

2139.2 AHaniTUK cUCTeM 3axuncTy iHopmauii Ta
OUHKWN Bpa3/IMBOCTEN

2139.2 AHaniTuk 3arpo3 6e3neku

2132.2 Po3p0obHMK cuCcTeM 3axXUCTy iHopMaLlii.
2149 lMNpodbecioHanu i3 opraHizauii
iH(bopMaUinHoi 6be3neku.

23 MpodecioHann B ranay3si oCBiTU | HABYaHHA
2310 Buknapgadi 3aknagis BULLOI OCBITHU

According to the State Classifier of Professions
DK 003:2010 with Amendment No. 10,
graduates can work in positions corresponding
to the classification groups:

2139.2 Analyst of information protection
systems and vulnerability assessment

2139.2 Security threat analyst

2132.2 Developer of information protection
systems.

2149 Professionals from the organization of
information security.

23 Professionals in the field of education and
training

2310 Teachers of higher education institutions.

Mopanbwe HaB4yaHHA / Further study

MpoOoBXXeHHS OCBITK 3a TPeTiM (OCBITHLO-
HayKOBWM) piBHEM BULLLOi OCBiTU. HedopMasbHe
HaBYaHHS.

Continuation of education at the third
(educational and scientific) level of higher
education. Informal learning.

5 - BuknapaHHA Ta ouiHioBaHHA / Teaching and assessment

BuknapaHHsA Ta HaBYaHH

f/Teaching and studying

Mporpamoto nepeabaveHo
CTy[EeHTOLEeHTpOBaHe HaB4YaHHA. BuknagaHHs
MPoOBOAUNTbLCA Y Takux hopmax: nekuii,
MPaKTUYHI Ta CEMiIHAPCbKIi 3aHATTSH,
KOMM'IOTEPHI MpakKTUKyMu i nabopaTopHi
poboTu; KypcoBi poboTK; TEXHONOrIA 3MiLLAHOIO
HaBYaHHS, MPaKTUKK; BUKOHAHHSA AWNMIOMHOIO
MPOEKTY i AnnaoMHOI poboTu (MaricTepcbKoi
ancepTauii)

The program provides for student-centered
learning. Teaching is carried out in the following
forms: lectures, practical and seminar classes,
computer workshops and laboratory works; term
papers; mixed learning technology, practices;
completion of the diploma project and thesis
(master's thesis)

OuiHIOBaHHSA

|/ Assessment

OUuiHIOBaHHSA 3HaHb CTYLAEHTIB 34iNCHIOETLCA Y
BiAMOBIAHOCTI A0 MNMON0XXEHHSA NPO PENTUHIOBY
CUCTEMY OLiHIOBaAHHA pe3ysbTaTiB HaBYaHHSA
ctyneHTis KNI im. Iropsa Cikopcbkoro 3a yciMma
BMUOAMN ayAUTOPHOI Ta No3aayanTopHOi poboTun
(BXigHWN, NOTOYHNN, KaNeHOapHUN,
NiACYMKOBUA KOHTPOJb); YCHMX Ta MNCbMOBUX
€K3aMeHiB, 3aikKiB

Assessment of students' knowledge is carried
out in accordance with the Regulation on the
rating system for evaluating the results of
students' learning at KPI named after Igor
Sikorsky for all types of classroom and extra-
auditory work (incoming, current, calendar, final
control); oral and written exams, credits.
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6 - NMporpamMHi KoMmneTeHTHOCTI / Programme competencies

IHTerpanbHa KOMMNETEHTHICTb

/ Integral competence

30aTHICTb 0cobu po3B’aA3yBaTu 3adadi
nocnigHnubKoro Ta/abo iHHOBALIMHOIro XapakTepy
y cepi iHhopMaLinHoi be3nekn Ta/abo
Kibepbesneku

The ability of a person to solve tasks of a
research and/or innovative nature in the field
of information security and/or cyber security

3aranbHi kKomneteHTHocTi (3K)

/ General competencies

3K |38aTHICTb 3aCTOCOBYBaTU 3HAHHA Y Ability to apply knowledge in practical

01 |NpaKTUYHUX CUTYyaUiax situations

3K |3paTHiCTb NpoBeAeHHS AOCNiAXXEeHb Ha Ability to conduct research at the appropriate
02 |(BipnoBiAHOMY PiBHiI level

3K |3paTHicTb 00 abCTPaKTHOro MUC/IEHHS, Ability to abstract thinking, analysis and

03 |aHanisy Ta CMHTe3y synthesis

3K |3paTHicTb ouiHoBaTM Ta 3abe3nevyBaTtu The ability to evaluate and ensure the quality
04 |AKiCTb BUKOHYBaHUX pobiT of the work performed

30aTHICTb cnifikyBaTuca 3 npeactasHnkamum  |Ability to communicate with representatives of
3K [iHWwunx npodecinHnx rpyn pisHoro piBHs (3 other professional groups of different levels
05 |ekcrnepTaMu 3 iHWWUX rany3en 3HaHb / BUAIB (with experts from other fields of knowledge /

€KOHOMIiYHOI OiaNbHOCTI)

types of economic activity)

daxoBi komneteHTHOCTI (PK) / Professional competencies

OK
01

30aTHICTb 06r'pyHTOBaHO 3aCTOCOBYBaTH,
iHTerpyBaTu, po3pobnsaTtn Ta
YOOCKOHatoBaTK CyYvacHi iHhbopMaLinHi
TEeXHONOrii, HAYKOBO-TEXHIYHI po3p0obKu,
Qi3nYHi Ta MaTeMaTUYHI PyHOaMeHTabHi
3HAHHSA | MoOeni, @ TaKoXX TexXHoNOorii
CTBOPEHHSA Ta BUKOPUCTAHHSA NMPUKIALHOIO |
creuianizoBaHOro NMPOrpaMHOro
3abe3nevyeHHs ONa BUpPiLLEHHS MpodecinHuX
3apad y ranysi iHbopmauinHoi 6e3nekn Ta/abo
Kibepbesneku

The ability to reasonably apply, integrate,
develop and improve modern information
technologies, scientific and technical
developments, physical and mathematical
fundamental knowledge and models, as well
as technologies for creating and using applied
and specialized software for solving
professional tasks in the field of information
security and/or cyber security

30aTHICTb po3pobnsATn, BNpOBag)KyBaTu Ta
aHanizyBaTn HOPMaTUBHI OOKYMEHTN,
MOJIOXKEHHSA, IHCTPYKLiT 1 BUMOTN TEXHIYHOIO

The ability to develop, implement and analyze
regulatory documents, provisions, instructions
and requirements of technical and

®K |Ta opraHizauinHOro cnpsiMyBaHHS, a TakoX organizational direction, as well as integrate,
02 |iHTerpyBaTwn, aHanisyBaTu i BUKOpUcToByBaTu |analyze and use the best global practices,
Kpalli CBITOBI NMpPaKTUKN, CTaHOapTu 3 meToto |standards in order to carry out professional
30iNCcHeHHS npodecinHoi aisnbHOCTI B ranysi |activities in the field of information security
iHpopMauinHoi 6e3nekn Ta/abo kKibepbesnekn |and/or cyber security
3MaTHICTL AOCNIAXYBaTY, PO3POOAATH | Ability to research, develop and support
CynpoBOAKYBaTN METOAM Ta 3acobu ; . .
OK | AV . methods and means of information security
iHdbopMaUinHoi 6e3nekn Ta/abo Kibepbesnekn . : . .
03 , . VA . and/or cyber security at objects of information
Ha 06’ekTax iHpopMaLiNHOI AiaNbHOCTI Ta L o
s activity and critical infrastructure
KPUTUYHOI iHppacTpyKTypun
3MaTHICTL aHanisysatu, po3p06n;|T|/| ! The ability to analyze, develop and support
CYNpOBOAXKYBATUN CUCTEMY YyNPaBJliHHS A . :
) oo the organization's information security and/or
iHpopMaLinHoto 6esnekot Ta/abo .
OK KiGep6Ee3MeKolo opraHizaLlii, hopMysaTy cyber security management system, to form
04 P P ! My information security strategies and policies,

cTpaTerito i noniTnkn iHopMaLinHoi besneku
3 ypaxyBaHHSAM BIiTYU3HAHUX i Mi>XHApPOAHUX
CTaHJapTiB Ta BUMOr

taking into account domestic and international
standards and requirements
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OK
05

30aTHICTb A0 OOCAIAXEHHS, CACTEMHOIO
aHani3y Ta 3abe3nevyeHHsn 6e3nepepBHOCTI
bi3Hec/onepauinHUX NpPoLeciB 3 METO
BU3HAYeHHS ypa3nmBocTen iHhopMaLinHnX
CUCTeM Ta pecypciB, aHanily puUsunKiB Ta
BVW3HA4YeHHSA OLIHKK TX BNAMBY Yy BiAMOBIAHOCTI
[0 BCTAHOBJIEHOI CTpaTerii i NoNiTnkn
iHdbopMaULinHoi 6e3nekn Ta/abo Kibepbesneku
opraHisauii

The ability to research, system analysis and
ensure the continuity of business/operational
processes in order to determine the
vulnerabilities of information systems and
resources, analyze risks and determine the
assessment of their impact in accordance with
the established strategy and policy of
information security and/or cyber security of
the organization

OK
06

30aTHICTb aHanizyBaTu, KOHTPOOBATU Ta
3abe3nevyBaTn CUCTEMY YNpPaBiHHA
[OCTYNoM A0 iHpopMaLinHUX pecypciB 3rigHo
BCTAHOBNIEHOI CTpaTerii i NoniTukn
iHpopMauinHoi 6e3nekn Ta/abo Kibepbesnekun
opraHizauii

The ability to analyze, control and provide a
management system for access to information
resources in accordance with the established
strategy and policy of information security
and/or cyber security of the organization

OK
07

30aTHICTb gocnig)XyBaTu, po3pobnaTtu Ta
BMpOBag )XKyBaTu MeToau i 3axoaun npoTuaii
KibepiHUMaeHTaM, 34iNCHIOBATM Npoueaypu
yMpaBJliHHSA, KOHTPOJIIO Ta PO3CNiAyBaHHS, a
TaKOXX HajaBaTu pekoMeHgauii wono
nonepen)xeHHs Ta aHanisy KibepiHUMOEHTIB B
uinomy

The ability to research, develop and
implement methods and measures to counter
cyber incidents, to implement management,
control and investigation procedures, as well
as to provide recommendations on the
prevention and analysis of cyber incidents in
general

OK
08

30aTHICTb gocnig)XyBaTu, po3pobnaTn,
BNpPOBaAXyBaTu Ta CYNpOBOAXYBaTU MeToAN
M 3acobun 3axuncTy iHopMaLii Ha 06'ekTax
iHpopMaLiNHOT AiaNbHOCTI Ta KPUTUYHOT
iIHPPACTPYKTYpK, B iHPOPMaLINHNX CUCTeMaX,
30aTHICTb OLUiHIOBAaTN ePEeKTUBHICTb iX
BUKOPWUCTaHHSA, 3rifHO BCTaHOBEHOI cTpaTerii
i noNiTMKKM iHpopMavuinHoi 6e3snekn Ta/ abo
Kibepbe3nekn opraHisauii

The ability to research, develop, implement
and support methods and means of
information protection at objects of
information activity and critical infrastructure,
in information systems, the ability to evaluate
the effectiveness of their use, according to the
established strategy and policy of information
security and/or cyber security of the
organization

OK
09

30aTHICTb aHanisyBaTun, po3pobnaTtn i
CYNpPOBOAXYBaTWN CUCTEMY ayanUTy Ta
MOHITOPUHIY e(heKTUBHOCTI PYHKLIOHYBaHHS
iIHOpPMaALINHUX CUCTEM | TEXHOJOTIN,
6i3Hec\onepauinHMX NpoueciB B ranysi
iHpopMauinHoi 6e3nekn Ta/abo Kibepbesnekun
opraHisaduii B winomy

The ability to analyze, develop and support
the system of auditing and monitoring the
effectiveness of the functioning of information
systems and technologies,
business\operational processes in the field of
information security and/or cyber security of
the organization as a whole

DK
10

30aTHICTb NPOBOANTN HAayKOBO-NeAaroriyHy
OiANbHICTb, NIaHYBaTU HaBYaHHA,
KOHTPOJIIOBaTW i CynpoBoAXKyBaTn poboTy 3
nepcoHasioM, a TakKoXX 34iNCHIOBATN HAaYKOBI
nocnig»xeHHs B chepi besnekn
iHOPMaLINHUX CUCTEM | TEXHOIOTIN,
BiANOBiAHO BiTYN3HSAHNM Ta CBITOBUM
CTaHpgapTaM i BUMoram.

The ability to conduct scientific and
pedagogical activities, plan training, monitor
and accompany work with personnel, as well
as carry out scientific research in the field of
security of information systems and
technologies, in accordance with domestic and
international standards and requirements.

30aTHICTb BpaxoByBaTW JOCAIAHNLUbBKI,

Ability to take into account research,

@K |MiXAucUMnAiHapHi HAYKOBO-NPaKTUYHI interdisciplinary scientific and practical

11 |KOHTEKCTU NPV NPUAHATTI pilleHb B ranyasi contexts when decisions making in the field of
iHpopMauinHoi 6e3nekn Ta/abo Kibepbesnekn |information security and/or cyber security
30aTHICTb BpaxoByBaTW Cy4acHI The ability to take into account modern
MiDKAUCUUNNIHAPHI HAYKOBO-NPaKTUYHI interdisciplinary scientific and practical
KOHTEKCTW NpU NMPUNHATTI pilleHb CTOCOBHO  |contexts when making decisions about the

®K |HOBITHIiX cncTem, TexHonorin kibepbesnekun, |latest systems, cyber security technologies,

12 |Ta nNpu BUKOPUCTaHHI Ta po3pobui meTogis and when using and developing cyber security

Kibepbe3nekun, 30KpemMa, BUKOPUCTOBYIOHN
anapaT aHani3dy AaHMX Ta BPaxoBYo4U
BUMOIM BUCOKOHABaHTa>XEHUX CUCTEM

methods, in particular, using data analysis
apparatus and taking into account the
requirements of highly loaded systems
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OK

30aTHICTb 3aCTOCOBYBaTU CUCTEMHUN Migxia,
Teopil MaTeMaTUYHOI CTaTUCTUKN Ta iHLWI

Ability to apply a systems approach, theories
of mathematical statistics, and other

13 |mixgucumnaiHapHi Teopii Ta NpakKTUKK a0 interdisciplinary theories and practices to
3apay Kibepbesnekun. cybersecurity challenges.
iﬂjlﬂ;ﬁ:i3'“(!?}?ﬁ;:ﬂﬂ”agim;a/a% The ability to carry out scientific and/or
np AH! RocmA y y3! applied research in the field of information
iH(bopMaUuinHoi 6esnekn Ta/abo Kibepbesnekn : ! .

. security and/or cyber security using modern
i3 32CTOCYBaAHHSM Cy4aCHUX : :

oK . . |experimental and theoretical methods of

14 |€KCNEPUMEHTaNbHNX | TEOPETUYHNX METOAIB

pe3ysbTaTh OOCAiIAXKEHb Ta iHHOBaLiN,
npe3eHTyBaTW pe3ynbTaTu AOCAIAXKEHb Ta
hopMyBaTV HaYKOBO-TEXHIYHY 3BiTHICTb.

MoaoentoBaHHA l'lpOLl,eCiB, KPUTNUYHO ouiHIOBaTH

modeling processes, critically evaluate the
results of research and innovation, present the
results of research and form scientific and
technical reporting.
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7 - NMporpaMHi pesynbtatyu HaB4aHHA (MPH) / Programme learning outcomes

[1PH
01

BinbHO CMiNnKyBaTUCh AEpP>KaBHO Ta
iHO3EMHOI0 MOBaMM, YCHO i MMCbMOBO A5
npencTasBsieHHs | 06roBopeHHs pesynbTaTiB
Jocnig)XeHb Ta iHHoBaUin, 3abe3nevyeHHs
6izHec/onepauinHMUX Npouecis Ta NUTaHb
npocecCinHoi OianNbHOCTI B ranysi
iH(bopMaUuinHoi 6e3snekn Ta/abo Kibepbesnekn

Communicate freely in national and foreign
languages, orally and in writing to present and
discuss the results of research and innovation,
ensuring business/operational processes and
issues of professional activity in the field of
information security and/or cyber security

[PH
02

IHTerpyBaTu dpyHOaMeHTasnbHi Ta cneuiasbHi
3HaHHA )19 PO3B’A3yBaHHA CKAagHUX 3a4ay
iHdbopMaULinHoi 6e3nekn Ta/abo Kibepbesnekn
Yy WNpoknx abo MynbTnanCUNNAiHAPHNX
KOHTEKCTax

Integrate fundamental and specialized
knowledge to solve complex information
security and/or cyber security challenges in
broad or multidisciplinary contexts

[1PH
03

MpoBagnTK AoCAiOHULbKY Ta/abo iHHOBaLUiNHY
DisnNbHICTL B cdepi iHhopMaLiiHoT 6e3nekn
Ta/abo Kibepbesnekun, a TakoxX B cepi
TEeXHI4YHOro Ta KpunTorpadgiyHoro 3axucTy
iHpopMaLii y kKibepripocTopi

Conduct research and/or innovative activities
in the field of information security and/or
cyber security, as well as in the field of
technical and cryptographic protection of
information in cyberspace

[PH
04

3acTocoByBaTK, iHTErpyBaTu, po3pobnartu,
BNPOBaA KyBaTW Ta YAOCKOHaIlOBATK CyYacHi
iHbopMaUinHi TexHonorii, i3nyHi Ta
MaTeMaTU4Hi MeToau i Mogeni B cepi
iHpopMauinHoi 6e3nekn Ta/abo Kibepbesnekn

Apply, integrate, develop, implement and
improve modern information technologies,
physical and mathematical methods and
models in the field of information security
and/or cyber security

[1PH
05

KpuTnyHo ocMucnioBaTtn npobnemun
iH(bopMauinHoi besnekn Ta/abo Kibepbesneku,
y TOMY 4YUCJi Ha MiXKrasly3eBoMy Ta
MiDKAVCUUNNIHApPHOMY PiBHIi, 30KpeMa Ha
OCHOBi PO3YMiHHS HOBUX pe3ynbTaTiB
iHXXeHepHUX i hi3nKo-MaTeMaTUYHNX HaykK, a
TaKOXX PO3BUTKY TEXHOJIOrN i CTBOPEHHSA Ta
BUKOPUCTaAHHA CcreuianizoBaHoro
nporpamMmHoro 3abe3nedyeHHs

Critically consider the problems of information
security and/or cyber security, including at the
interdisciplinary and interdisciplinary level, in
particular on the basis of understanding the
new results of engineering and physical and
mathematical sciences, as well as the
development of technologies for the creation
and use of specialized software

[PH
06

AHanisyBaTu Ta OLIHIOBATN 3aXULLEHICTb
cucTeM, KoOMMJeKcCiB Ta 3acobiB kKibep3axucTy,
TEXHONOrii CTBOPEHHS Ta BUKOPUCTAHHSA
creuianizoBaHOro NPOrpamHoOro
3abe3neyeHHs

Analyze and evaluate the security of systems,
complexes and means of cyber protection,
technologies for creating and using specialized
software

[1PH
07

O6rpyHTOBYBaTU BUKOPUCTAHHS,

BANpOBaA XyBaTW Ta aHanidyBaTu KpaLLi
CBiTOBI CTaHOApPTW, NPAKTUKN 3 METOO
pPO3B’A3aHHSA CKNagHUX 3a4a4d npodecinHoi
AisinbHOCTI B ranysi iHpopMauinHoi 6e3nekun
Ta/abo Kibepbesnekn

To justify the use, implement and analyze the
best global standards, practices in order to
solve complex problems of professional
activity in the field of information security
and/or cyber security

[PH
08

HocnipxysaTun, po3pobnatu i
CynpoBOAKYBaTK CUCTEMU Ta 3acobu
iHbopMaUinHoi 6e3nekn Ta/abo Kibepbesnekn
Ha 06’ekTax iHopMaUINHOT OiaNbHOCTI Ta
KPUTUYHOI iIHppacTpyKTypu

Research, develop and support systems and
means of information security and/or cyber
security at objects of information activity and
critical infrastructure

AHanizyBaTu, po3pobnsaTn i cynpoBoaXKyBaTHU
cucTeMmy ynpasniHHA iHPoOpMaLUinHO

Analyze, develop and support the

rPH . : .. |organization's information security and/or
be3nekoto Ta/abo kKibepbesnekoto opraHizauii .
09 . g ) ; ... |cyber security management system based on
Ha 6a3i cTpaTerii i NONITUKK iIH(OPMaLLINHOI . ) . X
information security strategy and policy
b6e3nekn
3abe3neyvyBaTn 6e3nepepBHICTb - . .
. y " PEPBH Ensure the continuity of business/operational
6i3Hec/onepauinHUX NPOLECiB, a TAaKOX . . M
e i~ processes, as well as identify vulnerabilities of
[1PH |BUABNATW YPa3/INBOCTI iIHPOPMaLLIMHNX ; .
; ) information systems and resources, analyze
10 |cucTem Ta pecypciB, aHanisyBaTu Ta

OLHIOBATWN PU3MKU AN iHopMaLinHoT
6e3nekn Ta/abo Kibepbesnekun opraHizauii

and assess risks for information security
and/or cyber security of the organization
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AHanisyBaTun, KOHTpPOJIIOBATN Ta
3abe3nevyBaTn epeKTMBHE PYHKLIOHYBaAHHS
CUCTEMU yrnpaBaiHHA OOCTYNOM 40

Analyze, control and ensure the effective
functioning of the access management system

rPH iHOPMALLIAHUX PECypCiB BIAMNOBIAHO 10 to information resources in accordance with
11 P pecypcis . the established strategy and policy of
BCTAHOBNIEHUX CTpaTErii i MONITUKN . : X .
. o . information security and/or cyber security of
iHdbopMaULinHoi 6e3nekn Ta/abo Kibepbesneku .
. the organization
opraHisauii
ocnipgXyBaTu, po3pobnaTtun Ta .
A AXy Po3p ) Research, develop and implement methods
BNpOBaA XyBaTn MeToau i 3axoam nNpoTuaii L
KIBEPIHLIANEHTaM, 3IACHIOBATM NPOLEAYDH gnd measures to counter cyber incidents,
MPH : ’ . implement management, control and
yrpaBiHHA, KOHTPOJIKO Ta PO3caigyBaHHA, a | L .
12 investigation procedures, as well as provide
TaK0o)X HafaBaTu pekoMeHaauil woao X )
) . ) . recommendations on the prevention and
nonepen)xeHHs Ta aHanisy KibepiHUMOEHTIB B . > .
) analysis of cyber incidents in general
uinomy
ocnigxXyBaTn, po3pobnaTu, BNpoBaaXXyBaTn .
A AXY o3P poBaiXy Research, develop, implement and use
Ta BUKOPUCTOBYBATK MEeTOAM Ta 3acobu ;
) ; methods and means of cryptographic and
KpunTorpadiyHoro Ta TEXHIYHOr0 3axX1UCTy R . ;
iHchopMmaLlii isHec/onepaLifiHnx npoLecis, a techmcal mform'atlon protection of
rPH X . . ! business/operational processes, as well as
TaKOXX aHani3yBaTW i HaAaBaTW OLiHKY .
13 g analyze and provide an assessment of the
€(heKTUBHOCTI IX BUKOPUCTAHHSA B . . o ;
) e , effectiveness of their use in information
iHpOpMaLiNHNX cncTeMax, Ha 06’ekTax ; . . -
. Pt ! " systems, objects of information activity and
iHpOPMaLINHOI OiANbHOCTI Ta KPUTUYHOI oo
. critical infrastructure
IHPPaCTPYKTYpH
AHanisyBaTun, po3pobnatu i cynposoaxxysaTtu |Analyze, develop and support the system of
CUCTEMY ayauTy Ta MOHITOPUHIY auditing and monitoring the effectiveness of
[PH |etheKTUBHOCTI (PYHKLIOHYBaHHS the functioning of information systems and
14 |iHopMaLiNHNUX CNCTEM | TEXHOJIOTIN, technologies, business/operational processes
bisHec\onepauinHux npouecis y cepi in the field of information and/or cyber
iHdopMauinHoi Ta\abo kibepbesneku B Linomy |security as a whole
3po3yMifio i HeJBO3HAYHO OOHOCUTW BAACHI Clearly and unambiguously communicate own
[Py [BYCHOBKN 3 npobnem iHpopmMauinHoi 6e3nekn |conclusions on information security and/or
15 Ta/abo Kibepbe3znekn, a TakoXX 3HaAHHSA Ta cyber security issues, as well as knowledge
MOSICHEHHS, WO iX 06rpyHTOBYIOTb A0 and explanations that justify them to staff,
nepcoHasny, napTHepIB Ta iHWKX ocCib partners and other persons
MpuiimaTn 0brpyHTOBaHI pilleHHSA ; s o
punmMa .96 PYHTOBaHI pILLIE 3 Make informed decisions on organizational and
opraHisauinHo-TeXHIYHUX NUTaHb oo , . !
) ke . technical issues of information security and/or
iHdbopMauinHoi besnekn Ta/abo Kibepbesnekn S ;
rPH CKNTANHMX | HENepeaB6adyBaHUX yMOBAX cyber security in complex and unpredictable
16 |Y o P y Y 'Y conditions, including using modern methods
TOMY 4YUCTi i3 3aCTOCYBaAHHAM CyYaCHMUX LS .
. . . and means of optimization, forecasting and
mMeTonAiB Ta 3acobiB onTuMisauii, - :
v : decision-making
NMPOrHO3yBaHHSA Ta NPUNHATTS pilleHb
MaTun HaBMYKM aBTOHOMHOrO i camocTinHoro |Have the skills of autonomous and
HaB4YaHHs y cdepi iHhopMauinHoi be3nekn independent learning in the field of
[PH |Ta/abo Kibepbe3nekn i LOTUYHUX Frany3en information security and/or cyber security and
17 |3HaHb, aHani3yBaTW BNacHi ocBiTHI noTpebu |related fields of knowledge, analyze your own
Ta 06’EKTMBHO OLiHIOBATK pe3ybTaTu educational needs and objectively evaluate
HaBYaHHS the results of your studies
MnaHyBaTK HaBYaHHSA, @ TaKoX i
Plan training, as well as accompany and
[PH |cynpoBoA>XyBaTu Ta KOHTpOJoBaTK poboTy 3 : ; )
. VL supervise work with personnel in the area of
18 |nepcoHanoM y Hanpsamy iHopMaLinHoI ; ) : .
; information security and/or cyber security
6e3nekn Ta/abo kibepbesneku
ObupaTw, aHanisyBaTun i po3pobnaTn NnpuaaTHi . .
pa . y po3pobl pna Choose, analyze and develop suitable typical
TUMNOBI @aHaNITUYHI, pO3pPaxyHKOBI Ta . . .
: . analytical, calculation and experimental
eKcrnepuMmeHTaNbHi MeToan Kibep3saxucTy, .
) methods of cyber protection, develop,
[PH |po3pobnsaTun, peanizoByBaTun Ta . ,
implement and support projects on the
19 |cynpoBOAKYBaTW MPOEKTU 3 3aXUCTY

iHpopMaULii y KibepnpocTopi, iHHOBAUINHOI
OiSNbHOCTI Ta 3aXUCTY iIHTeNeKTyaNbHOI
BJIACHOCTI

protection of information in cyberspace,
innovative activities and protection of
intellectual property
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CTaBnTu Ta BUpPilLYyBaTWN CKNAAHi iHXEHepHOo-
nMpUKAagHi Ta HayKoBi 3adadi iHPOpPMaLiNHOI

Set and solve complex engineering, applied
and scientific problems of information security

MPH . : o
20 b6e3nekun Ta/abo kKibepbesnekun 3 ypaxyBaHHAM [and/or cyber security, taking into account the
BUMOT BITYHU3HAHUX Ta CBITOBUX CTaHAapTiB  |requirements of domestic and international
Ta Kpawmx NnpakTukK standards and best practices
BukopucTtoByBaTu MeTOAM HAaTYpPHOrO, .
1KOP BY \ A yp Use the methods of natural, physical and
[MPH |i3NYHOro i KOMM'IOTEPHOro MOAE/IIOBAHHSA .
) . . computer modeling to study processes related
21 |onsa pocnifg>KeHHs NpoLecis, sKi CTOCYOTbCS . . ) )
: i ; to information security and/or cyber security
iH(bopMaUinHoi 6e3snekn Ta/abo Kibepbesnekn
MnaHyBaTK Ta BUKOHYBATU
E€KCMepuMeHTasIbHi | TEOpPEeTUYHI Plan and carry out experimental and
OOCNio)XeHHs, BUCYBaTK | NepeBipsaTH theoretical research, put forward and test
[PH |rinoTte3un, obupaTn Ans UbOro NpuaaTHi hypotheses, choose suitable methods and
22 |MeTogu Ta iHCTPYMEHTW, 34iNCHIOBaTU tools for this, carry out statistical data
CTaTUCTMNYHY 06p0ObKY maHuX, oUiHOBaTH processing, assess the reliability of research
OOCTOBIpPHICTb pe3ysbTaTiB AOC/iOXeHb, results, argue conclusions
apryMeHTyBaTu BUCHOBKMN
O6rpyHTOoBYBaTW BMbBip NporpamMHoOro A . .

Py Y P nporp To justify the choice of software, equipment

3abe3nevyeHHs, yCcTaTKyBaHHSA Ta . ; .
; e - and tools, engineering technologies and
iIHCTPYMEHTIB, iIHXEHEPHNX TEXHOJIOTIN i o .
NPOLIECIB, @ TAKOXK OBMEXEHD L1010 HIX B processes, as well as restrictions on them in
MPH S Sl the field of information security and/or cyber
ranysi iHpopmauinHoi 6esnekun Ta/abo : . .
23 | . ) security on the basis of modern knowledge in
Kibepbesnekn Ha OCHOBI Cy4aCHUX 3HaHb Y . e .

. . i related fields, scientific, technical and
CyMPKHWX Tary3nx, HayKoBOI, TeXHIYHOI Ta reference literature and other available
OOBiOKOBOI NiTepaTypwn Ta iHWOI AOCTYMNHOI . )

: information
iHpopMaLli
MaTun HaBn4kK po3pobneHHs, BnpoBaaXeHHs |Have the skills to develop, implement and
Ta CyNnpoBOOXXEHHA cucTeMm Kibepbesnekun, support cyber security systems, develop and
fPH pO3p0b6KM Ta BUKOPUCTAHHSA TEXHOJIOTIN Ta use cyber security technologies and
o4 [MaTEMaTU4HMX MeToAiB Kibepbe3nekn 3 mathematical methods, taking into account
ypaxyBaHHSAM Cy4aCHUX BUMOI Ta NnpuHumniBe |modern requirements and principles of
nobynoBm BUCOKOHaBaHTa)KeHMX cncteMm Ta  |building highly loaded systems and data
nigxonis aHanisy gaHux analysis approaches
MnaHyBaTK Ta BUKOHYBaTW HAayKOBIi Ta D e .
y . . Y YK Plan and carry out scientific and applied
NpUKNagHi focnigXXeHHa y cdepi ) ) . . :
. Lo . research in the field of information security
iHdbopMauinHoi besnekn Ta/abo Kibepbesnekn . .
. . o and/or cyber security using modern
[1PH |i3 3acTOCyBaHHAM Cy4aCHUX iHpopMaLUinHUX | d : )
-~ . information technologies, practical and
25 |TexHOoNorin, NpakTUYHNX | TeEOPETUYHUNX .
L - . theoretical methods and models of system
MeTOAiB i Mogesnien CUCTEMHOI0 aHanisy, . . .
N . . . analysis, decision-making, process
MPUNHATTSA pilleHb, ONTMMI3auil npouecis, AT . >
- optimization, mathematical statistics.
MaTeMaTU4YHOI CTaTUCTUKMN.
fPH OuiHoBaTN ePeKTUBHICTb Ta NPAKTUYHY To assess the effectiveness and practical value
26 LiHHICTb pe3ynbTaTiB HaykoBuX i npuknagHux |of the results of scientific and applied research
JocnigeHb Ta iHHOBaLiN. and innovations.
3acTocoByBaTW creLianizoBaHi -
y . H ) L Apply specialized conceptual knowledge of
KOHLEeNTyasibHi 3HaHHSA 3 iIHHOPMaLiNHOI . ) . -
) .. .. |information security and/or cyber security in
6e3nekn Ta/abo kibepbesneku y npodecinHin . L )
rPH RISAILHOCTI, Y TOMY MG SHAHHS | POSYMIHHS professional activities, including knowledge
27 Y M posy and understanding of the latest developments

HOBITHIX OOCArHeHb, AKi 3abe3ne4vyoTb
30aTHICTb 40 MOAENIOBaHHA Ta AOCAIAXKEHHS
cyyYacHux cuctem 3abesnedveHHs 6esneku.

that provide the ability to model and research
modern security systems.




15/21

8 - PecypcHe 3abe3nevyeHHs peanisauii nporpammu / Resource provision for programme
implementation

KappoBe 3abe3n

euyeHHsn / Staffing

BignosigHO A0 KagpOBUX BUMOT LLOAO0
3abe3neyvyeHHs NPoBag)XeHHS OCBITHbLOI
OiNbHOCTI ong BignosigHoro piBHA BO,
3aTBepa)xeHux MNoctaHoBoto KabiHeTy MiHicTpis
YkpaiHu Big 30.12.2015 p. Ne 1187 (B YMHHIN
peaakuii)

In accordance with the personnel requirements
for ensuring the implementation of educational
activities for the corresponding level of HE,
approved by the Resolution of the Cabinet of
Ministers of Ukraine dated 12.30.2015 No. 1187
(as amended)

MaTepianbHO-TexHiYHe 3ab6e3ney

eHHA / Material-technical support

BignoBigHO 00 TEXHONMOrMIYHMX BUMOT LL,OAO
MaTepiasbHO-TeXHi4YHOro 3abesnevyeHHs
OCBITHbOI AiSANILHOCTI BiAMoOBiAHOro piBHA BO,
3aTBepoxeHux MNoctaHoBoto KabiHeTy MiHicTpis
YkpaiHu Big 30.12.2015 p. Ne 1187 (B YMHHIN
pefakuii). 3 KOMN'IOTEPHUX Kaacu, NONIroH 3
Kibepbesnekun. BukopuctaHHa obnagHaHHA ons
npoBeLeHHSN NekLUin y popMaTi npeseHTauin,
MepeXXeBUX TEeXHOJIOrin, 30KpeMa Ha nnaTdopMi
ONCTaHUiNHOro HaB4YaHHs Sikorsky.

In accordance with the technological
requirements for the material and technical
support of educational activities of the
corresponding level of HE, approved by the
Resolution of the Cabinet of Ministers of Ukraine
dated 12.30.2015 No. 1187(in the actual
version). 3 computer classrooms, Cyber Security
range. Use of equipment for conducting lectures
in the format of presentations, network
technologies, in particular on the Sikorsky
distance learning platform.

IHdbopMauiHe Ta HaBYasIbHO-MeToAUYHe 3abe3neuyeHHs / Information and methodological support of the

education

al process

BionoBigHO 4,0 TEXHOJIOTIYHUX BUMOI LLOA0
HaBYaJ/IbHO-METOANYHOro Ta iHopMaLiNHOro
3abe3nevyeHHs OCBITHbOI AiA/IbHOCTI
BianoBigHOro piBHa BO, 3aTBEpAXEHUX
MocTaHoBow KabiHeTy MiHicTpiB YKpaiHu Bif
30.12.2015 p. Ne 1187 (B 4MHHIN pepakuii).
KopucTtyBaHHA HaykoBo-TexHi4HOW b6ibnioTekoto
KMl im. Irops Cikopcbkoro

In accordance with the technological
requirements for educational, methodological
and informational support of educational
activities of the corresponding level of HE,
approved by Resolution of the Cabinet of
Ministers of Ukraine dated 12.30.2015 No. 1187
(as amended).

Use of the Scientific and Technical Library of Ihor
Sikorsky Kyiv Polytechnic Institute.

9 - AkapeMiyHa MOOiINbH

ictb / Academic mobility

HauioHanbHa kpeauTHa MobGinbHicTb / National credit mobility

Y4yacTb CTyAEeHTIB B MpOrpaMax akageMiyHoi
MOBINIbHOCTI, MOXXJIMBICTb YKJIaAEeHHS yrof
OLEepP>XaHHSA CTyAeHTaMW MOABIMHUX ANMJIOMIB

Participation of students in academic mobility
programs, the possibility of concluding
agreements for students to receive double
diplomas

MixxHapopgHa KpeauTHa MoGinbHicTb / International credit mobility

MOXXNUMBICTb YKNAAEHHA yrof npo Mi>XHapoaHy
akageMivyHy MobinbHICTb, MPo NoAaBiNHe
OVNIOMYBaHHSA, NPO TpUBai Mi>XHapPOHi
NpoeKTH

The possibility of concluding agreements on
international academic mobility, on double
graduation, on long-term international projects

HaB4yaHHA iHO3eMHMX 3800yBayiB BULLLOI OCBiTH /

Study of foreign applicants of higher education

HaB4aHH#A iHO3eMHKX 3000yBadiB BO, ki
onaHoBytoTb Ol 3a nporpaMmamm MiXKHapo4HOI
aKaLeMivyHOoi MOBISIbHOCTi, HaBYaHHA MOXe
NPOBOANTMCL aHIINCbKOK abo YKPaiHCbKOL0
MOBOIO, 3@ YMOBW BOJIOAIHHSA 3400yBaYeM MOBOIO
HaBYaHHS Ha PiBHI He HXYe B2.

The training of foreign higher education students
who master the OP under international academic
mobility programs can be conducted in English or
Ukrainian, provided the student has a language
proficiency of no lower than B2.

10 - NMpouenypa npucBoeEHHA npodecinHux kBanicdikauin / Procedure for awarding
professional qualifications

He nepenbayeHo NpuCBOEHHS NpogdecinHoi
KBanidpikauii

The awarding of a professional qualification is
not provided
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2. MEPEJIIK KOMMOHEHTIB OCBITHbOI MPOrPAMMN / COMPONENTS of EDUCATIONAL

PROGRAMME
KpeauTis . Popma
. . niacyMmkKoBoro
Kogn/Code OcBiTHI kOMNoHeHTW nporpam/Components EKTC/ECTS .
: KoHTposto / Final
credits
control form
HOPMATWBHI ocBiTHI koMmnoHeHTU/Required (standard) components
O60B’5A3KOBi KOMMOHEHTW LMKY 3arasbHoi nigrotoBkun/General training cycle
IHTenekTyasibHa BIACHICTb Ta NaTEeHTO3HaBCTBO / . .
3001 Intellectual Property and Patent Science 3.0 3anix / Final test
CTanuin iHHOBaUINHWA PO3BUTOK / . .
3002 Sustainable Innovative Development 2.0 3anix / Final test
3003 MpakTUYHUI KypC iIHO3EMHOT MOBU ANA HAayKOBOI KOMYHikauii /
Practical Foreign Language Course for Scientific Communication
MpakTUYHUI KypC iIHO3EMHOI MOBU ANA HayKOBOI KOMYHikauii. YacTuHa 1 / Practical . .
3003.1 Foreign Language Course for Scientific Communication. Part 1 3.0 3anix / Final test
MpakTUYHNI KypC iIHO3EMHOI MOBU ANA HayKOBOI KOMYHikauii. YacTuHa 2 / Practical . .
30032 Foreign Language Course for Scientific Communication. Part 2 2.0 3anix / Final test
Po3pobka cTapTan npoekTiB / . .
3004 Development of Startup Projects 3.0 3anix / Final test
MeparoriyHa NpakTuka / . .
30 05 Pedagogical Practice 2.0 3anik / Final test
MaTeMaTn4He MoLentoBaHHA CUCTEM i npouecis / . )
3006 Mathematical modeling of systems and processes 3.0 3anix / Final test
MaTemaTunyHi MeTOoAM onTUMiI3aLii /
3007 Mathematical methods of optimization 5.0 Eksamen / Exam
O60B’A3KOBIi KOMMOHEHTM LUKy nNpodecinHoi niaroToBky /Professional training cycle
[MpoeKkTyBaHHS BUCOKOHaBaHTa)eHUxX cuctem / . .
fno o1 Highly loaded systems design 4.0 3anix / Final test
110 02 IHTenelnyaNmem aHanis gaHux / 4.0 Exk3aMeH / Exam
Data Mining
110 03 Kibep3axucT 06 EKTIB KPUTWNYHOI |H(ppaCTp.¥K.TypV| / 4.0 3anik / Final test
Cyber defense of critical infrastructure facilities
110 04 AHan|3. K|§ep|HumneHT|B MEeTOfaMM MALIMHHOIO HaBYaHHs / 4.0 ExsameH / Exam
Cyber incident analysis using machine learning methods
1o 05 Aﬂan|3 6'HapHM).(.B.pa3nMBOCTeM / 4.0 3anik / Final test
Binary vulnerabilities analysis
110 06 I'IpaBOB|I3a.ca)1|/| K|6ep6e3r|eK|/‘| / 4.0 3anik / Final test
Legal principles of cybersecurity
no o7 Cuctemu i TexHonorii 3axncty IHCbOpMaLI,I‘I/IHO-KF)MyHIKaL.J,II/IHVIX cnctem / o 4.0 ExsameH / Exam
Systems and technologies for the protection of information and communication systems
HocnigHnubkuin (HaykoBuin) KomnoHeHT/Research component
110 08 CToxaICTI/ILIHe MopentoBaHHA cnctem 3abesneyeHHs 6esneku / Stochastic modeling of 4.0 3anik / Final test
security systems
10 09 Ocyosyl_ HayKOBO-10C/IIIHOT Ta HaYKOBO-NeAaroriYHoOl AisfNbHOCTI / Fundamentals of 4.0 3anik / Final test
scientific research and scientific and pedagogical activities
o 10 HaykoBo-gocnifgHa npakTuka / Research practice 15.0 3anik / Final test
no i1 BukoHaHHA MaricTepcbkoi ancepTauii / Completion of the Master's Thesis 15.0 3axucT / Defence
BUWBIPKOBI ocBiTHi komnoHeHTW/Elective components
BnbipkoBi KOMMOHEHTU LMKy npodeciiHoi niarotosku/Professional training cycle
OCBITHIn KOMNOHEHT 1 ®-KaTanory / . )
1B 01 Educational Component 1 from P-Catalogue 4.0 3anix / Final test
OCBITHIn KOMNOHEHT 2 ®-KaTanory /
1B 02 Educational Component 2 from P-Catalogue 5.0 Eksamen / Exam
OCBITHIn KOMNOHEHT 3 ®-KaTasnory /
1B 03 Educational Component 3 from P-Catalogue 5.0 Eksamen / Exam
OCBITHIn KOMNOHEHT 4 ®-kaTanory / . .
18 04 Educational Component 4 from P-Catalogue 4.0 3anik / Final test
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. ®dopma
KpeauTis nigCyMKOBOrro
Kon/Code OcBiTHI koMNoHeHTU nporpam/Components EKTC/ECTS Y .
credits _|<OHTPONIO / Final
control form
OCBITHIn KOMMNOHEHT 5 ®-kaTanory /
18 05 Educational Component 5 from P-Catalogue >0 Ex3amen / Exam
OCBITHIn KOMMNOHEHT 6 ®-kKaTanory / : :
18 06 Educational Component 6 from P-Catalogue 4.0 3anix / Final test
OCBITHIn KOMMNOHEHT 7 ®-kaTanory / : :
L Educational Component 7 from P-Catalogue 4.0 3anik / Final test

3aranbHui obcar o6oB’a3k0BMX KOMMNOHeHTIB / Total volume of the required

components: 89
3aranbHui obcsar Bubipkosnx KomnoHeHTiB / Total volume of the elective components: 31
O6csAr oCBiTHIX KOMMOHEHTIB, WO 3abe3nevyoTb 3400yTTA KOMNETEHTHOCTEN
BM3HA4YeHUX CTaHZapToM BuLW,ol ocBiTK / Total volume of the educational components 89
aimed at acquisition of competencies specified in the Higher Education Standard:
3ATAJIbHUIA OBCAr OCBITHBLOI MPOMPAMU / TOTAL VOLUME OF THE EDUCATIONAL 120

PROGRAMME
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3. CTPYKTYPHO-JIOINYHA CXEMA OCBITHbOI MPOrPAMU / STRUCTURAL-AND-LOGICAL
SCHEME OF THE EDUCATIONAL PROGRAMME

Y

MpaKTHyHmi AHaniz OCHOBM HaYKOBO-
IHTENEKTYANbHA Cranuid KypC iHo3eMHoi Maremarnune [T MpoexrysaHHA KiGepaaxuct wiBepiHymaeHTIE BocnigHol Ta 1 cemectp
BRiacHicTL Ta HHOBALHHW MOBM ANA =1---| M™MoAenBaHHA auani;s;,auux BUCOKOHABAHTAMEHMK | | OG'EXTIE KPHTHUHOT METOfAMI HAYKOBO- B T T T T T T T R
NaTEHTOIHABCTBO | | POIBATOK HayKoBaT CHCTEM | npoLecis cucTem HDpacTRYKTYPH MALWHOID neparoruHol
41 l J- LANBHOCTI
Poapobka crapran | | T e e ARRTRVOIARHIK. ). oo s e s s s s s e el
NPOEKT] BpazMBOCTeR
MymaHiTapHi AUCLUNAIHK
CTOXACTU4HE CucTemu i TexHonorii
MOAENIOBAHHS 2 3AKMCTY Mpammesg kype 3 cemectp
Maremartnuni cHCTEM Mpagoei 3acagw iHtbopmaLyiiHo- IHOZemMHOIMOBM QNA | 0 .. .. £ MNB-6, MNB-7 f----veeennn-
METO/M ONTUMIZaLLT KiGepGeanexu padaLyR HaYKDBOT KOMYyHIKauji ¥
aabesneyennn KOMyHiKaLAHN w2
Gesnexn { CHETEM =
- 4 cemecT]
Negarormusa Haymlmo Blt{nonnnﬂﬁ - (2]
npaKkTvKa nocnigHa »  mar n B CRRLLTLCITTITLES FLTEELTECEEREEERERE S ——
npakTika avceprauii
Bubipkosi gucuunnivmn
T T ®-karanory
Practical / \
i Mathematical Cyber incident Fund: tals of
Intellectual Sustainable Cyber defense of Fundamentals of 1 semester
Property and Innovative fo SR Hh=eaneze]  [modelrig °L Data Mining Highly It:’augdnsyslems ritical infrastructure| | @nalisisusing | |scientficresearches| |
Patent Science enii bk esig facilities "‘“"':fh':;;"'"ﬁ an “?9""‘“‘ and
Bart1 l l m pedagogical activities|
2 semester
Developmentol: | . o ool koo Binary vulnerabiliies | e e eeemeeem e mmm e eeee e e R | {1, [ - il ) ISR ——
Startup Projects analysis
Humanities
Systems and 7
i Practical 3 semester
Mathematical Stochastic o technologies for the
methads of modeling of | | P45 PARIPIS | Jorotecton of information| | Foreio” Lo00u080 S o7 JR
imizati i and communication ity
optimization security systems Svatiii Communication. Part 2
" 4 semester
Pedagogical Research thn;:ljzg:n SO SRR SOOI
practice practice Dissertation
Elective components from
I { P-catalogue,
Professional Training Cicle
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4. ®OPMA ATECTALLIi 340B5YBAY4IB BULLLOi OCBITU / THE FORM OF ATTESTATION FOR
DEGREE PURSUERS

ATecTauisa 3006yBadiB BMLLOI OCBITM 3a OCBITHBLOIO NpOrpamMoto cneuianbHocTi F5 Kibepbesneka Ta
3axuUCT iHbopMaLii MpoBOANTLCA Y hOpMi 3aXUCTy KBaniikauinHoT MaricTepcbkoi poboTu Ta
3aBEpLIYETLCA BMOAYE0 OOKYMEHTa BCTaHOBEHOrO 3pa3ka Npo NpUCyo)XKeHHs NOMY CTyMneHs
MaricTpa 3 Kibepbe3nekun Ta 3ax1CTy iH(OpMaLlii 3a 0CBiTHLOI NporpamMoto “CuctemMm, TeXHONOrIii Ta
MaTeMaTu4Hi meToaun Kibepbesnekun”.

KeanigikauiiHa poboTa Ma€e po3B’A3yBaTu CKnagHy 3afady iHpopmauinHoi 6e3snekn Ta/abo
Kibepbesnekun i nepeabayvyaTn NpoBedeHHsA OocnigXeHb Ta/abo 34iNCHEHHS iIHHOBaUIN.
KBanidikauinHa poboTa He MOBMHHA MICTUTK akaaeMivyHoro nnariaTty, dpabpukauii, hanbcudikauii.

ATecTauis 30iNCHIOETLCA BiAKPUTO i ny6sivHo.

KBanidikauinHa poboTa He MOBMHHA MICTUTK akageMivyHoro nnariaTty, pabpukauii, hanbcudikauii.
Micna 3axncTy KBaniikauinHa poboTa po3miwyeTbca B peno3nTtopii HTb YHiBepcuTeTy ansd
BifIbHOro goctyny OnpuntofHeHHS KBanidikauinHnx pobiT 3 obMexxeHnM AO0CTYNOM 34iNCHIOETLCA
BiANOBIAHO L0 BUMOI 3aKOHOLaBCTBA.

Attestation of students of higher education according to the educational program of the specialty F5
Cybersecurity and information protection is carried out in the form of defense of a qualifying
master's thesis and ends with the issuance of a document of the established model awarding him
with a master's degree in cyber security and information protection according to the educational
program "Systems, Technologies and Mathematical Methods of Cyber Security".

The qualification work should solve a complex problem of information security and/or cyber security
and involve research and/or innovation. The qualification work must not contain academic
plagiarism, fabrication, or falsification.

Attestation is carried out openly and publicly.

The thesis must not contain academic plagiarism, fabrication, or falsification. The publication of
qualifying works with limited access is carried out in accordance with the requirements of the law.
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5. MATPULA BIANOBIJHOCTI NPOrPAMHUX KOMMNETEHTHOCTEA KOMMOHEHTAM
OCBITHbOI MPOrPAMU / COMPLIANCE MATRIX OF PROGRAMME COMPETENCIES WITH

PROGRAMME COMPONENTS
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6. MATPULA 3ABE3NEYEHHA MPOrPAMHUX PE3YJIbTATIB HABYHAHHA BIANOBIAHUMMU
KOMMOHEHTAMU OCBITHbOI MPOrPAMMN / COMPLIANCE MATRIX OF PROGRAMME
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