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NMPEAMBYJIA /| PREAMBLE

PO3POBJIEHO / DESIGNED
KepieHuk poboyoi rpynu/ Head of the project team:

Nanpe ImuTpo Bonoanmmuposud, A.T.H., Npodecop, 3asigyBad kadeapw iHGpopMaLuinHol
6esnexkun / Dmytro LANDE, Dr. Sc, Full Professor, Head of the department of information security

Ynenn poboyoi rpynu/ Project team members:

CtbonoukiHa IpuHa BanepiiBHa, K.T.H., AOUEHT, AOLEHT Kadeapu iHhopmaLinHoi Besnekn / Iryna
STOPOCHKINA, PhD, Associate Professor, Professor of the department of information security

CmupHos Ceprit AHaToninoBKY, K.h.-M.H., C.H.C., AOUEHT Katenpwu iHdopmauiiHoi 6esznekn / Sergii
SMYRNOV, PhD, Senior Researcher, Professor of the department of information security

MavycbKuii €8reH AHApioBKY, O.T.H., Npodecop, npodecop Kadeapn iHhopmauinHoi besnekwn
/ Eugene MACHUSKY Dr. Sc, Full Professor, Professor of the department of information security

MporoHos IMuTpo OnekcaHApoBWY, A.T.H., AOLEHT, AOLEHT Kadeapw iHdbopmauinHoi 6esnekn

/ Dmytro PROGONOV, Dr. Sc, Associate Professor, Professor of the department of information
security

MOroa><eHoO / AGREED:

HaykoBo-MeToAM4YHA KOMICia YHIBEpPCUTETY 3i cneuiansHocTi F5 Kibepbensenka Ta 3axucT
iHthopmMalii / The Scientific and Methodological Commission of the University on speciality F5
Cybersecurity and information protection (minutes of meeting Ne 2 of 01.04.2026)

Nonoea HMKY-F5 /Head of the SMCU-F5
MuTpo JIAHOE / Dmytro LANDE

MeToamn4Ha pafa Kl im. Iropsa Cikopcekoro / The Methodological Council of Igor Sikorsky Kyiv
Polytechnic Institute (minutes of meeting Ne & of Q5% l’?ﬁ 2026)

Fonosa nyHoi pagu/Head of the Methodological Council
XKENACKOBA TeTsHa / Tetiana ZHELIASKOVA
BPAXOBAHO / CONSIDERED:
lMonoxeHHs npo ocsiTHI nporpamu Kil im. Irops Cikopcekoro URL: https://osvita.kpi.ua/node/137

lpo nnaHyBaHHA Ta opraHisayito ocBITHLEOro npoyecy 2026/2027 H.p. (Hakas KMl im. Irops
Cikopcbkoro HOH/215/26 Big 18.03.2026 p.). URL: https://document.kpi.ua/2024_HOD-263

MMonoxeHHs Npo peanizauiio npasBa Ha BiNbHWE BMBIp HaBYanbHUX ANCUNNAIH 3400yBavyamiu BuLoi
ocsiTu KMl im. Iropsa CikopcbKoro.

Knacugikatop npogecii K 003:2010 (3miHM BHeceHo Haka3zom MiHekoHomikin Ne1410 Big
16 ciyHs 2024 p.).
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MpenctaBHUKK poboToaaBLiB:

KoBanbyyk AHApin Onerosu4,KepiBHUK HanpsAMKY BiAKpUTUX iHHOBaUin Samsung R&D Institute
Ukraine (SPUKR), BignoBigasbHWI 3a cNiBnpaLwuto 3 yHiBepcuTeTamm

MosTa Ceprin PycnaHoBuy, OnepauinHnuin UpekTop MiXXHapoaHOi KomnaHii 3 kibepbesnekn ISSP

KyZiH AHTOH Muxannosu4. F0NI0OBHUI ekcnepT ynpasBniHHA 6e3nekun iHpopMauil AenapTaMeHTy
6e3nekun HauioHanbHoro 6aHky YkpaiHu, naypeat [ep>xaBHoi npemii YKpaiHu B rany3i Hayku i
TEeXHiKN, LOKTOP TEXHIYHNX HAaYK, CTapLUNA HAayKOBUIN CMiBPOBITHUK

MpeacTaBHUKM CTYOEHTCbKUX OpraHisauin:
MpoHiH €BreH, 3a06yBayd PhD 2 Kypcy 3a cneuianbHicTio F5 Kibepbesneka Ta 3axuct iHdbopMaluiii,

BoliuexoBcbkuin AHOpin, 3006yBay PhD 4 Kypcy 3a cneuianbHicTio F5 Kibepbe3sneka Ta 3axucTt
iHpopMaUii;

PonioHOB AHApPIN, K.T.H., BUNYCKHUK acnipaHTypu 3a cneuianbHicTio CUCTEeMM 3axXMUCTy iHdopMaLlii

Regulations on Educational Programs of Igor Sikorsky Kyiv Polytechnic Institute .
URL: https://osvita.kpi.ua/node/137

On Planning and Organizing the Educational Process for 2026/2027 Academic Year (Order of Igor
Sikorsky Igor Sikorsky Kyiv Polytechnic Institute No. HOH/215/26 dated 18.03.2026).
URL: https://document.kpi.ua/2025_HOD-362

Regulations on the exercise of the right to free choice of academic disciplines by applicants for
higher education at Igor Sikorsky Kyiv Polytechnic Institute.

Classifier of professions DK 003:2010 (amended by Order of the Ministry of Economy No. 1410 dated
January 16, 2024).

Employer representatives:

Kovalchuk Andriy Olehovych, Head of Open Innovations at Samsung R&D Institute Ukraine (SPUKR),
responsible for cooperation with universities

Poyata Serhiy Ruslanovich, Operations Director of the international cybersecurity company ISSP

Kudin Anton Mykhailovych. Chief Expert of the Information Security Department of the Security
Department of the National Bank of Ukraine, laureate of the State Prize of Ukraine in the field of
science and technology, Doctor of Technical Sciences, Senior Researcher

Student organization representatives:
Yevhen Pronin, 2nd-year PhD student, majoring in F5 Cybersecurity and Information Protection;

Andrii Voitsekhovskyi, 4th-year PhD student, majoring in F5 Cybersecurity and Information
Protection;

Rodionov Andriy, Ph.D., graduate of postgraduate studies in the specialty Information Protection
Systems


https://osvita.kpi.ua/node/137
https://document.kpi.ua/2025_HOD-362
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EBOJIIOLIA OCBITHbOI MPOrPAMU / EVOLUTION OF THE EDUCATIONAL PROGRAMME

NinroToBka AOKTOpPIB hinocoii 3a cneuianbHicTio 125 Kibepbesneka Ta 3axucT iHpopmauii (125
Kibepbesneka) byna BiakpuTta 2020 p.

Y 2020 p. 6yno 3aTBepaxeHo nepy pefakuito OHM y BignNoBiAHOCTI 3:

1) 3aTBepaxeHumun B Kl iM. Iropsa CikopcbKoro (bopMoto onmMcy OCBITHIX NporpaM; CTPYKTYpoIo Ta
3mictom 3K, ®K, MNPH; 2) BHeceHnMmn 3MiHaMun o HauioHanbHoOI pamku kBanidikauin (HPK)
BiAMOBIAHO A0 AKNX OCBITHbO-HAayKOBMW piBeHb MaricTp Bignosigas 8 piBHO HPK.

HacTtynHe oHoBneHHs Ol Biabynocs y 2022 p. y 3B's3KYy 3 HabyTTam ®Tl HaB4anbHO-HayKoBUNA
@i3NKO-TEXHIYHUI IHCTUTYT. BHeCeHi 3MiHU y CKnag NPOEKTHOI rpynu Ta CKnag ctenkxongepis. B
CTPYKTYpi Mepeniky komnoHeHT Ol BiabyBCA po3noAin Ha YaCTUHW HaBYasibHUX QUCLMMNIH
«®PinocodCchbki 3acaan HayKoBOI AiANIbHOCTI» Ta «lHO3eMHa MOBa A1 HAYKOBOI AiSJIbHOCTI».

LLle onHa pepakuia Binbynaca y 2023 p. OcBiTHIO NMporpamMy OHOBJIEHO Y 3B's13KY 3i: 1) CnpoLleHoto
npouenypoto akpeguTauii; 2) 3MiHO Ha3BM creuianbHOCTI - 125 «Kibepbesneka Ta 3axucTt
iHpopMauii (125 Kibepbesneka)». BHeceHi KopekTnBM y BiANoBiAHOCTi 3 BUMoramu lNMocTaHoBK
KabiHeTy MiHicTpiB YKpaiHu Big 16.12.2022 No 1392 “[1po BHECEHHSA 3MiH [0 Nepeniky ranysen
3HaHb i CNeuianbHOCTEN, 3a SKUMUN 30iINCHIOETLCA NiAroToBKa 3400yBaYiB BULLOI OCBITK".

BeBegeHo HOBY AUCUMUMJIIHY AN NiACUNIEHHS KOMNETEeHTHOCTEN, MOB A3aHUX i3 NegaroriyHow
OianbHicTIo: “AKTyanbHi NnpobnemMn negaroriky BULLOI LWKOAN”.

Y 2024 p. 6ynn nepernaHyTi Ta CYyTTEBO 3MiHEHi 3a 3MicToM Ta po3wunpeHi 3K, @K, MNMPH. BHeceHi
3MiHM 00 cknafy Ta/abo hopMoIo CEMECTPOBOrO KOHTPOJIIO 3@ OCBITHIMU KOMMOHEHTaMn: «Cuctemm
NigTPUMKN NPUNHATTS pilleHb B Kibepbesneui, «KopenauinHnm aHanis B kibepbesneui»,
«CncTeMHMM aHani3 3arpo3 Ta BpassmeocTen». BuganeHi «Cy4acHi metogm npmknagHoi
CTAaTUCTUKK», «MeToan aHaNniTUYHUX Mepex», «Mpobnemn Kibepbesnekn KPpNTUYHOI

iIHPPaACTPYKTYpPU>».
36inblieHo obcarn «MeparoriyHol NpakTUKM» Ta «OpraHisauii HayKOBO-iHHOBALINHOI AiA/IbHOCTI».

Y 2025 poui ocBiTHIO nporpamy 6yno akTyanizoBaHO BiAMNOBIAHO [0 HOBOro CTaHAAPTY BULLOI OCBITK
TpeTboro (0OCBITHbO-HAaYKOBOI0) piBHA 3a crieuianbHicTio «Kibepbesneka Ta 3axUCT iHpopMauii». Y
MeXXax il eBOJIIOLINHOIro PO3BUTKY Tako)X 3abe3neyeHo BigNoBiAHICTb OHOB/EHIN HOPMATUBHO-
npasoBin 6a3i, 30kpeMa lMNepeniky ranysen 3HaHb i cneuiajibHOCTEN, 3aTBEPOXKEHOMY MOCTAHOBO
KabiHeTy MiHicTpiB YkpaiHn Ne 266 Big 29.04.2015 p. y YMHHIN pepakuii 3i 3MiHaMu, BHECEHUMMU
noctaHoBoto KMY Ne 188 Big 21.02.2025 p. Lle 403B0OAMIO rapMOHIi3yBaTu 3MiCT, CTPYKTYpY Ta
nporpamHi pe3ysbTaTh HaB4YaHHA 3 YAHHUMU BUMOraMn 3aKOHOAaBCTBa Ta Cy4acHUMU Nigxonamu
00 NiAroToBKU OOKTOpPIB hinocodil.

Y 2026 poui 0CBiTHS NporpaMa NpPoAoB>XKa CBOIO €BOJIIOLII0 BiAMNOBIAHO A0 aKTyallbHUX NoTpeb
hep>xaBu, po3BUTKY rany3i Ta pekoMeHgauin MiHicTepcTBa oCBiTK i Haykn YKpaiHn. 3okpeMma, 4o
nporpamu 6yso BBeAEeHO HOBU NPOrpaMHUN pe3ysbTaT HaBYaHHSA, CMPAMOBAHUA Ha hOpMyBaHHSA
KOMMNETEHTHOCTEN i3 3aCTOCYBaHHA iIHTENeKTYaslbHUX METOAIB | HOBITHIX TEXHOMOrIN AN 3aXUCTY
06'eKTIB KPUTUNYHOI iIHDPaCTPYKTYpK, WO BigNnoBiaae pekoMeHgauiam MOH Ykpainu (nucTt Ne
1/15518-25 Bifg 24.07.2025).

The training of doctors of philosophy in the specialty 125 Cybersecurity and information protection
(125 Cybersecurity) was started in 2020.

In 2020, the first edition of ONP was approved in accordance with:

1) approved in Igor Sikorsky's KPI form of description of educational programs; structure and content



5/22

of competences and programme learning outcomes; 2) by changes made to the National Framework
of Qualifications (NQF), according to which the master's educational and scientific level
corresponded to the 8th level of the NQF.

The next update of the EP took place in 2022 in relation with the acquisition of the “Educational and
Scientific” status by Institute of Physics and Technology. Changes were made to the project group
and the stakeholders list. In the structure of the list of EP components, the division was made into
parts of the academic disciplines "Philosophical foundations of scientific activity" and "Foreign
language for scientific activity".

Another revision took place in 2023. The educational program was updated in relation with: 1)
Simplified accreditation procedure; 2) By changing the name of the specialty - 125 "Cybersecurity
and information protection (125 Cybersecurity)". Corrections were made in accordance with the
requirements of the Resolution of the Cabinet of Ministers of Ukraine dated 16.12.2022 No. 1392 "On
Amendments to the List of Fields of Knowledge and Specialties for which Higher Education
Candidates are Trained".

A new discipline was introduced to strengthen competencies related to pedagogical activities:
"Actual problems of higher education pedagogy".

In 2024 the competences and program learning outcomes were revised and significantly changed
and expanded. Changes were made to the composition and/or form of semester control of
educational components: "Decision support systems in cyber security, "Correlation analysis in cyber
security", "System analysis of threats and vulnerabilities". Also, disciplines were removed: "Modern
methods of applied statistics", "Methods of analytical networks", "Problems of cyber security of
critical infrastructure".

The volumes of "Pedagogical practice" and "Organization of scientific and innovative activities" have
been increased.

The last revision is related with new education Standard, the program is aligned with the standard of
higher education.

In 2025, the educational program was updated in accordance with the new standard of higher
education of the third (educational and scientific) level in the specialty "Cybersecurity and
Information Protection". As part of its evolutionary development, compliance with the updated
regulatory framework was also ensured, in particular the List of Fields of Knowledge and Specialties,
approved by the Resolution of the Cabinet of Ministers of Ukraine No. 266 of 04/29/2015 in the
current version with the amendments made by the Resolution of the Cabinet of Ministers of Ukraine
No. 188 of 02/21/2025. This allowed harmonizing the content, structure and program learning
outcomes with the current requirements of the legislation and modern approaches to the training of
Doctors of Philosophy.

In 2026, the educational program continued its evolution in accordance with the current needs of the
state, the development of the industry and the recommendations of the Ministry of Education and
Science of Ukraine. In particular, a new program learning outcome was introduced into the program,
aimed at developing competencies in the application of intellectual methods and the latest
technologies for the protection of critical infrastructure facilities, which complies with the
recommendations of the Ministry of Education and Science of Ukraine (letter No. 1/15518-25 dated
07/24/2025).
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1. NPO®JIb OCBITHbOI MPOrPAMM / EDUCATIONAL PROGRAMME PROFILE

1 - 3aranbHa iHdopmMauia / General information

MNoBHa Ha3Ba 3akjiafy BULLOI OCBiTK Ta

HaB4asbHoOro nigposainy / Full name of

higher education institution and faculty
/ educational and scientific institute

HauioHanbHU TEXHIYHWUNA
yHiBepcuTeT YKpaiHu
«KWIBCbKUI MONITEXHIYHNN
IHCTUTYT iMeHi Irops
CikopcbKoro»
HaB4anbHO-HayKOBUN
Qi3NKO-TEXHIYHUN IHCTUTYT

National Technical University
of Ukraine «lgor Sikorsky Kyiv
Polytechnic Institute»
Educational and Scientific
Institute for Physics and
Technology

CTyniHb BULLOT OCBITW Ta Ha3Ba

0CBiTHbOI KBanidikauii / Higher

education degree and education
qualification title

CTyniHb gokTopa dinocodii
DOKTOp chinocodii 3
Kibepbesnekn Ta 3axucTy
iHopMaUii

PhD Degree
Doctor of Philosophy in Cyber
Security and Data Protection

OdpiuinHa Ha3Ba OCBITHLOI NMporpamm /
Educational programme official title

Kibepbesneka

Cyber Security

Tun gunnaomy Ta o6car oCBiTHLOI
nporpamu / Diploma type and
educational programme volume

Ounnnom pokTtopa dinocodii,
OCBITHSA cKnaposa 52
KpeauTis EKTC 3
npoBefAeHHAM BJIACHOro
HayKoBOIro JOCNig>KEeHHS Ta
0hOpPMSIEHHSA NOrO
pe3ynbTaTiB y BUrnagi
ancepTauil, TEPMIH
HaB4YaHHSA 4 POKKU

PhD diploma, 52 credits ECTS
with scientific research in the
form of a dissertation,
training period 4 years

IHdbopMauisa npo akpeguTadito /
Accreditation information of the
educational programme

AkpeguntoBaHo HA34BO,
ceptudpikat 15111 Big
2025-06-21 gincHunnm go

2028-07-01

Accredited by NAQA,
cetificate No 15111 from
2025-06-21 valid to
2028-07-01

Linkn, piseHb BULLOI 0CcBiTK / Education
cycle, level of higher education

HPK YkpaiHn - 8 piBeHb
QF-EHEA - TpeTin unkn
EQF-LLL - 8 piBeHb

NQF of Ukraine - 8 level
QF-EHEA - 3 cycle
EQF-LLL - 8 level

Mepepnymosun / Prerequisites

HasBHICTb CTyneHa MmaricTpa

Master Degree

®opmun 3006yTTA oCcBiTK / Forms of

O4yHa (gaeHHa); 3ao4Ha; O4Ha

full-time; part-time; full-time

Education (Bey.); evening;
MoBa(un) BuknagaHHs / Language(s) of YKpaiHCbka Ukrainian
instruction

IHTepHeT-agpeca po3MilLleHHS
0CBiTHbOI Nporpamu / URL of the
educational programme

https://osvita.kpi.ua/F5_ONPD

KB

2 - MeTa ocBiTHbOI nporpamu / Educational programme purpose

MigrotToBka NpodecioHaniB-HayKoOBL,iB Ha CTUKY
hyHOaMeHTaNbHUX HayK, Kibepbe3nekn Ta
3axunCTy iHpopMauii, 34aTHUX OOCNIAXKYBaTW Ta
po3pobaSATN HOBITHI MaTeMaTUYHI MeTOAMN,
TexHonorii Ta 3acobu Kibepbesneku,
30iCHIOBATX HAYKOBO-A0CNIAHY, MeaaroriyHy
Ta iHHOBAUINHY AiANbHICTbL B r'anysi
iHbopMaLinHoi Ta KibepHeTnYHOi 6be3nekn;
iHTerpauiss HayKoBOi, iIHHOBALINHOT AiS/IbHOCTI i
HaBYaJIbHOrO MPOLECy; OpPiEHTaLIA Ha
Mi>KHapOOHi OOCNiOXKEHHS Ta CBIiTOBI
DOCArHeHHs B cdpepi iHpopMaLinHoi Ta
KibepHeTn4yHOI 6e3nekun; cNpsMOBaHICTb
HayKOBO-A0CAiAHOT po60TM Ha Cy4acCHi BUMOrn
PUHKY Ta CyCcnisibCTBa.

Training of professional scientists at the
intersection of fundamental sciences, cyber
security and of information protection, capable
of researching and developing the latest
mathematical methods, technologies and means
of cyber security, to carry out scientific
research, pedagogical and innovative activity in
the field of information and cyber security;
integration scientific, innovative activity and
educational process; orientation to international
research and global achievements in the field of
information and cybernetic security; the focus of
research work on the modern requirements of
the market and society
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3 - XapakTepucTuKa ocBiTHbOI nporpamu / Educational programme characteristics

MpeameTHa o6nacTtb / Subject area

O6’eKTN BUBYEHHSA Ta AiSNbHOCTI: IHpopMaLinHi
CUCTeMM | TexHoNOrii Ha 06'ekTax
iHOpMaUINHOI AiSNbHOCTI Ta KPUTUYHOI
iIHPpacTpyKTypu chepun Kibepbesnekn Ta
3axunCTy iHpopMauii; HoBiTHI cuctemn Ta
KOMIMJIEKCU CTBOPEHHS, 06pobkmn, nepenavi,
3abepiraHHs, 3HULWEHHS, 3aXUCTY Ta
BinoobparkeHHs iHpopMauii (iHdbopMauinHKX
noTokiB); Cy4acHi iHopMaLinHi pecypcun pi3HNX
KnaciB (B T.4. Aep>kKaBHi iHpopMaLinHi
pecypcu); MNporpaMHe Ta NporpaMHo-anapaTHe
3abe3nevyeHHs (3acobn)

Kibep3axncTty; ABToMaTU30BaHi cucteMmm
BNpaBniHHA iHhopMaLlinHoto 6e3nekoto,
Kibepbe3nekoto Ta 3aXMCTOM

iHbopmauii; MeTogosorii, TexHonorii, metTogn,
Mogeni Ta 3acobu Kibepbesneku Ta 3axncTy
iHopMaUii

Llini HaBYyaHHA: HabyTTAa 3gaTHOCTI
npoAyKyBaTK HOBI Bifel, po3B’a3yBaTu
KOMMAEKCHI npobnemu npodecinHoi Ta
OOCNIAHNUBKO-iIHHOBALINHOT AisnbHOCTI y cdepi
Kibepbesnekun Ta 3axucTy iHpopMauii,
3aCTOCOBYBaTMW BlAaCHiI HAyKOBI OOC/iOXKEHHS,
pe3ynbTaTn SKNX MaloTb HaYKOBY HOBU3HY,
TeopeTuyHe Ta NPaKTUYHE 3HAYEHHS.
TeopeTndHni 3MicT npegmeTHoi obnacTi:
MpUHUWNN, KOHUENLIi, Teopii 3aXUCTy XXNTTEBO
Ba)XKJ/INBUX iHTEpPECiB NOONHW | rpOMaAsHNHA,
CyCMiNbCTBa Ta Aep>XKaBu Nif Yac BUKOPUCTaHHA
KibepnpocTopy, 3a Aakoro 3abesneyytoTbCs
CTannMn po3BUTOK iHPOPMaALINHOIo CyCcnifibCTBa
Ta uMdppPoOBOro KOMYHIKaTUBHOIO CeEpenOBMLLA,
CBO€EYACHE BUABJIEHHS, 3anobiraHHS i
HenTpanisauis peanbHUX i NOTEHUINHNX 3arpo3
HauioHanbHINn 6e3neui YKkpaiHn y KibepnpocTopi.
MeToaun, MeToanKmM Ta TexHosorii Cy4acHi
MeToau, Moaeni, MeTOONKM Ta TeXHONOrIi
JOCnig>KeHHS Ta BOOCKOHaleHHA npouecis
CTBOpPEHHS, 06pobkn, nepenadi, NpUMNMaHHS,
3HULLLEHHS, Bigobpa>keHHs, 3aXUcTy
(kibep3axucTy) iHhopMaLinHNX pecypciB y
KibepnpocTopi, MeETOAN CTAaTUCTIYHOrO aHanily
OaHunX.

IHCTpyMeHTK Ta obnagHaHHA MNporpaMHo-
anapaTHe Ta nporpaMHe 3abe3nevyeHHs,
iIHCTPpYMeHTasNbHi 3acobun, kKomn'toTepHa
TexHika, cneuiajbHi KOHTPOJIbHO- BUMIiPIOBaJbHI
npunagné nNporpaMmHoO-TEXHIYHI 3acobu
aBTOMaTM3auii Ta cucTteMu asToMaTm3auil
MPOEeKTYBaHHSA, BUPOOHMLTBA eKcryaTadlii,
KOHTPOJI0, MOHITOPIHIY, MepexHi, MobinbHi,
XMapHi TEXHOJOrIi, MeEpEXXHE YCTaTKyBaHHSA Ta
cepepnosuule, NpMKaagHe Ta cneuianizoBaHe
nporpamMHe 3abe3neyvyeHHs, aBTOMaTU30BaHi
CUCTEMM Ta KOMIMJIEKCU MPOEKTYBAHHA,
MOLEN0BaHHS, eKcnyaTalii, KOHTposto,
MOHITOPUHIY, 06pobKuK, Bigobpa>keHHs Ta
3axnCTy gaHux (iHhopMaUiNnHNX NOTOKIB).

Objects of study and activity: Information
systems and technologies at information activity
facilities and critical infrastructure in the field of
cybersecurity and information protection; New
systems and complexes for creating, processing,
transmitting, storing, destroying, protecting and
displaying information (information

flows); Modern information resources of various
classes (including state information

resources); Software and software-hardware
(means) of cyber protection; Automated
systems for managing information security,
cybersecurity and information

protection; Methodologies, technologies,
methods, models and means of cybersecurity
and information protection.

Learning objectives: Acquiring the ability to
produce new videos, solve complex problems of
professional and research and innovation
activities in the field of cybersecurity and
information protection, apply own scientific
research, the results of which have scientific
novelty, theoretical and practical significance.
Theoretical content of the subject area:
Principles, concepts, theories of protecting the
vital interests of a person and a citizen, society
and the state when using cyberspace, which
ensures the sustainable development of the
information society and the digital
communicative environment, timely detection,
prevention and neutralization of real and
potential threats to the national security of
Ukraine in cyberspace.

Methods, techniques and technologies Modern
methods, models, techniques and technologies
of research and improvement of the processes
of creation, processing, transmission, reception,
destruction, display, protection (cyber
protection) of information resources in
cyberspace, methods of statistical data analysis.
Tools and equipment Hardware and software,
tools, computer equipment, special control and
measuring devices6 software and hardware
automation tools and automation systems for
design, production, operation, control,
monitoring, network, mobile, cloud technologies,
network equipment and environment,
application and specialized software, automated
systems and complexes for design, modeling,
operation, control, monitoring, processing,
display and protection of data (information
flows).
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OpieHTauina ocBiTHLOI Nnporpamm / Scope

OcCBiTHbO-HayKoBa

Educational scientific

OcHOBHUM (POKYC OCBITHb

oi nporpamum / Main focus

MaTeMaTUyHi MeToaun Kibepbesnekun, cncremm,
npouecun KibepnpocTopy, Kibepdi3znydHi cnctemn,
CyYacHi meToam Ta 3acobun 3axumcTy.

Knrwo4oBi cioBa: iHhopMauinHa 6e3neka, 3axmcT
iHpopMaluii, KibepHeTn4Ha be3neka,
MaTeMaTu4Hi MeToaun Kibepbesnekun, cnctemu i
TexHosOorii iHpopMaLuinHOI Ta KibepHeTUYHOI
6e3nekn

mathematical methods of cyber security,
systems, cyberspace processes, cyberphysical
systems, modern methods and means of
protection.

Keywords: information security, information
protection, cyber security, mathematical
methods of cyber security, systems and
information and cyber security technologies

Oco6MBOCTi OCBITHBO

i nporpamu / Features

BrKOHaHHS HayKoOBO-O0CAiIiAHUX pobiT Ha
3aMOBJIEHHS Aep>KaBHUX YCTaHOB, AepP>KaBHUX
opraHizauin Ta MpMBaTHUX KOMMaHin;
peanizauia nporpamm nepenbavyae MOXXNBICTb
3aJly4YeHHs 00 ayAUTOPHUX 3aHATb
npodecioHaniB-NpakKTUKIB, EKCMepTiB rasnaysi,
npeacTaBHUKIB poboToaaBLiB.

Execution of research works commissioned by
the state institutions, state organizations and
private companies; implementation of the
program involves the possibility of involvement
in classroom classes of practicing professionals,
industry experts, and representatives of
employers.

4 - NMpupaTHICTb BUNYCKHUKIB 0,0 NpaueBNallTyBaHHA Ta NOAANbLUIOro HaB4aHHA /
Eligibility of graduates for employment and further study

MpupaTHicTb Ao npaueBnawTtyBaHHA / Eligibility for employment

MpaueBnalwTyBaHHA HA NOCagaX HayKOBUX i
HayKOBO-MNenarororiyHUxX npawiBHUKIB B
HaYKOBUX YCTAHOBUX i 3aKNafax BULLOI OCBITH,
rmocadax npauiBHUKIB HaMBULLLOI KBaidikauii y
OOCNIAHNLBKUX, MPOEKTHUX, KOHCTPYKTOPCbKNX
M T.N. ycTaHoBax i Nigpo3ainax nignpuemMcTB.
BionosigHo no [lep>xaBHOro kKnacundikatopy
npodcecin OK 003:2010 3i

3MiHoo No10 BUNYCKHMKM MOXKYTb MpaLuoBaTu
Ha Nocagax, Wo BionMoBigatloTb
KnacnikauinHUM yrpynoBaHHAM:

2139.2 AHaniTuk 3arpo3 6esneku,

2139.2 AHaniTUK CUCTeM 3axuncTy iHopmauii Ta
OLLiHKM BPa3/INBOCTEN

2131.1 HaykoBi cniBpobiTHUKK (064mMcnoBanbHi
cncTemun).

2132.2 Po3pobHMK cuCTeM 3axXUCTy iHopMaLlii.
2149 lMpodhecioHanu i3 opraHizauii
iH(bopMaLinHoi 6be3neku.

2310 Buknapgadi 3aknaniB BULLOI OCBITU

Employment in positions of scientific and
scientific-pedagogical workers in scientific
institutions and higher education institutions,
positions of highly qualified workers in research,
design, construction, etc. institutions and
divisions of enterprises.
According to the State Classifier of Professions
DK 003:2010 with Amendment No. 10,
graduates can work in positions corresponding
to the classification groups:
2139.2 Security threat analyst.
2139.2 Analyst of information protection
systems and vulnerability assessment.

2131.1 Research staff (computer systems).

2132.2 Developer of information protection
systems.

2149 Professionals from the organization of
information security.
2310 Teachers of higher education institutions.

Mopanbwe HaByaHHA / Further study

3006yTTA HAyKOBOIroO CTYMEHIO JIOKTOPa HayK Ta
000aTKOBMX KBanihikauin y cnctemi oceitu
[0poCanx

Obtaining the degree of Doctor of Science and
additional qualifications in the adult education
system
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5 - BuknapaHHA Ta ouiHioBaHHA / Teaching and assessment

BuknapaHHa Ta HaBYaHHA/Teaching and studying

Mporpamoto nepenbavyeHo
CTYyOEeHTOLUEHTPOBaHE HaBYaHHSA (ON19 CTYOEHTIB
PhD), 3 enemeHTaMn caMOHaB4YaHHA Ta
npo6/1eMHO-0PIEHTOBAHOI0 HaBYaHHS.
BuknagaHHA NpoBOAUTBLCA Y TakKMX popmMax:
nekuii, NpakTU4Hi Ta nabopaTopHi 3aHATTS;
TEXHOO0riA 3MillaHOro HaB4YaHHSA 3a OKpPeEMUMU
OCBITHIMM KOMMOHEeHTaMn, negarorivyHa
npakTuKa. B noegHaHHI i3 HaBYaIbHUM
MPOLLEeCcoM 3AiNCHIETLCSA HAaNMCaHHA HAayKOBUX
cTaTen Ta Te3, AAETbCA MOXJINBICTb B3ATU
y4acTb B HAYKOBO-MPaKTUYHUX KOHepeHLisax
Ta HayKOBO-O0CNIAHNX NpoeKTax Kadenpw,
CUCTEMATUYHO 34iNCHIOETLCS KOHTPOJIb
BMKOHAHHSA eTaniB gucepTauinHoi poboTn, Ta
nigroToBKa A0 3aXUCTy AucepTauinHoi poboTn.

The program provides for student-centered
training (for students PhD), with elements of
self-study and problem-oriented teaching.
Teaching is carried out in the following forms:
lectures, practical and laboratory classes; the
technology of mixed learning by individual
educational components, pedagogical practice.
In combination with the educational process
involves writing scientific articles and theses,
there is an opportunity to participate in scientific
and practical conferences and research projects
of the department, systematically monitoring of
the stages of the dissertation work is carried
out, and preparation for the defense of the
dissertation.

OuiHloBaHHA / Assessment

OUuiHIOBaHHSA 3HaHb 34INCHIOETHLCSA Y
BiAMOBIAHOCTI A0 MNMONOXXEHHSA NPO CUCTEMY
OLiHIOBaHHA pe3yabTaTiB HaB4YaHHA Kl im.
Irops CiKkOpCbKOro 3a yciMma BuaaMun ayauTOpHOI
Ta no3aayauTopHoi poboTun i nepenbavae
3aNikn, ek3ameHn. OKpeMo 34iNCHIOETHLCS
3axXUCT gucepTauinHoi poboTu.

Assessment of knowledge is carried out in
accordance with the Regulation on the system of
evaluation of learning results of KPl named after
Igor Sikorsky for all types of classroom and
extracurricular work and provides credits, exams
The dissertation is defended separately.
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6 - NMporpamMHi KoMmneTeHTHOCTI / Programme competencies

IHTerpanbHa KOMMNETEHTHICTb

/ Integral competence

30aTHICTb NpOAYKYBaTK HOBI igel, po3B’'a3yBaTu
KOMMAEKCHI npobnemun npogecinHoi Ta/abo
OOCNIAHNUBKO-IHHOBALIMHOT AisNbHOCTI y cdepi
Kibepbe3nekn Ta 3axUCTy iHpopMauil,
3aCTOCOBYBaTW METOLOJIONI0 HayKOBOI Ta
nenarorivyHol fis/ibHOCTI, @ TaKOXX MPOBOANTU
BJlaCHe HAayKOBe O0CNiAXKEHHS, pe3y/ibTaTu AKOro
MatoTb HAaYKOBY HOBU3HY, TeOpeTUYHE Ta
MpaKkTUYHe 3Ha4YeHHS.

The ability to produce new ideas, solve
complex problems of professional and/or
research and innovation activities in the field
of cybersecurity and information protection,
apply the methodology of scientific and
pedagogical activities, as well as conduct
one's own scientific research, the results of
which have scientific novelty, theoretical and
practical significance.

3aranbHi komneteHTHocTi (3K)

/ General competencies

3K |3paTHiCTb 00 abCTPakKTHOro MUC/IEHHS, Ability to abstract thinking, analysis and
01 |aHanisy i cnHTE3sy synthesis
3K |3paTHicTb Ao nowyky, obpobneHHs Ta Ability to search, process and analyze
02 |aHanisy iHdopMauii 3 pi3HUX axxepen information from various sources
3K |3paTHICTb npautoBaTu B Mi>KHapooHOMY The ability to apply knowledge to solving the
03 |KOHTEeKCTi latest scientific and practical problems

30aTHICTb PO3B’A3yBaTN KOMMJIEKCHI

MpoG/IeMm NpeAMETHOI 06’.1aCT' Ha OCHOBI Readiness for problem-oriented professional
3K |cucTeMHOro HaykoBOro cBiTornagy Ta o L .

; communication in both Ukrainian and foreign

04 |3arasibHOro KyJibTYpPHOro Kpyrosopy i3

OOTPiMaHHAM NPUHLMNIB MPOGECINHOT eTUKN
Ta akageMmiyHoi pobpovecHocCTi

languages

daxosi komneteHTHOCTI (PK) / Professional competencies

DK
01

30aTHICTb BUKOHYBATU OPUTiHaIbHI
DOCNio>KeHHs, JoCcAraTn HayKoBUX
pe3ysibTaTiB, AKi CTBOPIOOTb HOBi 3HAEHHSA Y
Cchepi Kibepbesnekn Ta 3axucty iHbopmauii
Ta JOTUYHUX MiXKOUCUUMNAIHAPHUX HanpaMax i
MOXXYTb ByTuK onybnikoBaHi y NpoBiAHNX
HayKOBUX BUOaHHAX 3 Kibepbesneku Ta
3axucTy iHopmauil.

The ability to perform original research,
achieve scientific results that create new
knowledge in the field of cybersecurity and
information protection and related
interdisciplinary areas and can be published in
leading scientific publications in cybersecurity
and information protection.

30aTHICTb iHiLitoBaTK, po3pobnaTtn i

Ability to initiate, develop and implement

@K |peanizoByBaTW KOMIMJIEKCHI HAayKOBi Ta complex scientific and innovative projects in
02 |iHHOBaUiNHI NpoekTK B cdhepi kibepbesnekn Ta|the field of cybersecurity and information
3axXUCTy iHopMaUil protection
30aTHICTb po3B’A3yBaTu 3Ha4vyLwwm npobnemu y|Ability to solve significant problems in the field
@K |chepi kKibepbesnekn Ta 3axucty iHbopmauii, |of cybersecurity and information protection,
03 |po3wmnptoBaTK Ta NEPEOLIHIOBATN HASABHI expand and reassess existing knowledge and
3HaHHSA | NpodeciNnHi NPaKTNKK professional practices
30aTHICTb e(PeKTUBHO 3aCTOCOBYBaTU METOAN
aHani3y faHuX, KOHLUENTYyaJlbHOro, The ability to effectively apply data analysis
MaTEMATUYHOIr0 Ta KOMMN'IOTEPHOro methods, conceptual, mathematical and
®K |MoaentoBaHHSA, BUKOHYBaTW HaATYypHI Ta computer modeling, perform field and
04 |obuyncnioBasibHi eKCNEPUMEHTU NMpuU computational experiments when conducting

MPOBedEeHHI HAYKOBUX i MpUKIagHUX
nocnigxxeHb y cepi kKibepbesnekn Ta
3axXUCTy iHopMaUil

scientific and applied research in the field of
cybersecurity and information protection

OK
05

30aTHICTb reHepyBaTW HOBI igei Wwoano
PO3BUTKY Teopil Ta NpakTukn Kibepbesnekun
Ta 3axuUcTy iHhopMauii, BUABAATN, CTaBUTU Ta
BUpiwyBaTn npobnemn OoCnigHNLBKOIoO
XapakTepy, ouiHOBaTM Ta 3abe3nevyyBaTun
AKICTb BUKOHYBaHUX OOCNIAXKEHb

The ability to generate new ideas for the
development of the theory and practice of
cybersecurity and information protection, to
identify, pose and solve research problems, to
evaluate and ensure the quality of research

performed
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30aTHICTb BifIbHO CRINKYBaTUCS 3 MUTaHb, WO
CcToCytloThCs chepun Kibepbesnekn Ta 3axXUCTy

The ability to report (including in a foreign

0] ¢ iHhOPMALIT, 3 KONIEraMM, LINPOKOI HaYKOBOO language), organize and present knowledge,

06 popMaLul, . ’ pol y ideas and scientific and practical results by
CNisIbHOTO, CYCNiNIbCTBOM Y LIiIOMY specialty
YKPaiHCbKOI Ta aHrJlinCbKO MOBaMu P

oK 30aTHICTb 3A4iNCHIOBATM Ta OpraHi3oByBaTK Ability to carry out and organize scientific and

07 |HayKosy Ta OCBITHIO HAYKOBO-Ne[aroriyHy educational scientific and pedagogical activity
OiANbHICTb Y 3aKNagax BULLOI OCBITK in higher education institutions

oK 340aTHICTL NpautoBaTK 3 MeTogaMu Ta Ability to work with artificial intelligence

0g |MOAENAMM WTy4HOro iHTenekTy ans methods and models to solve problems in the

pO3B’'sI3aHHS 3a4a4 Yy NnpeaMeTHIn obnacTi

subject area
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7 - NMporpaMHi pesynbtatyu HaB4aHHA (MPH) / Programme learning outcomes

MaTun nepefoBi KOHUEeNTYyaNbHi Ta
MeTOoL0J10ri4YHi 3HaHHS 3 Kibepbesneku Ta
3axXUCTy iHbopMaLlii i Ha Mexxi NpeaMeTHUX
rajly3en, a TakoXX OOCNIAHNUBbKI HaBUYKW,

Have advanced conceptual and
methodological knowledge in cybersecurity
and information protection and at the border
of subject areas, as well as research skills

MPH . : - R .

01 |ROCTaTHI AN NPOBEAGHHSA HAYKOBUX | sufficient to conduct scientific and applied
NpUKNagHUX AOCNiOXXeHb Ha PiBHi OCTaHHiIX  |research at the level of the latest global
CBITOBUX OOCArHeHb 3 Kibepbesneku Ta achievements in cybersecurity and
3axucTy iHopmMaLii, oTpMMaHHSA HOBUX 3HaHb |information protection, obtain new knowledge
Ta/abo 34iNCHeHHA iHHOBaLLIN and/or implement innovations
MnaHyBaTW i BUKOHYBATU eKCnepuMeHTasbHi .

. : Plan and carry out experimental and/or
Ta/abo TeopeTnyHi [oCNioKEeHHS 3 . ) .
Kibep6esneky Ta 3axucTy iHpopMaLlii Ta theoretical research in cybersecurity and
rPH . . . information protection and related
OOTUYHUX MiKANCUNMNNIHAPHNX HanpsaMmis 3 . o .

02 X . interdisciplinary areas using modern tools and

BUKOPUCTAHHAM Cy4YaCHUX iHCTPYMEHTIB Ta . .
LA adhering to the norms of professional and
OOTPUMaHHAM HOPM NPOECiAHOI i - .
A academic ethics
aKaOeMi4yHOi eTUKK
KpuTnyHo aHanisyBaTu pesynbTaTtu BnacHmux |Critically analyze the results of one's own
[PH |pocnig»eHb i pesynbTaTh iHWKnx gocnigHukis |research and the results of other researchers

03 |y KOHTEKCTi yCbOro KOMMAEKCY Cy4aCHUX in the context of the entire complex of modern
3HaHb WOA0 AOCAiIAXKYBaHOI Npobaemu knowledge on the problem under study
FMnBoKo po3yMiTuK 3arasibHi NPUHLMNN Ta To deeply understand the general principles
mMeToaun Kibepbesnekun Ta 3axucTy iHpopmauii, |land methods of cybersecurity and information

[TPH |a TakoXX MeToA00rit0 HAaYyKOBUX AochigXeHb, |protection, as well as the methodology of

04 |3acToCcoByBaTKU iX Y BNacHMUX focnigxeHHaX y [scientific research, to apply them in one's own
cepi iHpopMaUinHNX TEXHONOr N Ta Y research in the field of information technology
BUKJ/adaubKin npakTuui and in teaching practice
dopmMyoBaTK | MepeBipATU rinoTesun,

pMy PeBIP Formulate and test hypotheses, use
BUKOPUCTOBYBaTK ANA 06rpyHTYBaHHSA : . .
. : appropriate evidence to substantiate
BMUCHOBKIB HaNe»XHi floKa3un, 30KkpeMa, . : X
rpPH . conclusions, in particular, the results of
pe3ybTaTn TEOPEeTUYHOro aHanisy, . . :

05 : . theoretical analysis, experimental research

eKcrnepuMeHTauIbHUX A0CAIAXEHb i . .
; and mathematical and/or computer modeling,
MaTeMaTu4Horo Ta/abo komn'toTepHoOro . i
o ! . available literature data
MOLEeSIIOBaHHSA, HasaBHI niTepaTypHi AaHi
BinbHO Npe3eHTyBaTK Ta obrosoptoBaTH 3 : . -
: PESEHTYBA P Freely present and discuss with specialists and
daxiBusaMu i HedpaxiBLUAMU pe3ynbTaTu Co e
. . . non-specialists research results, scientific and
DOCNia>XXeHb, HayKOBI Ta NpuKaagHi npobnemm . :
Kibep6e3neky Ta 3axucTy iHopMaLi applied problems of cybersecurity and
rpPH ; information protection in the state and foreign
OEep>KaBHOI Ta iHO3eMHOIO MOBaMU YCHO Ta . o .

06 languages, orally and in writing, publish
NMMCbMOBO, OMPUIIOAHIOBATY pe3yNbTaT . e o .
NOCAIIKEHD Y HaYKOBUX MyBiKaLlisX research results in scientific publications in

. y Hay yoJ M leading domestic and international scientific
MPOBIAHUX BITYN3HSAHUX Ta MiXKHaPOAHUNX ournals
HaYKOBUX BUAAHHSAX J '
3acToCcoByBaTW 3arasibHi NpUHUMNK Ta Apply general principles and methods of
MeToAN MaTeMaTuKK, iHPopMaTUKK Ta iHWKMxX |mathematics, computer science and other
[Py [HAYK, @ Takox Cy4acHi meToamn Ta sciences, as well as modern methods and

07 iIHCTPYMEHTW, UM pPOBi TEXHOOTIT Ta tools, digital technologies and specialized
creuianizoBaHe nporpameH 3abe3snevyeHHs software to conduct scientific research in the
0718 NpoBafd>XeHHA HaykoBux pgocnigxeHob y  [field of cybersecurity and information
chepi kKibepbesnekn Ta 3axucty iHhopmauii  [protection
Po3pobnatn Ta gocnigxxyeaTu

P A AXKY o . . |Develop and research conceptual,
KOHLEeNTyasibHi, MaTeMaTUYHI i KOMN'tOTEPHI .
: D mathematical and computer models of
Mopneni npoueciB i cuctem, epeKTUBHO .
. processes and systems, effectively use them
[TPH |BUKOpPUCTOBYBATU IX 019 OTPUMaHHA HOBUX !
) o to obtain new knowledge and/or create
08 |3HaHb Ta/abo CTBOPEHHS IHHOBALINHNX

npoaykKTiB y Kibepbesneui Ta 3axucTi
iHbopMaUii Ta AOTUYHUX MIXXANCLUUMIHAPHNX
Hanpsmax

innovative products in cybersecurity and
information protection and related
interdisciplinary areas
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3acTocoByBaTU Cy4YaCHi iIHCTPYMEHTMH i
TexHonorii nowyky, o6pobneHHs Ta aHanily
iHbopMaUii, 30KpeMa CTaTUCTUYHI MeToaN
aHani3y paHux Benukoro obcsary ta/abo
CKNafiHOI CTPYKTYpW, cneuianizoBaHi 6a3n
OaHUX Ta iHpOopMaUinHi cnctemmn

rPH
09

Apply modern tools and technologies for
searching, processing and analyzing
information, including statistical methods for
analyzing large-scale and/or complex data,
specialized databases and information
systems

OpraHizoByBaTW i 30iMCHIOBATN OCBITHIN
npouec y cepi kibepbesnekn Ta 3axncTy
iH(bopMaLii, Noro HaykoBe, HaB4YaJlbHO-
MeTOoANYHE Ta HopMaTuBHe 3abe3neyeHHs,
po3pobnaTn i BUKNagaTu cneuianbHi
HaBYaJIbHi AUCUUNAIHW Y 3aKNagax BMLOi
0oCBITU

[1PH
10

To organize and implement the educational
process in the field of cybersecurity and
information protection, its scientific,
educational, methodological and regulatory
support, to develop and teach special
educational disciplines in higher education
institutions

Bonoaitn HaBnykamm nobynosu gianory 3
BEJIMKMMW MOBHUMW MOAENSMUN, Ta B3AaEMOMi
i3 HUMN ONS BMPilWLEHHSN 3a8ay Kibepbesneku
BOJIOAITN MPUHUMNAMN METOLIB WTY4YHOr o

[PH
11

HOBITHIX baxoBuX 3agau

iHTeNeKTy Ta 30aTHICTIO 3aCTOCOBYBaTW iX A0

Possess the skills to build a dialogue with large
language models and interact with them to
solve cybersecurity problems, possess the
principles of artificial intelligence methods and
the ability to apply them to new professional
tasks

’

3acToCyBaHHS iHTeNneKTyaslbHUX MeToAIB Ta
HOBITHIX TEXHONOriN A0 3aA4a4 3aXUCTy
KPUTUYHOI iHPpacTpyKTypu

[1PH
12

Application of intelligent methods and modern
technologies to critical infrastructure
protection challenges

8 - PecypcHe 3abe3nevyeHHs peanisauii nporpamm / Resource provision for programme

impleme

ntation

KappoBe 3abe3ne

yeHHs / Staffing

BionosigHO 40 KagpOBMX BUMOT LLOAOO
3abe3neyvyeHHs NPoBaAXeHHS OCBITHbLOI
OiSNbHOCTI ong BignosigHoro pisHa BO,
3aTBepa)xeHux MNoctaHoBot KabiHeTy MiHicTpis
YKpaiHu Big 30.12.2015 p. Ne 1187 (B YMHHIN
penakuii)

BignoBigHO 00 KagpoOBUX BUMOTN OO0
3abe3nevyeHHs NpoBaaXeHHS OCBITHbLOI
OisNbHOCTI gnsa BignosigHoro pisHsa BO,
3aTBepa)xeHux NoctaHoBot KabiHeTy MiHicTpiB
YKpaiHum Big 30.12.2015 p. Ne 1187 (B YMHHINn
penakuir)

MaTepianbHO-TexHiYHe 3abe3neve

HHA / Material-technical support

BiaonoBigHO 4,0 TEXHOJIOTIYHUX BUMOT LLLOA0
MaTepiaNbHO-TEXHIYHOro 3abe3nevyeHHs
OCBIiTHbLOI AiNbLHOCTI BignmoBigHoro pieHsa BO,
3aTBepa)xeHux NoctaHoBo KabiHeTy MiHicTpiB
YkpaiHu Big 30.12.2015 p. Ne 1187 (B YMHHIN

penakduiii).

In accordance with the technological
requirements for the material and technical
support of educational activities of the
corresponding level of HE, approved by the
Resolution of the Cabinet of Ministers of Ukraine
dated 12.30.2015 No. 1187 (in the actual
version).

IHdbopMauiHe Ta HaBYasIbHO-MeTOoAUYHe 3a6e3neyeH
education

al process

HA / Information and methodological support of the

BionoBigHO 4,0 TEXHOJIOTIYHNX BUMOI OO0
HaBYaJ/IbHO-METOANYHOro Ta iHpopMaLiNHOro
3abe3neYeHHs OCBITHbLOI AiA/IbHOCTI
BianoBigHOro piBHa BO, 3aTBEpAXEHUX
MocTaHoBo KabiHeTy MiHicTpiB YKpaiHu Bif
30.12.2015 p. Ne 1187 (B 4MHHIN pepakuii).
KopucTtyBaHHS HaykoBo-TexHiYHow 6ibnioTekoto
KMl im. Irops Cikopcbkoro.

In accordance with the technological
requirements for educational, methodological
and informational support of educational
activities of the corresponding level of HE,
approved by Resolution of the Cabinet of
Ministers of Ukraine dated 12.30.2015 No. 1187
(as amended).

Use of the Scientific and Technical Library of Ihor
Sikorsky Kyiv Polytechnic Institute.
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9 - AkapemMiyHa MobBinbHicTb / Academic mobility

HauioHanbHa kpeguTHa MobinbHicTb / National credit mobility

JonycKaeTbCA cNifibHa NiAroTOBKa AOKTOPIB
inocogii B paMKax BOCTOPOHHIX yrog 3
IHLWWMW BULLLUMN HaBYaIbHUMW 3aKnafgamMun Ta
aKageMiyHUMKn yctaHoBaMm YKpaiHu

Joint training of doctors of philosophy is allowed
within the framework of bilateral agreements
with other higher educational institutions and
academic institutions of Ukraine

MixxHapoaHa kKpeauTHa MobinbHicTb / International credit mobility

[JonycKa€eTbCA CNifibHa NiAroTOBKa AOKTOPIB
dinocodii B paMmkax ABOCTOPOHHIX yroa 3
BULLMMWN HaBYaIbHUMW 3aKagaMu Ta
aKageMiYHUMM YyCTaHOBaMM iHLWINX KpaiH

Joint training of doctors of philosophy is allowed
within the framework of bilateral agreements
with higher educational institutions and
academic institutions of other countries

HaB4yaHHA iHO3eMHUX 3800yBay4iB BULLLOI OCBiTH /

Study of foreign applicants of higher education

HaB4yaHH$ iHO3eMHUX 3006yBadviB BO, ki
onaHoBytoTb Ol 3a NnporpamMmamMy MiXKHapogHOI
akageMivyHoi MoBisIbHOCTI, HaBYaHHSA MOXXe
MPOBOANTUCHL aHIMINCbKOO abo yKpaiHCbKO
MOBOIO, 3@ YMOBM BONOAiIHHA 3006yBavYeM MOBOKO
HaB4YaHHS Ha PiBHI He HYX4e B2

The training of foreign higher education
graduates who master the OP under
international academic mobility programs can
be conducted in English or Ukrainian, provided
the applicant has a command of the language of
study at a level not lower than B2

10 - NMpouenypa NnpucBOeEHHA npodecinHiux kBanicgikauin / Procedure for awarding
professional qualifications

He nepenbayeHo NpuCBOEHHS NpodecinHoi
KBanidpikauii.

The awarding of a professional qualification is

not provided
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2. MEPEJIIK KOMMOHEHTIB OCBITHbOI MPOrPAMMN / COMPONENTS of EDUCATIONAL

PROGRAMME

Kon/Code

OcBiTHI kOMNoHeHTW nporpam/Components

KpeauTis
EKTC/ECTS
credits

dopMa
MigCyMKoOBOro
KoHTposto / Final
control form

HOPMATWBHI ocBiTHI koMmnoHeHTU/Required (standard) components

O60B’5A3KOBi KOMMOHEHTW LMKY 3arasbHoi nigrotoBkun/General training cycle

HaB4YanbHi gucumnniHyM gna oBONOAIHHSA 3arasibHOHayKoBUMK (pinocodcbkrmMmn) komneTeHTHocTaAMMK/Disciplines for

mastering general scientific (philosophical) competences

dinococbki 3acanm HayKoBoi AiANbHOCTI /

Hk 01 Philosophical Foundations of Scientific Activities 6.0 Exsamen / Exam
HaB4anbHi gncumnniny gna 3006yTTS MOBHUX KoMneTeHTHocTen/Disciplines for acquiring language competences
IHO3eMHa MOBa /15 HayKOBOi AisiIbHOCTI /
HK 02 ; L
Foreign Language for Scientists.
IHO3eMHa MoBa OJ1 HayKOBOi AisNIbHOCTI. YacTmHa 1. HaykoBi gocnigxeHHs / . .
HK 02.1 Foreign Language for Scientists. Part 1. Academic Research 3.0 3anik / Final test
|HO3eMHa MOBa /15 HayKOBOI AisifIbHOCTI. YacTnHa 2. HaykoBa KOMyHikaLis / . )

HK 02.2 Foreign Language for Scientists. Part 2. Scientific Communication 3.0 3anix / Final test
HaB4anbHi gucumnniHn gna 3006yTTa rAmbuMHHUX 3HaHb 3i cneuianbHocTi/Disciplines for acquiring in-depth
knowledge of the specialty
HK 03 Kopemgmwm aHani3 B K|6ep6e3ngu| / 2.0 3anik / Final test

Correlation analysis in cyber security
HK 04 Cuctemn NiATPNMKN NPUAHATTS PillieHs B Kibepbesnewi / 4.0 3anik / Final test
Decision support systems in cyber security
MeToaun WTYYHOro iHTenekTy y Kibepbesneui / . .
HK 05 Methods of artificial intelligence in cyber security 4.0 3anik / Final test
HK 06 CucTemHUI aHani3 3arpos Ta BpasiMBoCTen / 4.0 3anik / Final test
System analysis of threats and vulnerabilities
HaB4anbHi gucumnniHn onsa 3006yTTA YHiBepcaibHMX KOMNeTeHTHocTel gocniaHuka/Disciplines for the acquisition
of universal competences of the researcher
OpraHisaLisi HayKoBO-iHHOBaLiNHOI AiANbHOCTI /
HK 07 Organization of Scientific and Innovative Activities >0 Exsamen / Exam
AKTyanbHi npobsieMun Nneparorikv BULLLOT KO / . .
HK 08 Actual Problems of Higher School Pedagogy 2.0 Sanik / Final test
HK 09  |[1eAaroridHa npakTuka/ 3.0 3anik / Final test
Pedagogical Practice
BUWBIPKOBI ocBiTHi komnoHeHTW/Elective components
Bunbipkosi KOMNOHEHTU LUKy npodecinHoi niarotosku/Professional training cycle
OCBITHIn KOMNOHeHT 1 ®-KaTanory /
BK 01 Educational Component 1 from P-Catalogue >0 Ek3samen / Exam
OCBITHIn KOMMNOHeHT 2 ®-KaTanory /
BK 02 Educational component 2 from P-Catalogue >0 Ek3samen / Exam
BK 03 OCBIiTHin KOMNOHeEHT 3 ®-kaTasnory / 4.0 3anik / Final test

Educational Component 3 from P-Catalogue

3aranbHui obcar 06oB’a3k0BMX KOMNOHeHTIB / Total volume of the required

components: 38
3aranbHuii obcsar Bubipkosnx KomnoHeHTiB / Total volume of the elective components: 14
O6cAr 0CBITHIX KOMMOHEHTIB, WO 3abe3nevyoTb 3400yTTA KOMNETEHTHOCTEN
BM3Ha4YeHMX CTaHAapToM BuLLOi ocBiTK / Total volume of the educational components 38
aimed at acquisition of competencies specified in the Higher Education Standard:
3ATAJIbHWIA OBCAT OCBITHBLOT MPOrPAMIN / TOTAL VOLUME OF THE EDUCATIONAL 52

PROGRAMME




SCHEME OF THE EDUCATIONAL PROGRAMME

3. CTPYKTYPHO-/IOMNYHACXEMAOCBITHbOIMPOTPAMW / STRUCTURAL-AND-LOGICAL SCHEME OF THE EDUCATIONAL PROGRAMME
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3. CTPYKTYPHO-JIOINYHA CXEMA OCBITHbOI MPOrPAMU / STRUCTURAL-AND-LOGICAL

r | cemectp

L Il cemectp

L 11l cemecTp

L IV cemectp

L V-VI| cemecTpu

dinocodcbki 3acagn
HayKoBOi gisnbHocTi /
Philosophical
Foundations of Scientific

®inocodebki 3acagn
HayKoBoi AianbHocTi /
Philosophical
Foundations of Scientific

A

e E—

OCBiTHi KOMMOHeHT 1 3 ®-
katanory /Educational
Component 1 from P-Catalogue

OCBIiTHI KOMNOHEHT 2 3 ®-
Katanory /Educational
Component 2 from P-Catalogue

|[Ho3emHa mosa ana
HayKoBoOI AiANbHOCTI.
YactuHa 1. Haykosi
pocnigxeHHs / Foreign
Language for Scientists.
Part 1. Academic

IHo3emHa moBa An1a
HayKoBOI AiANbHOCTI.
> YacTuHa 2. Haykosa
KOMyHiKauia / Foreign
Language for Scientists.
Part 2. Scientific

Research o
Communication
|
v
OpraHizauja AKTyanbHi npo6aemu

[0CNI AHWUbKO-
iHHOBaUiAHOT AjanbHOCTI
/ Organization of
Research and Innovation
Activities

NeAarorikv BULLLOT WKOAKW
/ Actual Problems of
Higher School Pedagogy

—

OCBIiTHI KOMMOHEHT 3 3 ®-
katanory /Educational
Component 3 from P-Catalogue

KopensuiiHui aHanis 8
kibep6esneui /Correlation
analysis in cyber security

» iHTeneKkTy y Kibepbe3sneui

CHUCTEMM NIATPUMKU
NPUHAHATTA pilleHb B
ki6ep6esneui /Decision
support systems in cyber
security

MeToau wTy4Horo

/Methods of artificial >
intelligence in cyber
securitv
CucTeMHMIA aHani3 3arpo3
— ¥ Ta BpasnueocTen / »l

System analysis of threats
and vulnerabilities

MeparoriyHa npakTnka /

Pedagogical Practice

Haykosa
cknagosa /
Scientific
Component




4. HAYKOBA CKJIAOOBA / SCIENTIFIC
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COMPONENT

Pik
niaroToBKu

3mMicT HaykoBoOi poboTu acnipaHTa

dopMa KOHTPOJIIO

CknafiaHHA iHAMBIAYallbHOrO NiaHy HaykoBoi poboTu
acnipaHTa Ta NOro 3aTBEpPAXKEHHSA Ha BYEHI paai
HHI/tbakynbTeTy. Bubip Ta 06rpyHTyBaHHS TEMU BIAaCHOrO . . . .
/aky Y p PyHTY X . Meplie 3BiTyBaHHA: AOMOBiAb Ha 3acigaHHI
HayKOBOIro AOCANiIAXXEHHS, BU3HAYE€HHS 3MICTy, CTPOKIB
i : Katheapu Npo 3aTBEPA)KEHHS TeMU
BUKOHaHHS Ta 0bcary HaykoBux pobiT; Bubip Ta o6rpyHTyBaHHS "
X [oncepTauii Ta nnaHy HaykoBoi po6oTu
MeTo[0s10rii NpoBeAEeHHS BIACHOMO HAYKOBOI0 AOC/iIAXKEHHS, ) g
- T ; . ' JacnipaHTa Ha TepMiH NiAroTOBKU B
30INCHEHHSA OrNA4y Ta aHanisy iCHyYMX Nornsais Ta niaxomis, . ;
. . AcnipaHTypi 3 NpeACcTaB/IEHHAM
LLIO PO3BUHYNNCS B CyYacHiln HayLi 3a obpaHUM HanpsMomM. . .
. . . 3aTBEpPO >KEHOro iHAMBIAYyalbHOr0O MaaHy.
OchbopMIeHHA OTpPUMaHNX pe3yNibTaTiB B TEKCTI AMncepTaLliiHOro . ; ; .
. X [pyre 3BiTyBaHHS: AOMOBiAb Ha 3acigaHHiI
1 pik [0OCTiIXKEHHS. X
: . . . . kadeapu Npo Xig BUKOHaHHSA
MigproToBka Ta nybnikalis He MeHwWwe 1-i CTaTTi y HAYKOBUX X - .
. iHAMBiAYyaNbHOro NaaHy HaykoBoi poboTu
BUAAHHAX, BKJIIOYEHMX [0 Nnepesiiky HayKoBUX axoBMX BUAaAHb .
. . acnipaHTa 3 NpeACcTaBNeHHSAM
YKpaiHn (kaTeropii B), abo y nepioANYHMX HayKOBUX BUOAHHAX | . bt .

: . nNiaTBEPAKYIO4YNX MaTepianiB NPo HayKOBI

npoiHoekcoBaHmx y 6a3zax naHnx Web of Science Core .
) . |pesynbTaTu (nybnikauii, naTeHTn TOLWO,
Collection Ta/abo Scopus (80 Takux MoXXyTb ByTu 3apaxoBaHi ; o .
o . ane He meHwe 1 ny6nikauii BignosigHOro
0HOOCIOHI MOHOrpadii, o pekoMmeHAoBaHI A0 APYKY BueHowo |
. ~ piBHS 3@ TeMolo aucepTadii).
panolo YHiBepcnTeTy Ta Nponwan peueHsyBaHHA abo naTeHT
Ha BUHaxig, L0 NPOMLIOB KBanidikaLiiHy ekcnepTusy Ta
be3nocepeHbO CTOCYETLCA HAYKOBMX pe3ynbTaTiB AucepTaLlii).
. . . Meplwe 3BiTyBaHHA: AOMNOBIAb Ha 3acifAaHHiI
MpoBeaeHHSA Nig KepiBHULLTBOM HayKOBOIr0 KepiBHUKa BJIaCHOIo P yBar A A A
. . Kadeapw Npo Xig BUKOHaAHHSA
HayKOBOIro AOCNiIA)XeHHS, Lo nepenbayae BUpiLLEHHS X - .
) iHOMBiAYyaNlbHOro NaaHy HaykoBoi poboTu
0OCNIAHVLBKMX 3aBAaHb LLISXOM 3aCTOCYBaHHSA KOMIMJIEKCY .
; : acnipaHTa 3 NpeACcTaBNeHHAM
TEOpeTUYHUX Ta eMNipn4yHUX metonis. OpopmMaeHHs . bt
: . . niaTBEPAKYIOYNX MaTepianis Npo
OTPMMaHUX pe3ynbTaTiB B TEKCTI AncepTauinHoro . ; .
ociKeHHS NiaroToBKY NPOEKTY nybnikauin
. . . . . BiANOBIAHOIO PiBHA 3a TEMOIO AncepTadii,
MiprotoBka Ta nybnikaLisi He MeHwWwe 1-i CTaTTi Yy HAYKOBMX X
. . Npo y4acCTb Y HAYKOBMX KOH(EepeHLUisaxX.
2 pik BUAAHHAX, BKJIOYEHMX 00 Nepesiiky HayKoBUX haxoBMX BUAAHb . X . .
o . [pyre 3BiTyBaHHS: AOMNOBiAb Ha 3acigaHHiI
YKpaiHu (kaTeropii B), abo y nepioAnYHUX HayKOBUX BUAAHHAX ;

- ; kadeapw Npo Xig BUKOHaHHSA
npoiHoekcoBaHux y 6a3zax naHnx Web of Science Core iHAVBIQYaLHOrO MaHy HAYKOBOT POGOTH
Collection Ta/abo Scopus (80 Takux MoXXyTb ByTn 3apaxoBaHi 18lAY y Hay P
oaHOoOCIBHI MOHOrpadii, Wo pekomeHA0BaHI 40 APYKY ByeHoto acnipatxTa 3 NpeACTaBneHHAM

. p ' P! PyKy nNiaTBEPAKYIO4YNX MaTepianiB NpPo HayKOBI
panoto YHiBepcuTeTy Ta Nponwan peueHsyBaHHA abo naTeHT .
. 4 L oL pe3synbTaTu (Nybnikauii, naTeHTn ToLwo,
Ha BUHaxig, L0 NpOMLIOB KBanidikaLiiHy ekcnepTusy Ta ; S :
. .. [ane He meHwe 2 nybnikauin BignosigHoro
6e3nocepeHbO CTOCYETLCA HAYKOBMX pe3ynbTaTiB gucepTauii).|
piBHS 3@ TeMOlo aucepTallii).
MepLlue 3BiTyBaHHSA: AOMOBiAb Ha 3acigaHHiI
. . kadeapu Npo Xih BUKOHaHHSA
IAHani3 Ta y3arajbHeHHA OTPUMaHNX pe3ysibTaTiB BJIACHOIO X - .
. - iHAMBiAYyaNbHOro NaaHy HaykoBoi poboTu
HayKOBOro AOCNiIAXXEHHS; 0brpyHTYBaHHA HayKOBOT HOBU3HN .
G acnipaHTa 3 NpeAcTaBieHHAaM
OTpMMaHUX pe3ynbTaTiB, iX TeopeTu4yHoro Ta/abo NpakTMyHOro| . bt
. . niaTBEPAKYIO4YNX MaTepianiB Npo
3HaveHHA. OpopMIEHHA OTPUMaHNX pe3ysibTaTiB B TEKCTI . ;
. . NiaroToBKY NPOeEKTY nybnikauii
[avcepTauiiHOro AO0CNiOXKEHHS. ; : .
: - ) . . BiZANMOBIAHOrO PiBHA 3a TeMO AncepTauii.
MigroToska Ta nybnikawis He MeHwe 1-i CTaTTi Yy HAYKOBUX . . X :
. [pyre 3BiTyBaHHS: AOMNOBiAb Ha 3acigaHHiI
. BUAAHHAX, BKJIIOYEHMX [0 Nepesiiky HayKoBUX haxoBMX BUAAHb ;
3 pik . ! Kadeapwn Npo Xia BUKOHAHHSA
YKpaiHm, abo y nepioANYHMX HayKOBUX BUOAHHSX X - .
: X iHAMBiAYyaNbHOro NaaHy HaykoBoi poboTu
npoiHoekcoBaHmx y 6aszax gaHux Web of Science Core .
) . lacnipaHTa 3 NnpeacTaBneHHAM
Collection Ta/abo Scopus (L0 Takux MOXXYyTb ByTK 3apaxoBaHi . bt .
pe . nNiaTBEPAKYIO4YNX MaTepianiB NMPo HayKOBI
0 HOOCIOHI MOHOrpadii, Wo pekomeHAoBaHi A0 APYKY BuyeHoto .
. ~ pe3synbTaTu (Nybnikauii, nateHTy,
pafolo YHiBepcnTeTy Ta Nponan peleH3syBaHHA abo naTeHT : -
. 4 I U pe3ynbTaTy anpobauito AOCAiAXEeHb TOLLO,
Ha BUHaxiA, L0 NPOMLIOB KBaniikaLliiHy ekcnepTusy Ta : AV -
. .. [ane He meHwe 3 nybnikauin BignosigHoro
be3nocepeHbO CTOCYETLCA HAaYKOBMX pe3ysnbTaTiB gucepTadii).|
piBHS 3@ TEMOIO AMcepTaLii) Ta TekcT
[oncepTauii.
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Pik
niaroToBKu

3MicT HayKoBOi po6oTu acnipaHTa

dopMa KOHTPOJIIO

4 pik

MigBeneHHsA NigCyMKiB WOL0 MOBHOTW BUCBITNEHHS
pe3ynbTaTiB AncepTaLii B HAyKOBUX CTaTTAX BiAMOBIAHO
HMHHMX BUMOT, NpeacTaB/ieHHS 0DOPMAEHNX pe3ybTaTiB
0O0CNiA>KeHb Ha 3acifaHHi kadenpu, BHECEHHS 3MiH A0
0hopMaeHOi AncepTaLii BiANOBIAHO OTPMMAaHUX PEKOMeHAaLlii.
BnpoBaO)XeHHs ofep>XaHUX pe3ysibTaTiB Ta OTPUMaHHS
NiaTBEPAKYBaJIbHUX AOKYMEHTIB.

Mpoxop >KeHHA Npoueaypu aTecTalii pa3oBol CnewianizoBaHo
BYEHOI pafoto Ha nigcTasi Ny6aiYHOro 3aXnCTy HayKOBUX
DOCArHeHb y opMi gucepTauii.

B

MepLue 3BiTyBaHHSA: OOMOBIAb Ha 3acifaHHI
Kadheopn Npo 3aBepLUEHHS gucepTauii,
NPO HaABHICTb He MeHwWwe 3 nybnikauin
BiANOBIAHOIrO PiBHSA 3 NpeaCcTaB/IEHHAM
niaTBEPAKYIOYNX MaTepianis Ta
3aBEpPLLUEHOro TEKCTY AncepTalii.

[pyre 3BiTyBaHHSA: MNpe3eHTauis
[oMcepTauinHoro 4oCnigXXeHHs Ha
3acifaHHi Kachenpw y TePMiHM BCTaHOBEHI
HOPMAaTUBHUMUW LOKYMEHTaMN, HafaHHSA
BWUCHOBKY MPO HAayYKOBY HOBU3HY,
TeopeTUYHe Ta NpaKTU4YHe 3Ha4YeHHS
pe3ynbTaTiB gucepTaLii.

IATecTauia - nybniYHUin 3axucT gucepTauii

OTprMaHHA ounaoMy gokTopa ginocoqii.

pa30Bil crneuianizoBaHi BYEHIN paai.

lpr::::a:fonl The content of the postgraduate student's research work Control forms
Drawing up an individual plan of the postgraduate student's
scientific work and its approval by the Academic Council of the [First reporting: report at the department
Educational and Scientific Institute/faculty. Choosing and meeting on the approval of the
substantiating the topic of one's own scientific research, dissertation topic and the plan of the
determining the content, deadlines and scope of scientific works; |postgraduate student's scientific work for
choosing and substantiating the methodology for conducting the period of training in postgraduate
one's own scientific research, conducting a review and analysis [studies with the presentation of the
of existing views and approaches that have developed in modern [approved individual plan.
1 year science in the chosen direction. Formatting the results obtained [Second reporting: report at the
in the text of the dissertation research. Preparing and publishing |department meeting on the progress of
at least 1 article in scientific publications included in the list of  [the implementation of the individual plan
scientific professional publications of Ukraine (category B), or in |of the postgraduate student's scientific
periodical scientific publications indexed in the Web of Science |work with the presentation of supporting
Core Collection and/or Scopus databases (these may include materials on scientific results
individual monographs recommended for publication by the (publications, patents, etc., but not less
IAcademic Council of the University and reviewed, or a patent for |than 1 publication of the appropriate
an invention that has passed a qualification examination and level on the topic of the dissertation).
directly relates to the scientific results of the dissertation).
First reporting: report at the department
meeting on the progress of the
Conducting, under the supervision of a scientific supervisor, onelsEc(:)i?atr?tri?iguv?é?ksnljgrfrxitshlr;g:ev'drlézlentation
own scientific research, which involves solving research problems of supporting n'?aterials on th%
by applying a complex of theoretical and empirical methods. oreparation of a draft publication of the
Formatting the results obtained in the text of the dissertation soprooriate level on the tobic of the
research. Preparation and publication of at least 1 article in dipsger’t)ation on partici aticl>on in scientific
scientific publications included in the list of scientific professional conferences' P P
2 year publications of Ukraine (category B), or in periodical scientific Second repo.rting' report at the
publications indexed in the Web of Science Core Collection and/orde artment meefin on the progr f
Scopus databases (these may include individual monographs P 9 , Progress o
P ; ! the postgraduate student's individual
recommended for publication by the Academic Council of the scientific work plan with the presentation
University and reviewed, or a patent for an invention that has of supporting materials on scientific
passed a qualification examination and directly relates to the results (publications, patents, etc., but
scientific results of the dissertation). S ' N
not less than 2 publications of the
appropriate level on the topic of the
dissertation).piBHA 3a TeMo gucepTtauii).
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|- Year of |The content of the postgraduate student's research work Control forms
preparation
First reporting: report at the department
meeting on the progress of the
IAnalysis and generalization of the obtained results of one's own |postgraduate student's individual
scientific research; substantiation of the scientific novelty of the [scientific work plan with the presentation
obtained results, their theoretical and/or practical significance. |of supporting materials on the
Presentation of the obtained results in the text of the dissertation|preparation of a publication project of the
research. Preparation and publication of at least 1 article in appropriate level on the topic of the
scientific publications included in the list of scientific professional [dissertation.
3 vear publications of Ukraine, or in periodical scientific publications Second reporting: report at the
y indexed in the Web of Science Core Collection and/or Scopus department meeting on the progress of
databases (these may include individual monographs the postgraduate student's individual
recommended for publication by the Academic Council of the scientific work plan with the presentation
University and reviewed, or a patent for an invention that has of supporting materials on scientific
passed a qualification examination and directly relates to the results (publications, patents, results of
scientific results of the dissertation). research testing, etc., but not less than 3
publications of the appropriate level on
the topic of the dissertation) and the text
of the dissertation.
First reporting: report at the department
meeting on the completion of the
dissertation, on the presence of at least 3
publications of the appropriate level with
Summing up the results of the dissertation in scientific articles in g:% %Lissgrstllzge%f:;Xr;p;crt;qng materials
accordance with current requirements, presenting the formalized | ;. -omp
. 7 dissertation.
research results at the department meeting, making changes to i .
) . L ! Second reporting: Presentation of the
the formalized dissertation in accordance with the di . h he d
4 year recommendations received. Implementing the results obtained |ssertat|op researct at t. € epartmgnt
- ; : . IS meeting within the time limits established
and obtaining supporting documents. Passing the certification by requlatory documents. providing a
procedure by a one-time specialized academic council on the y regu Y 1ents, p 9
: ! A : . conclusion on the scientific novelty,
basis of a public defense of scientific achievements in the form of . ) Ay
. - theoretical and practical significance of
a dissertation. . .
the dissertation results.
Certification - public defense of the
dissertation in a one-time specialized
academic council. Obtaining a Doctor of
Philosophy diploma.
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5. ®OPMA ATECTALLII 306YBAYIB BULLLOi OCBITU / THE FORM OF ATTESTATION FOR
DEGREE PURSUERS

ATecTauis 3n006yBadiB BULLOT OCBITU 3a OCBITHBOIO NPOrpamMoto TPETbOro PiBHA BULLOI OCBITH
cneuianbHocTi F5 Kibepbesneka Ta 3axucT iHhopMaLii 30iNCHI0ETLCS Y hopMi 3aXUCTy
ancepTauinHoi poboTn Ta 3aBEpPLUYETLCSA BUAAYED AOKYMEHTA BCTAaHOBJIEHOI0 3pa3ka npo
NPUCYO>KEHHSA NOMY CTyNeHsA AoKTopa (ifnocodii 3 MPUCBOEHHAM KBaJlidhikauii: 4oKTop dinocodii 3
Kibepbesnekun Ta 3axmcTy iHpopmMauii. JucepTauia MoBMHHa MaTn 06CAr OCHOBHOIO TekcTy 4,5-7
aBTOPCbKUX apKyLiB. [lucepTauia He MOBMHHA MICTUTK aKadeMiqyHOro nnariaty, ganbcudikauil,
thabpukauii.

ATecTauis 30iNCHI0ETLCA BiaKpUTO Ta nybnivHo.

Attestation of students of higher education in the educational program of the third level of higher
education in the specialty F5 Cybersecurity and information protection is carried out in the form of
the defense of a dissertation and ends with the issuance of a document of the established model
awarding him the degree of Doctor of Philosophy with the qualification: Doctor of Philosophy in
Cybersecurity and Information Protection. The dissertation should have the volume of the main text
of 4.5-7 author's sheets. The dissertation should not contain academic plagiarism, falsification,
fabrication. Attestation is carried out openly and publicly.
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6. MATPULA BIAMNOBIAHOCTI MPOrPAMHUX KOMMNETEHTHOCTEA KOMMOHEHTAM
OCBITHbOI MPOrPAMU / COMPLIANCE MATRIX OF PROGRAMME COMPETENCIES WITH
PROGRAMME COMPONENTS

HK 01|HK 02|HK 03|HK 04|HK 05|HK 06|HK 07|HK 08|HK 09
3Ko1| X X X X X X
3K02| X X
3K 03 X X X
3K04| X
PK 01 X X
®K 02 X X
PK 03 X X X X X X
DK 04 X X X X
®K 05 X X
@K 06 X X
®K 07 X X
®K 08
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7. MATPULUA 3ABE3NEYEHHA MPOrPAMHUX PE3YJIbTATIB HABYHAHHA BIANOBIAHUMU
KOMMOHEHTAMU OCBITHbOI MPOrPAMMN / COMPLIANCE MATRIX OF PROGRAMME
LEARNING OUTCOMES WITH PROGRAMME COMPONENTS

HK 01|HK 02|HK 03[HK 04|HK O5|HK 06|HK 07|HK 08|HK 09
MPH 01 X X X X X
MPH 02 X X X X X
[PH 03 X
MPH 04 X X X X
MPH 05| X X X X X
[PH 06 X X X X
[PH 07 X X X X X
[PH 08 X X X X X
rPH 09 X X X
MPH 10 X X
MPH 11 X X
MPH 12 X X X X
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