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MOroa>XeHoO / AGREED:

HaykoBo-mMeToOM4YHa KOMICia yHiBepcuTeTy 3i cneuianbHocTi F5 Kibepbensenka Ta 3axucT

iHpopMauii (npoTokon Ne  Bif 2025 p.)/ The Scientific and Methodological Commission of
the University on speciality F5 Cybersecurity and information protection (minutes of meeting Ne __ of
2025)

Nonosa HMKY-F5 /Chairman of the SMCU-F5

Omutpo JJAHOE / Dmytro LANDE

MeToan4dHa paga Kl im. Iropsa Cikopcbkoro (npotokon Ne  Bif 2025 p.)
The Methodological Council of Igor Sikorsky Kyiv Polytechnic Institute (minutes of meeting Ne _ of
2025)

Fonosa MeTtoau4Hoi pagn/Chairman of the Methodological Council
XKEJIACKOBA TeTsiHa / Tetiana ZHELIASKOVA
BPAXOBAHO / CONSIDERED:
Mono>xeHHs npo oceiTHI nporpamu KMl im. Iropsa Cikopcbkoro URL: https://osvita.kpi.ua/node/137

Mpo nnaHyBaHHS Ta opraHizauito ocBiTHbOro npouecy 2025/2026 H.p. (Haka3 KMl im. Irops
Cikopcbkoro HOH/362/25 Big 25.04.2025 p.). URL: https://document.kpi.ua/2024 HOD-263

losnoXeHHA rpo peanizauito npaBa Ha BiZIbHWUYV BNBIp HaBYasibHUX ANCUNIIIH 3400yBadyamMu BULLOT
ocsiTv KIl im. Irops CikopcbKoro.

Knacugikatop npogecivi K 003:2010 (3miHN BHeceHo Haka3om MiHekoHoMikn Nel1410 Big
16 ciyHa 2024 p.).

MpenctaBHUKNM poboToaAaBLIB:

KoBanbyyk AHApin Onerosuy,KepiBHNK HanpsaMKy BiAKpUTUX iHHOBaLin Samsung R&D Institute
Ukraine (SPUKR), BignoBiganbHWiA 3a CriBNpauio 3 yHiBepcuTeTamum

MosATa Ceprin PycnaHoBuY, OnepauinHnuin upekTop MiXXHapoaHoi komnaHii 3 kibepbeznekn ISSP

KyZiH AHTOH Muxannosu4. F0NI0OBHUIN ekcnepT ynpasBniHHA 6e3nekun iHpopMauil AenapTaMeHTy
6e3nekn HauioHanbHoro 6aHkKy YkpaiHu, naypeaT [lep>KaBHOI npemii YKpaiHW B ranysi HayKu i
TEeXHIKN, 0OKTOP TEXHIYHUX HAYK, CTApPLLUNA HAayKOBUIN CMiBPOBITHUK

MpencTaBHUKN CTYAEHTCbKUX OopraHisauin: NMpockypHa AHHa, CTyAeHTKa 4 Kypcy bakanaBpaTy 3a
cneuianbHicTio 125 Kibepbesneka Ta 3axucT iHhopMauii

PogioHoB AHApIN, K.T.H., BUNYCKHNK acnipaHTypu 3a cneuianbHicTio CUCTEMU 3aXUCTY iHGopMauii

Anekcenyyk Jlecs, 3006yBay 3a Nnporpamoto AoKTopa ginocodii, cneuianbHicTbh F5 Kibepbe3sneka

Regulations on Educational Programs of Igor Sikorsky Kyiv Polytechnic Institute . URL:
https://osvita.kpi.ua/node/137

On Planning and Organizing the Educational Process for the 2025/2026 Academic Year (Order of Igor
Sikorsky Igor Sikorsky Kyiv Polytechnic Institute No. HOH/362/25 dated 04/25.2025). URL:
https://document.kpi.ua/2025_HOD-362

Regulations on the exercise of the right to free choice of academic disciplines by applicants for


https://osvita.kpi.ua/node/137
https://document.kpi.ua/2025_HOD-362
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higher education at Igor Sikorsky Kyiv Polytechnic Institute.

Classifier of professions DK 003:2010 (amended by Order of the Ministry of Economy No. 1410 dated
January 16, 2024).

Employer representatives:

Kovalchuk Andriy Olehovych, Head of Open Innovations at Samsung R&D Institute Ukraine (SPUKR),
responsible for cooperation with universities

Poyata Serhiy Ruslanovich, Operations Director of the international cybersecurity company ISSP

Kudin Anton Mykhailovych. Chief Expert of the Information Security Department of the Security
Department of the National Bank of Ukraine, laureate of the State Prize of Ukraine in the field of
science and technology, Doctor of Technical Sciences, Senior Researcher

Student organization representatives: Proskurnya Anna, 4rd year undergraduate student in the
specialty 125 Cybersecurity and Information Protection

Rodionov Andriy, Ph.D., graduate of postgraduate studies in the specialty Information Protection
Systems

Alekseychuk Lesya, candidate for the Doctor of Philosophy program, specialty F5 Cybersecurity
EBOJIIOLLISA OCBITHbOI MPOrPAMU / EVOLUTION OF THE EDUCATIONAL PROGRAMME

MinroToBka [OKTOpPIB hinocodii 3a cneuianbHicTio 125 Kibepbesneka Ta 3axucT iHopMauii (125
Kibepbesneka) 6byna Bigokputa 2020 p.

Y 2020 p. byno 3aTBepakeHo nepuwy pepakuito OHIM y BignoBigHOCTI 3:

1) 3aTBepaxeHummn B KII iM. Irops CikopCbKoro popMoto Onncy OCBITHIX Mporpam; CTPYKTYpOIO Ta
3mictom 3K, @K, MPH; 2) BHeceHuMun 3miHaMn 0o HauioHanbHOI paMKmn KBanidikauin (HPK)
BiAMOBIAHO A0 SIKNX OCBITHbO-HAayKOBUI piBEHb MaricTp Bignosigas 8 piBHO HPK.

HacTynHe oHoBneHHs Ol Binbynocsa y 2022 p. y 38'a3Ky 3 HabyTTam OTI HaB4aibHO-HayKOBUM
Qi3MKO-TEXHIYHUN IHCTUTYT. BHeCeHi 3MiHM Yy CKNag NPOEKTHOT rpynu Ta Cknad cTenkxonpepis. B
CTpYKTYypi Mepeniky komnoHeHT Ol BigbyBCs po3MoAin Ha YaCTUHW HaBYaslbHUX ANCLUMUMAIH
«®inocodCbKi 3acaan HayKoBOI OiaIbHOCTi» Ta «l[HO3eMHa MOBa OJ19 HAaYKOBOI 4iS/IbHOCTI».

LLle ogHa pepakuia Bigbynaca y 2023 p. OCBiTHIO MporpamMmy OHOBJIEHO Y 3B'S13KY 3i: 1) CnpoLeHoto
npouenypoto akpeguTauii; 2) 3MiHOO Ha3BM creuianbHOCTI - 125 «Kibepbesneka Ta 3axucTt
iHpopMauii (125 Kibepbe3sneka)». BHeceHi KopekTnBM y BiANoBiAHOCTI 3 BUMoramu lNMoctaHoBK
KabiHeTy MiHicTpiB YKpaiHu Big 16.12.2022 No 1392 “[1po BHeCEeHHS 3MiH 00 Nepeniky ranysen
3HaHb i CNeuiasbHOCTEN, 3a AKUMUN 30INCHIOETLCA NiAroTOBKa 3400yBaYviB BULLOI OCBITK".

BeeneHo HOBY ANCUMNAIHY A8 NiACUIEHHSA KOMMETEHTHOCTEN, NMOB’'A3aHNX i3 MegaroridyHow
nianbHicTio: “AKTyasnbHi NpobnemMn Nnefaroriky BALLOI LLUKOAN".

Y 2024 p. 6ynun nepernaHyTi Ta CYyTTEBO 3MiHEHI 3a 3MiCTOM Ta po3wunpeHi 3K, @K, MNMPH. BHeceHi
3MiHW 0o cknaay Ta/abo hopMoto CeMeCTPOBOro KOHTPOJIO 3a OCBITHIMM KOMMNOHeHTaMu: «Cnctemmn
NigTPUMKN NPUNHATTS pileHb B Kibepbesneui, «KopenauinHnm aHani3 B kibepbesneu,i»,
«CMCTEMHMI aHani3 3arpo3 Ta Bpa3aneocTen». BupaneHi «CyyacHi MmeToan npuknagHoi
CTaTUCTUKK», «MeToan aHaNniTUYHUX Mepex», «MpobneMn Kibepbesnekn KPUTUYHOI

iIHQpPaCTPYKTYpU>».
36inbLieHo obcarun «MeparoriyHol NpakTUKM» Ta «OpraHisauii HayKoBO-iIHHOBALIMHOI AiS/IbHOCTI>».

OcTaHHa moaundikauis Bigbynacek B 2025 p., nporpama npuBefeHa y BiANOBIAHICTb 3 HOBUM
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CTaHgapToM BuLoi oceiTu anga PhD Kibepbesneka Ta 3axucT iHGopMalLlii.

1. MNpo 3aTBepOXXEHHSA Nepeniky rany3en 3HaHb i cneuialbHOCTEN, 32 AKUMN 34iNCHIOETLCSA
niaroToBka 3406yBayviB BULLOI Ta haxoBOi NepenBuLLoi 0cBiTK: NocTaHoBa KabiHeTy MiHicTpiB
YKpaiHu Ne 266 Big 29.04.2015 p. y YMHHIN pedakuii (3i 3MiHaMM | LONOBHEHHAMN 3rigHO
noctaHosyn KMY Ne 188 Big 21.02.2025 p.). URL:
https://zakon.rada.gov.ua/laws/show/266-2015-%D0%BF#n11

The training of doctors of philosophy in the specialty 125 Cybersecurity and information protection
(125 Cybersecurity) was started in 2020.

In 2020, the first edition of ONP was approved in accordance with:

1) approved in Igor Sikorsky's KPI form of description of educational programs; structure and content
of competences and programme learning outcomes; 2) by changes made to the National Framework
of Qualifications (NQF), according to which the master's educational and scientific level
corresponded to the 8th level of the NQF.

The next update of the EP took place in 2022 in relation with the acquisition of the “Educational and
Scientific” status by Institute of Physics and Technology. Changes were made to the project group
and the stakeholders list. In the structure of the list of EP components, the division was made into
parts of the academic disciplines "Philosophical foundations of scientific activity" and "Foreign
language for scientific activity".

Another revision took place in 2023. The educational program was updated in relation with: 1)
Simplified accreditation procedure; 2) By changing the name of the specialty - 125 "Cybersecurity
and information protection (125 Cybersecurity)". Corrections were made in accordance with the
requirements of the Resolution of the Cabinet of Ministers of Ukraine dated 16.12.2022 No. 1392 "On
Amendments to the List of Fields of Knowledge and Specialties for which Higher Education
Candidates are Trained".

A new discipline was introduced to strengthen competencies related to pedagogical activities:
"Actual problems of higher education pedagogy".

In 2024 the competences and program learning outcomes were revised and significantly changed
and expanded. Changes were made to the composition and/or form of semester control of
educational components: "Decision support systems in cyber security, "Correlation analysis in cyber
security", "System analysis of threats and vulnerabilities". Also, disciplines were removed: "Modern
methods of applied statistics", "Methods of analytical networks", "Problems of cyber security of
critical infrastructure”.

The volumes of "Pedagogical practice" and "Organization of scientific and innovative activities" have
been increased.

The last revision is related with new education Standard, the program is aligned with the standard of
higher education.


https://zakon.rada.gov.ua/laws/show/266-2015-%D0%BF#n11
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1. NPO®JIb OCBITHbOI MPOrPAMM / EDUCATIONAL PROGRAMME PROFILE

1 - 3aranbHa iHdopmMauia / General information

MNoBHa Ha3Ba 3akjiafy BULLOI OCBiTK Ta

HaB4asbHoOro nigposainy / Full name of

higher education institution and faculty
/ educational and scientific institute

HauioHanbHU TEXHIYHWUNA
yHiBepcuTeT YKpaiHu
«KWIBCbKUI MONITEXHIYHNN
IHCTUTYT iMeHi Irops
Cikopcbkoro», HaB4abHO-
HayKOBUN (Pi3NKO-TEXHIYHMIA
IHCTUTYT

National Technical University
of Ukraine «lgor Sikorsky Kyiv
Polytechnic Institute»,
Educational and Research
Institute of Physics and
Technology

CTyniHb BULLOT OCBITW Ta Ha3Ba

0CBiTHbOI KBanidikauii / Higher

education degree and education
qualification title

CTyniHb gokTopa dinocodii
DOKTOp chinocodii 3
Kibepbesnekn Ta 3axucTy
iHopMaUii

PhD Degree
philosophy doctor's degree in
cyber security and
information protection

OdpiuinHa Ha3Ba OCBITHLOI NMporpamm /
Educational programme official title

Kibepbesneka

Cyber Security

Tun gunnaomy Ta 06cAr OCBiTHLOI
nporpamu / Diploma type and
educational programme volume

Ounnnom pokTtopa dinocodii,
OCBITHSA cKnaposa 52
KpeauTis EKTC 3
npoBefAeHHAM BJIACHOro
HayKoBOIro JOCNig>KEeHHS Ta
0hOpPMSIEHHSA NOrO
pe3ynbTaTiB y BUrnagi
ancepTauil, TEPMIH
HaB4YaHHSA 4 POKKU

PhD diploma, 52 credits ECTS
with scientific research in the
form of a dissertation,
training period 4 years

IHdbopMauisa npo akpeguTadito /
Accreditation information of the
educational programme

AkpeguntoBaHo HA34BO,
cepTudikaT BiNnCHMA [0
2028-07-01

Accredited by NAQA,
cetificate No valid to
2028-07-01

Linkn, piseHb BULLOI 0CcBiTK / Education
cycle, level of higher education

HPK YkpaiHn - 8 piBeHb
QF-EHEA - TpeTin unkn
EQF-LLL - 8 piBeHb

NQF of Ukraine - 8 level
QF-EHEA - 3 cycle
EQF-LLL - 8 level

Mepepnymosun / Prerequisites

HasBHICTb CTyneHs MaricTpa

Master Degree

®opmun 3006yTTA oCcBiTK / Forms of
Education

OyHa (aeHHa); 3ao04.; O4Ha
(Bey.); O4yHa.(nmo3. acn.);

full-time; part-time; full-time
evening; outside
postgraduate;

MoBa(un) BuknagaHHs / Language(s) of
instruction

YKpaiHCbKa

Ukrainian

IHTepHeT-aapeca po3MilleHHS
ocBiTHbOI nporpamu / URL of the
educational programme

https://osvita.kpi.ua/F5_ONPD
_KB




7/26

2 - MeTa ocBiTHbOI nporpammu / Educational programme purpose

Migprotoska npodecioHaniB-HayKoBLiB Ha CTUKY
dyHOaMeHTaNlbHUX HaykK, Kibepbe3nekn Ta
3axXUCTy iHopMaLUii, 34aTHUX OOCNiAXKYyBaTU Ta
pPO3p0b6aATY HOBITHI MaTEMaTUYHI MeToau,
TexHonorii Ta 3acobu Kibepbesnekun,
30iNCHIOBATN HAayYKOBO-A40C/iAHY, NefaroriyHy
Ta iHHOBAUINHY AiANbHICTb B raysi
iHpopMaUinHOI Ta KibepHeTU4YHOI be3neku;
iHTerpauvist HayKoBol, iIHHOBaLiMHOI OisNbHOCTI i
HaBYaJIbHOrO MPOoLEeCy; OpPiEHTaLiIa Ha
Mi>KHapoAHi Jocnio)XeHHs Ta CBIiTOBI
DOCArHEeHHSs B cpepi iHpopMaLUinHOI Ta
KibepHeTn4HOI 6e3nekun; CNPSIMOBaHICTb
HayKOBO-40C/iAHOT poboTN Ha CyYacHi BUMoru
PUHKY Ta CyCnifbCTBa.

Training of professional scientists at the
intersection of fundamental sciences, cyber
security and of information protection, capable
of researching and developing the latest
mathematical methods, technologies and means
of cyber security, to carry out scientific
research, pedagogical and innovative activity in
the field of information and cyber security;
integration scientific, innovative activity and
educational process; orientation to international
research and global achievements in the field of
information and cybernetic security; the focus of
research work on the modern requirements of
the market and society
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3 - XapakTepucTuKa ocBiTHbOI nporpamu / Educational programme characteristics

MpeameTHa o6nacTtb / Subject area
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O0G’€eKTM BUBYEHHA Ta BiANBbHOCTI:

* [HpopMaUiHI cncTemMn i TexHonorii Ha
06’ekTax iHpOpMaLiNHOT AiANbLHOCTI Ta
KPUTUYHOI iIHppaCTpyKTypu chepun
Kibepbe3nekn Ta 3axXUCTy iHpopMaLii;

¢ HOBITHI cMCTEMKN Ta KOMMJIEKCU CTBOPEHHS,
06pobku, nepepavi, 3abepiraHHsA, SHULWEHHS,
3axnUCTy Ta BifoobparkeHHs iHopMaLii
(iHopMaUiNHMX MOTOKIB);

* CyyvacHi iH(hopMaLinHi pecypcu pisHNX Knacis
(B T.4. Aep>kaBHi iHopMaLinHi pecypcn);
 [lporpaMHe Ta NporpaMHo-anapaTHe
3abe3nevyeHHs (3acobn) KibepsaxucTy;

¢ ABTOMaTW30BaHi CUCTEMW BMpPaBJliHHSA
iHpopMaLinHoto 6e3nekoto, kKibepbesnekoto Ta
3axucTom iHdopMauii;

* MeTopmonorii, TexHonorii, MeToan, Mmogeni Ta
3acobu kibepbesnekn Ta 3axmCTy iHhopMaLlii.
Lini HaBYaHHA:

HabyTTa 3p0aTHOCTIi NpoAoyKyBaTu HOBI Bifel,
pPO3B’A3yBaTW KOMMAEKCHI npobnemu
npodecinHoi Ta A4OCNIAHNLbKO-iIHHOBaALiNHOT
DianbHOCTI y chepi Kibepbesnekn Ta 3axncTy
iHpopMaLii, 3aCTOCOBYBaTW BNIACHI HAYKOBI
OOCNiO>KEeHHS, pe3yibTaTu AKMX MaloTb HAayKOBY
HOBWU3HY, TEOPETUYHE Ta NPaKTUYHE 3HAYEHHS.
TeopeTu4yHU# 3MICT NnpeaMeTHOI obnacTi:
MpUHLUMNN, KOHLUENUii, Teopii 3aXNCTy XXUTTEBO
Ba>XKJINBUX iHTepeciB NIOANHK | TpOMaAsaHWHA,
CyCninbCTBa Ta Aep>XaBu Nif YaC BUKOPUCTaHHS
KibepnpocTopy, 3a Akoro 3abesneyytoTbCs
CTanuin pO3BUTOK iH(POPMaLLINHOro CyCcninbCTBa
Ta UNpPOBOro KOMYHIKaTUBHOIO CepeoBMLLA,
CBO€EYaCHEe BUABJIEHHS, 3aNobiraHHS i
HenTpanizauisa peasbHMUX i NOTEHUINHNX 3arpo3
HauioHanbHIn 6e3neui YKkpaiHm y KibepnpocTopi.
MeToau, MeTOAUKM Ta TeXHoONoOrii

CyyacHi meToam, mogeni, METOANKN Ta
TEXHONOrii 4OCNiAXXEHHS Ta BAOCKOHAJIEHHS
npoLeciB CTBOpeHHs, 06pobkun, nepenadi,
MPUAMaHHS, 3HNLWEHHS, Bigobpa>keHHs,
3axucTy (Kibep3axucTy) iHhopMaLinHNX
pecypciB y KibepnpocTopi, meTOoaAN
CTATUCTIYHOrO aHanisy gaHuX.

IHCTpyMeHTH Ta oGnapgHaHHA
MporpamMHo-anapaTHe Ta NporpaMHe
3abe3nevyeHHs, iIHCTpyMeHTaIbHi 3acobun,
KoMM'loTepHa TeXHiKa, cneuiajbHi KOHTPOJIbHO-
BUMIipIOBasIbHI Mpuaaané nporpamMmHoO-TEXHIYHI
3acobu aBTOMaTM3aLii Ta cucTemMu
aBTOMaTM3aUii NMpoeKTyBaHHSA, BUPOOHMUTBaA
ekcrsyaTauii, KOHTPOJIO, MOHITOPIHTY,
MepeXXHi, MOBiNbHi, XMapHi TeXHONOrii,
MepeXXHe yCTaTKyBaHHA Ta cepefoBuLe,
npukKnagHe Ta cneuianizoBaHe NporpamMmHe
3abe3nevyeHHs, aBTOMaTU30BaHi CMCTeMU Ta
KOMIMJIEKCU MPOEKTYBaHHSA, MOAEIIOBAHHA,
ekcrsyaTauii, KOHTPOJI, MOHITOPUHTY,
06pobku, BinobparKeHHA Ta 3aXUCTy OaHMX
(iHopMaUiNHUX MOTOKIB).

Objects of study and activity:

* Information systems and technologies at
information activity facilities and critical
infrastructure in the field of cybersecurity and
information protection;

* New systems and complexes for creating,
processing, transmitting, storing, destroying,
protecting and displaying information
(information flows);

* Modern information resources of various
classes (including state information resources);
» Software and software-hardware (means) of
cyber protection;

» Automated systems for managing information
security, cybersecurity and information
protection;

* Methodologies, technologies, methods, models
and means of cybersecurity and information
protection.

Learning objectives:

Acquiring the ability to produce new videos,
solve complex problems of professional and
research and innovation activities in the field of
cybersecurity and information protection, apply
own scientific research, the results of which
have scientific novelty, theoretical and practical
significance.

Theoretical content of the subject area:
Principles, concepts, theories of protecting the
vital interests of a person and a citizen, society
and the state when using cyberspace, which
ensures the sustainable development of the
information society and the digital
communicative environment, timely detection,
prevention and neutralization of real and
potential threats to the national security of
Ukraine in cyberspace.

Methods, techniques and technologies
Modern methods, models, techniques and
technologies of research and improvement of
the processes of creation, processing,
transmission, reception, destruction, display,
protection (cyber protection) of information
resources in cyberspace, methods of statistical
data analysis.

Tools and equipment

Hardware and software, tools, computer
equipment, special control and measuring
devices6 software and hardware automation
tools and automation systems for design,
production, operation, control, monitoring,
network, mobile, cloud technologies, network
equipment and environment, application and
specialized software, automated systems and
complexes for design, modeling, operation,
control, monitoring, processing, display and
protection of data (information flows).
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OpieHTauina ocBiTHLOI Nnporpamm / Scope

OcCBiTHbO-HayKoBa

Educational scientific

OcHOBHUM (POKYC OCBITHb

oi nporpamum / Main focus

MaTeMaTUyHi MeToaun Kibepbesnekun, cncremm,
npouecun KibepnpocTopy, Kibepdi3znydHi cnctemn,
CyYacHi meToam Ta 3acobun 3axumcTy.

Knrwo4oBi cioBa: iHhopMauinHa 6e3neka, 3axmcT
iHpopMaluii, KibepHeTn4Ha be3neka,
MaTeMaTu4Hi MeToaun Kibepbesnekun, cnctemu i
TexHosOorii iHpopMaLuinHOI Ta KibepHeTUYHOI
6e3nekn

mathematical methods of cyber security,
systems, cyberspace processes, cyberphysical
systems, modern methods and means of
protection.

Keywords: information security, information
protection, cyber security, mathematical
methods of cyber security, systems and
information and cyber security technologies

Oco6MBOCTi OCBITHBO

i nporpamu / Features

BrKOHaHHS HayKoOBO-O0CAiIiAHUX pobiT Ha
3aMOBJIEHHS Aep>KaBHUX YCTaHOB, AepP>KaBHUX
opraHizauin Ta MpMBaTHUX KOMMaHin;
peanizauia nporpamm nepenbavyae MOXXNBICTb
3aJly4YeHHs 00 ayAUTOPHUX 3aHATb
npodecioHaniB-NpakKTUKIB, EKCMepTiB rasnaysi,
npeacTaBHUKIB poboToaaBLiB.

Execution of research works commissioned by
the state institutions, state organizations and
private companies; implementation of the
program involves the possibility of involvement
in classroom classes of practicing professionals,
industry experts, and representatives of
employers.

4 - NMpupaTHICTb BUNYCKHUKIB 0,0 NpaueBNallTyBaHHA Ta NOAANbLUIOro HaB4aHHA /
Eligibility of graduates for employment and further study

MpupaTHicTb Ao npaueBnawTtyBaHHA / Eligibility for employment

MpaueBnalwTyBaHHA HA NOCagaX HayKOBUX i
HayKOBO-MNenarororiyHUxX npawiBHUKIB B
HaYKOBUX YCTAHOBUX i 3aKNafax BULLOI OCBITH,
rmocadax npauiBHUKIB HaMBULLLOI KBaidikauii y
OOCNIAHNLBKUX, MPOEKTHUX, KOHCTPYKTOPCbKNX
M T.N. ycTaHoBax i Nigpo3ainax nignpuemMcTB.
BionosigHo no [lep>xaBHOro kKnacundikatopy
npodcecin OK 003:2010 3i

3MiHoo No10 BUNYCKHMKM MOXKYTb MpaLuoBaTu
Ha Nocagax, Wo BionMoBigatloTb
KnacnikauinHUM yrpynoBaHHAM:

2139.2 AHaniTuk 3arpo3 6esneku,

2139.2 AHaniTUK CUCTeM 3axuncTy iHopmauii Ta
OLLiHKM BPa3/INBOCTEN

2131.1 HaykoBi cniBpobiTHUKK (064mMcnoBanbHi
cncTemun).

2132.2 Po3pobHMK cuCTeM 3axXUCTy iHopMaLlii.
2149 lMpodhecioHanu i3 opraHizauii
iH(bopMaLinHoi 6be3neku.

2310 Buknapgadi 3aknaniB BULLOI OCBITU

Employment in positions of scientific and
scientific-pedagogical workers in scientific
institutions and higher education institutions,
positions of highly qualified workers in research,
design, construction, etc. institutions and
divisions of enterprises.
According to the State Classifier of Professions
DK 003:2010 with Amendment No. 10,
graduates can work in positions corresponding
to the classification groups:
2139.2 Security threat analyst.
2139.2 Analyst of information protection
systems and vulnerability assessment.

2131.1 Research staff (computer systems).

2132.2 Developer of information protection
systems.

2149 Professionals from the organization of
information security.
2310 Teachers of higher education institutions.

Mopanbwe HaByaHHA / Further study

LOokTop dinocodii Mmae npaBo Ha 3460yTTH
HayKOBOI0O CTyrneHs LOKTOpa HayK Ta
000aTKOBMX KBanihikauin y cnctemi oceitu

A Doctor of Philosophy has the right to obtain
the scientific degree of Doctor of Sciences and
additional qualifications in the adult education

LLOPOC/INX.

system.
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5 - BuknapaHHA Ta ouiHioBaHHA / Teaching and assessment

BuknapaHHa Ta HaBYaHHA/Teaching and studying

Mporpamoto nepenbavyeHo
CTYyOEeHTOLUEHTPOBaHE HaBYaHHSA (ON19 CTYOEHTIB
PhD), 3 enemeHTaMn caMOHaB4YaHHA Ta
npo6/1eMHO-0PIEHTOBAHOI0 HaBYaHHS.
BuknagaHHA NpoBOAUTBLCA Y TakKMX popmMax:
nekuii, NpakTU4Hi Ta nabopaTopHi 3aHATTS;
TEXHOO0riA 3MillaHOro HaB4YaHHSA 3a OKpPeEMUMU
OCBITHIMM KOMMOHEeHTaMn, negarorivyHa
npakTuKa. B noegHaHHI i3 HaBYaIbHUM
MPOLLEeCcoM 3AiNCHIETLCSA HAaNMCaHHA HAayKOBUX
cTaTen Ta Te3, AAETbCA MOXJINBICTb B3ATU
y4acTb B HAYKOBO-MPaKTUYHUX KOHepeHLisax
Ta HayKOBO-O0CNIAHNX NpoeKTax Kadenpw,
CUCTEMATUYHO 34iNCHIOETLCS KOHTPOJIb
BMKOHAHHSA eTaniB gucepTauinHoi poboTn, Ta
nigroToBKa A0 3aXUCTy AucepTauinHoi poboTn.

The program provides for student-centered
training (for students PhD), with elements of
self-study and problem-oriented teaching.
Teaching is carried out in the following forms:
lectures, practical and laboratory classes; the
technology of mixed learning by individual
educational components, pedagogical practice.
In combination with the educational process
involves writing scientific articles and theses,
there is an opportunity to participate in scientific
and practical conferences and research projects
of the department, systematically monitoring of
the stages of the dissertation work is carried
out, and preparation for the defense of the
dissertation.

OuiHloBaHHA / Assessment

OUuiHIOBaHHSA 3HaHb 34INCHIOETHLCSA Y
BiAMOBIAHOCTI A0 MNMONOXXEHHSA NPO CUCTEMY
OLiHIOBaHHA pe3yabTaTiB HaB4YaHHA Kl im.
Irops CiKkOpCbKOro 3a yciMma BuaaMun ayauTOpHOI
Ta no3aayauTopHoi poboTun i nepenbavae
3aNikn, ek3ameHn. OKpeMo 34iNCHIOETHLCS
3axXUCT gucepTauinHoi poboTu.

Assessment of knowledge is carried out in
accordance with the Regulation on the system of
evaluation of learning results of KPl named after
Igor Sikorsky for all types of classroom and
extracurricular work and provides credits, exams
The dissertation is defended separately.
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6 - NMporpamMHi KoMmneTeHTHOCTI / Programme competencies

IHTerpanbHa KoMneTeHTHicTb / Integral competence

30aTHICTb NpOAYKYBaTK HOBI igel, po3B’'a3yBaTu
KOMMAEKCHI npobnemun npogecinHoi Ta/abo
OOCNIAHNUBKO-IHHOBALIMHOT AisNbHOCTI y cdepi
Kibepbe3nekn Ta 3axUCTy iHpopMauil,
3aCTOCOBYBaTW METOLOJIONI0 HayKOBOI Ta
nenarorivyHol fis/ibHOCTI, @ TaKOXX MPOBOANTU
BJlaCHe HAayKOBe O0CNiAXKEHHS, pe3y/ibTaTu AKOro
MatoTb HAaYKOBY HOBU3HY, TeOpeTUYHE Ta
MpaKkTUYHe 3Ha4YeHHS.

The ability to produce new ideas, solve
complex problems of professional and/or
research and innovation activities in the field
of cybersecurity and information protection,
apply the methodology of scientific and
pedagogical activities, as well as conduct
one's own scientific research, the results of
which have scientific novelty, theoretical and
practical significance.

3aranbHi komneteHTHocTi (3K)

/ General competencies

3K 30aTHICTb 00 abCTPaKTHOro MUC/IEHHS, Ability to abstract thinking, analysis and
01 aHanisy i cMHTesy synthesis
3K 3[4aTHICTb Ao nowyky, obpobneHHa Ta Ability to search, process and analyze
02 aHanisy iHopmMauii 3 pisHUX axxepen information from various sources
3K 34aTHICTb NpauBaTn B Mi>XXHAapOAHOMY The ability to apply knowledge to solving the
03 KOHTEKCTI latest scientific and practical problems
30aTHICTb pPO3B’A3yBaTN KOMMJIEKCHI
MPOG/IEMM NPEAMETHOI OGHa.CT' Ha OCHOBI Readiness for problem-oriented professional
3K CUCTEMHOro HayKOBOIro CBiTOrNA4y Ta T o .
. communication in both Ukrainian and foreign
04 3arasibHOro KyJbTYPHOro Kpyrosopy i3 |
. ! v anguages
OOTPiIMaHHAM NPUHLMNMIB MPOGECINHOT €TUKN
Ta akageMivyHoi gobpodecHoCTi
daxosi komneteHTHOcTi (PK) / Professional competencies
B'HaTH'CTb BIKOHYBaTW OpUTiHanbH The ability to perform original research,
DOCNiA>XKeHHSA, [ocAraTn HayKOBUX ; S
E3V/ILTaTIB. SKi CTBODIOIOTE HOBI 3HAEHHS achieve scientific results that create new
PEsyIbT ’ P . Y knowledge in the field of cybersecurity and
@K | coepi kibepbesnekn Ta 3axncTy iHpopmauii . . :
. ) . information protection and related
01 |Ta AOTUYHUX MiXKOUCUMMNIHAPHUX HanpaMax if. Lo . .
. X . interdisciplinary areas and can be published in
MOXYTb ByTn onybnikoBaHi y NpoBigHUX ; A I . )
. leading scientific publications in cybersecurity
HayKOBUX BUOaHHSAX 3 Kibepbesneku Ta ) . ;
. and information protection.
3axXuUCTy iHopmMaLii.
30aTHICTb iHiLitoBaTK, po3pobnaTtn i Ability to initiate, develop and implement
OK peanizoByBaTu KOMMJIEKCHI HAayKOBi Ta complex scientific and innovative projects in
02 |iHHOBaUiNHI NpoekTM B chepi Kibepbesnekn Ta| the field of cybersecurity and information
3axunCTy iHpopMauii protection
30aTHICTb po3B’aA3yBaTK 3Ha4vyLwm npobnemu y|Ability to solve significant problems in the field
®K | chepi kibepbesnekn Ta 3axucty iHbopmauii, | of cybersecurity and information protection,
03 pO3LWMpPIOBaTM Ta NepeoLiHioBaTV HasABHI expand and reassess existing knowledge and
3HaHHSA | NpodecinHi NpakTUKK professional practices
30aTHICTb epeKTUBHO 3aCTOCOBYBaTM METOAMN
aHasi3y faHuX, KOHLUEeNTyaJibHOro, The ability to effectively apply data analysis
MaTeMaTUYHOro Ta KOMM' IOTEPHOro methods, conceptual, mathematical and
0] ¢ MOAEJOBAHHSA, BUKOHYBATU HaATYypPHI Ta computer modeling, perform field and
04 obuyncnoBasibHi eKCnepuMeHTn Npu computational experiments when conducting
MpoBeOeHHi HAYKOBUX i MpUKAagHNX scientific and applied research in the field of
nocnigxkeHb y cepi kibepbesnekn Ta cybersecurity and information protection
3axuCTy iHpopMauii
30aTHICTb reHepyBaTK HOBI ifel woao The ability to generate new ideas for the
pO3BUTKY Teopil Ta NpakTuku Kibepbesnekn development of the theory and practice of
@K |Ta 3axucTy iHopMaLlii, BUABNaTK, CTaBUTU Ta| cybersecurity and information protection, to
05 BUpiyBaTW npobnemun 4oCNiAHULBKOIO identify, pose and solve research problems, to

XapakTepy, OUiHIOBaTK Ta 3abe3neyyBaTu

AKICTb BUKOHYBAHUX OOC/AiOXXEHb

evaluate and ensure the quality of research
performed
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30aTHICTb BifIbHO CRiNIKYBAaTUCSA 3 MUTaHb, WO
cToCytloThCs chepun Kibepbesnekn Ta 3axXUCTy

The ability to report (including in a foreign

0] ¢ iHhOPMALLTT, 3 KONEraMu, LINPOKOIO HAYKOBOID language), organize and present knowledge,
06 pMaLill, ! P Hay ideas and scientific and practical results by
CMNiNIbHOTO, CYCNi/IbCTBOM Y LisIOMY specialty
YKPAiHCbKOI Ta aHrJlinCbKO MOBaMu P
oK 30aTHICTb 34iNCHIOBaTK Ta opraHizosyBaTu | Ability to carry out and organize scientific and
07 HayKOBY Ta OCBITHIO HaykKoBoO-negaroridyHy |educational scientific and pedagogical activity
[iSNbHICTb Y 3aKNlafax BULLOT OCBITK in higher education institutions
oK 30aTHICTb NpauBaTK 3 MeTogaMu Ta Ability to work with artificial intelligence
08 MOOENAMU WTYYHOr O iHTeNeKTy Ons methods and models to solve problems in the

pO3B’'sI3aHHS 3a4a4 Yy NnpeaMeTHin obnacTi

subject area
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7 - NMporpaMHi pesynbtatyu HaB4aHHA (MPH) / Programme learning outcomes

MaTwn nepefoBi KOHLUeNTyaNbHi Ta
MeTOA0J10riYHi 3HaHHS 3 Kibepbe3sneku Ta
3axucTy iHopMaLii i Ha MeXxxi NpeaMeTHUX
rajly3en, a TakoXX OOCNIAHNUBbKI HaBUYKW,

Have advanced conceptual and
methodological knowledge in cybersecurity
and information protection and at the border
of subject areas, as well as research skills

MPH . : g SO .
01 [OCTaTHI ANg NpoBeAeHHSA HAayKOBUX i sufficient to conduct scientific and applied
NPUKNaAHUX AOCAIOXEHb Ha PiBHI OCTaHHIX research at the level of the latest global
CBITOBUX OOCArHeHb 3 Kibepbesneku Ta achievements in cybersecurity and
3axucTy iHopmMaLii, oTpMMaHHSA HOBUX 3HaHb | information protection, obtain new knowledge
Ta/abo 34iNCHeHHA iIHHOBaLLIN and/or implement innovations
MnaHyBaTK i BUKOHYBaTU eKCriepnMeHTanbHi .
y yBart ep Plan and carry out experimental and/or
Ta/abo TeopeTnyHi [oCNigKeHHS 3 . . '
Kiep6esneky Ta 3axucTy iHopMmaLli Ta theoretical research in cybersecurity and
rPH . cTy : information protection and related
OOTUYHUX MIDKANCUUMIIHAPHUX HanNpsaMmiB 3 | . o )
02 X . interdisciplinary areas using modern tools and
BUKOPUCTAHHAM CyYaCHMX iIHCTPYMEHTIB Ta . :
o adhering to the norms of professional and
OOTPUMAaHHAM HOPM NPOoeCinHOI i . :
Lo academic ethics
aKaOeMi4yHOI eTUKMK
KpuTn4HO aHanizyBaTu pe3ysbTaTu BAaCHUX Critically analyze the results of one's own
[PH | pocnig>XeHb i pe3ynbTaTn iHWNX AO0CNiIAHKKIB | research and the results of other researchers
03 Yy KOHTEKCTIi YCbOro koMnJekcy cydacHux |in the context of the entire complex of modern
3HaHb WOA0 AOCAIAXXYBaHOI Npobaemu knowledge on the problem under study
FMnbokKo po3yMiTun 3arasibHi NPUHLMNN Ta To deeply understand the general principles
mMeToaun Kibepbesnekn Ta 3axumcTy iHpopmauii,|and methods of cybersecurity and information
[TPH |a Tako>X MeTo40/10Til0 HayKOBUX O0CAIAXKEHb, protection, as well as the methodology of
04 | 3acTocoByBaTWU iX Y BNAaCHMX OOCNigXeHHAX y [scientific research, to apply them in one's own
chepi iHhopMaUiINHNX TEXHONOrIN Ta Y research in the field of information technology
BMKNadaubKin npakTuu,i and in teaching practice
dopMyIOBaTK | NepeBipATU rinoTesun,
MYy PEBIP Formulate and test hypotheses, use
BUKOPUCTOBYBATW ANA OBrpyHTYBaHHS : . ;
. ; appropriate evidence to substantiate
BUCHOBKIB HaneXHi AoKa3un, 30KpeMa, : . .
rpPH : conclusions, in particular, the results of
pe3yibTaTn TEOPeTUYHOro aHanisy, : . .
05 ; : theoretical analysis, experimental research
eKcrnepuMeHTauIbHUX A0CAIAXKEHb i . .
. and mathematical and/or computer modeling,
MaTeMaTu4Horo Ta/abo komn'toTepHoOro . .
. X . available literature data
MO EeI0BaHHSA, HasABHI niTepaTypHi AaHi
BinbHO Npe3eHTyBaTn Ta obrosoptoBaTy 3 . : -
O NPE3EHTY : P Freely present and discuss with specialists and
haxiBuaAMU | HedhaxiBUAMUK pe3ysibTaTun Y e
. . . non-specialists research results, scientific and
[oCnio)KeHb, HayKOBi Ta npuknagHi npobnemn : .
Kibep6esneky Ta 3axucTy iHopMaLi applied problems of cybersecurity and
rpPH : information protection in the state and foreign
OEep>KaBHOI Ta iIHO3EMHOK MOBaMM YCHO Ta ; o .
06 languages, orally and in writing, publish
MMCbMOBO, OMNPUIIOOHIOBATU pe3yNbTaTn . o P .
NOCAIIKEHD Y HayKOBUX MyBiKaLIisX research results in scientific publications in
! b Y Hay ye y leading domestic and international scientific
NPOBIAHMX BITYN3HSAHUX Ta MiXKHAPOOHUX ‘ournals
HAYKOBUX BUOAHHSX ) :
3acTocoByBaTW 3arasbHi NpUHUMAK Ta Apply general principles and methods of
MeToAu MaTeMaTuKK, iHpopMaTuKM Ta iHWKx | mathematics, computer science and other
fPH HayK, a TaKo>XX Cy4acHi meToaun Ta sciences, as well as modern methods and
07 iIHCTPYMEHTW, unpoBi TexHONOrIT Ta tools, digital technologies and specialized
creuianizoBaHe nporpamMmeH 3abe3nevyeHHs software to conduct scientific research in the
AN NpoBaf>XeHHSA HayKOBUX O0CAIAXKEHb Y field of cybersecurity and information
chepi Kibepbeznekn Ta 3axncTy iHpopMauii protection
Po3pobnatu Ta gocnigxxyBaTu
pOb A AXY . . Develop and research conceptual,
KOHLIeNTYabHi, MaTeEMaTUNYHI | KOMM'IOTEPHI .
: N mathematical and computer models of
MoAeni npoueciB i CUCTeM, ePeKTUBHO i
- processes and systems, effectively use them
[IPH | BMKOPWUCTOBYBATWU iX A4S OTPUMAHHA HOBUX .
! o to obtain new knowledge and/or create
08 3HaHb Ta/abo CTBOPEHHS iIHHOBALIMHMX

NMPOAYKTIB y Kibepbesnewi Ta 3aXuUCTi
iHbopMaUii Ta AOTUYHUX MIXXANCLUUMIHAPHNX
HanpsaMax

innovative products in cybersecurity and
information protection and related
interdisciplinary areas
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3acToCcoByBaTU CyYacCHi iIHCTPYMEHTH i Apply modern tools and technologies for
TexHonorii nowyky, o6pobaeHHs Ta aHanisy searching, processing and analyzing
lPH | iHdopMaLii, 30KpeMa CTaTUCTUYHI MeTOAN information, including statistical methods for
09 aHani3y paHux senukoro obcsary Ta/abo analyzing large-scale and/or complex data,
CKJTaflHOI CTPYKTYpW, cneuianizoBaHi 6a3un specialized databases and information
OaHuX Ta iHhopMaUinHi cnctemun systems
OpraHizoByBaTu i 34iNCHIOBATU OCBITHIN To organize and implement the educational
npouec y cepi kibepbesnekn Ta 3axncTy process in the field of cybersecurity and
fPH iHhopMaLii, NOoro HaykoBe, HaB4YaJIbHO- infqrmation protectio_n, its scientific,
10 MeToOUNYHE Ta HOpMaTMBHE 3abe3neyeHHs, educational, methodological and regulatory
po3pobnsaTY i BUKNagaTu crneuiaibHi support, to develop and teach special
HaBYaJIbHi AUCUUMJIHW Y 3aKafdax BULLOT educational disciplines in higher education
0oCBITK institutions
BonogiTn HaBnukamum nobynosu gianory 3  [Possess the skills to build a dialogue with large
BEJINKMMUN MOBHMMW MOoAensiMn, Ta B3aemodii | language models and interact with them to
[PH | i3 HUMK ans BUpIiLLEHHSA 3aaad Kibepbe3nekn, solve cybersecurity problems, possess the
11 BOJIOAITN NMPpUHUMNAMN MeToaiB WTy4YHoro |principles of artificial intelligence methods and
iHTenekTy Ta 340aTHICTIO 3acTocoByBaTu ix Ao | the ability to apply them to new professional
HOBITHiIX haxoBux 3aaa tasks

8 - PecypcHe 3abe3neyeHHs peanisauii nporpamu / Resource provision for programme

impleme

ntation

Kappose 3abesne

yeHHs / Staffing

BignoBigHO 00 KagpoBMX BUMOT LLLOOO
3abe3nevyeHHs NpoBag>XeHHS OCBITHbLOI
OisanbHOCTI ona signosigHoro pisHsA BO,
3aTBepO)xeHux MNoctaHoBoto KabiHeTy MiHicTpis
YkpaiHu Big 30.12.2015 p. Ne 1187 (B YMHHIN
penakuir)

BignoBigHO 4O KagpOBUX BUMOT LLLOAO
3abe3neyvyeHHs NpoBagXeHHS OCBITHbLOI
AianbHOCTI ons BianosigHoro piBHS BO,
3aTBepa)xeHux NocrtaHosoto KabiHeTy MiHicTpiB
YkpaiHu Big 30.12.2015 p. Ne 1187 (B YMHHIN
penakuii)

MaTepiasnbHO-TexHi4YHe 3abe3neye

HHA / Material-technical support

BionoBigHO 0,0 TEXHOJIOTIYHUX BUMOT OO0
MaTepiaslbHO-TeXHIYHOro 3abesnevyeHHs
OCBITHbLOI AisNbHOCTI BignosigHoro pisHsa BO,
3aTBepa)xeHux MNoctaHoBot KabiHeTy MiHicTpis
YKpaiHu Big 30.12.2015 p. Ne 1187 (B YMHHIN
penakuii).

In accordance with the technological
requirements for the material and technical
support of educational activities of the
corresponding level of HE, approved by the
Resolution of the Cabinet of Ministers of Ukraine
dated 12.30.2015 No. 1187 (in the actual
version).

IHcbopMauiAHe Ta HaBYasIbHO-MeTOoAUYHe 3abe3neyeH
education

al process

HA / Information and methodological support of the

BionoBigHO 40 TEXHOJIOMIYHNX BUMOI LLOA0
HaB4aJIbHO-MeTOANYHOr 0 Ta iHhopMaLiNnHOro
3abe3neYyeHHs OCBITHbLOI AisA/IbHOCTI
BignosigHoro pisHa BO, 3aTBepOXeHUX
MNocTaHoBo KabiHeTy MiHicTpiB YKkpaiHu Big
30.12.2015 p. Ne 1187 (B 4MHHIN pepakuii).
KopuctyBaHHA HaykoBO-TexHi4HOO BibnioTekoto
KMl im. Irops CikopcbKoro.

In accordance with the technological
requirements for educational, methodological
and informational support of educational
activities of the corresponding level of HE,
approved by Resolution of the Cabinet of
Ministers of Ukraine dated 12.30.2015 No. 1187
(as amended).

Use of the Scientific and Technical Library of Ihor
Sikorsky Kyiv Polytechnic Institute.
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9 - AkapemMiyHa MobBinbHicTb / Academic mobility

HauioHanbHa kpeguTHa MobinbHicTb / National credit mobility

JonycKaeTbCA cNifibHa NiAroTOBKa AOKTOPIB
inocogii B paMKax BOCTOPOHHIX yrog 3
IHLWWMW BULLLUMN HaBYaIbHUMW 3aKnafgamMun Ta
aKageMiyHUMKn yctaHoBaMm YKpaiHu

Joint training of doctors of philosophy is allowed
within the framework of bilateral agreements
with other higher educational institutions and
academic institutions of Ukraine

MixxHapoaHa kKpeauTHa MobinbHicTb / International credit mobility

[JonycKa€eTbCA CNifibHa NiAroTOBKa AOKTOPIB
dinocodii B paMmkax ABOCTOPOHHIX yroa 3
BULLMMWN HaBYaIbHUMW 3aKagaMu Ta
aKageMiYHUMM YyCTaHOBaMM iHLWINX KpaiH

Joint training of doctors of philosophy is allowed
within the framework of bilateral agreements
with higher educational institutions and
academic institutions of other countries

HaB4yaHHA iHO3eMHUX 3800yBay4iB BULLLOI OCBiTH /

Study of foreign applicants of higher education

HaB4yaHH$ iHO3eMHUX 3006yBadviB BO, ki
onaHoBytoTb Ol 3a NnporpamMmamMy MiXKHapogHOI
akageMivyHoi MoBisIbHOCTI, HaBYaHHSA MOXXe
MPOBOANTUCHL aHIMINCbKOO abo yKpaiHCbKO
MOBOIO, 3@ YMOBM BONOAiIHHA 3006yBavYeM MOBOKO
HaB4YaHHS Ha PiBHI He HYX4e B2

The training of foreign higher education
graduates who master the OP under
international academic mobility programs can
be conducted in English or Ukrainian, provided
the applicant has a command of the language of
study at a level not lower than B2

10 - NMpouenypa npucBoeHHA npodecininx kBanidikauin / Procedure for awarding
professional qualifications
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2. MEPEJIIK KOMMOHEHTIB OCBITHbOI MPOrPAMMN / COMPONENTS of EDUCATIONAL

PROGRAMME

Kon/Code

OcCBIiTHI koMNoHeHTU nporpamu/Components

KpeauTis
EKTC/ECTS
credits

dopMa
MigCyMKoOBOro
KoHTposto / Final
control form

HOPMATWBHI ocBiTHI koMmnoHeHTU/Required (standard) components

O60B’5A3KOBi KOMMOHEHTW LMKY 3arasbHoi nigrotoBkun/General training cycle

HaB4YanbHi gucumnniHyM gna oBONOAIHHSA 3arasibHOHayKoBUMK (pinocodcbkrmMmn) komneTeHTHocTaAMMK/Disciplines for

mastering general scientific (philosophical) competences

dinococbki 3acanm HayKoBoi AiANbHOCTI /

Hk 01 Philosophical Foundations of Scientific Activities 6.0 Exsamen / Exam
HaB4anbHi gncumnniny gna 3006yTTS MOBHUX KoMneTeHTHocTen/Disciplines for acquiring language competences
HK 02 IHO3eMHa MOBa /15 HayKOBOi AisiIbHOCTI /
Foreign Language for Scientific Activity
IHO3eMHa MoBa OJ1 HayKOBOi AisNIbHOCTI. YacTmHa 1. HaykoBi gocnigxeHHs / . .
HK 02.1 Foreign Language for Scientists. Part 1. Academic Research 3.0 3anik / Final test
|HO3eMHa MOBa /15 HayKOBOI AisifIbHOCTI. YacTnHa 2. HaykoBa KOMyHikaLis / . )

HK 02.2 Foreign Language for Scientific Activity. Part 2. Scientific Communication 3.0 3anik / Final test
HaB4anbHi gucumnniHn gna 3006yTTa rAmbuMHHUX 3HaHb 3i cneuianbHocTi/Disciplines for acquiring in-depth
knowledge of the specialty
HK 03 Kopemgmwm aHani3 B K|6ep6e3ngu| / 2.0 3anik / Final test

Correlation analysis in cyber security
HK 04 Cuctemn NiATPNMKN NPUAHATTS PillieHs B Kibepbesnewi / 4.0 3anik / Final test
Decision support systems in cyber security
MeToaun WTYYHOro iHTenekTy y Kibepbesneui / . .
HK 05 Methods of artificial intelligence in cyber security 4.0 3anik / Final test
HK 06 CucTemHUI aHani3 3arpos Ta BpasiMBoCTen / 4.0 3anik / Final test
System analysis of threats and vulnerabilities
HaB4anbHi gucumnniHn onsa 3006yTTA YHiBepcaibHMX KOMNeTeHTHocTel gocniaHuka/Disciplines for the acquisition
of universal competences of the researcher
OpraHisaLisi HayKoBO-iHHOBaLiNHOI AiANbHOCTI /
HK 07 Organization of Scientific and Innovative Activity >0 Exsamen / Exam
AKTyanbHi npobsieMun Nneparorikv BULLLOT KO / . .
HK 08 Actual Problems of Higher School Pedagogy 2.0 3anik / Final test
HK 09  |[1eAaroridHa npakTuka/ 3.0 3anik / Final test
Pedagogical Practice
BUWBIPKOBI ocBiTHi komnoHeHTW/Elective components
Bunbipkosi KOMNOHEHTU LUKy npodecinHoi niarotosku/Professional training cycle
OCBITHIn KOMNOHeHT 1 ®-KaTanory /
BK 01 Educational Component 1 P-Catalogue >0 Ek3samen / Exam
OCBITHIn KOMMNOHeHT 2 ®-KaTanory /
BK 02 Educational component 2 from P-Catalogue >0 Ex3samen / Exam
BK 03 OCBIiTHin KOMNOHeEHT 3 ®-kaTasnory / 4.0 3anik / Final test

Educational Component 3 from P-Catalogue

3aranbHui obcar 06oB’a3k0BMX KOMNOHeHTIB / Total volume of the required

components: 38
3aranbHuii obcsar Bubipkosnx KomnoHeHTiB / Total volume of the elective components: 14
O6cAr 0CBITHIX KOMMOHEHTIB, WO 3abe3nevyoTb 3400yTTA KOMNETEHTHOCTEN
BM3Ha4YeHMX CTaHAapToM BuLLOi ocBiTK / Total volume of the educational components 38
aimed at acquisition of competencies specified in the Higher Education Standard:
3ATAJIbHWIA OBCAT OCBITHBLOT MPOrPAMIN / TOTAL VOLUME OF THE EDUCATIONAL 52

PROGRAMME
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3. CTPYKTYPHO-JIOTIYHA CXEMA OCBITHbOI MPOrPAMM / STRUCTURAL-AND-LOGICAL
SCHEME OF THE EDUCATIONAL PROGRAMME

1 cem 2 cem 3 cem 4 cem

HK 08 BK 02
HK 05
HK 06

HK 01 BK 01

HK 02

BK 03

HK 07 HK 03

6 E
HiHal

HK 04

HK 09
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4. HAYKOBA CKJIAOOBA / SCIENTIFIC

21/26

COMPONENT

Pik
niaroToBKu

3mMicT HaykoBoOi poboTu acnipaHTa

dopMa KOHTPOJIIO

CknafiaHHA iHAMBIAYallbHOrO NiaHy HaykoBoi poboTu
acnipaHTa Ta NOro 3aTBEpPAXKEHHSA Ha BYEHI paai
HHI/tbakynbTeTy. Bubip Ta 06rpyHTyBaHHS TEMU BIAaCHOrO . . . .
/aky Y p PyHTY X . Meplie 3BiTyBaHHA: AOMOBiAb Ha 3acigaHHI
HayKOBOIro AOCANiIAXXEHHS, BU3HAYE€HHS 3MICTy, CTPOKIB
i : Katheapu Npo 3aTBEPA)KEHHS TeMU
BUKOHaHHS Ta 0bcary HaykoBux pobiT; Bubip Ta o6rpyHTyBaHHS "
X [oncepTauii Ta nnaHy HaykoBoi po6oTu
MeTo[0s10rii NpoBeAEeHHS BIACHOMO HAYKOBOI0 AOC/iIAXKEHHS, ) g
- T ; . ' JacnipaHTa Ha TepMiH NiAroTOBKU B
30INCHEHHSA OrNA4y Ta aHanisy iCHyYMX Nornsais Ta niaxomis, . ;
. . AcnipaHTypi 3 NpeACcTaB/IEHHAM
LLIO PO3BUHYNNCS B CyYacHiln HayLi 3a obpaHUM HanpsMomM. . .
. . . 3aTBEpPO >KEHOro iHAMBIAYyalbHOr0O MaaHy.
OchbopMIeHHA OTpPUMaHNX pe3yNibTaTiB B TEKCTI AMncepTaLliiHOro . ; ; .
. X [pyre 3BiTyBaHHS: AOMOBiAb Ha 3acigaHHiI
1 pik [0OCTiIXKEHHS. X
: . . . . kadeapu Npo Xig BUKOHaHHSA
MigproToBka Ta nybnikalis He MeHwWwe 1-i CTaTTi y HAYKOBUX X - .
. iHAMBiAYyaNbHOro NaaHy HaykoBoi poboTu
BUAAHHAX, BKJIIOYEHMX [0 Nnepesiiky HayKoBUX axoBMX BUAaAHb .
. . acnipaHTa 3 NpeACcTaBNeHHSAM
YKpaiHn (kaTeropii B), abo y nepioANYHMX HayKOBUX BUOAHHAX | . bt .

: . nNiaTBEPAKYIO4YNX MaTepianiB NPo HayKOBI

npoiHoekcoBaHmx y 6a3zax naHnx Web of Science Core .
) . |pesynbTaTu (nybnikauii, naTeHTn TOLWO,
Collection Ta/abo Scopus (80 Takux MoXXyTb ByTu 3apaxoBaHi ; o .
o . ane He meHwe 1 ny6nikauii BignosigHOro
0HOOCIOHI MOHOrpadii, o pekoMmeHAoBaHI A0 APYKY BueHowo |
. ~ piBHS 3@ TeMolo aucepTadii).
panolo YHiBepcnTeTy Ta Nponwan peueHsyBaHHA abo naTeHT
Ha BUHaxig, L0 NPOMLIOB KBanidikaLiiHy ekcnepTusy Ta
be3nocepeHbO CTOCYETLCA HAYKOBMX pe3ynbTaTiB AucepTaLlii).
. . . Meplwe 3BiTyBaHHA: AOMNOBIAb Ha 3acifAaHHiI
MpoBeaeHHSA Nig KepiBHULLTBOM HayKOBOIr0 KepiBHUKa BJIaCHOIo P yBar A A A
. . Kadeapw Npo Xig BUKOHaAHHSA
HayKOBOIro AOCNiIA)XeHHS, Lo nepenbayae BUpiLLEHHS X - .
) iHOMBiAYyaNlbHOro NaaHy HaykoBoi poboTu
0OCNIAHVLBKMX 3aBAaHb LLISXOM 3aCTOCYBaHHSA KOMIMJIEKCY .
; : acnipaHTa 3 NpeACcTaBNeHHAM
TEOpeTUYHUX Ta eMNipn4yHUX metonis. OpopmMaeHHs . bt
: . . niaTBEPAKYIOYNX MaTepianis Npo
OTPMMaHUX pe3ynbTaTiB B TEKCTI AncepTauinHoro . ; .
ociKeHHS NiaroToBKY NPOEKTY nybnikauin
. . . . . BiANOBIAHOIO PiBHA 3a TEMOIO AncepTadii,
MiprotoBka Ta nybnikaLisi He MeHwWwe 1-i CTaTTi Yy HAYKOBMX X
. . Npo y4acCTb Y HAYKOBMX KOH(EepeHLUisaxX.
2 pik BUAAHHAX, BKJIOYEHMX 00 Nepesiiky HayKoBUX haxoBMX BUAAHb . X . .
o . [pyre 3BiTyBaHHS: AOMNOBiAb Ha 3acigaHHiI
YKpaiHu (kaTeropii B), abo y nepioAnYHUX HayKOBUX BUAAHHAX ;

- ; kadeapw Npo Xig BUKOHaHHSA
npoiHoekcoBaHux y 6a3zax naHnx Web of Science Core iHAVBIQYaLHOrO MaHy HAYKOBOT POGOTH
Collection Ta/abo Scopus (80 Takux MoXXyTb ByTn 3apaxoBaHi 18lAY y Hay P
oaHOoOCIBHI MOHOrpadii, Wo pekomeHA0BaHI 40 APYKY ByeHoto acnipatxTa 3 NpeACTaBneHHAM

. p ' P! PyKy nNiaTBEPAKYIO4YNX MaTepianiB NpPo HayKOBI
panoto YHiBepcuTeTy Ta Nponwan peueHsyBaHHA abo naTeHT .
. 4 L oL pe3synbTaTu (Nybnikauii, naTeHTn ToLwo,
Ha BUHaxig, L0 NpOMLIOB KBanidikaLiiHy ekcnepTusy Ta ; S :
. .. [ane He meHwe 2 nybnikauin BignosigHoro
6e3nocepeHbO CTOCYETLCA HAYKOBMX pe3ynbTaTiB gucepTauii).|
piBHS 3@ TeMOlo aucepTallii).
MepLlue 3BiTyBaHHSA: AOMOBiAb Ha 3acigaHHiI
. . kadeapu Npo Xih BUKOHaHHSA
IAHani3 Ta y3arajbHeHHA OTPUMaHNX pe3ysibTaTiB BJIACHOIO X - .
. - iHAMBiAYyaNbHOro NaaHy HaykoBoi poboTu
HayKOBOro AOCNiIAXXEHHS; 0brpyHTYBaHHA HayKOBOT HOBU3HN .
G acnipaHTa 3 NpeAcTaBieHHAaM
OTpMMaHUX pe3ynbTaTiB, iX TeopeTu4yHoro Ta/abo NpakTMyHOro| . bt
. . niaTBEPAKYIO4YNX MaTepianiB Npo
3HaveHHA. OpopMIEHHA OTPUMaHNX pe3ysibTaTiB B TEKCTI . ;
. . NiaroToBKY NPOeEKTY nybnikauii
[avcepTauiiHOro AO0CNiOXKEHHS. ; : .
: - ) . . BiZANMOBIAHOrO PiBHA 3a TeMO AncepTauii.
MigroToska Ta nybnikawis He MeHwe 1-i CTaTTi Yy HAYKOBUX . . X :
. [pyre 3BiTyBaHHS: AOMNOBiAb Ha 3acigaHHiI
. BUAAHHAX, BKJIIOYEHMX [0 Nepesiiky HayKoBUX haxoBMX BUAAHb ;
3 pik . ! Kadeapwn Npo Xia BUKOHAHHSA
YKpaiHm, abo y nepioANYHMX HayKOBUX BUOAHHSX X - .
: X iHAMBiAYyaNbHOro NaaHy HaykoBoi poboTu
npoiHoekcoBaHmx y 6aszax gaHux Web of Science Core .
) . lacnipaHTa 3 NnpeacTaBneHHAM
Collection Ta/abo Scopus (L0 Takux MOXXYyTb ByTK 3apaxoBaHi . bt .
pe . nNiaTBEPAKYIO4YNX MaTepianiB NMPo HayKOBI
0 HOOCIOHI MOHOrpadii, Wo pekomeHAoBaHi A0 APYKY BuyeHoto .
. ~ pe3synbTaTu (Nybnikauii, nateHTy,
pafolo YHiBepcnTeTy Ta Nponan peleH3syBaHHA abo naTeHT : -
. 4 I U pe3ynbTaTy anpobauito AOCAiAXEeHb TOLLO,
Ha BUHaxiA, L0 NPOMLIOB KBaniikaLliiHy ekcnepTusy Ta : AV -
. .. [ane He meHwe 3 nybnikauin BignosigHoro
be3nocepeHbO CTOCYETLCA HAaYKOBMX pe3ysnbTaTiB gucepTadii).|
piBHS 3@ TEMOIO AMcepTaLii) Ta TekcT
[oncepTauii.
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Pik
niaroToBKu

3MicT HayKoBOi po6oTu acnipaHTa

dopMa KOHTPOJIIO

4 pik

MigBeneHHsA NigCyMKiB WOL0 MOBHOTW BUCBITNEHHS
pe3ynbTaTiB AncepTaLii B HAyKOBUX CTaTTAX BiAMOBIAHO
HMHHMX BUMOT, NpeacTaB/ieHHS 0DOPMAEHNX pe3ybTaTiB
0O0CNiA>KeHb Ha 3acifaHHi kadenpu, BHECEHHS 3MiH A0
0hopMaeHOi AncepTaLii BiANOBIAHO OTPMMAaHUX PEKOMeHAaLlii.
BnpoBaO)XeHHs ofep>XaHUX pe3ysibTaTiB Ta OTPUMaHHS
NiaTBEPAKYBaJIbHUX AOKYMEHTIB.

Mpoxop >KeHHA Npoueaypu aTecTalii pa3oBol CnewianizoBaHo
BYEHOI pafoto Ha nigcTasi Ny6aiYHOro 3aXnCTy HayKOBUX
DOCArHeHb y opMi gucepTauii.

B

MepLue 3BiTyBaHHSA: OOMOBIAb Ha 3acifaHHI
Kadheopn Npo 3aBepLUEHHS gucepTauii,
NPO HaABHICTb He MeHwWwe 3 nybnikauin
BiANOBIAHOIrO PiBHSA 3 NpeaCcTaB/IEHHAM
niaTBEPAKYIOYNX MaTepianis Ta
3aBEpPLLUEHOro TEKCTY AncepTalii.

[pyre 3BiTyBaHHSA: MNpe3eHTauis
[oMcepTauinHoro 4oCnigXXeHHs Ha
3acifaHHi Kachenpw y TePMiHM BCTaHOBEHI
HOPMAaTUBHUMUW LOKYMEHTaMN, HafaHHSA
BWUCHOBKY MPO HAayYKOBY HOBU3HY,
TeopeTUYHe Ta NpaKTU4YHe 3Ha4YeHHS
pe3ynbTaTiB gucepTaLii.

IATecTauia - nybniYHUin 3axucT gucepTauii

OTprMaHHA ounaoMy gokTopa ginocoqii.

pa30Bil crneuianizoBaHi BYEHIN paai.

lpr::::a:fonl The content of the postgraduate student's research work Control forms
Drawing up an individual plan of the postgraduate student's
scientific work and its approval by the Academic Council of the [First reporting: report at the department
Educational and Scientific Institute/faculty. Choosing and meeting on the approval of the
substantiating the topic of one's own scientific research, dissertation topic and the plan of the
determining the content, deadlines and scope of scientific works; |postgraduate student's scientific work for
choosing and substantiating the methodology for conducting the period of training in postgraduate
one's own scientific research, conducting a review and analysis [studies with the presentation of the
of existing views and approaches that have developed in modern [approved individual plan.
1 year science in the chosen direction. Formatting the results obtained [Second reporting: report at the
in the text of the dissertation research. Preparing and publishing |department meeting on the progress of
at least 1 article in scientific publications included in the list of  [the implementation of the individual plan
scientific professional publications of Ukraine (category B), or in |of the postgraduate student's scientific
periodical scientific publications indexed in the Web of Science |work with the presentation of supporting
Core Collection and/or Scopus databases (these may include materials on scientific results
individual monographs recommended for publication by the (publications, patents, etc., but not less
IAcademic Council of the University and reviewed, or a patent for |than 1 publication of the appropriate
an invention that has passed a qualification examination and level on the topic of the dissertation).
directly relates to the scientific results of the dissertation).
First reporting: report at the department
meeting on the progress of the
Conducting, under the supervision of a scientific supervisor, onelsEc(:)i?atr?tri?iguv?é?ksnljgrfrxitshlr;g:ev'drlézlentation
own scientific research, which involves solving research problems of supporting n'?aterials on th%
by applying a complex of theoretical and empirical methods. oreparation of a draft publication of the
Formatting the results obtained in the text of the dissertation soprooriate level on the tobic of the
research. Preparation and publication of at least 1 article in dipsger’t)ation on partici aticl>on in scientific
scientific publications included in the list of scientific professional conferences' P P
2 year publications of Ukraine (category B), or in periodical scientific Second repo.rting' report at the
publications indexed in the Web of Science Core Collection and/orde artment meefin on the progr f
Scopus databases (these may include individual monographs P 9 , Progress o
P ; ! the postgraduate student's individual
recommended for publication by the Academic Council of the scientific work plan with the presentation
University and reviewed, or a patent for an invention that has of supporting materials on scientific
passed a qualification examination and directly relates to the results (publications, patents, etc., but
scientific results of the dissertation). S ' N
not less than 2 publications of the
appropriate level on the topic of the
dissertation).piBHA 3a TeMo gucepTtauii).
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|- Year of |The content of the postgraduate student's research work Control forms
preparation
First reporting: report at the department
meeting on the progress of the
IAnalysis and generalization of the obtained results of one's own |postgraduate student's individual
scientific research; substantiation of the scientific novelty of the [scientific work plan with the presentation
obtained results, their theoretical and/or practical significance. |of supporting materials on the
Presentation of the obtained results in the text of the dissertation|preparation of a publication project of the
research. Preparation and publication of at least 1 article in appropriate level on the topic of the
scientific publications included in the list of scientific professional [dissertation.
3 vear publications of Ukraine, or in periodical scientific publications Second reporting: report at the
y indexed in the Web of Science Core Collection and/or Scopus department meeting on the progress of
databases (these may include individual monographs the postgraduate student's individual
recommended for publication by the Academic Council of the scientific work plan with the presentation
University and reviewed, or a patent for an invention that has of supporting materials on scientific
passed a qualification examination and directly relates to the results (publications, patents, results of
scientific results of the dissertation). research testing, etc., but not less than 3
publications of the appropriate level on
the topic of the dissertation) and the text
of the dissertation.
First reporting: report at the department
meeting on the completion of the
dissertation, on the presence of at least 3
publications of the appropriate level with
Summing up the results of the dissertation in scientific articles in g:% %Lissgrstllzge%f:;Xr;p;crt;qng materials
accordance with current requirements, presenting the formalized | ;. -omp
. 7 dissertation.
research results at the department meeting, making changes to i .
) . L ! Second reporting: Presentation of the
the formalized dissertation in accordance with the di . h he d
4 year recommendations received. Implementing the results obtained |ssertat|op researct at t. € epartmgnt
- ; : . IS meeting within the time limits established
and obtaining supporting documents. Passing the certification by requlatory documents. providing a
procedure by a one-time specialized academic council on the y regu Y 1ents, p 9
: ! A : . conclusion on the scientific novelty,
basis of a public defense of scientific achievements in the form of . ) Ay
. - theoretical and practical significance of
a dissertation. . .
the dissertation results.
Certification - public defense of the
dissertation in a one-time specialized
academic council. Obtaining a Doctor of
Philosophy diploma.
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5. ®OPMA ATECTALLII 306YBAYIB BULLLOi OCBITU / THE FORM OF ATTESTATION FOR
DEGREE PURSUERS

ATecTauis 3n006yBadiB BULLOT OCBITU 3a OCBITHBOIO NPOrpamMoto TPETbOro PiBHA BULLOI OCBITH
cneuianbHocTi F5 Kibepbesneka Ta 3axucT iHhopMaLii 30iNCHI0ETLCS Y hopMi 3aXUCTy
ancepTauinHoi poboTn Ta 3aBEpPLUYETLCSA BUAAYED AOKYMEHTA BCTAaHOBJIEHOI0 3pa3ka npo
NPUCYO>KEHHSA NOMY CTyNeHsA AoKTopa (ifnocodii 3 MPUCBOEHHAM KBaJlidhikauii: 4oKTop dinocodii 3
Kibepbesnekun Ta 3axmcTy iHpopmMauii. JucepTauia MoBMHHa MaTn 06CAr OCHOBHOIO TekcTy 4,5-7
aBTOPCbKUX apKywWwiB. KBanithikauinHa poboTa NepeBipAETLCA Ha NaariaT Ta Micna 3axXucTy
pO3MilLYETLCSA B peno3nTopii HTE YHiBepcnTeTy Ansa BiAbHOro goctyny.

ATecTauis 30iNCHI0ETLCA BiaKpUTO Ta nybnivHo.

Attestation of students of higher education in the educational program of the third level of higher
education in the specialty F5 Cybersecurity and information protection is carried out in the form of
the defense of a dissertation and ends with the issuance of a document of the established model
awarding him the degree of Doctor of Philosophy with the qualification: Doctor of Philosophy in
Cybersecurity and Information Protection. The dissertation should have the volume of the main text
of 4.5-7 author's sheets. The qualifying work is checked for plagiarism and after protection is placed
in the NTB repository of the University for free access. Attestation is carried out openly and publicly.
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6. MATPULA BIAMNOBIAHOCTI MPOrPAMHUX KOMMNETEHTHOCTEA KOMMOHEHTAM
OCBITHbOI MPOrPAMU / COMPLIANCE MATRIX OF PROGRAMME COMPETENCIES WITH
PROGRAMME COMPONENTS

HK 01|HK 02|HK 03|HK 04|HK 05|HK 06|HK 07|HK 08|HK 09
3Ko1| X X X X X X
3K02| X X
3K 03 X X X
3K04| X
PK 01 X
®K 02 X X
PK 03 X X X X X X
®K 04 X X X X X
®K 05 X X X
@K 06 X X
®K 07 X X
@K 08 X
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7. MATPULUA 3ABE3NEYEHHA MPOrPAMHUX PE3YJIbTATIB HABYHAHHA BIANOBIAHUMU
KOMMOHEHTAMU OCBITHbOI MPOrPAMMN / COMPLIANCE MATRIX OF PROGRAMME
LEARNING OUTCOMES WITH PROGRAMME COMPONENTS

HK 01|HK 02|HK 03[HK 04|HK O5|HK 06|HK 07|HK 08|HK 09
MPH 01 X X X X X
MPH 02 X X X X X
[PH 03 X
MPH 04 X X X X
MPH 05| X X X X X
[PH 06 X X X X
[PH 07 X X X X X
[PH 08 X X X X X
rPH 09 X X X
MPH 10 X X
MPH 11 X X
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