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NPEAMBYJIA/PREAMBLE

PO3POBJIEHO/ELABORATED:

KepiBuuk rpynu/Team leader:

IBAHYEHKO Cepeiti Onexcanopoguu, OOKmMOp MeXHIYHUX HAYK, npogecop,
npogecop Cneyianvrnoi kageopu Ne 1 1C331 KIII im. leops Cikopcevkoeo | Serhii
IVANCHENKO, doctor of technical sciences, professor, professor of the Special
department Ne 1 ISCIP Ihor Sikorsky KPI.

Unenu rpynu/Team members:

OJIEKCIHYYK Aumon Mukonaiioguy, OOKmop mexuiuHux Hayk, npogecop,
npogecop Cneyianvnoi kapeopu Ne 1 1C331 KIII im. leopsi Cikopcvkozo | Anton
OLEKSIICHUK, doctor of technical science, professor, professor of the Special
department Ne 1 ISCIP Ihor Sikorsky KPI.

KYBAUYYK Oxcana Onexciisna, xanouoam Qisuxo-wamemamuynux Hayx,
ooyenm, ooyeum Cneyianvnoi xageopu Ne 1 IC331 KIII im. l2ops Cikopcwvkozo |
Oksana KUBAYCHUK, candidate of physical and mathematical sciences, associate
professor, associate professor of the Special department Ne 1 ISCIP Ihor Sikorsky KPI.

LIOJIOXOB Cepeiii Mukonatiosuu, KaHOuOam mexHivHux HayK, 0oyeHm, 0OyeHm
Cneyianvnoi kagpeopu Ne 1 IC331 KIII im. Ieops Cikopewvkoeo | Serhit SHOLOKHOV,
candidate of technical science, associate professor, associate professor of the Special
department Ne 1 ISCIP lhor Sikorsky KPI.

HIEBYYVK Onvea Cepeiisna, acnipanmka Cneyianvroi kagpedpu Ne 1 1C331 K111
im. leopst  Cixopevkoco | Olha SHEVCHUK, graduate student of the Special
department Ne 1 ISCIP Ihor Sikorsky KPI.

YXBAJIEHO/ APPROVED
HaykoBo-meTonuuna komiciss  yHiBepcutery (miasi  IC33I) 31 cnemianbHOCTI
F5 KibepOesneka Ta 3axuct iHdopmamii (mpotokon Ne 4 Big 05.05.2025) / The
Scientific and Methodological Commission of the University on speciality F5 Cyber
security and information protection (minutes of meeting Ne 4 of 05.05.2025)
['omoBa HMKY-F5/Chairman of the SMCU-F5
Bnamucnas I'OJIb/VIadislav HOL

Meroguuna paga KIII im. Irops Cikopcbkoro (mpotokon Ne — Bif
20 p)/

The Methodological Council of Igor Sikorsky Kyiv Polytechnic Institute (minutes of

meeting No of 20 )

I'onoBa Metoauunoi paau/Chairman of the Methodological Council
Tersna XXEJIICKOBA/Tetiana ZHELIASKOVA
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BPAXOBAHO/CONSIDERED:

IIpy BHeceHH1 3MIH Ta JOMOBHEHb JO OCBITHHOI IIPOrpaMH BpaxoBaHO:
[ToctanoBy Kabinery MinictpiB Ykpainu Big 30.08.2024 Ne 1021 «IIpo BHeceHHs
3MIH J0 TMEpeNiKy Taily3ed 3HaHb 1 CIeMiadbHOCTEeH, 3a SKUMH 31HCHIOETHCS
MIArOTOBKa 37100yBauiB BHUIOT Ta ()axoBOi MEpeABUIIOi OCBITW», CTaHAApT BHINOI
OCBiTH JiIsi TpeToro (OCBITHBO-HAYKOBOT'O) PiBHS y Tany3i 3HaHb 12 IHdopmariiiiai
TexHoyiorii 3a cnemianbHicTIO 125 KibepOe3neka Ta 3axucti i1HdopMailii,
3aTBEPAXKCHUH 1 BBEICHUI B /110 Haka3oM MiHICTEpPCTBA OCBITH 1 HAyKH YKpaiHU Bij
29.10.2024p. Ne 1543, IlocranoBy KaGinety MinicTpiB Ykpainu Big 16 rpynus 2022
poky Ne 1392 «IIpo BHeceHHs 3MIH J0 MEPeNiKy rajgy3ei 3HaHb 1 CIEeliaIbHOCTEH, 3a
SIKUMHU 3I1ACHIOEThCS MIATOTOBKAa 3700yBaviB BUIIOI OoCcBiTH», [locTaHoBy KalGinety
MinictpiB Ykpainu Bix 12 ciuns 2022 poky Ne 44 «Ilopsimok npucymKeHHsI CTyNEHs
nokTopa (inocodii Ta ckacyBaHHS PIIICHHS Pa30BOi CIEliali30BaHOI BUEHOI paau
3aKjaJy BUIINOI OCBITH, HayKOBOI YCTaHOBH MPO MNPHUCYMKEHHS CTYNEHS JOKTOpa
bitocodiin.

OCBITHBO-HAYKOBY TIPOTpaMy OOTOBOPEHO MICHISI HAAXOMHKCHHSI BC1X MPOTIO3UIIIH,
noOakaHb 1 3ayBayKe€Hb BiJ] 37100yBaviB BHINOI OCBITH, BUITYCKHUKIB Ta CTEUKXOJACPIB

1 cxBanieno Ha 3acimanfi CrenianbHoi kadeapu Ne 1 IC331 KIII im. Iropst Cikopcbkoro
(mporokoit Ne 9/1 Bix 05.05.2025)

When making changes and additions to the educational program, the following
are taken into account: Resolution of the Cabinet of Ministers of Ukraine dated August
30, 2024 Ne 1021 «On making changes to the list of fields of knowledge and
specialties for which higher education applicants are trained», Higher education
standard for the third (educational and scientific) level in the field of knowledge 12
Information Technologies in the specialty 125 Cybersecurity and Information
Protection, approved and put into effect by the order of the Ministry of Education and
Science of Ukraine dated October 29, 2024 Ne 1543, Resolution of the Cabinet of
Ministers of Ukraine dated December 16, 2022 Ne 1392 «On making changes to the
list of fields of knowledge and specialties for which higher education applicants are
trained», Resolution of the Cabinet of Ministers of Ukraine dated January 12, 2022 Ne
44 «The procedure for awarding the degree of Doctor of Philosophy and canceling the
decision of the one-time specialized general council of a higher education institution,
scientific institution on awarding the degree of Doctor of Philosophy».

The educational and scientific program was discussed after receiving all
proposals, wishes and comments from higher education seekers, graduates and
stakeholders and was approved at the meeting of the Special Departmen Ne 1 1SZZI
Igor Sikorsky Kyiv Polytechnic Institute (protocol Ne. 9/1 from 05.05.2025)
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Esomonisi OII/Evolution of the EP:

OHII nokxtopa dimocodii 3 KkibepOesnekn Ta 3axucty iHbopmalii €
npaBoHactynuuietro OHIT PhD 3 kibepOesnenku 2020 poky, ska Oyia po3poOiieHa
BinmoBigHO 10 [TocTanoBu KMV Bix 23 6epeszns 2016 p. Ne 261 «IIpo 3atBepmxeHHs
[lopsanky miaAroToBkr 3A00yBadiB BHILOI OCBITH CTYINEHA JAOKTOpa (¢imocodii Ta
JIOKTOpa HAyK Yy 3aKjiajiaX BUIIOT OCBITH (HAyKOBUX yCTaHOBax)» 31 3MiHamu y 2023
poIIi y 3B’SI3KY 31 3MIHOIO Ha3BU CHENIadbHOCTI BiANOBIIHO 10 [loctanoBu KMV Bifg
16 rpynus 2022 p. No 1392 «IIpo BHeceHHS 3MiIH 10 NEpeNiKy raixy3ed 3HaHb 1
CHELIAIbHOCTEN, 32 SAKUMH 3A1MCHIOETHCSA MIATOTOBKA 3100yBayiB BHILOI OCBITH» Ta
3miHeHa y 2024 poui y 3B’s3Ky 3 3arBepipkeHHsM CTaHIapTy BHUILNOI OCBITH JIs
TpeToro (OCBITHHO-HAYKOBOTO) PiBHS y raiy3i 3HaHb 12 [HdopmaniitHi TexHosorii 3a
cnenianbHicTio 125 KiGepOe3neka Ta 3axucTi iHPopMmaIlii, 3aTBEPAKEHOTO 1 BBEJIEHOTO
B /1110 HaKka3oM MiHicTepcTBa OCBITH 1 Hayku Ykpainu Big 29.10.2024p. Ne 1543 (mami
— Crannapr). [Ipu oHOBIIEHH] IporpamMu OyJid BHECEH1 3MIHU IIOAO0 3MICTY HAaBUYAHHS
BinnoBigHo CTaHmapTy, 30KpemMa 040 KOMIIETEHTHOCTEN Ta pe3yJbTaTiB HABYaHHS, a
Takok 3 BpaxyBaHHAM [loctanoBu KaGinery Minictpie Ykpainu Big 30.08.2024
Ne 1021 «IIpo BHECeHHsI 3MiH 0 NEPENiKy raixy3eil 3HaHb 1 CIel1aJbHOCTEN, 32 AKUMHU
3M1MCHIOETHCS MIJTOTOBKA 37100yBauiB BUIIO1 Ta ()aXOBOi MEPEIBUIIIOT OCBITH.

ESP Doctor of Philosophy in Cyber Security and Information Protection is the
legal successor of the 2020 ESP PhD in Cyber Security, which was developed in
accordance with the Resolution of the CMU of March 23, 2016 Ne 261 «On the
approval of the Procedure for the training of higher education applicants for the degree
of Doctor of Philosophy and Doctor of Science in higher education institutions
(scientific institutions)» with changes in 2023 in connection with the change of the
name of the specialty in accordance with the Resolution of the CMU of December 16,
2022 Ne 1392 "On Amendments to the List of Fields of Knowledge and Specialties for
which Higher Education Candidates are Trained." and amended in 2024 in connection
with the approval of the Higher Education Standard for the third (educational and
scientific) level in the field of knowledge 12 Information Technologies in the specialty
125 Cybersecurity and Information Protection, approved and put into effect by order of
the Ministry of Education and Science of Ukraine dated October 29, 2024 Ne, 1543
(hereinafter referred to as the Standard). When updating the program, changes were
made to the content of the training in accordance with the Standard, in particular to
competencies and learning outcomes, and also taking into account Resolution of the
Cabinet of Ministers of Ukraine dated August 30, 2024 Ne 1021 «On making changes
to the list of fields of knowledge and specialties for which higher education applicants
are trained».
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1. IPO®LIb OCBITHHOI TIPOI'PAMUA/ EDUCATIONAL PROGRAMME

PROFILE

1 — 3araabHa indopmanisi/General information

ITosna Ha3Ba 3BO Ta
HaBYAJIBHOTO MiJpO3iTy/

Full name of HE institution and
faculty/institute

HamionaneHuii  TeXHIYHUI
YHIBEPCUTET Ykpainu
«KHIBCBKHI MOJITEXHIYHHAI
iHCTUTYTY  iMeHi  Irops
CikOpCBKOTOY, IncrutyT
CHeIiaTbHOTO 3B’SI3Ky Ta
3axucTy iHpopMarii.

National Technical University of
Ukraine  "lhor  Sikorsky  Kyiv
Polytechnic Institute”, Institute of
Special Communication and

Information Protection.

CryniHb BUILIOI OCBITH Ta Ha3Ba Crymine BO -  mokrop | The degree - doctor of philosophy
KBaJTidikamii/ ¢inocodii Educational qualification — doctor of
Higher education degree and OcsitTHs  kBamidikauis — | philosophy in cyber security and
qualification title JOKTOD ¢inocodii 3 | information protection.

KibepOeslekn Ta 3axHUCTy

iH(opMarii.
[Ipodeciitna kBamidikaris
(3a HasABHOCTI) /
Professional qualification
Odiuiiina nazsa OI1/ Besmeka nepxaaux | Security of State Information

Educational programme official iH(pOpMaLITHUX pecypciB. Resources.
title
Tun aunnomy ta o6car OI1/ Jurutom nokropa ¢inocodii, [ Doctor  of  Philosophy  degree,

Diploma type and EP scope OCBITHS CKJIaZIOBa 48 | educational component of 48 credits of
kpenutiB  €KTC, Tepmin | the ECTAS, training period of 4 years.
MiATOTOBKH 4 poku. | The scientific component involves
Haykoga ckimazosa | conducting your own  scientific
nependaydae npoBenieHHs | research and presenting its results in
BJIACHOTO HaykoBoro | the form of a dissertation.
JOCITIKEHHS Ta
oopmiteHHS roro
pe3ynbTaTiB y  BHIVIALL
JCepTallii.

[ndopmanis npo akpenuTamito / Ceprudikat npo | Certificate of accreditation of the

Accreditation information of EP aKpeAnTalliio ocBiTHBOI | educational programme - issued on
nporpamu  —  Bupanuid | 20.12.2021 by the National Agency for

20.12.2021 HamioHaapHUM
areHTCTBOM 13 3a0e3leueHHs
SIKOCTI BHIIO1 OCBITH
Ne 2729, JUMCHUI o
01.07.2027.

Quality  Assurance in  Higher
Education Ne 2729, wvalid until
01.07.2027.
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Iy, piseas BO/ HPK Vkpainu — § piBens, NQF of Ukraine - 8th level,

Education cycle, level of HE QF-EHEA - Tperiit muxn, QF-EHEA - the third cycle,
EQF-LLL - 8 piBeHs. EQF-LLL - 8th level.

[lepenymoBu/Prerequisites HasBHicTh cTynens marictpa [ Having a master's degree and being an
Ta Oytu ocoboro | officer  of State  Special
oiepcproro cxmany | Communications.

JlepxcTen3B’ a3Ky.

®opma 3100yTTs ocBiTH/ Forms of | Incturyuiiina (ouna (menHa, | Institutional (full-time (day, evening),
Education BEYIpHSI), 3209HA). extramural).

Moga(u) BUKIagaHHs/ VYkpaiHnceka. Ukrainian.
Language (s) of instruction

Iutepuer-aapeca posmimenns OIT | https://osvita.kpi.ua/F5 ON
/URL of the educational program | PD_BDIR

https://skl.pp.ua/phd.html#o
pp-2022

2 — Meta ocBiTHBLOI mporpamu/Educational programme purpose

[TinroToBKa BUCOKOKBaNi(PIKOBAaHUX, KOHKYPEHTOCIIPOMOXKHUX, 1HTETPOBAHUX
y €BpOIMEUCHKUN Ta CBITOBUM HAyKOBO-OCBITHIM MpOCTIp (axiBiliB, 3JaTHHUX
MPOJYKYBaTH HOBI 1/1€1, pO3B’A3yBaTH KOMIUIEKCHI MIpoOieMu mpodeciiHoi Ta
JOCJIITHUIILKO-IHHOBAI[IMHOT  AISIBHOCTI Y cdepl KiOepOe3nmeku Ta 3aXUCTY
iH(popMallii, 3aCTOCOBYBAaTH METOJ0JIOT1I0 HAYKOBOI Ta MENaroriuHoi JiSIbHOCTI, Ta
3MIACHIOBATH BJIACHI HAYKOB1 JOCHIIKEHHS, pEe3ylbTaTH SIKMX MarOTh HAyKOBY
HOBH3HY, TEOPETHUYHE Ta MPAKTUYHE 3HAYEHHS Yy rany3i iHhopMaliiiHuX TeXHOIOT1H
1u1st oTped [lepxcrnenss’a3Ky.

Meta OCBITHBO-HAYKOBO1 mporpamu BiAnoBigae CranmapTy Ta cTparerii
po3Butky KIII im. Irops Cikopcbkoro na 2020-2025 poku mono ¢GpopmyBaHHS
CycHnuIbCTBAa MaWOyTHHOTO Ha 3acajax KOHIIEMNIIi CTaJoro pO3BUTKY Ta
dbyHaaMeHTanizamii miaroToBku (haxisIliB.

Training of highly qualified, competitive, integrated into the European and
global scientific and educational space specialists capable of producing new ideas,
solving complex problems of professional and research and innovation activities in



https://osvita.kpi.ua/F5_ONPD_BDIR
https://osvita.kpi.ua/F5_ONPD_BDIR
https://sk1.pp.ua/phd.html#opp-2022
https://sk1.pp.ua/phd.html#opp-2022

7126

the field of cybersecurity and information protection, applying the methodology of
scientific and pedagogical activities, and conducting their own scientific research,
the results of which have scientific novelty, theoretical and practical significance in

the field of information technologies
Communications.

for the needs of the State Special

The purpose of the educational and scientific program corresponds to the
Standard and Development Strategy of Igor Sikorsky Kyiv Polytechnic Institute for
2020-2025 regarding the formation of the society of the future based on the concept
of sustainable development and fundamentalization of specialist training.

3 — Xapakrepuctuka ocBiTHbOI nporpamu/ Educational programme characteristics

Ilpeomemna obracmu/Subject area

06’exkm (u) susuenns ma/abo OisNLHOCMI:
— iHpoOpMamiifHi CHCTEMH 1 TEXHOJIOTii Ha
o0’ektax iH(pOpPMAIIAHOI JIAIBHOCTI Ta
KPUTUYHOT iH(ppacTpyKTypH chepu
KiOepOe3neku Ta 3aXucTy iHhopMartii;

— HOBITHI CUCTEMH  Ta  KOMIUIEKCH
CTBOpEHHsI, 00poOKH, mepenadi, 30epiranns,
3HUIICHHSA, 3aXHCTy Ta BiJOOpaXeHHS
iHdopmartii (iHpopMalLiiTHUX TOTOKIB);

— cydacHi iH(opMaImiiiHi pecypcu pi3HUX
KJIaciB (y Tomy qHCIIi aep>KaBHi
iHpOopMariitHi pecypcn);

—mporpaMHe Ta  [POrpaMHO-amapaTHe
3abe3nedeHHs (3acoom) Kibep3axucTy;

— aBTOMAaTH30BaHI CHUCTEMHU  YIPaBIiHHS
iHpopMmariitHOI0 6e3meKoro, KibepOe3neKkoro
Ta 3aXMCTOM iH(pOpMaii;

— METOJI0JIOT1i, TEXHOJIOI1l, METOAH, MOJEIII
Ta 3acobu KkibepOe3nmekn Ta 3aXHCTy
iHpopMmarii.

Teopemuunuii 3micm npeomemmuoi odaacmi:
NPUHIMIK, KOHIEMIi, Teopii 3aXHUCTy
KUTTEBO BaXJIMBUX IHTEPECIB JIIOJUHU 1
IpPOMaJIsIHUHA, CYCNUIbCTBA Ta JIEpPKaBU MiJ
yac BUKOPHUCTaHHS KiOepmpocTopy, 3a SKOTro
3a0e3MeuyI0ThCs cTanuit PO3BHUTOK
iH(pOpMAIIITHOTO CyCHiIBCTBA Ta HU(PPOBOTO
KOMYHIKaTUBHOTO CEPEIOBHINA, CBOE€YACHE
BUSIBJIEHHSI, 3amoOiraHHs 1 HelTpamizauis

Object (s) of study and/or activity:

— information systems and technologies at
information activity facilities and critical
infrastructure in the field of cybersecurity
and information protection;

— latest systems and complexes for creating,
processing, transmitting, storing,
destroying, protecting and displaying
information (information flows);

— modern information resources of various
classes  (including state information
resources);

— software and hardware (tools) for cyber
protection;

— automated  information  security,
cybersecurity and information protection
management systems;

— methodologies, technologies, methods,
models and tools of cybersecurity and
information protection.

Theoretical content of the subject area:
principles, concepts, theories of protecting
the vital interests of a person and citizen,
society and the state when using
cyberspace, which ensures the sustainable
development of the information society and
the digital communicative environment,
timely detection, prevention and
neutralization of real and potential threats
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MOTEHIIUHUX
oesmner

peanbHUX i
HaI10HAJIbHIN
kibepmpocTopi.
Memoou, memoouxku ma  MexHonNo2ii:
CydyacHI METOAHM, MOJENl, METOAUKUA Ta
TEXHOJOr1] HOCIIUKEHHS Ta BIOCKOHAJIIEHHSI
IIPOLIECIB CTBOPEHHSA, 0OpOOKM, mepenaui,

3arpo3
Ykpainu y

NpUMaHHs, 3HUIIEHHS, BlAOOpaKeHHS,
3axucty (kibep3axucty) iHpOpMaifHUX
pecypciB 'y  kibepmpocTopi,  MeTOAH

CTaTHUCTUYHOTO aHAJI3y NaHUX.
Incmpymenmu ma ob1a0HamHsA. TPOTrPaMHO-
amapaTHe Ta IporpamMHe 3a0e3ledeHHS,
IHCTpYMEHTaIbHI  3acO0M, KOMII IOT€pHA
TEeXHIKa, crerianbHi KOHTPOJIbHO-
BUMIPIOBAJIbHI pUiIaau, IIPOrpaMHO-
TEXHIYHI 3ac00M aBTOMaTM3alli Ta CUCTEMHU
aBTOMaTHU3aIl1 MPOEKTYBAaHHA,
BUPOOHMIITBA, EKCIUTyaTallii, KOHTPOJIIO,
MOHITOPUHTY, MEpPEeXHi, MOOUIbHI, XMapHi,
TEXHOJIOT1i, MEpeXKHE YCTaTKyBaHHS Ta
CepeIOBUINE, MPHUKIAHE Ta CIeIiali30BaHe
nporpaMHe 3a0e3leueHHs, aBTOMAaTHU30BaH1
CHCTEMH Ta KOMIUIEKCH TIPOEKTYBaHHS,
MOJICJIIOBAHHSA, EKCIUTyaTamii, KOHTPOJIIO,
MOHITOPUHTY, OOpOOKHM, BimoOpa>keHHS Ta
3axUCTy JaHuX (iHGopMarmiitHIX MOTOKIB).

to the national security of Ukraine in
cyberspace.

Methods, techniques and technologies:
modern methods, models, techniques and
technologies for research and improvement
of the processes of creation, processing,
transmission, reception, destruction,
display, protection (cyber protection) of
information  resources in  cyberspace,
methods of statistical data analysis.

Tools and equipment: hardware and
software, tools, computer equipment,
special control and measuring instruments,
software and hardware automation tools
and automation systems for design,
production, operation, control, monitoring,
network, mobile, cloud, technologies,
network equipment and environment,
application and specialized software,
automated systems and complexes for
design, modeling, operation, control,
monitoring,  processing, display and
protection of data (information flows).

Opienmayia Oll/Aspect EP

OcCBiTHBO-HAYKOBA

Educational and scientific

Ocnosnuii poxyc Oll/Main focus EP

baszosuti  ¢okyc oceimnvoi mnpoepamu —

kibepOe3nexa, TeXHIYHHUNA Ta
kpunrorpagiyHuid  3axucT  iHpOpMaIii,
CydacHI METOOM Ta 3aco0u  3aXHCTy
1H(popmarii.

Knrwouosi cnosa: xibepbe3neka, TeXHIYHUI
3axucT  iHpopmamii,  KpunrorpadiuHuit

3axuCT 1H(oOpMaIlii, CcydacHI METOau Ta
3aco0u 3axucTy iH(pOopMarii.

The basic focus of the educational program
— IS cyber security, technical and
cryptographic  information  protection,
modern methods and means of information

protection.
Keywords: cyber security, technical
information  protection,  cryptographic

information protection, modern methods
and means of information protection.
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Ocoobnuseocmi Oll/Features EP

[TinroToBka (axiBIliB, 3MaTHUX TPOBOIAUTH
ycmimHy — npodeciiHy — iHKEHepHy — Ta
HAyKOBY  MiSUTBHICTH y ramysi
iHpopMAIIfHUX ~ TEXHOJOTiH, MmO  Mae
NPEeIMETHY CHPSMOBAHICTh 3a HampsMaMu
KibepOe3mnexwu, KpUNTOTrpadivHOrO Ta
TEXHIYHOTO 3aXHCTy iH(opmarii, Ha OCHOBI
MIMPOKOi MOrmuOiIeHoi 0a30BOi MiArOTOBKU
Ta 30AaTHOCTI IIBUIAKOIO CaMOCTIMHOTIO
OCBOEHHS HOBHUX TEXHOJOIIH 1 CHCTEM IS
notped [epxxcnen3s’si3Ky.

I[Mii Ta  KOHTEHT  OCBITHBO-HAYKOBOI
IporpamMH BiAMOBIIAIOTH KOHIETITyaJbHUM
nonokeHHst crparerii  po3Butky KIII im.
Iropst Cikopcekoro, 30kpema, 3a0e31eueHHIO
CHCTEMHOCT] Ta KOMILJIEKCHOCTI ITiATOTOBKH,
rapMOHi3allii B3a€EMOJIii OCBITHBROTO TPOIIECY
3 HAayKOBOIO Ta  HAYKOBO-TEXHIYHOIO
TISUTBHICTIO TiApo3itiB  Jlepikcrenss’ 3Ky,
BpaxyBaHHIO ICHYIOYOTO CTaHy PO3BHUTKY
HayKH, TEXHIKH, TEXHOJIOT'1H Ta
BUPOOHMIITBA; CTBOPEHHIO 32 PaxyHOK
MOEHAHHS HAayK Ta MEPEOBOi OCBITH YMOB
IUTSL TEXHOJIOTIYHOTO TIPOPUBY 32 HANpsSMaMu
KibepOe3mnexwu, KpUNTOTrpadiaHOTO Ta
TEXHIYHOTO 3aXHUCTy iH(popMaIllii B iHTEpecax
Jlepcnens3s 3Ky .

Training of specialists capable of
conducting successful professional
engineering and scientific activities in the
field of information technologies, which
has a subject orientation in the areas of
cyber security, cryptographic and technical
protection of information, based on
extensive in-depth basic training and the
ability to quickly independently master new
technologies and systems for the needs of
the State Special Communications.

The goals and content of the educational
and scientific program correspond to the
conceptual provisions of the development
strategy of at Igor Sikorsky Kyiv
Polytechnic  Institute in  particular,
regarding the provision of systematic and
comprehensive training of personnel,
harmonization of the interaction of the
educational process with the scientific and
scientific and technical activities of the
units of the State Special Communications;
taking into account the current state of
development of science, technology,
technology and production; creating
conditions for a technological breakthrough
in the areas of cyber security, cryptographic
and technical protection of information in
the interests of the State Special
Communications Service due to the
combination of science and advanced
education.

4 — HpHIlaTHiCTL Bl/ll'lyCKHl/lKiB A0 IpaleBJIAITYBAHHA Ta MOAAJILIIIOI0 HaBYaHHS/
Eligibility of graduates for employment and further study

Ilpuoamnicmo 0o npayesnawmysanns/Eligibility for employment

JlepkaBHE 3aMOBJIEHHS Ha MIATOTOBKY
HAYKOBHUX Ta HAayKOBO-TIEJArOTIYHUX KaJpiB
3MIMCHIOETBCS ST 3aJ0BOJICHHA TOTPEO

The state order for the training of scientific
and scientific-pedagogical personnel is
carried out to meet the needs of the State
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Jlepkcnen3B’si3Ky 100 3aMIIIEHHS MOca

HAyKOBUX 1 HAyKOBO-TIEJIaTOTTYHUX
MpaIiBHUKIB, BUMOTH bi (o) SIKUX
nepeadavaTh HAsABHICTH HayKOBOT'O
CTYTICHS.

[Ipodecionann B ramy3it kibepOe3neku Ta
3aXUCTY iH(pop™marii BiJIITOBITHO

HamionansHoro kmacudgikatopa Ykpainu:
Knacudikarop mnpodeciii JIK 003:2010.
[Tpodecionan: 2139 Ipodecionanu B iHIUX
ramy3sx oO4uclieHb  (KOMIT'IOTepHu3allii),
2310 Buxkiamaui 3axkiagiB BUIOI OCBITH.

Special Communications regarding the
replacement of positions of scientific and
scientific-pedagogical workers, the
requirements for which require the presence
of a scientific degree.

Professionals in the field of cybersecurity
and information protection according to the
National Classifier of Ukraine: Classifier of
professions SC 003:2010. Professional:
2139 Professionals in other fields of
computing (computerization), 2310
Teachers of higher education institutions.

THooanvwe naguanns/Further study

[lpaBo Ha 3700yTTS HaykoBoro crymeHs [ The right to obtain a doctorate and
JIOKTOpa HayK Ta nojaTkoBux kBamidikariii | additional qualifications in the adult
y CHCTEMi OCBITH JIOPOCIIHX. education system.
5 — Bukinananns ta ouinioBanHs/Teaching and assessment
Buknaoanus ma nasuanus/Teaching and studying
[TpoGnemHo-opieHTOBaHe  HaBuaHHs 3 | Problem-oriented  learning  with  the

HAaOYTTSM KOMIIETEHTHOCTEH, HEOOXiTHUX
JUIA IPOIyKYBAaHHS HOBMX 1J1€H, PO3B’sI3aHHS
KOMIUIEKCHUX TmpoOieM y mpodeciiiHiit

acquisition of competencies necessary for
the production of new ideas, solving
complex problems in the professional field,

rajgysi, sKe BKJIrouae Jiekmii, nmpakrudni Ta [ which includes lectures, practical and
CeMIHAPChKI 3aHATTS, TEXHOJIOTIS 3Miranoro | seminar classes, mixed learning technology,
HABYaHHS, neJaroriyya npakTHKa, | pedagogical practice, preparation and
miroToBka Ta  3axucT  aucepTariinoi | defense of dissertation work.

poboTH.

Ouinrosanns/Assessment

[Torounnit KOHTPOJITh y surisii | Current control in the form of test papers,
KOHTPOJIBHUX pooir, pedeparis, | essays, semester control in the form of tests

CEMECTPOBUI KOHTPOJIb Y BUIJIA/I 3aJIIKIB Ta
MMCBMOBHUX 1 YCHUX €K3aMEHIB MPOBOJSATHCA
BiAnoBiAHO 10 [lonokeHHs mpo cucremy
OLIIHIOBaHHs pe3ynbTariB HaByaHHsA B KIII
iMm. Irops  Cikopcbkoro.  IlpomikHuit
KOHTPOJIb 3 HAYKOBOT POOOTH 3A1HMCHIOETHCS
y Gopmi PpiYHOrO 3BITY BIANOBIIHO [0

and written and oral exams are conducted in
accordance with the Regulation on the
system of evaluation of study results at Igor
Sikorsky  Kyiv  Polytechnic Institute.
Intermediate control of scientific work is
carried out in the form of an annual report
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1HUB1IyaJIbHOTO TUIaHY.

in accordance with the individual plan.

6 — KomnerenTHocTti/Competencies

Iumeepanvua komnemenmuicms/Integral competence

31aTHICTh ~ NOPOAYKYBaTH  HOBI  17e€d,
pO3B’sI3yBaTu KOMIUICKCHI npoOiaemMu
npodeciitaoi Ta/abo JOCITi THUITBKO-
iHHOBaliHOI  misipHOCTI Yy cepi
kibepOe3nekn Ta 3axucty iHdopMmarii,
3aCTOCOBYBAaTH METOJIONIOTII0 HAyKOBOI Ta
[earoriyaol JUSUTBHOCTI, a TaKOX

MNpOBOJUTHU BJIACHC HAYKOBC Z[OCJIiI[)KCHH)I,
PE3YJIbTATU SAKOI'0O MAarOTh HAYKOBY HOBU3HY,
TCOPCTUYIHC Ta NPAKTUIHC 3HAYCHHH.

Ability to produce new ideas, solve
complex problems in the field of computer
science, apply the methodology of scientific
and pedagogical activity, as well as conduct
own scientific research, the results of which
have scientific novelty, theoretical and
practical significance.

3acanvni komnemenmuocmi (3K)/General competencies(GC)

3K 1 3patHiCcTh 10 aOCTPaKTHOTO MUCJIEHHS,
aHaI3y 1 CUHTE3Y.

GC 1 Ability to think abstractly, analyse
and synthesise.

3K 2 3naTHicTh 10 MOWIyKy, 0OpOoOIeHHS Ta
aHaii3zy iHdopmMalii 3 pi3HUX JHKEpelL.

GC 2 Ability to search, process and analyse
information from various sources.

3K 3 3xarHicTh MpaIroBaTu B
MIKHapOAHOMY KOHTEKCTI.

GC 3 Ability to work in an international
context.

3K 4 3naTHIiCTh pO3B’SI3yBaTH KOMIUIEKCHI
npoOyieMn TPeJIMETHOI 00acTi Ha OCHOBI
CHCTEMHOTO0 HAyKOBOTO CBITOIVIALY Ta
3arajJlbHOTO  KYJBTYPHOTO KpPyrosopy i3
AOTPUMAHHSAM  TPHHLHUIIB  TpodeciitHol
€TUKH Ta aKaJeMIYHO1 JOOPOUECHOCTI.

GC 4 Ability to solve complex problems in
the subject area based on a systematic
scientific worldview and general cultural
outlook while adhering to the principles of
professional ethics and academic integrity.

Cneyianvhi (¢haxosi, npeomemni) komnemenmnuocmi (CK)/ Special (professional,
subject-specific) competencies (SC)

CK 1 3garHicTh BHMKOHYBAaTHU OpPHIIHAJbHI
JOCHIKEHHS, JocAraTi HayKOBUX
pE3yJIbTATIB, SIKI CTBOPIOIOTh HOBI1 3HAHHS Y
cdepi kibepbesnekn Ta 3axucTy iHPopmarii
Ta JIOTHYHUX MDKJIMCHUTUTIHAPHUX
HampsiMax 1 MOXyTb OyTH OIyOJIIKOBaH1 Y
NPOBIIHUX  HAyKOBUX  BUJAHHAX 3

SC 1 Ability to perform original research,
achieve scientific results that create new
knowledge in the field of cybersecurity and
information  protection and  related
interdisciplinary areas and can be published
in leading scientific publications in
cybersecurity and information protection.
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KibepOe3neku Ta 3axucty iHdopmarrii.

CK 2 3paTHicTh 1HIIIIOBAaTH, PO3pOOIATH 1
peai3oByBaTH KOMIUIEKCHI HAyKOBI Ta
iHHOBAIiliHI TTpoekTH B cepi kibepOe3nekn
Ta 3aXHUCTy iH(pOopMarii.

SC 2 Ability to initiate, develop and
implement  complex  scientific  and
innovative projects in the field of

cybersecurity and information protection.

CK 3 3gatHicTe  pO3B’A3yBaTW  3HAYYMI
npoOiiemu y cdepi kibepOe3nekn Ta 3aXucTy
1H(popmaii, pO3LIMPIOBATH Ta

MIEPEOIIHIOBAaTH HAsIBHI 3HAHHS 1 Tpodeciitai
MPAKTHKH.

SC 3 Ability to solve significant problems
in the field of cybersecurity and
information protection, expand and reassess
existing knowledge and professional
practices.

CK 4 3parHicTh €()EKTUBHO 3aCTOCOBYBATH
METOJM aHaji3y AaHWX, KOHLENTYaJIbHOTO,
MaTeMaTUIHOTO Ta KOMII FOTEpHOTO
MOJICTIIOBAHHS, BHKOHYBAaTH HATypHI Ta
00YHCITIOBATBHI eKCIIEPUMEHTH npu
NPOBEIACHHI  HAyKOBHX 1  MPHUKIAIHUX
gocmmkeHnb y cdepi kiGepOesnmeku Ta
3axucTy iH(popmarii.

SC 4 Ability to effectively apply data
analysis methods, conceptual, mathematical
and computer modeling, and perform field
and computational experiments when
conducting scientific and applied research
in the field of cybersecurity and
information protection.

CK 5 3garHicTh TeHEpYBaTH HOBI iiel MI0J0
PO3BHUTKY TeOpii Ta MPAaKTHKH KiOepOe3nexu
Ta 3aXMCTy iH(OpMaIlli, BUIBISATH, CTAaBUTH
Ta BUpILIYBaTU NPOOJEMHU IOCHITHULBKOIO
XapakTepy, OILIHIOBaTH Ta 3a0e3nedyBaTH
SKICTh BUKOHYBAHUX JOCIIHKEHb.

SC 5 Ability to generate new ideas for the
development of the theory and practice of
cybersecurity and information protection, to
identify, pose and solve research problems,
and to evaluate and ensure the quality of
research performed.

CK 6 3gatHiCTh BUTBHO CHUIKYBaTHCS 3
MTUTaHb, 11(0) CTOCYIOThCS chepu
kibepOe3nekn Ta 3axucTy iHdopmMmarii, 3
KOJIeTaMH, HIUPOKOIO HayKOBOIO
CHUTHPHOTOIO, CYCIUJIBCTBOM Yy IIIJIOMY 3
BUKOPHCTAaHHSIM aKaJIeMIYHOI YKPaiHChKO1 Ta
aHTJIICHKOI MOBH.

SC 6 Ability to communicate freely on
issues related to cybersecurity and
information protection with colleagues, the
broader scientific community, and society
at large using academic Ukrainian and
English.

CK 7 3pgartHicTh 3I1MCHIOBATH Ta
OpraHi3oByBaTH HAyKOBY Ta  OCBITHIO
HayKOBO-II€JarOr14Hy JISUTBHICTh y

3aKJIagax BUIIOI OCBITH

SC 7 Ability to carry out and organize
scientific and educational scientific and
pedagogical activities in higher education
institutions

CK 8 3naTHicTh OpraHi3oByBaTH HAyKOBY
JUSIBHICTD 111010 moTped Jlepkerens3s’ a3Ky.

SC 8 Ability to organize scientific activities
in relation to the needs of the State Special
Communications.
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CK 9 3parHicTh CTBOprOBaTH HOBi imei Ta
PO3B’SI3yBaT CKJIaaHI HAYKOBO-TIPUKJIATHI
npobiieMH 3a HampsiMaMmH KibepOesreku,
KpUNTOrpapiqyHOTO Ta TEXHIYHOTO 3aXHCTY
iHpopMartii, Mo MoB’s3aHi 3 PO3POOICHHIM
Ta JIOCIIHKEHHSAM CUCTEM Ta TEXHOJIOTIN I
notped [epxcnenss’si3Ky.

SC 9 Ability to create new ideas and solve
complex scientific and applied problems in
the areas of cyber security, cryptographic
and technical information protection related
to the development and research of systems
and technologies for the needs of the State
Special Communications.

7/ — PesyabTraTnn HapuanHs (PH)/
Learning outcomes (LO)

PH 1 Matun mnepemoBi KOHIENTyallbHI Ta
METOJIOJIOTIUHI 3HAaHHA 3 KiOepOesneku Ta
3axucTy iHpopMalii 1 Ha MeXi MPeIMETHUX
rajxysei, a TakoX JOCIIIHULIbKI HABHUYKH,
JOCTaTHI JUIS TPOBEACHHS HAYKOBHX 1
MPUKIATHUX JOCIHIKEHb Ha PIBHI OCTaHHIX
CBITOBUX [IOCSTHEHb 3 KiOepOesneku Ta
3axucTy iH(opmarii, OTpUMaHHS HOBHX
3HaHb Ta/a00 311HiCHEHHS 1HHOBAIlIH.

LO 1 Have advanced conceptual and
methodological knowledge in cybersecurity
and information protection and at the
border of subject areas, as well as research
skills sufficient to conduct scientific and
applied research at the level of the latest
global achievements in cybersecurity and
information  protection,  obtain  new
knowledge and/or implement innovations.

PH 2 IInanyBatu i BUKOHYBaTU
eKCIepuMEeHTanbHI ~ Ta/abo  TeopeTHyHi
JOCHTIDKeHHS 3 KibepOe3mekn Ta 3aXHcTy
1Hpopmarii Ta TOTUYHUX
MDKAUCHUIIIIHAPHUX HanpsmiB 3
BUKOPUCTAHHSM CYYaCHUX IHCTPYMEHTIB Ta
JOTPUMaHHAM  HOpM  mIpodeciiiHoi 1
aKaJIeMIYHOI ETUKU.

LO 2Plan and carry out experimental
and/or theoretical research in cybersecurity
and information protection and related
interdisciplinary areas using modern tools
and adhering to the norms of professional
and academic ethics.

PH 3 Kputnuno anamizyBatu pe3yibTaTu
BJIACHUX JOCITI/DKEHb 1 Pe3yJbTaTH 1HIINX
JOCTIAHUKIB Y KOHTEKCTI YyChbOI'0 KOMIUIEKCY

LO 3 Critically analyze the results of one's
own research and the results of other
researchers in the context of the entire

Cy4aCHMX 3HaHb 100 JjociimkyBaHoi | complex of modern knowledge on the
poOJIEeMH. problem under study.
PH 4 I'mu6oko PO3YMITH saranpHi | LO 4 Deeply understand the general

NPUHIMIIA Ta METOAM KibepOe3nmeku Ta
3axucTy iH(pOpMAIlii, a TAKOXK METOHOJOTII0
HAyKOBUX JOCTi)KeHb, 3aCTOCYBaTH iX Yy
BJIACHHUX JOCTIIKEHHSX y cdepi
1H(popMaLITHUX TEXHOJIOTIN Ta y
BUKJIAAAIbKIM IPAKTHUILIL.

principles and methods of cybersecurity and
information protection, as well as the
methodology of scientific research, and to
apply them in one's own research in the
field of information technology and in
teaching practice.

PH 5 ®opmyioBaty 1 mepeBipsTH TIOTE3H;
BUKOPUCTOBYBaTH  JUIsl  OOIPYHTYBaHHS

LO 5 Formulate and test hypotheses; use
appropriate  evidence to  substantiate
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BHCHOBKIB  HaJIe’)KHI  JOKasH,
pe3yJbTaTH TEOPETHYHOTO
eKCIIEPUMEHTATbHUX JOCITIKEHb i
MaTEMaTUYHOTO  Ta/ab0  KOMIT IOTEPHOTO
MOJIETIIOBAHHS, HAasBHI1 JIITEpATypHI JAaHI.

30KpeMa,
aHaizy,

conclusions, including the results of
theoretical analysis, experimental studies,
and  mathematical and/or  computer
modeling, and available literature data.

PH 6 Binbao MIPE3EHTYBATH Ta
oOroBopioBatu 3 (axiBusgMu i HedaxiBIIMU
pe3yJNbTaTH  JIOCHIKCHb, HAYKOBI  Ta
OpUKIaAHI mpobiemMu  KiOepOesmekn Ta
3axuCTy  iHpopMaIii  JIepKaBHOW  Ta
1HO3eMHOI0O MOBAaMH YCHO Ta MHCBMOBO,
OTIPIITIOHIOBATH PE3YJIbTaTH NOCIIIKEHb Y
HAyKOBHX  MyONiKamisx y  OPOBLIHHUX
BITYM3HSHUX Ta MDKHApPOJHUX HAYKOBHX
BUJAHHSX.

LO 6 Freely present and discuss with
specialists and non-specialists research
results, scientific and applied problems of
cybersecurity and information protection in
the state and foreign languages, orally and
in writing, to publish research results in
scientific publications in leading domestic
and international scientific journals.

PH 7 3actocoByBaTu 3arajibHi NPUHIMUIMN Ta

METOOM MaTeMaTHKH, I1H(QOpPMAaTHUKU Ta
IHIIMX HayK, a TaKoX Cy4dacHI METOJIu Ta
iHCTpyMeHTH, 1M(POBI  TEXHONOTiI Ta

Creriaii3oBaHe TporpamHe 3a0e3rneueHHs
IUISL TIPOB/KEHHSI HAYKOBHUX JOCIHIKEHb Y
cdepi kibepOesnekn Ta 3aXucTy iHdopMmariii.

LO 7 Apply general principles and
methods of mathematics, computer
science, and other sciences, as well as
modern methods and tools, digital
technologies, and specialized software to
conduct scientific research in the field of
cybersecurity and information protection.

PH 8 Po3polistu Ta JOCTIKYBaTH
KOHIIETITYaJIbHI, MaTeMaTH4H1 1
KOMIT'IOTEPHI MOJIENli TPOIECiB 1 CHCTEM,
epeKTUBHO  BUKOPUCTOBYBATH  iX  JUIA
OTPUMAaHHS HOBHX 3HaHb Ta/ab0 CTBOPEHHS
IHHOBaLIMHUX MPOAYKTIB y KibepOe3neku Ta
3aXUCTY iH(pop™marii Ta JOTUYHUX
MDKIUCHUILITIHAPHUX HaNpsiMax.

LO 8 Develop and research conceptual,
mathematical and computer models of
processes and systems, effectively use them
to obtain new knowledge and/or create
innovative products in cybersecurity and
information ~ protection and  related
interdisciplinary areas.

PH 9 3acTtocoByBaru cydacHi iHCTpYMEHTH 1
TEXHOJIOT1i OITyKy, 0OpOOIeHHS Ta aHAIi3y
1H(popmali, 30KpeMa, CTaTUCTHYHI METOJIU
aHayizy JaHuX BEIMKOTro oO0csary Ta/abo
CKJIQJIHO1 CTPYKTYpH, CHeIliami3oBaHi 0a3u
TaHUX Ta iH(OpPMAIiiiHI CHCTEMHU.

LO 9 Apply modern tools and technologies
for searching, processing and analyzing
information, in  particular, statistical
methods for analyzing large-scale and/or
complex data, specialized databases and
information systems.

PH 10 OpranizoByBatn 1  31ilCHIOBAaTH
OCBiTHIN mpomec y cdepi kibepdesneku Ta

3axucty  iH(popmamii, HOTrO  HAYKOBE,
HaBYAJIbHO-METOJMYHE Ta  HOPMATHUBHE
3a0e3reueHHs, po3poOISITH 1 BUKIAJATH

LO 10 Organize and implement the
educational process in the field of
cybersecurity and information protection,
its scientific, educational, methodological
and regulatory support, to develop and
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cuellajibHl  HaBYaJIbHI1
3aKJiagax BHUIIOI OCBITH.

TUCHUIUIIHA Y

teach special academic disciplines in higher
education institutions.

PH 11 Bminusa IJJAHYBaTH Ta
OpraHi30BYBaTH BJIAaCHY HAyKOBY JISJIbHICTb
010 noTped Jlepkcnen3s’a3Ky.

LO 11 Ability to plan and organize one's
own scientific activities in relation to the
needs of the State Special Communications.

PH 12 BMmiuus
OCMUCJIIFOBATH

Ta BCEOIUHO
npobiemMu 3
BUKOPHUCTaHHSAM ¢d110copchKuX
3araJibHOHAyKOBUX M1IXOO1B Ta
ocobsmBOCTEH 3aB/iaHb JlepiKcnen3B a3Ky.

KPUTUYHO
HayKOBI

LO 12 Ability to critically and
comprehensively  understand  scientific
problems using philosophical general

scientific approaches and specific tasks of
the State Special Communications.

PH 13 CtBoproBatu HOBI 11el Ta
PO3B’SI3yBaTH CKJIaaHI HAYKOBO-TIPUKJIATHI
npobOireMu 3a HampsiMaMu  KiOepOe3mekw,
KpUNTOrpapiqvHOTO Ta TEXHIYHOTO 3aXHCTY
1H(popMalii, 0 NOB’sI3aH1 3 PO3POOIEHHAM
Ta JOCHIIHKEHHSIM CUCTEM Ta TEXHOJIOIH IS
notped [epkcnenss’si3Ky.

LO 13 Create new ideas and solve complex
scientific and applied problems in the areas
of cyber security, cryptographic and
technical protection of information related
to the development and research of systems
and technologies for the needs of the State
Special Communications.

8 — PecypcHe 3a0e3nmeuenHsi peagizanii mporpamu /
Resource provision for programme implementation

Kaopose 3a6e3neuenns/Staffing

BianoBigHO [0 KaapoBUX BHUMOI  II0J0
3a0e3leyeHHsl  IPOBA/HKEHHS  OCBITHBOI
JISTTBHOCT1 JJI1 BIATMOBIAHOTO PIBHS BHUILOT
OCBITH, 3aTBEPIAKEHUX ITocTanoBoO
Kabinetry MiHictpiB Ykpaiau B1Jl
30.12.2015 p. Ne 1187 B unHHIN penakiii.
3alyueHHs J0 BUKIAJaHHSA MNpodeciiiHo-
OpI1EHTOBAHUX JUCLIUATLIIH (axiBIiiB-
MIPAKTUKIB B Taily31 KI0epOe3neKu Ta 3aXUCTy
iH(dopmarlii, 30kpema JiBa 1.T.H., 3 HUX OJIUH
npodecop, OOMH JOLEHT Ta OAMH K.T.H.
JIOLICHT.

In accordance with the personnel
requirements for ensuring the
implementation of educational activities for
the corresponding level of higher education,
approved by the Resolution of the Cabinet
of Ministers of Ukraine dated 30.12.2015
Ne 1187 in the current version.

Involvement of practitioners in the field of
cyber security and information protection
including two Dr. Sci. (Engin.), including
one professor, one associate professor, and
one PhD (Engin.). Associate Professor.

Mamepianvrno-mexniune 3abesneuennsi/Material-technical support

BiamoBigHO 40 TEXHOJOTIYHHUX BHUMOTI IIOJO
MaTreplaJbHO-TEXHIYHOTO 3a0e3neYeHHs
OCBITHBOI [IISUIBHOCT1 BIJMOBIJHOTO PIBHS

In accordance with the technological
requirements for the material and technical
support of educational activities of the
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BUIIOI OCBiTH, 3aTtBepmkeHuX I[loctanosoro | corresponding level of higher education,
KabGimery = MinictpiB  Ykpaimm  Bix | approved by the Resolution of the Cabinet
30.12.2015 p. Ne 1187 B unHHII pemakii. of Ministers of Ukraine dated December 30,
Bukopucranus  cydacHmx ~ 3aco0iB  Ta [ 2015 Ne 1187 in the current version.
KOMIUIEKCIB  Juig  JociijpkenHs — ominku | The use of modern means and complexes
3axuieHocti iHpopmanii, Bumora 1momo | for the study of the assessment of the
3aXHCTY sIKOI TmependadeHa 3akoHoaaBcTBOM | security of information, the requirement for
Vkpainu, opieHTOBaHMX Ha 37iiicHeHHs | the protection of which is stipulated by the
OCBITHBOTO TIPOIIECY. legislation of Ukraine, oriented to the
30kpeMa JUII BHKOPUCTAaHHS B OCBiTHBO- [ Implementation of the educational process.
HAyKOBOMY Tmpolieci miaroroBku moktopis | In particular, the following are available for
¢inocodii maroTh Micie: oHa KoMIl roTepHa | use in the educational and scientific process
HaBYaJbHA Jiaboparopis, oaHa HaByanbHa | Of training doctors of philosophy: one
nabopaTopiss 3 TEXHIYHOrO  3axuCTy | computer training laboratory, one training
iHpOop™Marii iMeHi Cxpunnuka JI. B., | laboratory ~ for  technical  information
obmamuanns HaykoBo-mocmigHoro unentpy | protection named after Skrypnyk L. V,
[HCcTHTYTY, JIOCTATHE myasTEMeiiine | equipment of the Institute's Research
o0J1aIHaHHS. Center, sufficient multimedia equipment.

Ingopmayitine ma nasuanvrHo-memoouune 3abe3neyenHs/
Information and methodical support of the educational process

BiamoBigHO 10 TEXHONOTIYHUX BUMOT MO0 MaTepPiaTbHO-TEXHIYHOTO 3a0e3MeUCHHS
OCBITHBOI MAISUTBHOCTI BIAMOBIAHOTO PIBHS BHINOI OCBITH, 3aTBepukeHuX IlocTtaHoBOIO
Kab6inery MinictpiB Ykpainu Big 30.12.2015 p. Ne 1187 B unnHIN penakiiii.

KopucryBanass HayxoBo-texniunoro 6i6miorexoro KIII im. Irops Cikopcebkoro,
biGmioTexoro HaB4yanpHOTO Biaainy IHcTutyTy, CnemiansHoro 6i0mioTexoro [HCTHTYTY Ta
inmmmu iHopmaniiaumu pecypcamu KIII im. Irops Cikoperkoro ta IC331 KIII im. Irops
CiKOpCBKOTO.

In accordance with the technological requirements for the material and technical
support of educational activities of the appropriate level of higher education, approved by
the Resolution of the Cabinet of Ministers of Ukraine dated December 30, 2015 Ne 1187 in
the current version.

Use of the Scientific and Technical Library of KPI of Igor Sikorsky Kyiv Polytechnic
Institute, the library of the educational department of the Institute, the Special Library of
the Institute and other information resources of KPI of Igor Sikorsky Kyiv Polytechnic
Institute and 1SZZI of Igor Sikorsky Kyiv Polytechnic Institute.

9 — AkajemiuHa MoOUIbHicTH/Academic mobility

Hayionanvna kpeoumna mobinonicms/National credit mobility
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[Tporpamoro He nepeabdadeHo.

The program does not provide.

Midcnapoona kpeoumna mobinvricms/International credit mobility

[Tporpamoro He nepeabdadeHo.

The program does not provide.

Hasuanns inozemnux 3006ysauie BO/ Study of foreign applicants of HE

[Tporpamoro He nepexbadeHo.

The program does not provide.

10 — IIpouenypa mpucBoenHsi mpodeciiinux kBagidikamii / Procedure for

awarding professional qualifications

2. IIEPEJIIK OCBITHIX KOMIIOHEHTIB/EDUCATIONAL COMPONENTS

Kox/

Code OcgitHi komnonenTr/Educational Components

Kpenutu
€KTC/
ECTS credits

Dopma
ITi ICYMKOBOT O
KOHTPOIIO/
Final control measure
form

O06o0B’s13Kk0Bi (HopmaTuBHi) koMnoHeHTH/Required (standard) components

dinocodebki 3acaan HAYKOBOT TisSUTBHOCTI/

HK 1 Philosophical principles of scientific activity

eK3aMen/exam

IHO3eMHa MOBa 1J11 HAYKOBOi A1SUTBHOCTI.
HK Yacrtuna 1. HaykoBi gocmimkenns/

2.1 The foreign language for scientific activity.
Part 1. Scientific research

samik/test

IHO3eMHa MOBa 1J11 HAYKOBOi A1SIBHOCTI.
Yactuna 2. HaykoBa KoMyHIKaIis/

The foreign language for scientific activity.
Part 2. Scientific communication

H22

samik/test

MeTonon0riss HAyKOBUX JOCIIIKEHB/

H3 The Methodology of scientific research

samik/test
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H4

AKTyanbpH1 MpoOJIeMHU NeAaroriku BULOT IIKOJIN/
The Actual problems of higher school pedagogy

samik/test

H5S

[TigroroBKa HayKOBHX IyOJTIKaIii Ta
Mpe3eHTalllsl pe3yabTaTiB HAYKOBUX JTOCHIAKEHB/
The Preparation of scientific publications and
presentation of the results of scientific research

samik/test

H 6

Ilenaroriuna npaktuka/ Pedagogical practice

samik/test

H7

MCTOI[OJ'IOFiH IMPOCKTYBAHHS Ta IICPCIICKTHUBU
PO3BUTKY 3ac001B 3axXucTy iH(pOopMaIii/
Design methodology and prospects for the
development of information protection tools

eK3aMen/exam

H8

Hocnimxenns omepairiii/Operations Research

eK3aMen/exam

Buo6ipkoBi komnonentu/Elective components

BK1

BubipkoBa nucuuriina 3 @-Kartanory /
Elective Subject from P-Catalogue

eK3aMen/exam

BK 2

BubipxoBa nucuumiina 3 ®-Kartanory/
Elective Subject from P-Catalogue

eK3aMen/exam

3araapHu 00cIT 000B’A3KOBUX KOMIIOHEHTIB/
Total scope of the required components:

34

3aranpHui 06cAT BUOIPKOBUX KOMITOHEHTIB/
Total scope of the elective components:

14

3ATAJIBHUM OBCST OCBITHBOI ITIPOI'PAMM/

TOTAL SCOPE OF THE EDUCATIONAL PROGRAMME

48
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3. CTPYKTYPHO-JOI'TYHA CXEMA OCBITHBOI IIPOI'PAMU/
STRUCTURAL-AND-LOGICAL SCHEME of THE EDUCATIONAL

PROGRAMME

YactuHa 1. Haykosi
LOCNIAKEeHHA

YacTtuHa 2. Haykosa
KOMYHiKaL,if

npeseHTauis
pe3y/bTaTiB HayKoBUX

[OCNigKeHb

| | | |
| | | |
| cemectp I Il cemecTp I Il cemecTtp I IV cemectp I V-VIII cemecTp
] 1 ] |
| | | |
T T T T
| | |
| | HaykoBa cknagoBa | |
| | | |
| | | |
I | I I
| | | |
* | | |
| 6 | |
. . | AKTyanbHi npobnemn | ! . !
dinocodcbki 3acapm | ngp,arorik:smu.\o'l' | MeparoriyHa b
HayKOBOI AiANbHOCTI | KO | npaKTuKa !
| | |
| | |
| | |
: ‘ | | Iy
| | | |
| | | |
| | t >
! | | |
: | | |
| Y | | : |
I : : BubipkoBa : w
| . .
: MeTogonoria : : Ancumnnida : §
MeTogonoria ! HayKOBMX | ! (3a Hanpamom ! 2 T q
: | . S o b
NPOEKTYBaHHA Ta ! LocnigKeHb ! [loChimKeHHS : LOCAIZKEHHS) : 8 s
| o | | ] 0]
nepcnexkTneun . : : onepau;it | 3 Q)-Ka'ranory | § 8 _3
pO3BUTKY 3acobis ! | | | o
. . E
3axucty inpopmauii | 1 ' ! , ™ =
Yinpopmay ! | i | Bubipkosa
! | | LITE]
! : | (3i cneujanbHocri)
! | | 3 O-Katanor
I .| NiarotosKa HaykoBuX | | —
IHo3emHa moBa A | | IHO3emHa moBa gnqa | nyGaikawyii Ta | Bubipkosi
- . .. . | |
HayKOBOI A1ANbHOCTI. : HayKOBOI AIANBHOCTI. | | : KOMMOHEHTU
T
: | |
1 | |
| | ]
| | |
| | |
! | |
! | |

A 4




| semester

Il semester Il semester

IV semester

20/

V-VIIl semester
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Scientific component

Philosophical principles
of scientific activity

The Actual problems
of higher school

pedagogy

A

Pedagogical practice

A 4

Design methodology
and prospects for the
development of

The Methodology of
scientific research

Operations Research

Elective
Subject
(in the area
of research)
from P-Catalogue

211uaIS

information
protection tools

juauodwod

The foreign language

A

for scientific activity.
Part 1. Scientific
research

Elective
Subject
(by specialty)
from P-Catalogue

i_

The Preparation of
scientific publications
and presentation of

The foreign language
for scientific activity.

\ 4

Elective
components

uoll1elassip 9yl Jo asuajag

Part 2. Scientific the results of

communication R
scientific research

4. HAYKOBA CKJVIAZAOBA / SCIENTIFIC COMPONENT

Pik migroroBku/ Year
of preparation

3micT HaykoBoi podotu acnipanTa/The content of the
postgraduate student’s research work

®DopMH KOHTPOJIIO/
Control forms

1 pix/year

CknamaHHs 1HOUBIAYaJbHOTO IUIAHY HAayKOBOI
poOoTu acmipaHTa Ta HOro 3aTBEp/HKEHHS Ha
BueHi® pani HHI/pakynsrery. Bubip Ta
OOIpyHTYBaHHSI TEMH BJIACHOTO HAYKOBOTO
JOCITI/DKEHHS, BHM3HA4YEHHS 3MICTy, CTpPOKIB
BUKOHAHHA Ta 00CATY HAyKOBUX poOiT; BUOIp Ta
OOIpyHTYBaHHS ~ METOJOJOTIl  MPOBEICHHS
BJIACHOTO HAYKOBOTO JIOCIHI/DKCHHS, 3IICHEHHS
OINIANy Ta aHalizy ICHYIOUMX TMOTJSAIB Ta
MiAXOAIB, III0 PO3BUHYIUCS B CYJYacHI HayIli 3a
oOpanum HampsiMoM. O¢GopMIIEHHS OTPUMAaHUX
pe3ynbTaTiB B TEKCTI  JUCEPTAI[ifHOTO
JIOCJTIHKEHHSL.

[TigroToBka Ta myoOmikamis He MeHme 1-i crarti
y HAYKOBUX BHJIAHHSX, BKJIFOYCHHX JI0 MEPEITiKy

3BITYBaHHS MPO XiA
BUKOHAHHS
IHIUBITYaITBHOTO
IJIaHy HayKOBOI
pobotu  acmipaHTa
IBi4i  Ha piKk 3
MPEJCTAaBICHHIM
MIATBEPHKYIOUUX
MaTepialiB po
HAyKOB1 pe3yNbTaTH
(myOmikarii,
MaTeHTH TOIIIO).




HayKOBUX (haxOBUX BHUAAaHb YKpaiHu, abo y
NEePIOANIHUX HAYKOBHX BUJIaHHSIX
npoiHJeKkcoBaHUX y 0Oa3zax pganux Web of
Science Core Collection Ta/abo Scopus (10
TaKUX MOXYTb OyTH 3apaxoBaHi OJHOOCIOHI
MOHOTpadii, IO pPEKOMEHJOBaHI 10 JpPYKY
Buenoio pamoro VYHiBepcuUTeTy Ta MPOUILIN
perieH3yBaHHs a00 TAaTeHT Ha BHHAXIJ, IO
npoimoB  kBamiikamiiHy — eKCIepTuzy Ta
6e3nocepeHbOo CTOCYETbHCS HAyKOBUX
pe3yibTaTiB AUCepTallii).

Compilation of an individual plan of research
work of a graduate student and its approval by
the Academic Council ESI / faculty. Selection
and justification of the topic of one's own
scientific research, determination of the content,
deadlines and scope of scientific works;
choosing and justifying the methodology of
conducting one's own scientific research,
conducting a review and analysis of existing
views and approaches that have developed in
modern science in the chosen direction.
Presentation of the obtained results in the text of
the dissertation research.

The preparation and publication of at least 1
article in scientific publications included in the
list of specialized scientific publications of
Ukraine, or in periodical scientific publications
indexed in databases Web of Science Core
Collection and/or Scopus (these may include
single monographs recommended for
publication by the Academic Council of the
University and passed a review or a patent for an
invention that passed a qualification examination
and is directly related to the scientific results of
the dissertation).
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Reporting on the
progress of the
implementation  of
the individual plan
of the graduate
student's  scientific
work twice a year
with the
presentation of
supporting materials
on scientific results
(publications,

patents, etc.).

2 pik/year

IIpoBeneHHs i KEpIBHUITBOM HAyKOBOTO
KEepIBHUKA BJIACHOTO HAYKOBOTO JOCIIKCHHSI,
mo nepeadadae BUPIMICHHA JOCTIAHUIBKUX
3aBJlaHb IUIAXOM 3aCTOCYBaHHS KOMILIEKCY
TEOPETUYHUX  Ta EMIIPUYHUX METO/IB.
OdopmileHHS OTPUMAHUX PE3YyNIbTaTiB B TEKCTI
JVCEPTAIIITHOTO JTOCIIKEHHSI.

[TigroToBka Ta myoOmikamis He MeHme 1-i crarti
y HaYKOBUX BUJAHHSAX, BKIIOUEHUX J0 MEPETIKy
HayKOBUX (haxOBUX BHUAAaHb YKpaiHu, abo y
NEePIOANIHUX HAyKOBUX BUJIAHHSX
npoiHJeKkcoBaHUX Yy 0Oa3zax pganux Web of
Science Core Collection Ta/abo Scopus (10

3BITYBaHHS MPO XiA
BUKOHAHHS
1HIUBITYaIBHOTO
IJIaHy HayKOBO1
pobotu  acmipaHTa
IBi4i  Ha PpiK 3
NPEJCTaBICHHAM
MIATBEPHKYIOUUX
MaTepialiB po
HAyKOB1 pe3yJbTaTH
(myOmikarii,
MaTeHTH TOIIIO).




TaKUX MOXYTb OyTH 3apaxoBaHi OJHOOCIOHI
MOHOTpadii, IO pPEeKOMEHJOBaHI 10 JPYKY
Buenoio pamoio VYHiBepcuTeTy Ta MPOUILIN
perieH3yBaHHs a00 TMAaTEeHT Ha BUHAXiA, IO
npoimoB  kBamiikamiiHy — eKclepTuzy Ta
6e3nocepeHbOo CTOCYETBCS HayKOBUX
pe3yibTaTiB AUCEpTAIlii.

Conducting your own research under the
guidance of a supervisor, which involves solving
research problems by applying a set of
theoretical and empirical methods. Presentation
of the obtained results in the text of the
dissertation research.

The preparation and publication of at least 1
article in scientific journals included in the list
of scientific professional publications of Ukraine
or in periodicals indexed in databases Web of
Science Core Collection and/or Scopus (these
may include single monographs recommended
for publication by the Academic Council of the
University and passed a peer review or a patent
for an invention that has passed a qualification
examination and is directly related to the
scientific results of the dissertation.
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Reporting on the
progress of the
implementation  of
the individual plan
of the graduate
student's  scientific
work twice a year
with the
presentation of
supporting materials
on scientific results
(publications,

patents, etc.).

3 pik/year

Amnaniz Ta y3arajabHeHHS OTPUMAHUX
PE3yNbTaTIB BIACHOTO HAYKOBOTO JOCITIIKCHHS;
OOTpYHTYBaHHS HAayKOBOI HOBHU3HH OTPUMAHUX

pe3ynbTaTiB,  ix TEOPETUYHOTO0  Ta/abo
MPAKTUYHOTO 3HAYCHHS. OdopmiieHHs
OTPUMaHUX pe3ynbTaTiB B TEKCTI1

JVCEPTAIIITHOTO JTOCIIKEHHSI.

[TigroToBka Ta myoOmnikamis He MeHme 1-i crarti
y HayKOBUX BUJAHHSAX, BKIIOUEHUX J0 MEPETIKY
HAayKOBUX (haxOBUX BHUAAHb YKpaiHu, abo y
NEePIOANIHUX HAYKOBHX BUJIaHHSIX
NpoiHJeKcOoBaHMX y Oa3ax nanux Web of
Science Core Collection Ta/abo Scopus (10
TaKUX MOXYTb OyTH 3apaxoBaHi OJHOOCIOHI
MOHOTpadii, IO pPEeKOMEHJOBaHI 10 JPYKY
Buenoio pamoio VYHiBepcuTeTy Ta MPOUILIN
perieH3yBaHHs a00 TAaTeHT Ha BHHAXIN, IO
npoimoB  kBamiikamiiHy — eKCIepTuzy Ta
6e3nocepeHbOo CTOCYETBCS HAyKOBUX
pe3yibTaTiB AUCepTAaIllii.

Analysis and generalization of the obtained
results of own scientific research; substantiation
of the scientific novelty of the obtained results,
their theoretical and/or practical significance.

3BITYBaHHS MPO XiA
BUKOHAHHS
1HIUBITYaIBHOTO
IJIaHy HayKOBO1
pobotu  acmipaHTa
IBiUI Ha piK 3
NPEJCTaBICHHAM
MIATBEPHKYIOUUX
MaTepialiB po
HAyKOB1 pe3yJbTaTH
(myOmikarii,
MaTeHTH TOIIIO).

Reporting on the
progress of the
implementation  of
the individual plan




Presentation of the obtained results in the text of
the dissertation research.

The preparation and publication of at least 1
article in scientific publications included in the
list of specialized scientific publications of
Ukraine, or in periodical scientific publications
indexed in databases Web of Science Core
Collection and/or Scopus (these may include
single monographs recommended for
publication by the Academic Council of the
University and passed a peer review or a patent
for an invention that has passed a qualification
examination and is directly related to the
scientific results of the dissertation.
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of the graduate
student's  scientific
work twice a year
with the
presentation of
supporting materials
on scientific results
(publications,

patents, etc.).

4 pik/year

OdopmileHHSI HAyKOBUX JIOCATHEHDb acIipaHTa y
BUTJISIAI  JMICepTallii, MiABEACHHS IMIICyMKIB
IOJ0 TOBHOTH BHUCBITJICHHS  pe3yJbTaTiB
aucepTalii B HAyKOBUX CTaTTAX BiAMOBITHO
YMHHUX BHMOT. BIpOBa/pKeHHS OJepXKaHUX
pe3ysIbTaTIB Ta OTPUMAHHS MIATBEPHKYBATBHUX
JTOKYMEHTIB.

[TpoxomKeHHsT MpOLEAYypH aTecTalii pa3zoBOIO
CIELIai30BaHOI0 BYCHOIO pajiol0 Ha IMiACTaBi
myOJIIYHOTO 3aXHMCTy HAYKOBUX JOCATHEHb Y
¢dopmi tucepTanii.

Designing the scientific achievements of the
graduate student in the form of a dissertation,
summarizing the completeness of the coverage
of the dissertation results in scientific articles in
accordance  with  current  requirements.
Implementation of the obtained results and
receipt of supporting documents.

Passing the attestation procedure by a one-time
specialized scientific council based on the public
defense of scientific achievements in the form of
a dissertation.

3BITYBaHHS MPO XiA

BUKOHAHHS
IHIUBIyaIbHOTO
IUJIaHy HayKOBOI
pobotu  acmipaHTa
Ta Mpe3eHTalis
JMcCepTaliitHOro
JOCITIHKEHHS Ha
3aciaHHl Kadenpu
y TEepPMIHU
BCTaHOBJICHI
HOPMaTUBHUMU
JOKYMEHTaMHU.
[TyOmiyHuii  3axucT
aucepTanii B
pa3oBiii
crienianizoBaHii
BUEHIH paji.

Reporting on the
progress of the
implementation  of
the individual plan
of the graduate
student's  scientific
work and the
presentation of the
dissertation research
at the meeting of the
department  within
the terms established
by regulatory
documents.  Public
defense  of  the
dissertation in a one-
time specialized
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| academic council. |

4. POPMA ATECTAIIII 3JOFYBAYIB BUIIIOI OCBITHW/
THE FORM OF ATTESTATION FOR DEGREE PURSUERS

Arecrariss 3100yBadiB BHUIOI OCBITH 3a OCBITHBO-HAYKOBOIO Mporpamoro «besmeka
Aep)KaBHUX 1HGOPMAIIMHUX pecypciB» 3OIHCHIOETbCS Yy GopMmi MyOIiYHOTO 3aXHUCTY
ArcepTaniifHol poOOTH Ta 3aBEPIIYETHCA BHUAAUCIO0 JOKYMEHTAa BCTAHOBJIEHOTO 3pa3Ka Ipo
NPUCYIKEHHS HOMYy CTyIeHs IokTopa ¢imocodii 3 MPHUCBOEHHSIM KBamidikamii: JOKTOp
¢inocodii 3 kibepOesmekn Ta 3axucTy iH(pOpMAIi, 32 OCBITHRO-HAYKOBOIO MPOTPAMOIO
«besneka nepxaBHUX 1HPOPMALIHHUX PECYPCIBY.

Hucepranmis wmae Binnmosimatu [lomiTuili BHUKOpPHCTAHHS IITYYHOTO IHTENIEKTY B
akagemiuHiil pismpHOCTI KIII im. Iropst CikopchKoro Ta HE MOBHHHA MICTUTH aKaJIEeMI4HOTO
rariaty, danscudikanii, ¢padbpukarnii. [Ipouenypa nepeBipku nuceprarnii Ha BiAMOBIAHICTH
[TomiTuii BUKOPUCTAHHA IITYYHOTO iHTENEeKTy B akaaemiuHiil nmismpHOCTI KIII im. Irops
CiKOpChKOTO Ta Ha HAsSBHICTh O3HAK aKaJeMIYHOrO Iuiariaty, ¢anbcudikarii, dpadpukarii
3nicHIOEThCs 3riiHO YnHUX norioxkeHb KIII im. Iropst Cikopcbkoro.

Jluceprarttis Mae OyTH pO3MillleHa HA CAWTi 3aKJIay BUIIOI OCBITH (HAyKOBOI YCTAaHOBH)
(okpim poOIT, SIKI MICTATH iHPOPMAILIIIO 3 OOMEKEHUM JOCTYIIOM).

3axuct aucepTariiHuX poOIT 3iHCHIOEThCA BiamoBigHo 1o IlpaBun Ta mporemyp
MPOBEICHHA 3aXHUCTIB AUCEpTaIliil 3100yBayiB cTyneHs AokTopa ¢inocodii B Hamionansaomy
TEeXHIYHOMY YyHiBepcuteTi Ykpainu «KuiBCchkuii mONITEXHIYHWN I1HCTHTYT iMeHi Irops
CikopchbKOTro». 3aXHCT AUCepTallifHIX POOIT, IO MICTATH CEKPETHY iH(OpMaIlito, BiTHECEHY
70 JAepkaBHOI TaemMHHII abo iHpopwmarmito, BkimodeHy npo Ilepenmiky BimomocTtei, mIo
CTaHOBJIATH CITy>KOOBY iH(Dopmarlito, 37ilicHIOETRCs BinmoBigHo 1o IlpaBun ta mpouemyp
NPOBEJCHHA 3aXHCTIB AMCEPTaliid, sKi MICTATh I1HpOpMaIiIo 3 OOMEXEHHM TOCTYIOM
3n00yBadiB cTyneHst aokTopa ¢imocodii B [HCTUTYTI cmemianbHOTO 3B’S3Ky Ta 3aXHUCTY
iHpopmarii HamioransHOTro TEXHIYHOTO YHIBepcUTETY YKpainu «KuiBCbKHI MOMITEXHIYHUHA
iHCTHTYT iMeHi [ropst CikopchbKOTOY.

OO6csr aucepTarlii B IPpyKOBAaHOMY BUTJISII Mae€ CTaHOBUTH He 4,5 — 7 aBTOPCHKHX
apKymriB (OAWH aBTOPCHKUHM apKyml aopiBHIOE 40 THC. APYKOBAaHWX 3HAKiB, BPaXxOBYIOUU
udpu, pO3AUIOBI 3HAKH, MPOMDKKHA MiX CIOBaMH, IO CTAHOBUTH ONHM3BKO 24 CTOPIHOK
JAPYKOBAHOTO TEKCTY MpH 0(GOPMIICHHI AUCEPTalii 3 BUKOPHCTAHHSIM TEKCTOBOTO PEIAKTOPY
Word, mipudt — Times New Roman, po3mip mpudry — 14 pt).

Certification of higher education applicants under the educational and scientific
program "Security of State Information Resources"” is carried out in the form of a public
defense of the dissertation and is completed by issuing a document of the established sample
on awarding him the degree of Doctor of Philosophy with the assignment of the qualification:
Doctor of Philosophy in Cybersecurity and Information Protection, under the educational and
scientific program "Security of State Information Resources".

The dissertation must comply with the Policy on the use of artificial intelligence in
academic activities of Igor Sikorsky Kyiv Polytechnic Institute and must not contain
academic plagiarism, falsification, fabrication. The procedure for checking the dissertation
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for compliance with the Policy on the use of artificial intelligence in academic activities of
Igor Sikorsky Kyiv Polytechnic Institute and for signs of academic plagiarism, falsification,
fabrication is carried out in accordance with the official regulations of Igor Sikorsky Kyiv
Polytechnic Institute.

The dissertation must be posted on the website of the higher education institution
(scientific institution) (except for works containing information with restricted access).

The defense of theses is carried out in accordance with the Rules and Procedures for
Defense of Dissertations for Candidates of the Doctor of Philosophy Degree at the National
Technical University of Ukraine "lhor Sikorskyi Kyiv Polytechnic Institute”. Defense of
dissertations containing classified information classified as a state secret or information
included in the List of information constituting official information is carried out in
accordance with the Rules and procedures for defense of dissertations that contain
information with limited access to candidates for the degree of Doctor of Philosophy at the
Institute of Special Communication communication and information protection of the
National Technical University of Ukraine "Ihor Sikorskyi Kyiv Polytechnic Institute".

The volume of the dissertation in printed form should not be 4.5 — 7 author's sheets (one
author's sheet is equal to 40 thousand printed characters, taking into account numbers,
punctuation marks, spaces between words, which is about 24 pages of printed text when
designing a dissertation using a text editor Word, type — Times New Roman, font size -
14pt).

5. MATPHULIS BIINOBIJJHOCTI KOMIIETEHTHOCTEH
KOMIIOHEHTAM OCBITHbOI IPOI'PAMM/
COMPLIANCE MATRIX OF COMPETENCIES WITH PROGRAMME

COMPONENTS
H1 | H2 | H3 | H4 | H5 | H6 | H7 | HS8 f;f;‘c’;z
3K01 + + + + + +
3K02 + + + + + + +
3K03 + + + + + + + +
3K04 + +
CKO1 + + +
CK02 + +
CKO3 + +
CK04 + +
CKO5 + +
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CKO06

CKO07

CKO08

CKO09

6. MATPULIA 3ABE3IIEYEHHSA PE3YJIBTATIB HABYAHHS
BIIIOBIJHUMHA KOMIIOHEHTAMM OCBITHBOI IPOI'PAMMU/ MATRIX
OF PROVIDING LEARNING OUTCOMES WITH APPROPRIATE
CURRICULUM COMPONENTS

H1

H?2

H3

H4

HS

H6

H7

H8

Hayxkosa
CKJIaZ0Ba

PHO1

+

+

+

PHO2

PHO3

PHO4

PHOS5

PHO6

PHO7

PHO8

PHO09

PHI10

PHI1

PHI12

PHI3
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