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MPEAMBYJIA /| PREAMBLE
PO3POBJIEHO / DESIGNED:

KepiBauk po6ouoi rpymnu / Head of the project team:

AHxoeie leop boecoanosuu, xanouoam mexHiuHux Hayk, ooyewm, ooyenm CneyianvHoi
kagheopu Ne 5 [ncmumymy cneyianvroeo 368’ 3Ky ma 3axucmy ingpopmayii Hayionanvroeo
mexHiunoeo yHigepcumemy Ykpainu “‘Kuiecvxuii noarimexuiynuii incmumym imeni leops
Cixopcwvko2o™ | Thor YAKOVIV, Candidate of Technical Sciences, Associate Professor,
Associate Professor at the Special Department No.5 Institute of Special Communication
and Information Protection of the National Technical University of Ukraine “lgor
Sikorsky Kyiv Polytechnic Institute”.

Unenu pobouoi rpymu / Project team members:

Cybau leop IOpitiosuu, 0okmop mexHiUHUX Hayk, npoghecop, 3asioyeau CneyianrbHoi
kagheopu Ne 5 Incmumymy cneyianvroeo 368’ 3Ky ma 3axucmy ingpopmayii Hayionanvroeo
mexHiuHo20 yHisepcumemy Ykpainu “Kuiscvkuii nonimexuiynuu incmumym imeni leops
Cixopcwroeo” | Ihor SUBACH, Doctor of Technical Sciences, Full Professor, Head of the
Department of the Special Department No.5 Institute of Special Communication and
Information Protection of the National Technical University of Ukraine *““Igor Sikorsky
Kyiv Polytechnic Institute™.

Mukumiox  Apmem  B’suecnasosuu, Ooxmop ginocoii, 3acmynnux  3asioysaua
Cneyianvroi kageopu Ne 5 [ncmumymy cneyianvHoeo 368’°s3Ky ma 3axucmy ingopmayii
Hayionanonoco mexniunoco yuieepcumemy Vkpainu “Kuiscokuii nojaimexHiuHuu
incmumym imeni leops Cikopcokoeo” | Artem MYKYTIUK, Doctor of Philosophy, Deputy
Head of the Department of the Special Department No.5 Institute of Special
Communication and Information Protection of the National Technical University of
Ukraine ““Igor Sikorsky Kyiv Polytechnic Institute”.

Jlanoe JImumpo Bonooumuposuy, O00OKmMOp MmMexHIYHUX Hayk, npogecop, npoghecop
Cneyianvroi kageopu Ne 5 [ncmumymy cneyianvbHoeo 368’°s3Ky ma 3axucmy ingopmayii
Hayionanonoco mexniunoco yuieepcumemy VYkpainu “Kuiscokuii nojaimexHiuHuu
incmumym imeni l2ops Cikopcevkoco” | Dmytro LANDE, Doctor of Technical Sciences,
Full Professor, Professor at the Special Department of No.5 Institute of Special
Communication and Information Protection of the National Technical University of
Ukraine ““Igor Sikorsky Kyiv Polytechnic Institute”.

JKunin Apmem Bikmopoguu, KaHOUOQm mMexXHIYHUX HAYK, OOYEHM, HAYALbHUK 5
ynpaeninusa Jlepoicagnoco yewmpy Kibepzaxucmy [lepocasnoi cayocoOu cneyiaibHo2o
36’s3xy ma 3axucmy Yxpainu / Artem ZHYLIN, Candidate of Technical Sciences,
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Associate Professor, Head of the 5th Unit, The State Cyber Protection Center of the State
Service of Special Communications and Information Protection of Ukraine.

lloniwyk Bixmopis Pomaniena, Kypcanm macicmepcbkoco Kypcy (cneyianibHicmb
122 Komn’tomepni nayxu) I[ncmumymy cneyianvnozo 36°a3Ky ma 3axucmy ingopmayii
Hayionanonoco mexniunoco yuieepcumemy VYkpainu “Kuiscokuii nojaimexHiuHu
incmumym imeni leops Cikopewvkozco” | Viktorila POLISHCHUK, master degree cadet
(Speciality: 122 Computer sciences) Institute of Special Communication and Information
Protection of the National Technical University of Ukraine “Igor Sikorsky Kyiv
Polytechnic Institute”,

MNOTrOAKEHO / AGREED:

HaykoBo-meToauuna KoMicisa yHiBepcUTeTy 31 crnerianbHocTi F3 Komm torepHi Hayku /
Commission of the University on speciality F3 Computer sciences (mpotokoi / minutes of
meeting Ne Bin / dated 20 )

I'onoBa HMKYVY-F3 (ms IC33I) / Head of the SMCU-F3 (for the ISCIP)

Irop CYBAY / Ihor SUBACH

Metoauuna pama KIII im. Irops Cikopcekoro / The Methodological Council of Igor
Sikorsky Kyiv Polytechnic Institute (mpoToxon / minutes of meeting Ne  Bix / dated
20 )
I'omoBa Metoauunoi paau / Head of the Methodological Council
Tersana )XEJIAACKOBA / Tetiana ZHELIASKOVA

BPAXOBAHO / CONSIDERED:

1. MeroanuHi peKOMeHz[aui'l' CEKTOPY BHIIO1 OCBITH HaykoBo-MeToguuHoi paau
MinictepcTBa OocBiTH 1 Hayku Ykpainm (mpotokon Ne 7 Bim 06 motoro 2020 p.)
https://mon.gov.ua/ua/osvita/visha-osvita/naukovo-metodichna-rada-ministerstva-osviti-
inauki-ukrayini/metodichni-recomendaciyi-vo / Methodological Recommendations of the
Higher Education Sector of the Scientific and Methodological Council of the Ministry of
Education and Science of Ukraine (protocol No. 7 of February 06, 2020)
https://mon.gov.ua/ua/osvita/visha-osvita/naukovo-metodichna-rada-ministerstva-osviti-i-
nauki-ukrayini/metodichni-rekomendaciyi-vo.

2. CranjmapT BUIIOI OCBiTH 31 cremianbHOCTI 122 KoMmm’ioTepHi Haykw A APYroro
(Marictepchkoro) piBHs Buioi oceita https://mon.gov.ua/storage/app/media/vishcha-
osvita/zatverdzeni%?20standarty/2022/04/28/122-Kompyuterni.nauky-mahistr.393-
28.04.22.pdf / Standard of higher education of Ukraine of the second (master’s) level in
specialty 122 "Computer Science" https://mon.gov.ua/storage/app/media/vishcha-
osvita/zatverdzeni%?20standarty/2022/04/28/ 122-Kompyuterni.nauky-mahistr.393-
28.04.22.pdf.

3. Hamionanbry pamky kBamidikariii (IToctanoBa Kabinety MinictpiB Ykpainu Bix 25
gyepBHs 2020 Ne 519) / The National Qualifications Framework (Resolution of the Cabinet
of Ministers of Ukraine of June 25, 2020 No. 519).


https://mon.gov.ua/ua/osvita/visha-osvita/naukovo-metodichna-rada-ministerstva-osviti-inauki-ukrayini/metodichni-recomendaciyi-vo%20/
https://mon.gov.ua/ua/osvita/visha-osvita/naukovo-metodichna-rada-ministerstva-osviti-inauki-ukrayini/metodichni-recomendaciyi-vo%20/
https://mon.gov.ua/storage/app/media/vishcha-osvita/zatverdzeni%20standarty/2022/04/28/122-Kompyuterni.nauky-mahistr.393-28.04.22.pdf%20/
https://mon.gov.ua/storage/app/media/vishcha-osvita/zatverdzeni%20standarty/2022/04/28/122-Kompyuterni.nauky-mahistr.393-28.04.22.pdf%20/
https://mon.gov.ua/storage/app/media/vishcha-osvita/zatverdzeni%20standarty/2022/04/28/122-Kompyuterni.nauky-mahistr.393-28.04.22.pdf%20/
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4. Monoxennss mpo  oceitHi  mporpamu  KIII  im.  Irops  Cikopcekoro
https://osvita.kpi.ua/node/137 / Regulations on Educational Programs at Igor Sikorsky
Kyiv Polytechnic Institute https://osvita.kpi.ua/node/137

5. Hakaz Anminictpamii JlepkaBHOT CiIy»KO0M CHEIIadbHOTO 3B’A3KYy Ta 3aXHUCTY
iHpopmanii Ykpainu Bim 19 cepmua 2021 poky Ne 507 “IHCcTpykiis mpo TOPSIOK
oprasizaiii mpoBeJCHHS MPAKTUYHOI Ta BIHICHKOBO-TIPO(ECiifHOT MiArOTOBKH 3700yBayiB
BHIIIOi OCBITH B 3aKiaal ocBITH [lep)kaBHOI CaykXOM CHEIiaabHOTO 3B’S3KY Ta 3aXHUCTY
iHpopmanii Ykpainu” / Order of the Administration of the State Service for Special
Communications and Information Protection of Ukraine of August 19, 2021, No. 507
“Instruction on the procedure for organizing practical and military professional training of
higher education students in an educational institution of the State Service for Special
Communications and Information Protection of Ukraine”.

6. 3ayBakeHHs 1 MPOMO3UIIT CTEHKXO0NIepiB — AAMiHICTpalii Jepkcnen3B’ 13Ky Ta iHIIHUX
CHJIOBHX BIJIOMCTB ceKTOpy Oe3meku 1 oboponn Ykpainu. / Comments and suggestions
from stakeholders — the Administration the State Service for Special Communications and
Information Protection of Ukraine and other security and defense agencies of Ukraine.

7. llpono3wumii Bix kypcantiB BumyckHux KypciB IC33I KIII im. Irops Cikopcbkoro. /
Suggestions from the graduate cadets ISCIP of the Igor Sikorsky Kyiv Polytechnic
Institute.

OcBiTHIO TIporpamMy OOTOBOPEHO MICI HAAXOKEHHS BCIX MOoOakaHb Ta MPOMO3HIIIH 1
yxBasieHo Ha 3aciganfi CnemiansHoi kadenpu Ne 5 IC33I KIII im. Irops Cikopcbkoro
nporokos / The educational program was discussed after receiving all the wishes and
suggestions and approved at the meeting of the Special Department No. 5 of the ISCIP
Igor Sikorsky Kyiv Polytechnic Institute (mpotokon / minutes of meeting Ne  Bixg /
dated 20_ )

EBOJIIOIISA OCBITHBOI MNPOIPAMH / EVOLUTION OF THE
EDUCATIONAL PROGRAMME:

THouunarouu 3 2016 poxy na 6azi Incmumymy cneyianbho2o 36’s3Ky ma 3aXucmy
inpopmayii  Hayionanenoco  mexuiunoeo  yHieepcumemy  Ykpainu  ““Kuiscokuil
nonimexniynuil incmumym imeni leops Cikopcokozo™ 30ilicHiIoembcs nideomoska gaxisyis
3a OC8IMHbO- npogbecmHO;o npoepamoro (OIIll) “Komn’romepui cucmemu i mexnHonocii
cneyianbHozo 36’s13Kky” Opyeoeo (macicmepcokoeo) pieHs euwjoi oceimu. /o po3poonents
OIlII 6ynu 3anyueni npogioHi Haykoeo-nedazoziuni npayisnuxu Cneyianvroi kagedpu Ne 5,
3000y6aui euwoi oceimu, npeocmasHuku Aominicmpayii Jepoccneysze’sa3xy ma  iHuux
CUNOBUX 8I0OMCME CeKMOopy be3nexu i 000poHu Ykpainu.

3a nepioo peanizayii OIIll 6i00yauce npoyedypu ii OHOGNEHHS, NOB A3aHI 3
8PAXYBAHHAM: MeHOeHYill po3eumKy [lepiccney3e’sisky, AK 207106HO20 3AMOBHUKA
sunycxkuuxie 3a oanoro OIIII; eumoe “Incmpykyii npo nopsoox opeauizayii nposeoerHs
NPaKmMu4Hoi ma BilcbKo80-npoecitinoi’ niocomosku 3000y6a4ié euwoi oceimu 6 3aKkiaoi
oceimu [epoicasnoi ciyocou cneyianviozo 36’ 53Ky ma 3axucmy ingopmayii Yepainu”,
3ameepoxcenoi Haxazom Aominicmpayii [epoccneys3s’szky 6io0 19 cepnus 2021 poky
Ne 507, eumoe Cmanoapmy euwoi oceimu 3i cneyianvrocmi 122 Komn’ tomepui nayku 0ns
Opy2020 (Mazicmepcbko2o) pieHs suwoi oceimu, 3ameepodicenoeo Haxazom Minicmepcemea


https://osvita.kpi.ua/node/137%20/%204
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oceimu i Hayku Yxpainu 6i0 28 keimmusa 2022 poxy Ne 393 nponosuyiti cmetikxonoepie ma
BUNYCKHUKIB [HCMUmymy,; npoedeH020 aHalizy 3ay6adceHb ma pekomeHOayil, wo 0ynu
HAOAHI eKCNepmHOI0 2PYNOI0 MA 2AJ1y3€6010 eKCHePMHOI0 PAdoio.

IIpu onoenenni OIIIl 6ynu eneceni sminu 3 epaxysannsim Ilocmanosu Kabinemy
Minicmpis Ykpainu 6i0 30 cepnus 2024 Ne 1021 “Ilpo eunecenns 3min 0o nepeniky eanyset
3HAHL | cheyianvbHOCmel, 3a AKUMU 30IUCHIOEMbCA NI020MOBKA 3000y6auie Guwjoi ma
gaxosoi nepedsuwoi oceimu”.

Since 2016, the Institute of Special Communication and Information Protection of the
National Technical University of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute” has
been training specialists in the educational and professional program (EPP) “Computer
systems and special communications technologies™ of the second (master’s) level of higher
education.

Leading scientific and pedagogical workers of Special Department No. 5, higher
education students, representatives of the State Special Communication Service
Administration the State Service of Special Communications and Information Protection of
Ukraine and other law enforcement agencies of the security and defense sector of Ukraine
were involved in the development of the EPP.

During the implementation period of the EPP, its update procedures were carried out,
associated with taking into account:development trends of the State Special Communication
Service, as the main customer of graduates of this EPP; requirements of the ““Instructions on
the procedure for organizing the conduct of practical and military-professional training of
higher education students in an educational institution of the State Service of Special
Communication and Information Protection of Ukraine”, approved by order of the
Administration of the State Service of Special Communication and Information Protection of
Ukraine dated August 19, 2021 No. 507; requirements of the Standard of Higher Education
in the specialty 122 Computer Science for the second (master’s) level of higher education,
approved by order of the Ministry of Education and Science of Ukraine dated April 28, 2022
No. 393; proposals of stakeholders and graduates of the Institute; the analysis of comments
and recommendations provided by the expert group and the industry expert council.

During the update of the EPP, changes were made taking into account the Resolution of
the Cabinet of Ministers of Ukraine dated August 30, 2024, No. 1021 ““On Amendments to
the List of Fields of Knowledge and Specialties for which Higher and Professional Pre-
Higher Education Seekers are Trained.”
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1. IPO®LIb OCBITHBOI ITIPOI'PAMM / EDUCATIONAL PROGRAMME

PROFILE

1 — 3aranbna ingopmanis / General information

IToBua naszBa 3BO ta
HABYAJIBHOTO Mimpo3ainy /

Full name of HE institution and
faculty/institute

HarionanpHMI TeXHIYHHUA YHIBEPCUTET
VYkpainu “KuiBcbkuii momiTeXHIYHUH
iHcTUTYTY iMeHi Iropst Cikopcbkoro”
IHCTHTYT CniemiaIbHOTO 3B’SI3KY Ta
3axuctry iHpopmMamii

National Technical University
of Ukraine “Igor Sikorsky
Kyiv Polytechnic Institute”
Institute of Special
Communication and
Information Protection

CryIiHb BHIIOi OCBITH Ta Ha3Ba
kBasidikarii /

Higher education degree and
qualification title

CryniHb BHIIOI OCBITH — MaricTp
OcsitH# kBamiikawis — marictp 3
KOMIT IOTEPHHUX HAYK

Higher education degree —
Master’s

Qualification title — Master’s
degree in computer science

Odimiiina nazsa OIT /
Educational programme official
title

Komn’rotepHi cucTemMu 1 TEXHOIOTIi
CHIELiaJIbHOTO 3B’ SI3KY

Computer systems and special
communications technologies

Tun mumomy ta oocsr OIT /
Diploma type and EP scope

Jumom Marictpa, onuHndHuiA, 90
KpEeIuTiB, TEPMiH MiAroTOBKH 1 poku 4
MICSALIB

Master’s Degree, single, 90
credits, duration 1 year 4
months

[ndopmanis npo akpenuTairo /
Accreditation information of EP

CeprrdikaT mpo akpeAnuTaLilo OCBITHHOT
nporpamu Buganuit 28.11.2024, No 9345,
nivicauit mo 01.07.2030 p.

Certificate of accreditation of
the EP issued on November
28, 2024, No. 9345, valid until
July 1, 2030.

Lukn, piers BO /
Education cycle, level of HE

HPK VYxpainu — 7 piBens,
QF-EHEA - apyruii mux,
EQF-LLL — 7 piBens

NQF Ukraine- level 7,
QF-EHEA - second cycle,
EQF-LLL - level 7

[Mepenymosu / Prerequisites

Jo IncTuTyTy npuitMaroThes:

- KypcaHTu [HCTHTYTY, 5iKi 3100yIH BUILY
OCBITY CTYyIeHs1 OaKkaaBpa;

- UMBUIBHI 0coOU BikoM 10 30 poKiB, sKi
MAaIOTh BUIILY OCBITY CTYIEHs OakasaBpa,
BiiOpaHi Ta BUBYEHI IMipO3/ILIaMu
Hepsxcnen3s’si3ky a0o siki
Oe3mocepeHbO 3BEPHYIIHCS 3 3a5BOIO 110
HavaJbHUKA [HCTHTYTY.

The following are admitted to
the Institute:

- cadets of the Institute who
obtained a bachelor’s degree;
- civilians under the age of 30
who have a bachelor’s degree,
selected and studied by units
of the State Service of Special
Communications and
Information Protection of
Ukraine or who directly
applied to the head of the
Institute.

dopma 3100yTTs ocBiTH / FOrms
of Education

IHcTHTYIIIHA — OuHA (IeHHA)

Institutional — full-time (day)

Moga(u) BuKIaganus /
Language (s) of instruction

VYkpaiHcpka

Ukrainian




[nTepHeT-agpeca po3MileHHS
OI1 / URL of the educational
program

https://osvita.kpi.ua/122_OPPM_KSTSZ

https://iszzi.kpi.ua/sk5/master.html#opp

R
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2 — Mera ocBiTHBOI Iporpamu / Educational programme purpose

Meroro OCBITHBO-TIpOQ eCciiftHOT MporpaMu
“KoMm’roTepHi CHCTEMHU 1 TEXHOMNOril CHeliaTbHOro

3B’A3Ky” € TIArOTOBKAa  BHUCOKOKBaTi()iKOBaHHX
¢axiBuiB y ramy3i iHQOpMALifHMX TEXHOJOTIMH,
31aTHUX pO3B’s3yBaTH CKJIAJIHI 3ajgadi

JOCHTITHUIILKOTO Ta/ab0 IHHOBAIIMHOTO XapakTepy 3
no0yn0BU KOMIT IOTEpPHHX, iHpopMaLiitHO-
KOMYHIKallifHUX Ta  iHQOpMaLiifHO-yIIpaBIAIOYHX
cucteM 1 Mepex Juis norped Jlep:kcnen3s’sizky 3
BUKOPUCTAHHSIM. TEXHOJOrH MaTeMaTHYHOIO Ta
KOMIT IOTEPHOT'0 MOJEIIIOBAHHS; Cy4acHUX TEXHOIOTiH
nporpaMmyBaHHs;  MeToAiB  300py, aHamizy Ta
KOHCOMNiAalii po3monineHoi iHpopmalii; TeXHOJOTiH
Ta  METOHNIB  MPOEKTYBaHHs, pO3POOJCHHSA  Ta

3a0e3MedYeHHs] SKOCTI CKIAAOBUX i1H(OpMaIiHUX
TEXHOJIOTIH; TEXHOJIOTIHA Bizyasizartii JTaHWX;
TexHOJOri imxkeHepii 3HaHb, CASE-TexHonoriit

MOJIENIOBaHHs Ta poekTyBaHHA IT.

Mera ocBiTHBO-TIpO(ECiiiHOI TporpamMu BiAINoBigae
crparerii po3sutky KIII im. Irops Cikopcbkoro Ha
2020-2025 poxu momo QOpMyBaHHA CYCHiTLCTBA
MaiiOyTHBOTO Ha 3acafax KOHIIEMIl CTaJoro PO3BUTKY
Ta pyHAaMEeHTaIi3awii miAroTOBKU (axiBIiB.

The purpose of the educational and professional
program  “Computer  systems and  special
communications technologies” is to train highly
qualified specialists in the field of information
technologies, capable of solving complex tasks of a
research and/or innovative nature in the construction
of computer, information and communication and
information- control systems and networks for the
needs of the State Service of Special
Communications and Information Protection of
Ukraine using: mathematical and computer modeling
technologies; modern programming technologies;
methods of collecting, analyzing and consolidating
distributed information; technologies and methods of
design, development and quality assurance of
information technology =~ components; data
visualization technologies; knowledge engineering
technologies, CASE modeling and IT design
technologies.

The purpose of the educational and professional
program corresponds to the development strategy of
Igor Sikorsky Kyiv Polytechnic Institute for 2020-
2025 regarding the formation of future society based
on the concept of sustainable development and
fundamentalization of specialist training.

3 — XapakTepucTuka ocBiTHboi mporpamu / Educational programme characteristics

Ilpeomemna obnacme [ Subject area

06’ exm(u) eusuenns ma/abo OisarbHoCmi: TpoLECcH
300py, TpencTaBieHHs, O00poOKku,  30epiraHHs,
nepenavi Ta I0cTyiy A0 iHpopMalii B KOMI IOTEPHUX
CHCTEMax.

Llini Haeuanna: wHAOYTTS 30aTHOCTI PO3B’S3yBaTh
3amayl  JOCHIOHUIBKOrO  Ta/abo0  IHHOBAILUWHOIO
XapakTepy y cepi KoM I0TepHUX HayK.
Teopemuunuii 3micm npedmemuoi obracmi: CydacHi

Object(s) of study and/or activity: processes of

collecting, presenting, processing,  storing,
transmitting and accessing information in computer
systems.

Learning objectives: acquiring the ability to solve
research and/or innovation problems in the field of
computer science.

Theoretical content of the subject area: modern
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MoOJIeNi, METOIH, AITOPUTMH, TEXHONIOTIi, MPOLEeCH Ta
cmocoOu  OTpUMAaHHS, TpPENCTaBIeHHs, OOpOoOKH,
aHawi3y, nepexaadi, 30epiranus JTaHUX B
iH(pOpMALITHUX Ta KOMII IOTEPHUX CHCTEMaX.
Memoou, memoouku ma mexHono2ii: MeTOmu Ta
ITOPUTMH PO3B’SI3aHHS TEOPETUYHHMX 1 MPUKIATHHUX
337a4  KOMITFOTEPHMX  HayK;  MaTeMaTHyHe 1
KOMIT'IOTEpHE  MOJCJIOBAHHS, Cy4YacHI  TEXHOJIOTi]
MporpaMyBaHHs;, METOIH 300py, aHaJi3y Ta KOHCOMimawii
posmoninenoi iHdopmarnii; TexHomorii Ta MeTomM
MPOEKTYBaHHS, PO3POONICHHS Ta 3a0e3MeueHHs SIKOCTi
CKIaJOBUX  iH(OpMAIIHHUX  TEXHONOrid, MeTomu
KOMIT'IOTepHOI Trpadiku Ta TeXHONOril Bizyamizawil
JaHUX; TeXHoJorii imxeHepii 3HaHb, CASE-Texnomnorii
MOJIETIOBAHHS Ta MpoeKTyBaHHA IT.

Incmpymenmu ma 0011a0HAHHS: po3MoLIeHI
O0YMCIIOBaJIbHI ~ CHUCTEMH;  KOMIT IOTEPHI  MEpexi;
MOOUTBHI T2 XMapHi TEXHONIOTil, CUCTEMH YIIPABIIiHHS
0azaMuM  JaHMX, ONEpaLiifHi  CHUCTEMH,  3aco0H
po3pobieHHs iH(OPMAIIHUX CHCTEM 1 TEXHOJOT'IH.

models, methods, algorithms,  technologies,
processes and methods of obtaining, representing,
processing, analyzing, transmitting, storing data in
information and computer systems.

Methods, techniques, technologies: methods and
algorithms for solving theoretical and applied
problems of computer science; mathematical and
computer  modeling,  modern  programming
technologies; methods of collecting, analyzing and
consolidating distributed information; technologies
and methods of designing, developing and ensuring
the quality of information technology components,
computer graphics methods and data visualization
technologies; knowledge engineering technologies,
CASE technologies for modeling and designing IT.
Tools and equipment: distributed computing
systems; computer networks; mobile and cloud
technologies, database management systems,
operating systems, information systems and
technology development tools.

Opienmayis oceimuboi npoepamu / Scope

OcsitHBO-TIpO(EciiiHa

Educational and professional

OcHosnuil poxyc oceimuvoi npoepamu / Main focus

[Iporpama CHIpsIMOBaHa Ha ¢dbopmyBaHHS
KOMIIETEHTHOCTeH 3100yBadiB BHIIOi OCBITH, IO
pOONATH MOXIUBUM iX BceOiuUHMI mnpodeciiiHuii,
IHTENEeKTyaJbHUI Ta COLiaJbHUNA PO3BHTOK y Tamy3i
iH(pOpPMALITHUX TEXHOMOTIH.

[Iporpama 3abe3neuye HaOyTTs OCBITHBOI KBasi(iKail
JU1s BUKOHAHHS TpodeciiiHol AiIbHOCTI, OB’ S3aHO1 3
no0yA0BOIO KOMIT IOTEpHHUX, iH(popMariitHo-
KOMYHIKallifHUX Ta  iHQOpMaLiifHO-yIIPaBIAIOYHX
cucrema i Mepexka aist morped epkcnenss’s3Ky.
OcHoBHHI (DOKYC OCBITHBOI MpOrpamMH HampaBICHUH
Ha MOE€JHAHHS KJIACMYHOI OCBITHBOI YHIBEPCHUTETCHKOT
OporpaMd  HaBYaHHS 3 BHMOraMd  TOJIOBHOTO
CTeWKXonjepa, MO /03BOJSIE BHUITYCKHHKaM MAaTH
(axoBi komnereHuii, 3aTpedyBaHi B [lepikcnenss’ s3Ky
Ta cydyacHUM puHKOM IT.

3mo0yBaui BHIIOI OCBITH MalwTh MOXIIHBICTh
OTpUMAaTH 3HaHHS 3 IHIIMX Taly3ed Haykw,
HEOoOXimHMX Yy pi3HHX cepax MIOACHKOI IisTBHOCTI,
3aBISKM  MOXJIMBOCTI  (OpMYyBaHHS  THYYKOL

IHIMBITyaNbHOT TPAEKTOPil HABYAHHSI.
Knrouosi cnosa:

CydacHi TeXHOJOrii TporpaMyBaHHS, METOIM Ta
TEXHOJOrl MAaIIMHHOTO HaBYaHHS, MOJCIIOBAHHS
CHCTEM, BHCOKONPOAYKTHBHI po3nonineHi

O0YHCIIOBAIBHI CUCTEMH, aJMIHICTPYBaHHS Ta 3aXUCT
CHCTEM YNpaBIiHHSA Oa3zaMu JaHHUX, 3a0€3MCUCHHS
SKOCTI Ta peBepc-iHKUHIPUHT MIPOrpaMHOr0

The program is aimed at forming the competencies of
higher education students, which make possible their
comprehensive professional, intellectual and social
development in the field of information technologies.
The program ensures the acquisition of educational
qualifications for the performance of professional
activities related to the construction of computer,
information-communication and information-
management systems and networks for the needs of
the State Service of Special Communications and
Information Protection of Ukraine.

The main focus of the educational program is on

combining the classical educational university
program with the requirements of the main
stakeholder, which allows graduates to have

professional competencies in demand in the State
Service of Special Communications and Information
Protection of Ukraine and the modern IT market.
Students of higher education have the opportunity to
acquire knowledge from other fields of science,
necessary in various spheres of human activity,
thanks to the possibility of forming a flexible
individual learning trajectory.

Keywords:

modern programming technologies, methods and
technologies of machine learning, system modeling,
high-performance distributed computing systems,
administration and  protection of database
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3a0e3MeyeHHs, MAacCHBIB

nanux, [T-ayaur.

00pOONIEHHS  HAJBEITUKUX

management systems, quality assurance and reverse
engineering of software, processing of extremely
large data sets, IT audit.

Ocobausocmi oceimuwboi npoepamu / Features

[ligroroBka  (axiBIiB 3MIHCHIOETBCS Y  CTaTycCl
KypcaHTa. 3alydeHHS 1O BHKJIAIaHHS HaBYaJbHUX
JUCHHILTIH (DaxiBI[iB 3 IHIIMX 3aKJIAJiB BUINOI OCBITH,
HAyKOBHX YCTaHOB Ta JleprKcIen3B’ si3Ky.
MOXIUBICTD  BHUKIQJAaHHSI  OKPEMHX
KOMITOHEHTIB aHTJIIHCHKOIO MOBOIO.
[IpakTiku TpoBOAATECS BimmoBimHO 1m0 “IHCTpyKITis
Mpo MOPSAAOK OpraHizalii MPOBEACHHS MPAKTHYHOI Ta
BiliCEKOBO-TTpO(heCiiiHOl MiArOTOBKU 37100yBadiB BUIIO1
OCBiTH B 3aknmaai ocBiTm JlepkaBHOI  ciyxOu
CHeliaibHOTO  3B’SI3Ky Ta  3axucry iHdopmarmii
Vkpainn”, 3aTBepmKeHOi Haka3zoM AnMiHicTparii
JepxaBHOI CTy:KOH CIELiaJIbHOTO 3B 3Ky Ta 3aXHCTY
iHpopmanii Ykpainu Big 19 cepmusa 2021 poky Ne 507
Ta CKJIAZIAETHCA 3:

- KibepHaBYaHHS B TEPIIOMY Ta TPETHOMY CEMECTpi,
AKi mpoBOgMTbCS Ha minatdopmi  HaBuaneHoro
cutyaniitHoro nentpy kibepoesmeku IC331 KIII im.
Iropst Cikopcbkoro;

- KibepHaBYaHHS B APYTOMY CEMECTPi K1 MPOBOIASTHCS
Ha maardopmi TpeninroBoro ueHtpy KibepueHTpy
UA30;

- BIiCbKOBE CTa)XyBaHHs B TPETbOMY CEMECTpi, fKe
MPOBOMUTHCA B Migpo3ainax JlepKCIenss’ s3Ky Ta
BKIIIOYA€ ONpaLlOBaHHA Ta aHalli3 HEeoOXigHOTOo
MaTepialdy Ui HamucaHHs KBamidikaniiiHoi poOoTH,
MIPOBEICHHS BiJMOBIAHUX eKCIIEPUMEHTIB i
JOCITiIKEHb.

OCBITHIX

Training of specialists is carried out in the status of a
cadet. Involvement of specialists from other
institutions of higher education, scientific institutions
and the State Service of Special Communications and
Information Protection of Ukraine in the teaching of
academic disciplines.

The possibility of teaching individual educational
components in English.

Practices are conducted in accordance with the
“Instructions on the procedure for organizing
practical and military-professional training of higher
education applicants in the educational institution of
the State Service of Special Communications and
Information Protection of Ukraine”, approved by the
order of the Administration of the State Service of
Special Communications and Information Protection
of Ukraine dated August 19 No. 507 of 2021 and
consists of:

- cyber training in the first and third semesters, which
are held on the platform of the Cyber Security
Training Situational Center of the ISCIP of Igor
Sikorsky Kyiv Polytechnic Institute;

- cyber training in the second semester, which are
held on the platform of the Training Center of the
UA30 Cyber Center;

- military internship in the third semester, which is
held in the units of the State Service of Special
Communications and Information Protection of
Ukraine and includes the processing and analysis of
the necessary material for writing a qualification
work, conducting appropriate experiments and
research.

4 — HpHIlaTHiCTB Bl/ll'lyCKHl/lKiB A0 IPpaleBJAITYBAHHA Ta MOAAJIBIIIOI0 HABYAHHS /
Eligibility of graduates for employment and further study

Ipuoamnicmo 0o npayesrawmysanns | Eligibility for employment

[Ipodeciiina mismbHICT K MpodecioHana 3 po3poOKku
MaTeMaTHYHOro, iH(opMamiiHOro Ta MPOrpaMHOrO
3a0e3MeyeHHs] KOMIT IOTEPHHX CHUCTeM, Y Taiysi
iH(pOpMaLITHUX TEXHOJOTiH, a TaKkoX aAMiHicTpaTropa
0a3 TaHMX i CHCTEM.

BunyckHukM  MOXYTh ~ TNpamioBaTd 32  TaKUMH
npodecismu 3rigHo 3 HamionansHUM KnacudikaTtopom
npodeciit JIK 003:2010, nanpukian;
2131.1 HaykoBuii  cHiBpOOITHHK
CHCTEMH)

(oOuncIOBaIBHI

Professional activity as a professional in the
development of mathematical, information and
software of computer systems, in the field of

information technology, as well as database and
system administrator.

Graduates can work in the following professions
according to the National Classification of
Occupations DK 003:2010, for example

2131.1 Researcher (computer systems)

2131.2 Database administrator
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2131.2 AnmiHicTpaTop 6a3u TaHUX

2131.2 AHaJITHK 3 KOMII IOTEPHUX KOMYHIKaIii

2131.2 AHasiTHK KOMII IOTEPHUX CHCTEM

2131.2 AHaniTHK ~ OMEpaliifHOro Ta MPHUKIAIHOTO
MPOrpaMHOro 3ade3nedeHHs

2131.2 TmxeHep 3 aBTOMAaTH30BaHUX CHCTEM
KepyBaHHsI BUPOOHUIITBOM

2131.2 TmxeHep 3 KOMIT IOTEPHUX CHCTEM

2131.2 TmxxeHep 3  OpOrpaMHOro  3a0e3medeHHs
KOMIT IOTEpiB

3amoBHMKOM  QaxiBUiB 31  cmemiampHocTi 122
Komm’toTepni Hayku Buctymae JlepkaBHa ciyx0a
CHeLiaJIbHOTO 3B’ 513Ky Ta 3aXUCTy iHdopMamii Ykpainu.

2131.2 Computer communications analyst

2131.2 Computer systems analyst

2131.2 Analyst of operating and application software
2131.2 Engineer of automated production control
systems

2131.2 Computer systems engineer

2131.2 Computer software engineer

The State Service for Special Communications and
Information Protection of Ukraine acts as the
customer of specialists in the specialty 122 Computer
Sciences.

Iooanvwe nasuanns | Further study

3100yTTSI OCBITH 32 OCBITHBOIO MPOTPaMOI0 TPETHOI'O
(OCBITHBO-HAYKOBOI'0) PiBHS BHUILOI OCBITH Ta 3400yTTs
JOAATKOBHX KBami(ikaliii B CHCTEMI OCBITH AOPOCTHX.

Obtaining education under the educational program of
the third (educational and scientific) level of higher
education and obtaining additional qualifications in
the adult education system.

5 — Bukiaganns ta ouinoBanns / Teaching and assessment

Buxnaoanns ma nasuanns | Teaching and studying

Jlexuii, mpakTHYHi Ta  CceMiHApChKi  3aHATT,
KOMIT'IOTEpHI ~ NPaKkTUKyMH;  KypcoBa  pobora;
caMocTiiiHa po0oTa 3 MOXKIIMBICTIO KOHCYJIbTAIld 3
BUKJIalaueM; TEXHOJIOTis  3MIMIAHOrO  HaBYaHHS,
MPaKTUKA Ta eKCKypcii; BUKOHAHHS MaricTepchbKoi

JCepTalii.

Lectures, practical and seminar classes, laboratory
work and computer workshops; term paper;
independent work with the possibility of consultations
with the teacher; blended learning technology,
practices and excursions; master’s thesis.

Oyinrosanns | Assessment

[loToynnii KOHTPONBb Yy BUIIIAAL JIAOOPaTOPHHUX 3BITIB,
KOHTPOJILHUX POOIT, CEMECTPOBHUI KOHTPOIb Y BUTIISI
3alliKiB Ta NHCBMOBUX 1 YCHHUX €K3aMEHIB, 3aXHCT
KBaTi(hiKamiifHOT pOOOTH TPOBAIATHCS BIAMOBITHO JIO
[lonmokeHHsT TMPO CHCTEMY OI[IHIOBAaHHS PE3yJbTaTiB
naByaHHs B KIII im. Iropst Cikopcrkoro.

Current control in the form of laboratory reports,
tests, semester control in the form of tests and written
and oral examinations, defense of qualification work
are carried out in accordance with the Regulations on
the system of evaluation of learning outcomes in lgor
Sikorsky Kyiv Polytechnic Institute.

6 — IIporpamui kommereHTHOCTI / Programme competencies

Inmeepanvua komnemenmuicme | Integral competence

31aTHICTh PO3B’SI3yBaTH 3a/1a4i TOCTIAHUIIBKOTO Ta/a00
IHHOBAILIfHOTO XapakTepy y cdepi KOMIT I0TEpHUX
HayK.

Ability to solve research and/or innovation problems
in the field of computer science.

3aeanvni komnemenmuocmi (3K) | General competencies (GC)

3K 1 3parHicTh 10 aOCTPaKTHOTO MUCICHHS, aHATI3y

GC 1 Ability to think abstractly, analyze and
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Ta CUHTE3Y.

synthesize.

3K 2 3paTHicTh 3aCTOCOBYBATH 3HAHHS y MPAKTHYHHUX
CHUTYaLlisIX.

GC 2 Ability to apply knowledge in practical
situations.

3K 3 3patHicTh cHiIKyBaTHCS ACP>KaBHOIO MOBOIO SIK
YCHO, TaK i MUCbMOBO.

GC 3 Ability to communicate in the state language
both orally and in writing.

3K 4 3gaTHicTh CIUIKYBAaTUCS IHO3EMHOIO MOBOIO.

GC 4 Ability to communicate in a foreign language.

3K 5 3paTHICTh BUMTHCS W OBOJOAIBATH CYyYacCHUMH
3HaHHSIMH.

GC5 Ability to learn and master modern

knowledge.

3K 6 3gatHicTs OyTH KPUTHYHUM 1 CAMOKPUTHIHHUM.

GC 6 Ability to be critical and self-critical.

3K 7 3gatHicTs TeHEpyBaTH HOBI i€l (KpeaTHBHICTB).

GC 7 Ability to generate new ideas (creativity).

Daxosi komnemenmuocmi (PK') |

Professional competencies (PC)

DK 1 VcBinoMIIEHHS
KOMIIT'FOTEPHHX HayK.

TCOPCTUYIHUX 3acan

PC 1 Understanding the theoretical foundations of
computer science.

®K 2 3patHicTh QopManizyBaTH NpeaIMETHY OOJIACTb
IEBHOI'0 MIPOEKTY y BUTJISL BIITOBIIHOT
iH(popManiitHoi Mozei.

PC 2 Ability to formalize the subject area of a
particular project in the form of an appropriate
digital model.

®K 3 3paTHicTe BHUKOPHUCTOBYBAaTH MaTeMaTHYHI
MeToAu s aHamily (GopMalli3oBaHHX —MOJeNel
MpEeAMETHOI 00J1acTi.

PC 3 Ability to use mathematical methods to analyze
formalized models of the subject area.

®K 4 3parnicte 30upaTH 1 aHami3yBaTH JaHi
(BKJIFOYHO 3 BEIMKUMH), IS 3a0€3MEUYCeHHS SKOCTi
MPUHHSTTS MPOEKTHHUX PIIICHb.

PC 4 Ability to collect and analyze data (including
big data) to ensure the quality of project decision-
making.

@K 5 3natHicTh po3po0IATH, ONKCYBATH, aHATI3YBaTH
Ta ONTHUMI3YyBaTH apXiTeKTypHi pilieHHS
iHpOpMaALIfHUX Ta KOMIT IOTEPHHUX CHCTEM pPIi3HOTO
MpHU3HAYCHHS.

PC5 Ability to develop, describe, analyze and
optimize architectural solutions for information and
computer systems for various purposes.

@K 6 3naTHiCTb 3aCTOCOBYBATH iCHYIOU 1 pO3pOOIATH
HOBI QJITOPUTMH PO3B’S3yBaHHS 3adad y Tramysi
KOMIT IOTEPHHX HayK.

PC 6 Ability to apply existing and develop new
algorithms for solving problems in the field of
computer science.

DK 7 3naTHICTH PO3pooIATH MIporpaMHe
3a0e3nevYeHHs BIAMOBIAHO 10 c(hOpMYITbOBAaHMX BUMOT
3 ypaxyBaHHSIM HasBHUX PECYpCiB Ta OOMEXEHb.

PC 7 Ability to develop software in accordance with
the formulated requirements, taking into account
available resources and limitations.

@K 8 3natHicTh pO3poOIATH 1 peali3oByBaTH MPOEKTH
31 CTBOpPEHHSI NPOTPaMHOTO 3a0e3MEYeHHS, Y TOMY
yucal B Hemepen0ayyBaHMX YMOBaX, 3a HEUITKUX
BUMOI' Ta HEOOXIZHOCTI  3acCTOCOBYBAaTM  HOBI
CTpaTeriuydi MigXxoId, BHKOPUCTOBYBATH MPOrpaMHi
IHCTPYMEHTH JUIsl OpraHi3amii KoMaHIHOiI poOOTH Hax
MPOEKTOM.

PC 8 Ability to develop and implement software
development projects, including in unpredictable
conditions, with unclear requirements and the need
to apply new strategic approaches, use software tools
to organize teamwork on the project.

®K 9 3parHicTe po3pobiaTH Ta aaMiHicTpyBaTH Oasu

PC 9 Ability to develop and administer databases
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JaHHUX Ta 3HaHb.

and knowledge storage.

®K 10 3gaTHICTh OLIHIOBATH Ta 3a0€3M1EUyBATH SKICTh
IT-poekriB, iHpOpMaLIfHMX Ta KOMI IOTEPHUX
CHCTEM  pI3HOTO  MNpHU3HAYEHHSA,  3aCTOCOBYBATH
MDKHapOZAHI CTaHIapTH OLIHKM SKOCTiI MPOrPaMHOTO
3a0e3nedyeHHsT iHGQOpMamiiHUX Ta KOMIT IOTEPHUX
CHCTEM, MOJENi OLIHKH 3pLIOCTI MpPOLECiB po3poOKH
iH(pOpPMALITHUX Ta KOMI IOTEPHUX CHCTEM.

PC 10 Ability to evaluate and ensure the quality of
IT projects, information and computer systems for
various purposes, apply international standards for
assessing the quality of software for information and
computer systems, models for assessing the maturity
of information and computer system development
processes.

®K 11 3patHicTh iHiNiIOBAaTH, IUTAHYBaTH Ta
peai3oByBaTH MPOLIECH po3poOKH iHPOpMaLifHUX Ta
KOMIT IOTEPHHUX CHCTEM Ta MPOrPaMHOTO
3a0e3nedeHHs], BKIIOYHO 3 10ro po3poOKoIo, aHai30M,
TECTYBaHHSIM, CHCTEMHOIO IHTerpawuieo,
BIIPOBIKEHHSIM 1 CYITPOBOJIOM.

PC 11 Ability to initiate, plan and implement
processes for the development of information and
computer systems and software, including its design,
analysis, testing, system integration, implementation
and maintenance.

@K 12 3patHicTh 3acTOCOBYBAaTH KOMILIEKC (Pi3MUHOT
MiTOTOBKA  BIHCHKOBOCITYXOOBIIB JIIT  PO3BUTKY
3aralbHAX 1  CHOEMialbHUX  (PI3UYHHX  SKOCTEH,
(opMyBaHHsI BIMCHKOBO-TIPUKJIAJHAX HAaBHYOK Ta
BUXOBAaHHS BOJILOBUX 1 IICUXIYHHUX SIKOCTEM.

PC 12 Ability to use a comprehensive physical
training program for military personnel to develop
general and special physical qualities, form military-
applied skills, and cultivate volitional and mental
qualities.

@K 13 VYcBigoMIeHHS TEOPESTHYHHX 3acal Po3pOOKH
IT mpoekTiB A1 00POOKHU IepskaBHUX 1H(OPMAIIHIX
pecypciB 1 iH(popMarii, BUMOra Imoj0 3aXHUCTy SKOI
BCTaHOBJICHA 3aKOHOM, Ta 3/IaTHICTh (POpPMaIi30BAHOTO
OIKMCY TPEIMETHOI O00JIACTi y BUTJSAI MOJIENTI, IO
BpaxoBYe OCOONHMBOCTI 3aCTOCYBaHHSI KOMII IOTEPHUX
TEXHOJIOTH B paMKax KpUTHYHOI iHQopManiiiHol
IHpaCTPYKTypH.

PC 13 An understanding of the theoretical foundations
of IT project development for processing state
information resources and information that is legally
protected, as well as the ability to formally describe the
subject area in the form of a model that takes into
account the specifics of the application of computer
technologies within the framework of critical
information infrastructure.

®K 14 3patHicTh 30MpaTH AOCTOBIPHI JaHi MPO CTaH
00’€KTiB KpUTHYHOI iH(pOpMaLiiiHOi iHpacTpyKTypH,
BUKOPUCTOBYBAaTH MaTEeMaTH4HI METOIU IJISl aHalli3y
(dopMai3oBaHUX MOJENCH TEXHOJIOTiH  00pOoOKH
JepikaBHUX 1HQOpMaLifHUX pecypciB Ta iH(opMarii,
BHMOTa IION0 3aXHCTY SIKO1 BCTAHOBJIGHA 3aKOHOM, Ta
MPOBOAMUTH  MOPIBHAUIIBHUHM aHaNi3 apXiTeKTYpHUX
pimeHs TUIS crenianbHuX iH(popMariitHO-
KOMYHIKaI[IHHUX CHCTEM.

PC 14 Ability to collect reliable data on the state of
critical information infrastructure objects, use
mathematical methods to analyze formalized models
of state information resource processing technologies
and information whose protection is required by law,
and conduct comparative analysis of architectural
solutions for special information and communication
systems.

®K 15 3patHicte  po3po0NATH  KOMIT IOTEpHI
TexHoJorii 00poOku iHdopMaLii BiIMOBiZHO 10
BUMOI'  INOAO MOPSAAKY  OOpoOKH  JIepKaBHHX
iHdopMaIiitHuX pecypciB Ta iH(oOpMaIllii, BUMOra
IIOI0  3aXHCTy SKOI BCTaHOBJEHA 3aKOHOM, B
iHhOpMAaIITHIX, EICKTPOHHMX KOMYHIKAI[IMHUX Ta
iH(pOpMaLiITHO-KOMYHIKaI[IHHUX CUCTEMaX.

PC 15 Ability to develop computer information
processing technologies in accordance with the
requirements for the procedure for processing state

information resources and information, the
protection of which is required by law, in
information, electronic  communication  and

information and communication systems.

7 — IIporpamHui pe3yabratu HaBuanus (IIPH) /
Programme learning outcomes (PLO)

IIPH 1 Matu cneniani3oBaHi KOHIIENTYyalbHI 3HAHHS,

PLO 1 Have specialized conceptual knowledge,
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IO BKJIIOYAIOTh Cy4YacHi HayKoBi 3100yTku y cdepi
KOMIT IOTEPHHUX HAyK 1 € OCHOBOIO ISl OPUTIHAJIBLHOTO
MUCIICHHS. Ta TIPOBEACHHS IOCIHIIKEHb, KPUTHYHE
OCMHCIIEHHS ITpo0ieM y chepi KOMIT I0TEpHUX HayK Ta
Ha MEXI raity3eil 3HaHb.

which includes modern scientific achievements in
the field of computer sciences and is the basis for
original thinking and research, critical understanding
of problems in the field of computer sciences and on
the border of fields of knowledge.

NPH?2 Maru cnemianizoBaHi  yMiHHS/HaBUYKH
po3B’si3aHHS ~ TpoOJieM  KOMIT IOTEPHHX  Hayk,
HEOOXifHI Ui TpOBENEHHS JOCHiKEeHb Ta/abo
MPOBa/PKCHHST IHHOBAIIHHOI MisUTBHOCTI 3 METOI0

PO3BUTKY HOBUX 3HAHb Ta MPOLCAYDP.

PLO 2 Have specialized skills for solving computer
science problems necessary for carrying out research
and/or innovative activities for the purpose of
developing new knowledge and procedures.

IIPH 3 3po3ymino i HEIBO3HAYHO JOHOCHTH BJACHI
3HaHHS, BUCHOBKM Ta apryMeHTalito y cdepi
KOMIT'IOTEPHHX HayK A0 ¢axiBLUiB 1 HedaxiBLiB,
30KpeMa JI0 0ci0, SIKi HaB4alOThCSl.

PLO 3 Convey own knowledge, conclusions, and
arguments in the field of computer sciences clearly
and unambiguously to specialists and non-specialists,
in particular to the persons who are studying.

IPH 4 VYnpaBmatu pobouumu mpouecamu y cepi
iHpOpMALIfHUX TEXHOJIOTiH, fKI € CKJIAQIHHUMH,
HemepenOadyyBaHUMU  Ta  MOTPEOYIOTb  HOBHUX
CTpATETiYHUX MiAXOIIB.

PLO 4 Manage work processes in the field of
information technologies, which are complex,
unpredictable and require new strategic approaches.

ITPH 5 OuiHioBaTH pe3yIbTaTH ASUIBHOCTI KOMaH[ Ta
KONEKTHBIB Yy cdepi iHpOpMaLifHUX TEXHOJOTIH,
3a0e3nevuyBaTH epeKTUBHICTD 1X MiSUTBHOCTI.

PLO 5 Evaluate the activity results of teams and
collectives in the field of information technologies,
ensure the effectiveness of their activities.

INPH6  Po3pobmsaT  KOHLENTyaJIbHY
iH(popManiitHOT a00 KOMIT FOTEPHOI CUCTEMH.

MOJENb

PLO 6 Develop a conceptual model of an

information or computer system.

IIPH 7 Po3pobmatu Ta 3acTOCOBYBAaTH MaTeMaTHUHi
METOJIH JIJIS aHami3y iH(opMaIiiiHUX MOJeIeH.

PLO 7 Develop and apply mathematical methods for
the analysis of information models.

ITPH 8 Po3po0maru mMaTeMaTH4HI MOAETI Ta METOIH
aHaTI3Y TaHUX (BKIIOYHO 3 BEITUKHMH).

PLO 8 Develop mathematical models and data
analysis methods (including big data).

MNPH 9 Po3pobnaru anropuTMidyHe Ta MpOrpaMHe
3a0e3MedyeHHs] Uil aHalily JaHuX (BKJIIOYHO 3
BEJIUKUMH).

PLO 9 Develop algorithmic support and software for
data analysis (including big data).

IIPH 10  TlpoexTyBaTH  apXiTeKTypHi  pillleHHS
iHpOpMAIfHUX Ta KOMIT'IOTEPHHUX CHUCTEM pPIi3HOTO
MpHU3HAYCHHS.

PLO 10 Design architectural  solutions  of
information and computer systems for various
purposes.

ITPH 11 CrBoproBaTé HOBI aJrOpUTMH PO3B’S3yBaHHS
3ama4 y cdepi KOMITIOTEPHUX HayK, OIHIOBATH iX
e(peKTHBHICTh Ta OOMEKEHHS Ha 1X 3aCTOCYBaHHS.

PLO 11 Create new algorithms for solving problems in
the field of computer sciences, evaluate their
effectiveness and limitations on their application.

IIPH 12 IlpoektyBaTH Ta CYyNpOBOKYBAaTH 0a3u
JaHWX Ta 3HAHb.

PLO 12 Design and databases and

knowledge bases.

support

IPH 13 OmixoBatn Ta 3a0e3nedyBaTd  SKICTh
iHpOpMALIfHUX Ta KOMIT IOTEPHHUX CHCTEM PIi3HOTO
MpHU3HAYCHHS.

PLO 13 Assess and ensure the quality of information
and computer systems for various purposes.

ITPH 14 TectyBaTu nmporpaMue 3a0e3nedeHHsl.

PLO 14 Test the software.




14 | 22

IPH 15 Bussmsatu notpedy NOTEHUIMHUX 3aMOBHHUKIB
LI0J0 aBTOMaTn3amii 00poOKy iH(popMaLlil.

PLO 15 Identify the needs of potential customers
regarding the automation of information processing.

IIPH 16  BuxonysaTtu
KOMIT IOTEPHHX HayK.

JOochiKeHHa Y  cdepi

PLO 16 Conduct research in the field of computer
sciences.

IPH 17 Bussnatu Ta ycyBaTd NpOOJEMHI CHTYyamii B
mporeci  eKcIuTyaTalii HporpaMHOro  3a0e3nedeHHS,
¢dopmynmoBaTH 3aBHaHHA M1 Horo Moaudikamii ado
PEIHKUHIPHHTY.

PLO 17 Identify and eliminate problematic
situations during software operation, formulate tasks
for its modification or reengineering.

ITPH 18 36upatu, popmanisyBaTH, CHCTEMaTH3yBaTH 1
aHaJli3yBaTH MOTpeOU Ta BUMOTM 10 iH(popMauiiHOi
a00 KOMIT'FOTEPHOI CHCTEMH, IO PO3POOIIETHCA,
eKCIUTYaTYEThCS YU CYIPOBOIKYETHCS.

PLO 18 Collect, formalize, systematize, and analyze
the needs and requirements for the information or
computer system being developed, operated or
supported.

IIPH 19 AmnanidyBaT Ccy4acHHUHl cTaH 1 CBiTOBI
TEHJEHLii PO3BUTKY KOMIT IOTEPHHX HayK Ta
iH(pOpMAIITHUX TEXHOMOTIH.

PLO 19 Analyze the current state and global trends
in the development of computer sciences and
information technologies.

IIPH 20 Po3BuBaTu 3arambHi i crnemianbHi (Bi3uyHi
AKOCTI  ansi  (QopMyBaHHS —BiCHKOBO-TIPUKIAIHUX
HAaBUYOK Ta BHXOBaHHS BOJBOBHX 1 MCHXIYHUX
SIKOCTEH.

PLO 20 To enhance general and specialized physical
attributes for the establishment of military-applied
skills and the nurturing of volitional and mental
traits.

IIPH 21 CreoproBaTd Ta AOCHipKyBaTH iH(OpMaIiiiHi
Ta MaTeMaTW4Hi MOJEIl CHCTEeM 1 TMpOIeCiB, IO
JIOCITDKYIOTBCS, 30KpeMa 00’ €KTiB aBTOMAaTH3allil.

PLO 21 o create and investigate informational and
mathematical models of systems and processes under
study, including automation objects.

IIPH 22 Martu croemiaiizoBaHl 3HAHHS KOHIIEIIIIH,
MNOJITHK ~ Ta  METOHOJNOTii 3aCTOCYBaHHS
KOMIT'IOTEPHHX TEXHOJIOTild 3abe3nedeHHs 0OpoOKH
JepikaHuX iHPOpMaLiitHUX pecypciB.

PLO 22 To possess specialized knowledge of
concepts, policies, and methodologies for the
application of computer technologies for processing
state information resources.

IPH 23 Matu cremiamizoBaHi  yMiHH/HaBUYKH
pO3B’si3aHHS. MPOOJIEM 3aCTOCYBaHHS KOMIT IOTEPHHX
TEXHOJIOT1H KPUTHUYHOI iHpopManiitHol
IHpaCTPYKTypH.

PLO 23 To possess specialized problem-solving
skills in the application of computer technologies for
critical information infrastructure.

IPH 24 VYupasnstu pobounmu mpouecamu 'y cdepi
iHQOpMaLIHUX TEXHOMOriH i 0OpOoOKH JepKaBHUX
iHhopManiiiHux pecypciB Ta iH(opmalii, BuMora momuo
3aXHUCTY SIKOT BCTAHOBJICHA 3aKOHOM, SIKi € CKJIQJIHIMH Ta
MOTPeOYIOTh HOBUX CTPATETIUHMX ITiAXOJIIB.

PLO 24 To manage complex and demanding IT
workflows for processing state information resources
and information protected by law, requiring
innovative strategic approaches.

IIPH 25 Bonoaitu yKkpaiHCBKOIO Ta 1HO3EMHOIO
MOBaMH Ha piBHI, [JOCTaTHBOMY U YCHOTO 1
MUCBbMOBOTO  OOroBOpeHHS  (axoBUX  IHUTaHb,
3IiiCHEHHsI HayKOBOi Ta/abo mpodeciiiHoi IisTbHOCTI,
MPEACTaBICHHS Pe3yNbTaTiB TOCTIHKECHb.

PLO 25 To possess proficiency in Ukrainian and a
foreign language sufficient for oral and written
discussions of professional matters, conducting
scientific and/or  professional activities, and
presenting research findings.

8 — PecypcHe 3a0e3nmeuenHsi peagizanii mporpamu /
Resource provision for programme implementation

Kaopose 3abe3neuenns | Staffing
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BignoBigHO 10 KaapOBUX BHMOT IOMO 3a0e3medeHHs
MPOBAHKEHHS OCBITHBOI MisTTBHOCTI JUISL BiAIIOBiTHOT'O
piBHS BHUIIOI OCBiTH, 3aTBep/pKeHHX I[locTaHOBOIO
KabGinery MinictpiB Ykpainu Big 30 rpyans 2015 p.
Nel187 B unHHIN pemakuii.

3amydeHHs [0 BHKIaJaHHS MpodeciiiHo-OpieHTOBaHUX
JUCLMIUTIH (axiBLIB-MIPAKTHKIB y cepi KOMIT FOTepPHUX
HayK, SIKi MaloTh HAyKOBHH CTyHiHb Ta/abo BYeHe
3BaHHs Ta NPaLIOIOTh 3a OCHOBHUM MiCIleM pPOOOTH
craHoBUTh 70 %.

In accordance with the staff requirements for
ensuring the implementation of educational activities
for the corresponding level of HE, approved by the
Resolution of the Cabinet of Ministers of Ukraine of
December 30, 2015, No. 1187 in the current version.
The involvement of practicing computer science
professionals with scientific degrees and/or academic
titles who work in their primary field of employment
in the teaching of professionally oriented disciplines
is 70%.

Mamepianvno-mexniune 3abesneuenns | Material-technical support

BignoBigHO OO0  TEXHOIOTIYHUX
MaTepiaJbHO-TEXHIYHOTO  3a0e3MeYeHHs  OCBITHBOL
JSUTBHOCTI  BIATIOBITHOTO  pIBHA  BHUIIOI  OCBITH,
3atBepkeHnx [locranoBoro KaOinery MinicTpis
VYkpainu Big 30 rpymas 2015 p. Nel187 B uuHHIM
penaxiii.

BukopucrtanHs cy4acHOr0 MaTepialbHO-TEXHIYHOTO
3a0e3nevyeHHs, a ceMe:

- HABYAIBHUN CHUTYyaIlilHU IIGHTp 3 KiOepeOe3neku
IC33I KIII im. Iropst Cikopcbkoro;

- kabilHeT Trpynu  pearyBaHHsS Ha  IHOMACHTH
koM roreproi Oesneku CSIRT-ED IC331 KIII im.
Irops Cixopcbkoro;

BUMOTI' moao

- KOMIT'IOTepHi ~ snaboparopii 3 oOJiagHaHUMH
KOMIT IOTEPHUMH POOOYMMU MiCLISIMU;

- crenianizoBaHi ayauTopii 3 BiZINIOBiAHUM
00JIaTHAHHSIM;

-UeHTp  (i3MYHOro  BHUXOBaHHSI Ta  CIHOPTY
“TloniTexHiK”;

- MyJIbTUMEIHHE 00JIaTHAHHS;

- Ta iHIIe.

In accordance with the technological requirements
for the material and technical support of educational
activities of the relevant level of HE, approved by
the Resolution of the Cabinet of Ministers of Ukraine
of December 30, 2015, No. 1187 in the current
version.

Modern material and technical support is used, and
seme:

- educational situational center for cyber security of
ISCIP Igor Sikorsky Kyiv Polytechnic Institute;

- the office of the computer security incident response
group CSIRT-ED of ISCIP Igor Sikorsky Kyiv
Polytechnic Institute;

- computer laboratories with equipped computer
workplaces;

- specialized classrooms with appropriate equipment;

-the center of physical education and sports
“Polytechnic”;

- multimedia equipment;

- and other.

Ingpopmayitine ma nasuanvro-memoouune 3abesneyents |
Information and methodical support of the educational process

Kopucrypanns HaykoBo-TexHiuHOIO 0i0MiOTEKOI0 Ta
iHmumu iHpopmaniiaumu pecypcamu KIII im. Irops
Cikopcbkoro, 0i0JIIOTEKO0 HABYAIBHOTO — BiIIUTY
IC33I KII im. Irops CikopcbKoro Ta cCreuiaibHOIO
6i06miorekoro IC331 KIII im. Iropst Cikopcbkoro.

Use of the Scientific and and other information
resources of Igor Sikorsky Kyiv Polytechnic Institute,
the library of the educational department of the ISCIP
Igor Sikorsky Kyiv Polytechnic Institute and the special
library of the ISCIP Igor Sikorsky Kyiv Polytechnic
Institute.

9 — Akanemiuna mooiabHicTh / Academic mobility

Hayionanvha kpeoumna mobinenicms | National credit mobility

MOXIUBICTh YKIagaHHS YroA TpO axKaaeMiuHy
MOOIUTBHICTE He mependaveHa y 3B’SKy 3 Cenu(ikoro

The possibility of concluding agreements on
academic mobility is not provided for in connection
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MiArOTOBKKA 3100yBayiB BUIIOI OCBITH 32 JaHOIO
OCBITHBO-TIPO(ECIITHOIO TIPOrPaMOIo.

with the specifics of the training of applicants for
higher education under this educational and
professional program.

Mixcuapoona kpeoumna mobinenicms | International credit mobility

MOXIUBICTh YKIaJaHHS YroA TpO axKaAeMiuHy
MOOUTBHICTE, TPO TPHUBaJli MIKHAPOIHI MPOEKTH, SKi
nepenbavaloTh  BKIIOYEHE HABYaHHSA  3100yBadyiB
BHILOI OCBITH (3a pieHHAM I'onosu
Jlepxcren3B’ a3Ky ).

Possibility of concluding academic mobility contracts
and long-term international partnerships that involve
embedded learning for higher education students (as
determined by the Head of the The State Service for
Special Communications and Information Protection of
Ukraine).

Hasuanus inozemnux 3006ysavie BO

/ Study of Foreign applicants of HE

Hapuyanust iHO3eMHMX 3700yBadiB BHIIOI OCBITH 3a
JIaHOIO  OCBITHBO-TIpOQECiiiHOI0O  TporpamMor0  He
nepeadayeHo.

This educational and professional program is not
open to international higher education students.
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2. MIEPEJIIK OCBITHIX KOMIIOHEHTIB / EDUCATIONAL COMPONENTS

K Dopma
peamTH ITi ICYMKOBOT O
o Ocgitri kommonentu / Educational Components e KOHTPOJIIO /
Code ECTS .
. Final control
credits
measure form
O00B’13K0Bi (HOPpMATHBHI) KOMIIOHEHTH /
Required (standard) components of the EP
Iuxa 3araasHoi miaroroskm / General training cycle
InTenekryanpHa BiacHicTh Ta mareHTo3HaBctBo / Intellectual . .
301 3 3aik / credit
Property and Patent Law
Cramuii iHHOBaliiiHuit possutok [/ Sustainable Innovative . .
302 Development 4 3amik / credit
[MpakTHyHMii Kypc 1HO3eMHOI MOBH Ul AUIOBOi KOMYHIKalii / . .
303 Foreign Language Course for Professional Communication 3 sk / credit
Huka npodeciiinoi mixrorosku / Professional training cycle
o 1 diznune BuxoBanus / Physical Education 4 3amik / credit
[ndopmaniiiai TexHoOrI] B HalIOHAJBHINA cUCTeM] KibepOe3nekn
1o 2 / Information Technologies in the National Cyber Security 4 3amik / credit
System
OOpobneHHss HaABENMKHX MacuBiB maHux / Processing of ex3ameH /
o 3 4 L
Extremely Large Data Sets examination
1O 4 CyuacHi TEXHOIOTIT TPOrpaMyBaHHs / Modern Programming 4 sanix / credit
Technologies
Mogeni, MeToan 1 TeXHOJOril iHKeHepii 3HaHb Ta MAalIMHHOTO
o s HaBuanHs / Models, Methods and Technologies of knowledge 3 3amik / credit
Engineering and Machine Learning
1o 6 Posnomineni obuucmoBaneHi cucremu / Distributed Computing 4 eK3aMeH /
Systems examination
AnMiHICTpYBaHHS Ta 3aXUCT CUCTEM YNpaBJIiHHS 0a3aMu JaHUX / . .
o7 Administration and Protection of Database Management Systems 3 sanix / credit
3a0e3medyeHHsl SKOCTI Ta PEBEPC-IHKUHIPUHT MPOTrPaMHOTO
o 8 3abesneuenHs / Quality Assurance and Software Reverse 4 3anik / credit
Engineering
3a0e3medyeHHsl SKOCTI Ta PEBEPC-IHKUHIPUHT MPOTrPaMHOTO
o 9 3abe3neyeHHs. KypcoBa pobora / Quality Assurance and 1 3amik / credit
Software Reverse Engineering. Coursework
BukonanHs maricrepcbkoi aucepraiii / Preparation of Master’s 3axuct /
I10 10 . 14
Thesis defense
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IpakTukn / Practices
IO 11 | Kibepnasuanns / Cyberlearning 3 3amik / credit
I10 12 | BiiicekoBe craxyBanus / Military Internship 9 3amik / credit
BubipkoBi komnonenTn / Elective components
Huka npodeciiinoi mixrorosku / Professional training cycle
Bubipkoa gucuumina 1 3 @-Karanory / . .
1B 1 Elective Subject 1 from P-Catalogue 5 sanix / credit
Bubipkoa gucuumina 2 3 ®-Karanory / 5 . .
1B 2 Elective Subject 2 from P-Catalogue sanix / credit
Bubipkosa mucnumiina 3 3 ®-Karanory / . .
1B 3 Elective Subject 3 from P-Catalogue 5 sanix / credit
Bubipkoa gucuumina 4 3 ®-Karanory / . .
1B 4 Elective Subject 4 from P-Catalogue 4 sazix / credit
Bubipkosa gucuumiina 4 3 ®-Karanory / . .
1B5 Elective Subject 4 from P-Catalogue 4 saix / credit
3aranpHUI 00cST 000B’I3KOBUX KOMITOHEHTIB /
. _ 67
Total scope of the required components:
3aranbHUN 00CAT BUOIPKOBUX KOMITOHEHTIB /
. _ 23
Total scope of the elective components:
OOcsr OCBITHIX KOMIIOHEHTIB, 1110 3a0€3Me4yI0Th 3100yTTs
KoMmmeTeHTHocTel BusHauenux CBO / 59
Total scope of the educational components aimed at acquisition of
competencies specified in the Higher Education Standard
3ATAJIBHUA OBCAT OCBITHBOI ITPOTPAMMU / 90
TOTAL SCOPE OF THE EDUCATIONAL PROGRAMME
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3. CTPYKTYPHO-JOI'TYHA CXEMA OCBITHBOI IIPOT'PAMMU /
STRUCTURAL-AND-LOGICAL SCHEME of THE EDUCATIONAL

PROGRAMME
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4. POPMA ATECTAIII 3JOBYBAUIB BUIIIOI OCBITH /
THE FORM OF ATTESTATION FOR DEGREE PURSUERS

Artecrariis 3700yBaviB BHILOI OCBITH 3a OCBITHbO-TIpo(eciiiHoo mporpamoro “Komm toTepHi
CHCTEMH 1 TEXHOJIOTIl CHeliaJbHOro 3B’SI3KY’ 3IIHCHIOETbCA Yy (opMi MyOIiYHOTO 3axXHCTy
KkBajidikamiiiHoi poOoTH, mio 3abe3nedye OLIHIOBAHHS JOCATHEHHS pe3yJabTaTiB HaBUaHHS,
BHU3HAYCHUX OCBITHBOIO MPOTPAMOIO Ta 3aBEPILIYETHCS BUAAYCIO JOKYMEHTa BCTAHOBJICHOTO 3pa3Ka
PO MPHUCYKEHHS HOMY CTYIEHsI MaricTpa 3 MPUCBOEHHAM KBamiikalii: MaricTp 3 KOMI IOTEPHUX
HayK, 3a OCBITHBO-TIpo(eciiiHoI0 mporpamoio “Komm’roTepHi cucTeMH 1 TEXHOJIOTII CIeiaIbHOTO
3B SI3KY .

Kgamidikarmiiina pobota mMae mepeabdauaTH pO3B’sS3aHHS CKIAAHOI 3a7ayl JOCIIIHUIBKOTO
Ta/ab0 IHHOBAIIMHOTO XapakTepy y cepi KOMIT IOTEpHUX HAYK.

Kgamidikamiiina po6oTa He NOBHHHA MICTHTH aKaJeMIYHOTO IUIariaty, ¢anbcudikaii,
¢dabpukarii.

Kganidikamiiina pobota Mae OyTu po3MilieHa Ha caiiti abo y myOniuHOMY perno3uTopii
3aKJIay BUIOT OCBITH 200 HOTO CTPYKTYPHOTO MiAPO3ITY.

OnpumoHeHHs KBaTi(ikamifHuX pooiT, m0 MICTATh iHPOPMAaLi0 3 0OMEXEHUM JOCTYIIOM,
CJIiT 31HICHIOBATH BiAIIOBIIHO O BUMOT 3aKOHOJIABCTBA.

Assessment of higher education students for the educational and professional program
“Computer systems and special communications technologies” is carried out in the form of a public
defense of a qualification work, which ensures the assessment of the achievement of learning
outcomes defined by the educational program and ends with the issuance of a document of the
established sample on awarding him the degree of master with the qualification: master of computer
science, according to the educational and professional program “Computer systems and special
communications technologies”.

The qualification work should provide for solving a complex task of a research and/or
innovative nature in the field of computer science.

The qualification work should not contain academic plagiarism, falsification, fabrication.

The qualification work should be posted on the website or in the public repository of the higher
education institution or its structural unit.

The publication of qualification works containing information with restricted access should be
carried out in accordance with the requirements of the legislation.
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5. MATPULIS BIIIOBIJJTHOCTI IPOT'PAMHUX KOMIETEHTHOCTEN
KOMIIOHEHTAM OCBITHBOI IPOTPAMM /
COMPLIANCE MATRIX OF PROGRAMME COMPETENCIES WITH
PROGRAMME COMPONENTS
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6. MATPULIA SABE3IIEYEHHSA ITPOT'PAMHUX PE3YJIBTATIB
HABYAHHSA BIIMNOBITHUMU KOMIIOHEHTAMM OCBITHBOI
IHPOI'PAMHU / COMPLIANCE MATRIX OF PROGRAMME LEARNING
OUTCOMES WITH PROGRAMME COMPONENTS
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