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NMPEAMBYVYJIA / PREAMBLE

PO3POBJIEHO / DESIGNED
KepiBHuK pobo4oi rpynu / Head of the project team:

AkoBnes Ceprin Bonoanmmposud, KaHampaT TEXHIYHMX HaAYK, 3aB. KadeOpo MaTeMaTUYHUX
MeToA4iB 3axucTy iHgopmauii / Serhii YAKOVLIEV, PhD, Head of the Department of Mathematical
Methods of Information Security

YneHu pobouoi rpynu / Project team members:

3aBaacbka Jliogmuna OnekciiBHa, KaHanaaT (pisnKo-MaTeMaTUYHUX HaykK, C.H.C., AOLEHT Kadenpu
MaTeMaTUYHUX MeTonhiB 3axnUCTy iHdopMauii / Ludmila ZAVADSKA, PhD, Senior Scientist, Associate
Professor of the Department of Mathematical Methods of Information Security

deceHKo AHApin B’d4yecnaBoBuY, KaHaMAaT PisNKo-MaTeEMATUYHUX HaYK, CTaplnin BUKNagau
Kagheopu MaTeMaTUYHUX MeTohiB 3axXUCTy iHopmauii / Andrii FESENKO, PhD, Senior Lecturer of the
Department of Mathematical Methods of Information Security

KyaiH AHTOH Muxannosud, A.T.H., Npod., 4n.-kop. HAHY, ronoBHnn ekcnepT ynpaBiiHHA 6e3nekn
iHpopMauii lenapTameHTy 6e3nekn HBY / Anton KUDIN, Doctor of Science, Professor, Corresponding
Member of NAS of Ukraine, Lead expert of Department of Information Security Management,
National Bank of Ukraine

Akmmyuyk Onekcin NeTpoBund, acnipaHT 3 kypcy / Olexii YAKYMCHUK, post-graduate student
MOron>XeHO / AGREED:

HaykoBo-MeToOM4YHa KOMICia yHiBepcuTeTy 3i crneuianbHocTi F1 MNMpuknagHa matemaTtuka/ The
Scientific and Methodological Commission of the University on speciality F1 Applied Mathematics

(npoTokon / minutes of meeting Ne___ Bif / dated 20 )
fonosa HMKY - F1 / Head of the SMCU - F1

Oner YEPTOB / Oleg CHERTOV

MeToamn4Ha paga Kl im. Iropa Cikopcebkoro / The Methodological Council of Igor Sikorsky Kyiv
Polytechnic Institute

(npoTokon / minutes of meeting Ne___ BiA / dated 20 )
Fonosa MeTogun4Hoi paaun / Head of the Methodological Council
TeTsaHa XKEJNNACKOBA / Tetiana ZHELIASKOVA
BPAXOBAHO / CONSIDERED:

Mono>xeHHs npo oceiTHI nporpamu KMl im. Iropsa Cikopcbkoro https://osvita.kpi.ua/node/137.

Haka3 KIl im. Iropsa Cikopcbkoro NeHO[1/362/25 Big 25.04.2025 «[po nnaHyBaHHSA Ta opraHisadito
OCBiTHbOro npouecy 2025/2026 H.p.».

daxoBy eKcnepTn3y CTeNKxXonaepis:
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dicyHeHKO AHApin JleoHigoBWY, Biue-npe3npeHT 3 po3pobok i gocnigxeHb TOB CaMcyHr
EnekTpoHikc YkpaiHa KomnaHi, LleHTp po3pobok i pocnigxeHb

Mpy6issH €Bren OnekcaHApoBUY, NpoBiaHU gocnigHuk Distributed Lab
MapwunH OnekcaHgp KOpinosuy, acnipaHT 1 Kypcy
BoHpap MNeTpo OnekcaHapoBuY, MaricTp 1 kKypcy

KicTaeB MaTBinn AHApinoBMY, MaricTp 1 Kypcy

Regulation on the Educational Programs at Igor Sikorsky Kyiv Polytechnic
Institute https://osvita.kpi.ua/node/137.

Order of Igor Sikorsky Kyiv Polytechnic Institute No. NOD/362/25 dated 25.04.2025 "On the Planning
and the Organization of the Educational Process for the 2025-2026 Academic Year."

Expertise of Stakeholders:

Andriy FISUNENKO,Vice President of Development and Research, Samsung R&D Institute Ukraine,
Development and Research Center

Yevhen HRUBIIAN, Lead Researcher, Distributed Lab
Olexandr PARSHYN, post-graduate student
Petro BONDAR, graduate student
Matvii KISTAIEV, graduate student
EBOJIIOLLIA OCBITHbOI MPOrPAMU / EVOLUTION OF THE EDUCATIONAL PROGRAMME

OCBiTHbO-HayKoOBY nporpamMy «MaTemMaTU4YHi MeToOMN KpUNTOrpagiyHoro 3axmncTy iHdopmauii» 6yno
cTBopeHo 2019 pokKy Ha OCHOBi monepenHbOi nMporpamun «lMpuknagHa Kpuntonoriga». Nporpama
nponosxye baratopivyHi Tpaguuii kachegpn MM3I 3 NigroToBKKU axiBuUiB y ranysi npuknagHoi
MaTEMaTUKN, KOMMN'IOTEPHUX HayK Ta KPUMTONOrii, 3 aKLEeHTOM K Ha FAMOUMHHIN TeopeTuyHin
MiagroToBUi, TaK i Ha NPAKTUYHUX HaBUYKaX, HEOBXiAHWUX AN CTBOPEHHS Ta aHalily cucTem
KpunTorpadgiyHoro 3axucTy iHopmadlii.

Nig yac mopepHisauii 2021 poky Ha Npono3unLii ctenkxonpepis (poboTonasuiB Ta cTyAeHTIB) 6yB
nepernsgHyTUN nepenik oCBiTHIX KOMMNOHEHT, 30KpeMa, 6yno 36inbweHo 06’eM Ta 3MICT AUCLMMAIHN
«MeToaun KpunToaHanisy», ueHTpanbHoi gna OHI, Ta cdhopmoBaHo psaa BUBIpKOBUX ANCLUMIIH ANS
nocusieHHsa axoBOi KOMMNETEHTHOCTI Yy rany3i KpunTonorii.

Mig 4ac mogepHisauii 2022 poky 6yso yTOYHEHO nepesik 3arajJibHNX Ta haxoBUX KOMMNETEHTHOCTEN,
a TaKo)X MporpamMHMX pesynbTaTiB HaB4YaHHA; 3pobneHo geTanizauilo OCBITHIX KOMMOHEHT, AKi
(hOpMYIOTb 3arasjibHi 3a (paxoBi KOMNETEHTHOCTI, Ta IX YaCTUH NO ceMecTpax, YTO4YHEeHO hopMu
NigCcymMKOBOro KOHTpoJt. TakoxX y nporpamMi 6ynm ypaxoBaHi 3MiHM A0 HaLiOHa/IbHOrO
Knacndgikatopa npodecin OK 003:2010, 30kpema, yTO4HEHO po34in «MpupaTHICTb [o
npaueBaalITyBaHHS».,

MopepHi3zauia 2024 poky nepepbavae 36inbweHHa 06’emy ancumnniH «OCHOBM HayKOBUX
pocnigxeHb», «CyvacHi anrebpaivyHi KpUNTOCUCTEMU» Ta OHOBNIEHHS 3MICTY AUCUUMAIHKU «KBaHTOBI
obuyncneHHs Ta KBaHTOBa KpunTtorpadis». OucumnniHa «OpraHisauinHi acnekTn Kpuntorpadii» Ha
nponosunuiio cTtenkxongepis nepepobneHa Ta nepeHeceHa 3 HOPMATUBHUX Yy BUBIPKOBI.

3rinHo noctaHoBu KabiHeTy MiHicTpiB YkpaiHu Big 30 cepnHa 2024 p. Ne 1021 OHIN nepeBeneHa B


https://osvita.kpi.ua/node/137
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ranysb 3HaHb F IHbopMaLinHi TexHonorii, cneyianbHicTb F1 MpuknagHa MaTeMaTuKa.

MopgepHizauia 2025 poky nepenbavae 36inbweHHAa 06'eMy HayKoOBO-OOCNIOHOT MPaKTUKN 4N
MOCUNEHHS MPaKTMYHUX HaBNYOK 3006yBaviB BMLWOT OCBITU. Ha npono3unuito cTenkxongepis byne
nepernsHyTo Ta OHOBJIEHO 3MICT gucumnniHm "MeTtoam KpuntoaHanisy", 3 mocuieHHAM POKYCy Ha
HaBiTHI Migxoan Ta MeToAu, 30KpeMa, 3a HaNnPAMKOM aHali3y NOCTKBAHTOBO CTIMKNX afirOPUTMIB.
Pa3om i3 komnaHieto Distributed Labs BegeTbcs poboTa no BNpoBaa>XeHHIO cepTUdikaTHOI Nporpamm
Mo NpuUKIagHUX 3aCTOCYBaHHAX AOBefeHb i3 HY/IbOBUMWU PO3rOJIOWEHHAMU Yy PO3nNoAineHunx
cucTemax.

The educational and scientific program “Mathematical methods of cryptographic protection of
information” was created in 2019 on the basis of the previous program, “Applied Cryptology”. The
program continues the long-standing traditions of the Department of Mathematical Methods of
Information Security of training specialists in the field of applied mathematics, computer science and
cryptology, with an emphasis on both in-depth theoretical training and practical skills necessary for
the creation and analysis of cryptographic security systems.

During the modernization of 2021, at the proposal of stakeholders (employers and students), the list
of educational components was revised. In particular, the volume and content of the discipline
“Methods of Cryptanalysis”, central to this program, was increased, and a number of selective
disciplines were formed to strengthen professional competence in the field of cryptology.

During the 2022 modernization, the list of general and professional competencies, as well as
program learning outcomes, was clarified. Educational components that form general professional
competences and their parts by semester have been detailed; the forms of the final control have
been specified. Also, the program took into account changes to the National Classifier of Professions
DK 003:2010, in particular, the section “Suitability for employment” was clarified.

The modernization of 2024 involves an enhancement of the disciplines “Fundamentals of Scientific
Research” and “Modern Algebraic Cryptosystems”, as well as updating the content of the discipline
“Quantum Computing and Quantum Cryptography”. The discipline “Organizational Aspects of
Cryptography” was reworked and transferred from normative to selective at the proposal of
stakeholders.

According to Resolution No. 1021 of the Cabinet of Ministers of Ukraine dated 30 August 2024, the
program has been transferred to the field of knowledge F Information Technology and the speciality
F1 Applied Mathematics.

The 2025 modernization involves increasing the amount of research practice to strengthen the skills
of higher education students. At the suggestion of stakeholders, the content of the ‘Methods of
Cryptanalysis’ course is being reviewed and updated to focus more on new approaches and
methods, particularly in the area of post-quantum resistant algorithm analysis. In collaboration with
Distributed Labs, a certificate programme on the practical application of zero-knowledge proofs in
distributed systems is being developed.
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1. NPO®JIb OCBITHbOI MPOrPAMM / EDUCATIONAL PROGRAMME PROFILE

1 - 3aranbHa iHdopmMauia / General information

MNoBHa Ha3Ba 3akjiafy BULLOI OCBiTK Ta

HaB4afbHoOro nigposainy / Full name of

higher education institution and faculty
/ educational and scientific institute

HauioHanbHU TEXHIYHWUNA
yHiBepcuTeT YKpaiHu
«KWIBCbKUI MONITEXHIYHNN
IHCTUTYT iMeHi Irops
Cikopcbkoro», HaB4abHO-
HayKOBUN (Pi3NKO-TEXHIYHMIA
IHCTUTYT

National Technical University
of Ukraine «lgor Sikorsky Kyiv
Polytechnic Institute»,
Educational and Research
Institute of Physics and
Technology

CTyniHb BULLOI OCBITW Ta Ha3Ba

0CBiTHbOI KBanidikauii / Higher

education degree and education
qualification title

CTyniHb MaricTpa
MaricTp 3 npuknagHoi
MaTeMaTuKn

Master Degree
Master of Applied
Mathematics

OdpiuinHa Ha3Ba OCBITHLOI NMporpamm /
Educational programme official title

MaTeMaTu4Hi meToamn
KpunTorpadgiyHoro 3axucTy
iHpopMaLil

Mathematical Methods of
Cryptographic Security

Tun gunnaomy Ta 06cAr OCBiTHLOI
nporpamu / Diploma type and
educational programme volume

Ovnnnom maricTtpa, 120
kKpeauTtie EKTC, TepMiH
HaB4YaHHSA 1 pik 9 MicAuis

Master diploma, 120 credits
ECTS, training period 1 year
9 months

IHdbopMauisa npo akpeguTadito /
Accreditation information of the
educational programme

AkpegntosaHo HA34BO,
cepTudikaT BiNnCHMA [0
2028-07-01

Accredited by NAQA,
cetificate No valid to
2028-07-01

Linkn, piseHb BULLOI 0CcBiTK / Education
cycle, level of higher education

HPK YkpaiHn - 7 piBeHb
QF-EHEA - npyruni unkn
EQF-LLL - 7 piBeHb

NQF of Ukraine - 7 level
QF-EHEA - 2 cycle
EQF-LLL - 7 level

MNepepnymosun / Prerequisites

HasaBHICTb CTyneHs
bakanaspa

Bachelor Degree

®opmun 3006yTTA oCBiTK / Forms of

Education OuyHa (neHHa); full-time;
MoBa(n) BuknagaHHs / Language(s) of VKpaitcbKa Ukrainian
instruction

IHTepHeT-agpeca po3MilleHHS
ocBiTHbOI nMporpamu / URL of the
educational programme

https://osvita.kpi.ua/F1_ONP
M_MMKZI
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2 - MeTa ocBiTHbOI nporpammu / Educational programme purpose

MeTa oCBIiTHbLOI NMporpamMun NMosArae y NiaroToBLi
npodecioHaniB y raaysi MaTemMaTuku,
CTaTUCTUKMK, iIHPOPMaLINHUX TEXHONOTIN,
iH(popMaLinHoT 6e3nekn Ta KpUNTOJOTriT,
30aTHUX hopMyNtoBaTK, aHanizyBaTu Ta
pO3B’A3yBaTW CKNa4Hi cnewuianizoBaHi 3agadi, a
TaKOX TeOopeTUYHi Ta NpakTu4Hi npobnemu
NPUKNagHoOI MaTeMaTUKK Y NpodecinHin
nianbHocTi abo y npoueci HaBYaHHS;
3aincHoBaTy | 3abe3nevyyBaTu MiXXKKYNbTYPHY
(haxoBy B3aEMOLit0 NMpeacTaBHUKIB HAYyKOBO-
TEeXHi4YHOT CMiSIbHOTKU, CPSIMOBaHY Ha
iHTerpauito yHIiBEpCMTETCbLKOI OCBITU B
€BPONENCbKUN OCBITHbO-HAYKOBUI NPOCTIp
LWAXOM iHTepHauioHani3auii oCBiTHLOro
npoLecy B ymoBax CTajoro iHHoOBaLiNHOro
HayKOBO-TEeXHIYHOr0 PO3BUTKY CyCMifibCTBa Ta
hopMyBaHHS BUCOKOI afanTUBHOCTI 3406yBadiB
BULLLOT OCBIiTW B YMOBax TpaHcgopMaLii pUHKY
npaui 4yepes B3aeMogito 3 poboToaaBUAMM Ta
iHLWKMW CTernkxongepamu.

MeTa oCBiTHbLOI MporpamMu BiANoBigae cTpaTeril
po3BuTKy KIl imeHi Irops CikopCbKoro
2025-2030 pokiB WO[0 AOCArHEHHS Uinen
CTaNoro po3BUTKY CyCNiNIbCTBA,
BUCOKOTEXHOOr4YHOI TpaHchopMaLii aep>xasu
Ta 3MiLHEHHA T T 060poHO30aTHOCTI,
hopMyBaHHSA AKICHOIo JIIOACBKOro KaniTany ans
BiAHOBNEHHS Ta CTINKOro po3BUTKY YKpaiHu

The goal of the educational program is to
prepare professionals in the fields of
mathematics, statistics, information technology,
information security, and cryptology
formulating, analyzing and solving complex
specialized tasks, as well as theoretical and
practical problems of applied mathematics in
professional activities or in the process of study;
to facilitate and ensure intercultural professional
interaction among members of the scientific and
technical community, directed towards
integrating university education into the
European educational and scientific space by
internationalizing the educational process which
is done within the context of sustainable,
innovative, scientific and technical development
of society and fostering high adaptability of
higher education seekers amid the
transformation of the job market through
interaction with employers and other
stakeholders.

The goal of the educational program aligns with
the Igor Sikorsky Kyiv Polytechnic Institute's
2025-2030 development strategy to achieve the
aims of sustainable development of society, the
high-tech transformation of the state,
strengthening of its defence capabilities, and the
formation of high-quality human capital for the
restoration and sustainable development of
Ukraine.
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3 - XapaKTepucTUKa OCBiTHbOI MporpamMm

/ Educational programme characteristics

MpeameTHa o6nacTtb / Subject area

O6’€eKT HiANbHOCTI: MaTeEMaTUYHI MeTOAMN,
Mopneni, afiropMTMuM Ta NporpaMHe
3abe3neyeHHs, WO NpU3HaYeHi ans
OOCNig)XeHHSs, aHanily, NPOeKTyBaHHA NMpoLuecis
Ta CUCTEM B Pi3HOMaHITHUX KOHKPETHUX
npegMeTHux obnacTsx.

Llini HaBYaHHSA: NigroToBKa CcneLianicTis,
30aTHUX:

- BUKOPUCTOBYBATW Ta BNPOBaA XyBaTu
MaTeMaTUYHi MeToAM Ta TexXHOoOorii B ranya3i
npuUKJaagHOI MaTeEMaTUKK;

- bopmynioBaTK, po3B'A3yBaTU I
y3araJibHIOBaTN TEOPETUYHI Ta NPaKTUYHI
3ajayi 3 BUKOPUCTAHHAM PyHOAMEHTaNbHUX Ta
cneuianbHMX NPUKAaAHUX METOAIB
MaTEMaTUYHUX Ta KOMMN'IOTEPHUX HaYK;

- po3B’'sA3yBaTM 3apadvi MAaTEMaTUYHOIrO
MOAEe0BaHHS MPOLECIB i ABULL, B YMOBaXx
HEeBM3HAYeHOCTi Ta HENOBHOTW iHhbopMaLil
woao hyHKLIOHYBaHHA cncTtemum 06’eKTiB;

- byayBaTun, JOCNiIA>KYBaTW Ta 3aCTOCOBYBaTHU
MaTeMaTU4YHi Moaeni, Wo rpyHTYOTbCS Ha
OaHUX Ta Ha 3HaHHSAX, CTBOPIOBATU Ta
eKkcrnayaTyBaTu nporpamMHe 3abe3neyeHHs.
TeopeTndHUi 3MicT npegmeTHoi obnacTi:
MaTeMaTU4Hi MeToau, o 3aCTOCOBYIOTLCA B
Hayui, iHXeHepil, 6i3Heci Ta NPOMNCNOBOCTI, a
TaKOoXX aJiropuTMK i NporpamMHi 3acobu ix
peani3auii.

MeToawn, METOAMKMN Ta TEXHOMONIT: MPUKNaOHi
MaTeMaTU4Hi MeToan Ta aIfOPUTMU; METOAUKN
BUPILLEHHS iHXXEHEepPHNX, HaYKOBMX, COoLliasIbHO-
€KOHOMIiYHMX 3aJa4 3a AOMOMOroto
creuianizoBaHnX NporpamMHux 3acobis;
iHbopMaUiNHi TexHoNOorii NpoBeOeHHS
KOMMN'IOTEPHOro MOAENIOBAaHHA Ta
0041MCNI0OBaNIbHOI0 EKCNEPUMEHTY,
iHTeseKTyasIbHOro aHanisy gaHux.
IHCTpyMeHTHK Ta obnagHaHHA: cneviani3oBaHi
MporpamMHi, anapaTHi Ta NporpaMHo-anapaTHi
3acobu Ta KOMNJeKCn A58 MOOEIIOBaHHS
00’eKTiB Ta CUCTEM, NPOBEAEHHS
004MCIOBaNIbHMX EKCNEPMMEHTIB TOLLLO;
KOMMN'IOTEPMN30BaHI CMCTEMU Y NPOGECiNHIN Ta
HaBYaNbHIN OiNbHOCTI.

Object: mathematical methods, models,
algorithms, and software created for research,
analysis, and design of processes and systems
in various specific subject areas.

Educational goals: preparing specialists capable
of:

- utilizing and implementing mathematical
methods and technologies in the field of applied
mathematics;

- formulating, solving, and generalizing
theoretical and practical problems using
fundamental and specialized applied methods of
mathematical and computer sciences;

- solving problems of mathematical modeling of
processes under conditions of uncertainty and
incomplete information regarding the
functioning of the system of objects;

- constructing, investigating, and applying
mathematical models based on data and
knowledge, creating and operating software.
Theoretical content of the subject area:
mathematical methods applied in science,
engineering, business as well as algorithms and
software tools for their implementation.
Methods, methodologies, and technologies:
applied mathematical methods and algorithms;
methodologies for solving engineering,
scientific, socio-economic problems using
specialized software tools; information
technologies for conducting computer modeling
and computational experiments, intelligent data
analysis.

Tools and equipment: specialized software and
hardware tools for modeling objects and
systems, conducting computational
experiments, etc.; computerized systems in
professional and educational activities.

OpieHTauina ocBiTHLOI Nnporpamm / Scope

OCBiTHbO-HayKoBa

Educational and scientific

OcHoBHUM (POKYC OCBITHb

oi nporpamum / Main focus

Bazosunin gpokyc Ol - MaTemMaTU4Hi Moaeni,
MeTOoAU, aJIrOpUTMM A1 3aia4 KOMMN'IOTEPHUX
HayK Ta KpunTorpagiyHoOro 3axucTy iHpopmauii
Kno4oBi csioBa: MaTeMaTUYHI MeToau,
anropuTMm, KpUNTONOrifA, Kpuntorpadis,
WnpyBaHHSA, LMppoBmUN NignNuc, rew-myHKLUIs,
KpunTorpadivyHuUn 3aXncT iHopMaLii

Fundamental focus of the educational program -
mathematical models, methods, algorithms for
computer science problems and cryptographic
information security

Keywords: mathematical methods, algorithms,
cryptology, cryptography, encryption, digital
signature, hash function, cryptographic
information security
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Oco6nuBocTi 0CBiTHLOI Nnporpamu / Features

PisHo6ivHa nigrotoBka haxiBLiB y ranysi
KpunTorpadivyHoro 3axucTy iHpopMadii, aka
NOEAHYE TEOPETUYHY Ta NPaKTUYHY CKIafoBy, 3
AKLEHTOM Ha OCTaHHIX AOCATHEHHAX CyYaCHOI
KPUMTOJOrii, HOBITHIX MOAENAX Ta MeToAax
KpunTorpadivyHoro 3axucTy iHopMadii Ta
Bi4MOBIAHOr0 MaTEMATUYHOIO MiArPYHTS.
Mpoxoa>keHHsA NepeannaoMHOT MPaKTUKK Ta
BUKOHAHHS CMNiSIbHUX NPOEKTIB Ha 3aMOBJIEHHS
Aep>XaBHWX, HAYKOBO-A0CAIAHNX YCTaHOB Ta
npoBigHUX IT-KkoMnaHin YkpaiHn 3a haxom.
IyanbHa ocBiTa.

Comprehensive training of specialists in the field
of cryptographic information security, which
combines theoretical and practical components,
with an emphasis on the latest achievements of
modern cryptology, the latest models and
methods of cryptographic information security
and the corresponding mathematical basis.
Pre-graduation internships and joint projects
commissioned by state, research institutions
and leading IT companies in Ukraine in the
specialty. Dual education.

4 - MpupaTHICTb BUNYCKHUKIB 0,0 NpaueBNaluTyBaHHA Ta NOAANbLUIOro HaB4aHHA /
Eligibility of graduates for employment and further study

MpupaTtHicTh po npauesnawTtyBaHHa / Eligibility for employment

BignoBigHO 00 HauioHanbHOro Knacudikatopy
npocecin OK 003:2010, BUNYCKHUKN MOXYTb
npauoBaTu Ha Nocagax, Wo BignosifawTb
TaknM KnacudikauinHUM yrpyrnoBaHHAM:
2121.1 HaykoBui cniBpobiTHUK (NpuknagHa
MaTeMaTuka);

2121.2 MaTeMaTuK (NpuKnagHa MmaTeMaTuKa);
2132.2 Po3pobHUK 064ncnoBasbHUX CUCTEM;
2139.1 HaykoBui cniBpobIiTHUK (iHLWi ranysi
ob4ncneHb - Komn'toTepizauis);

2139.2 lMpodecioHann B iHWNX rany3ax
obuncneHb (Komn'toTepizauisa): ®axiseub 3
KpunTorpadivyHoro 3axucTy iHpopmauii
2310.2 |HWi BMKNamadi 3aknanis BULLOI OCBITHU
BunyckHunkn Ol MOXXyTb npautoBaTu
creuianictaMmmn 3 KpunTorpagivyHoOro 3axmcTy
iHpopMauii Ta/abo IT-TexHoNorin, aHaniTuKaMun
OaHnX, po3pobHMKaMu NporpamMHnx 3acobis,
NPUKNagHMMK NporpamicTamu,
KOHCY/NbTaHTaMMU i3 3aCTOCYBaHHA MeTofiB
MaTeMaTUKN | CTaTUCTUKN N9 PO3B’A3aHHSA
NPpUKNagHMUX 3aa4y LUNPOKOro CNEKTPY,
HayKoBMMUW CNiBpPOBITHNKaMM.

According to the national Classifier of
Professions 1K 003:2010, graduates can work in
positions corresponding to the following
classification groups:

2121.1 Research Officer (applied mathematics);
2121.2 Mathematician (applied mathematics);
2132.2 Computer Systems Developer;

2139.1 Research Officer (other areas of
computing - computerization);

2139.2 Professionals in other areas of computing
(computerization): Specialist in cryptographic
information security

2310.2 Other teachers of higher education
institutions

Graduates of the educational program can work
as specialists in cryptographic information
security and/or IT technologies, data analysts,
software developers, application programmers,
consultants in the application of mathematics
and statistics methods to solve a wide range of
applied problems, and researchers.

Mopanbwe HaByaHHA / Further study

MpoOoBXeHHs OCBITY 3@ TPeTiM (OCBITHbLO-
HayKOBMM) piBHEM BULLOT OCBITU; HAabyTTS
000aTKOBMX KBanihikauin y cncremi
nNicnaaunIOMHOI OCBITW.

Continuation of education at the third
(educational and scientific) level of higher
education; acquisition of additional qualifications
in the postgraduate education system.
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5 - BuknapaHHA Ta ouiHioBaHHA / Teaching and assessment

BuknapaHHa Ta HaBYaHHA/Teaching and studying

Mporpamoto nepeabayvyeHo
CTyOEeHTOLleHTPpOBaHe HaBYaHHSA. BuknagaHHs
MPOBOANTLCA Yy Takux hopMax: nekuii,
MPaKTU4YHI Ta CEMIHAPCbKi 3aHATTS,
KOMMN'IOTEPHI NpakKTUKyMun (iHguBigyanbHi Ta y
Manunx rpynax); Kypcosi poboTun; TexHosoris
3MilLaHOro HaB4YaHHSA 3@ OKPEMUMM OCBITHIMU
KOMMOHEHTaMW; HayKOBO-A0CNiAHa NPaKTUKa;
BUKOHAHHA AUNI0OMHOT poboTn (Marictepcbkoi
ancepTauin).

The program provides for student-centered
learning. Teaching is conducted in the following
forms: lectures, practical and seminar classes,
computer practicums (individual and small
groups); coursework; blended learning
technology for separate educational
components; research practice; and master's
thesis.

OuiHloBaHHA / Assessment

OUuiHIOBaHHSA 3HaHb CTYAEHTIB 34iNCHIOETLCA Y
BiANOBIAHOCTI A0 MNMONOXXEHHSA NPO CUCTEMY
OUiHIOBAHHSA pe3ynbTaTiB HaB4aHHSA KIl iM.
Irops CikOpCbKOro 3a yciMma BugaMun ayauToOpHOI
Ta Mo3aayanTopHOi poboTun (BXigHW, MOTOYHUN,
KaneHgapHUn, NiACyMKOBUN KOHTPOJb): YCHI Ta
NMUCbMOBI €eK3aMeHN, TeCTYBaHHSA, KOJIOKBiyMHU
TOowoO. PiBeHb 3HAHb MO KOXXHIN OUCLUUMJIIHI
OLHIOETLCSA 3rifHO KpUTEpPIiB, BU3HAYEHUX Y
PenTUHroBin cncrtemi ouiHIOBaHHSA OaHOI
ONCUNMIHN.

The assessment of students' knowledge is
carried out in accordance with the Regulations
on the system of assessment of learning
outcomes of the Igor Sikorsky Kyiv Polytechnic
Institute for all types of classroom and
extracurricular work (incoming, current,
calendar, final control): oral and written exams,
testing, colloquium, etc. The level of knowledge
in each discipline is assessed according to the
criteria defined in the Grading System of this
discipline.
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6 - NMporpamMHi KoMmneTeHTHOCTI / Programme competencies

IHTerpanbHa KoMneTeHTHicTb / Integral competence

30aTHICTb PO3B'sAI3yBaTW CKAadHi 3adadi Ta
npobnemMun y ranysi MaTeEMaTUKN Ta CTaTUCTUKMN
abo y npoueci HaB4YaHHS, Wo Nepenbavae
npoBeAeHHNA gocniaXeHb Ta/abo 30inCHEHHS
iHHOBaLiN Ta XapaKTePU3YyETbCA HEBM3HAYEHICTIO
YMOB i BUMOT.

Ability to solve complex tasks and problems
in the field of mathematics and statistics or in
the process of learning that involves
conducting research and/or implementing
innovations and is characterized by
uncertainty of conditions and requirements.

3aranbHi komneteHTHocTi (3K)

/ General competencies

3K
01

30aTHICTb 40 CaMOHaB4YaHHS, MOLUYKY,
06pobneHHA Ta iIHTeNeKTyanbHOro aHanisy
iH(bopMaLii 3 pisHUX gXxepesn, BMiHHA
BUABNSATU, CTaBUTU Ta BUPiLLYyBaTK npobriemu.

Ability to self-study, search, process and mine
data from various sources;to identify, pose
and solve problems.

3K
02

30aTHICTb reHepyBaTW HOBI igei Ta
HeCTaHOapTHI nigxoam [0 iX peanisauii,
afanTyBaTUChb Ta AiSTN B HOBUX CUTYyaUisXx,
BUABNATU iHiLiaTUBY, iIHHOBALINHICTb Ta
NigNPNEMAUBICTD.

Ability to generate new ideas and non-
standard approaches to their implementation,
to adapt and act in new situations, to show
initiative, innovation and entrepreneurship.

3K
03

HaBn4KM Ta BMiHHSA MiXkocobucTticHoi
KOMYHIiKaUil, 34aTHICTb NpenCcTaBaAaTH i
OOHOCUTW 3HaHHS 1 igel Ta npauoBaT B
KOMaHAi

Interpersonal communication skills, the ability
to present and convey knowledge and ideas,
to work in a team.

3K
04

30aTHICTb BECTU NMPogeCinHy, y TOMY YnCAi
HayKOBO-O0CNIAHY, AiSANIbHICTb Y
Mi>KHapo4HOMY cepefoBULL

Ability to conduct professional, including
research, activities in the international
environment

3K
05

30aTHICTb roTyBaTW Ta 34INCHIOBATU Ny6NiYHi
BUCTYMW 3 Npe3eHTaLi€o OTPUMaHNX
pe3ysbTaTiB, rOTYyBaTU HAayKOBO-TEXHIYHI
ny6nikauii (3BiTK, cTaTTi TOWO) 3a
pesysibTaTaMn BUKOHaHUX O0C/iOXeHb, B
TOMY YUCJIi iIHO3EMHOIO MOBOIO

Ability to prepare and make public
presentations of the results obtained, prepare
scientific and technical publications (reports,
articles, etc.) based on the results of research,

including in a foreign language

3K
06

30aTHICTb OpiEHTYBaTUCA y NpobnemaTuui
CTaloro po3BUTKY, CUCTEMI
3arasbHOMOACBKUX LLiIHHOCTEN, PO3yMiTKn
3HAY€HHS NYMaHICTUYHUX LiHHOCTEN ons
36epeXXeHHs 1 PO3BUTKY Cy4acHOI LuBini3aLii.

Ability to navigate the issues of sustainable
development, the system of universal human
values, understand the importance of
humanistic values for the preservation and
development of modern civilization.

3K
07

30aTHICTb AiAaTn y BiANOBIAHOCTI 40 HOPM
iHTeNneKTyaIbHOI BJACHOCTI

Ability to act in accordance with intellectual
property rules

daxoBi komneteHTHOCTI (PK) / Professional competencies

OK
01

34oaTHICTL hopManizyBaTn Ta poO3B'A3yBaTH
CKNafgHi 3apavi n npobnemu, ski noTpedbytoTb
OHOBJIEHHSA 1 iHTEerpauii 3HaHb, 4aCTo B
YyMOBaxX HEMoOBHOI, HETOYHOI YN HEAOCTATHbLOI
iHbopMaUii Ta cynepevinBmnx BUMOr.

Ability to formalize and solve complex tasks
and problems that require updating and
integrating knowledge, often in the face of
incomplete, inaccurate, or insufficient
information and conflicting requirements

OK
02

30aTHICTb NPOBOAUTN HAaYKOBI AOCNIOXXEHHS 3
po3po6sieHHA HOBUX Ta afanTali€lo iCHY4YNX
MaTeMaTUYHUX Ta KOMMO'IOTEPHUX Moaenen
ANS DOCNif)XeHHS pi3HOMaHITHMX NpoLecis,
ABWL, i CNCTEM, MPOBOANTMN BiAMNOBIAHI
YucesibHi eKCNepuMeHTH 3 aHani3oM
ofep>XaHuX pesynbTaTiB.

Ability to conduct research on the
development of new and adaptation of
existing mathematical and computer models
for the study of various processes, phenomena
and systems, to conduct appropriate
numerical experiments with the analysis of the
results

OK
03

34aTHICTb popMmanizyBaTu, byagysaTn Ta
BUKOPUCTOBYBATU Y NPaAKTUYHIN OiS/IbHOCTI
Moaeni Ta MeETOAMN IHTeNeKTyalbHOro aHanily
OaHunX.

Ability to formalize, build and use models and
methods of data mining in practice




11/20

OK
04

30aTHICTb BUKOPUCTOBYBATU CyYacCHi
MCMXONOro-NegarorivyHi Teopii 1 meToamn y
npodecinHin OisnbHOCTI, 34iNCHIOBATK
nenaroriyHy OissibHICTb Y BULLIN OCBITI.

Ability to use modern psychological and
pedagogical theories and methods in
professional activities, to carry out
pedagogical activities in higher education.

OK
05

30aTHICTb NPOBaAUTN TEOPETUYHUI Ta
MPaKTUYHUI aHaNi3 CyY4acHUx
KpunTorpagiyHnx CUCTEM

Ability to conduct theoretical and practical
analysis of modern cryptographic systems

OK
06

30aTHICTb po3pobatoBaTV HOBITHI MexaHi3Mu
KpunTorpagivyHoOro 3axucTty

Ability to develop the newest cryptographic
protection mechanisms

DK
07

30aTHICTb NpoeKkTyBaTw, po3pobnoBaT Ta
peanizoByBaTU CUCTEMU KpUNTOrpadivHOro
3aXUCTY 3 YpaxyBaHHAM Cy4aCHUX AOCATHEHb
HayKn Ta iCHYI040I NpaBOBOI Ta HOPMATUBHOI
6a3un

Ability to design, develop and implement
cryptographic protection systems taking into
account modern scientific achievements and
the existing legal and regulatory framework

OK
08

30aTHICTb BUKOPUCTOBYBATU Ta
BMNpOBagKYBaTW iCHYIOYi MexaHi3mu,
MPOTOKO/IN Ta CUCTEMMK KpunTorpadgivyHoro
3axuUCTy iHpopMauii

Ability to use and implement existing
mechanisms, protocols and systems for
cryptographic protection of information
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7 - NMporpaMHi pesynbtatyu HaB4aHHA (MPH) / Programme learning outcomes

BukopucTtoByBaTu Ta afanTyBaTu

Use and adapt mathematical theories and

rPH MaTeMaTU4Hi Teopii Ta mogeni gns . : .
: models to provide a theoretical basis for
01 3abe3neyeHHsa TEOPETUYHOrO NiArPYHTS : L )
, solving scientific and practical problems
PO3B’A3aHHA HAYKOBMX Ta NPaKTUYHUX 3a[a4
3acToCcoBYyBaTU iCHYOHNN MaTeMaTUYHNN Apply the existing mathematical apparatus,
[MPH | anapaT, po3pobnsaTtn HoBi Mmoaeni, metoan Ta | develop new models, methods and algorithms
02 aropuTMM NPV BUPILLEHHI aKTyallbHUX while solving actual practical problems of a
MPaKTUYHUX 3a4a4 LUNPOKOro CMeKTpy wide range
KepyBaTnCb HOpMaMU iHTeneKTyasibHol . . .
Py . P 1 INTENEKTY ) To be guided by intellectual property norms in
[1PH BJIACHOCTI Y NpodecinHin AiaNbLHOCTI, . C
. professional activities, to conduct patent
03 |NpoBOAUTU NATEHTHWI NOLIYK, OPOPMIOBATH . e
searches, and to file patent applications.
3a5BKYy Ha NaTeHT.
OpraHizoBsyBaTun NpoecinHy AisnbHICTb . . Co
P Y poc YA To organize professional activities in
3riAHO 3 NPUHLMNAMMN CTasoro PO3BUTKY . o ;
. accordance with the principles of sustainable
lPH CyCninbCTBa, 3arasbHONACbKUMUN Ta . .
. . development of society, universal and
04 r'YMaHiCTUYHUMW LIHHOCTAMW ANS L .
. humanistic values for the preservation and
36epe)KeHHS Ta PO3BUTKY Cy4aCHOI T
N development of modern civilization.
umsinisauii.
CnTyaTMBHO 1 NPoecCinHO CrifIkyBaTUCb Ta . e
Y o . Y . Communicate and analyze scientific and
aHanizyBaTW HayKOBO-TEXHiYHY iH(OopMaLlito N Lo . .
. : . technical information in a foreign language in
[1PH OJLHIEI0 3 IHO3eMHUX MOB, OPraHi3oByBaTU : . .
d a situational and professional manner,
05 6araToCTOPOHHIO (Y TOMY Yuchi ; i ; .
MiXKKYIbTYPHY) KOMYHIKALLII0 Ta YNpaBnsTy organize and manage multilateral (including
intercultural) communication.
Helo.
BuaBnaTK iHiliaTMBY Ta NigNPUEMAUNBICTD, o . .
. H y Anp e Show initiative and entrepreneurship, organize
OpraHi3oByBaTW BAacHy npodecinHy . A ! :
rPH \ . . oo 7 own professional activities, develop innovative
OiNbHICTb, po3pobnaTy iHHOBAUIMHI X . .
06 . ) entrepreneurial projects and create companies
NiAMNPUEMHULLKI MPOEKTM Ta CTBOPIOBATH e :
- . for their implementation
KoMMaHii gns ix peanizauii
34incHoBaTK Ta aHanidyBaTu negaroriyHy | Implement and analyze pedagogical activities,
lMPH | AisanbHICTb, 3aCTOCOBYBaTU Cy4YacHi MeToamn apply modern methods of scientific and
07 HayKOBO-MeAaroriYyHoro JOCNiAXKeHHA Ta pedagogical research, apply pedagogical
neparoriyHi TexHosnorii technologies
rPH 3acTocoByBaTu MeToan 3006yTTH 3HaHb i3 Apply methods of gaining knowledge from
08 OaHWX, MeToAN OLiHKM Ta iHTepnpeTauil data, methods of evaluating and interpreting
3HangeHnX 3aKOHOMIpHOCTEN patterns found
340iNCHI0OBaTN MaTeMaTU4YHe | KoMN'loTepHe .
; Carry out mathematical and computer
MOAENOBaHHA CKIaAHUX CUCTEM Ta npouecis, .
. modeling of complex systems and processes,
rPH ob4uncnoBasibHi eKCNepMMeHTHn 3 . ; .
; computational experiments using modern
09 BUKOPUCTAHHAM Cy4YaCHUX MeTOLIB o
. . methods of data mining and computer
iHTeNeKTyanbHOro aHanisy faHux Ta .
\ Co technologies
KOMM'IOTEPHUX TEXHOJIONIN
34iNCHIOBATM NOLWYK, CMCTeMaTuM3alito Ta
aHani3 HayKOBO-TeXHiYHOI iHpopmMauil, Search, systematize and analyze scientific and
BiTYM3HAHOIO Ta iIHO3EMHOIo AOCBigy 3 technical information, domestic and foreign
MUTaHb NPoMeCcinHOl AiANIbHOCTI; NOriYHO, experience in professional activities;logically,
[1PH MOCNiJOBHO N TOYHO (hopMytoBaTU CBOI consistently and accurately formulate their
10 OYMKUW Ta nogasaTu iHopMauito y thoughts and present information in
npodecinHOMy CMifIKyBaHHIi;po3pobnaTu professional communication;develop scientific
HaYKOBi LOKYMEHTN Ta npe3eHTau,il, documents and presentations, report and
aonosigaTn Ta nybnikyBaTn pesynbTtaTun publish research results
[oCif)XeHb
rpPH MpoBagnTn aHaniz KpunTorpadiyHnx Analyze cryptographic algorithms, protocols
11 aropuTMIB, MPOTOKOIB Ta CUCTEM and systems
[1PH OpieHTYBaTUCb Y OCTaAHHIX AOCATHEHHAX Navigate in the latest advances of the
12 KpunTtonorii cryptology
rpPH Po3pobntoBaTu HOBI KpunTorpadiydHi Develop new cryptographic algorithms,
13 | anropuTMm, MEXaHi3MN Ta CUCTEMU 3aXUCTY mechanisms and security systems
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KepyBaTuUCb 3aKOHaMu, CTaHAapTaMu, . .
rpPH pyBart . 1Aap Be guided by industry laws, standards,
TEeXHIYHMMMK cneungikauiamm Ta e ;
14 . specifications and regulations
HOPMAaTUBHUMUN OOKYMEHTAMW y rasys3i
[MPH | Po3pobnioBaTn Ta aHanisyBaTu anroputmmy | Develop and analyze algorithms in classical
15 | KNacn4HIN Ta KBAHTOBIN MoAensax o64ncneHb and quantum computing models

8 - PecypcHe 3abe3neyeHHs peanisauii nporpamm / Resource provision for programme
implementation

KappoBe 3abe3n

eyeHHsn / Staffing

BignoBigHO A0 KagpOBUX BUMOTI LLOAO0
3abe3neyvyeHHs NPoBaaXeHHS OCBITHbLOT
OiNbHOCTI ong BignosigHoro piBHAa BO,
3aTBepa)xeHux MNoctaHoBoto KabiHeTy MiHicTpis
YkpaiHu Big 30.12.2015 p. Ne 1187 y YnHHIR
penakuii

In accordance with the staffing requirements for
ensuring the implementation of educational
activities for the relevant level of higher
education, approved by the Resolution of the
Cabinet of Ministers of Ukraine of December 30,
2015, No. 1187 in the current version

MaTepianbHO-TexHiYHe 3ab6e3ney

eHHs / Material-technical support

BignoBigHO 00 TEXHONOrMIYHMX BUMOT LL,OA0
MaTepiaslbHO-TeXHI4YHOro 3abesnevyeHHs
OCBITHbLOI AiSANILHOCTI BiANoBigHOro piBHA BO,
3aTBepoxeHux MNoctaHoBoto KabiHeTy MiHicTpis
YkpaiHu Big 30.12.2015 p. Ne 1187 y YnHHIn
penakuii

BukopucTtaHHa obnagHaHHA ona NnpoBeneHHs
neKuin y dhopmaTi npe3eHTauin, MmepexeBux
TEXHOOrin, 30KpeMa Ha naaTdopmi
ONCTaHUiNHOro HaB4YaHHs Sikorsky,
OEMOHCTpaLinHoOro raaysesoro obnagHaHHS B
X0[4i BUKOHaHHA nabopaTopHUX NPaKTMK Ta
KOMM'IOTEPHUX MPaKTUKYMIB

In accordance with the technological
requirements for the material and technical
support of educational activities of the relevant
level of higher education, approved by the
Resolution of the Cabinet of Ministers of Ukraine
of December 30, 2015, No. 1187 in the current
version

Use of equipment for lectures in the format of
presentations, network technologies, in
particular on the Sikorsky distance learning
platform, demonstration of industry equipment
during laboratory works and computer practices

IHdbopMauiHe Ta HaBYaIbHO-MeTOoAUYHe 3abe3neuyeHHs / Information and methodological support of the

education

al process

BionoBigHO 4,0 TEXHOJIOTIYHNUX BUMOI LLOA0
HaBYaJ/IbHO-METOANYHOIro Ta iHopMaLiNHOro
3abe3nevyeHHs OCBITHbOI AiA/IbHOCTI
BiAnoBigHOro piBHA BO, 3aTBEPAXEHUX
MocTaHoBow KabiHeTy MiHicTpiB YKpaiHu Bif
30.12.2015 p. Ne 1187 B 4MHHIN penakuii.
Pecypcu HaykoBo-TexHi4yHOi 6i6nioTekn Kl im.
Irops Cikopcbkoro, 6ibniotekn HaB4yanbHo-
HayKOBOIro Pi3MKO-TEXHIYHOI0 iIHCTUTYTY

In accordance with the technological
requirements for educational, methodological
and information support of educational activities
of the relevant level of higher education,
approved by the Resolution of the Cabinet of
Ministers of Ukraine of December 30, 2015, No.
1187 in the current version.

Resources of the Scientific and Technical Library
of Igor Sikorsky Kyiv Polytechnic Institute, the
library of the Institute of Physics and Technology

9 - AkageMiyHa MOOiNbH

ictb / Academic mobility

HauioHanbHa KpeauTHa MobGinbHicTb / National credit mobility

Y4yacTb CTyOEHTIB y MporpaMax akaaeMmiyHoi
MOBINIbHOCTI, MOXXJIMBICTb YKJIaAE€HHS yrof rnpo
akageMivyHy MobinbHICTb

Participation of students in academic mobility
programs, the possibility of concluding
agreements on academic mobility

MixxHapoaoHa KpeauTHa MobinbHicTb / International credit mobility

MOXXNUMBICTb YKNAAEHHA yrof npo Mi>XHapoaHy
akageMivyHy MobinbHICTb, Npo TpuBani
Mi>KHapO4Hi NpoeKTu

Possibility to conclude agreements on
international academic mobility and long-term
international projects

HaB4yaHHA iHO3eMHMX 3800yBayiB BULLLOI OCBiTH /

Study of foreign applicants of higher education

HaB4yaHHS iHO3eMHUX 3006yBadviB BO, ki
onaHoBytoTb Ol 3a NnporpamMamMy Mi>KHapogHOI
aKaneMmiyHoi MobBiNIbHOCTI, MOXXe NPOBOANTUCH
aHrnincbkot abo ykpaiHCbKOK MOBOIO, 3@ YMOBW
BoNoAiHHA 3006yBavyeM MOBOIO HaBYaHHSA Ha
piBHI He HUX4e B2.

The training of foreign higher education
applicants who are studying under international
academic mobility programs may be conducted
in English or Ukrainian, provided that the
applicant has a language proficiency of at least
B2.
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10 - NMpouenypa npucBoeHHA npodecininx Keanidikauin / Procedure for awarding
professional qualifications

He nepenbayeHo NpucBOEHHA NpodecinHoi The awarding of a professional qualification is
KBanigikauii not provided
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2. MEPEJIIK KOMMOHEHTIB OCBITHbOI MPOrPAMMN / COMPONENTS of EDUCATIONAL

PROGRAMME
KpeauTis . Popma
N nigcyMKoBoOro
Koa/Code OcBiTHI KOoMMoHeHTK Nporpamu/Components EKTC/ECTS .
: KoHTposto / Final
credits
control form
HOPMATWBHI ocBiTHi komnoHeHTU/Required (standard) components
O60B’5A3KOBi KOMMOHEHTW LMKY 3arasbHoi nigrotoBkun/General training cycle
IHTenekTyasibHa BJIACHICTb Ta NaTEHTO3HaBCTBO / . .
3001 Intellectual Property and Patent Science 3.0 3anix / Final test
CTanuin iHHOBaUINHWA PO3BUTOK / . .
3002 Sustainable Innovative Development 2.0 3anik / Final test
3003 MpakTUYHUI KypC iIHO3EMHOT MOBU ANA HayKOBOI KOMYHikauii /
Practical Foreign Language Course for Scientific Communication
MpakTUYHUI KypC iIHO3EMHOI MOBU ANA HayKOBOI KOMYHikauii. YacTnHa 1 / Practical . .
3003.1 Foreign Language Course for Scientific Communication. Part 1 3.0 3anik / Final test
MpakTUYHUI KypC iIHO3EMHOI MOBU ANA HayKOBOI KOMYHikauii. YacTuHa 2 / Practical . .
30032 Foreign Language Course for Scientific Communication. Part 2 2.0 3anik / Final test
Po3pobka cTapTan npoekTiB / . .
3004 Development of Startup Projects 3.0 3anik / Final test
MeparoriyHa MancTepHICTb / . .
30 05 Pedagogical Mastery 2.0 3anik / Final test
IHTeneKkTyanbHWIA aHani3 gaHux /
30 06 Data Mining 5.0 Ek3ameH / Exam
MopentoBaHHA CKNagHUX cuctem /
3007 Modelling of Complex Systems 5.0 Exsamen / Exam
O60B’A3KOBIi KOMMOHEHTM LUKy nNpodecinHoi niaroToBky /Professional training cycle
MeToawn KpunToaHanisy /
fno o1 Methods of Cryptanalysis
o 01.1 MeToawn kpunTtoaHanily. YactuHa 1 / Methods of Cryptanalysis. Part 1 5.0 Ek3ameH / Exam
o 01.2 MeToawn kpunTtoaHanily. YactuHa 2 / Methods of Cryptanalysis. Part 2 4.0 3anik / Final test
MeToawn peanisauii kpunTorpagivHnUx mexaHismis /
no 02 Methods of Cryptographic Mechanisms Implementations 3.0 Exsamen / Exam
Cy4acHi anrebpaiyHi kpyuntocncrtemm / . )
o 04 Modern Algebraic Cryptosystems 4.0 3anix / Final test
KBaHTOBI 064MCNEHHSA Ta KBaHTOBa KpunTorpadis / . )
o 05 Quantum Computations and Quantum Cryptography 4.0 3anik / Final test
MpoekTyBaHHS, po3pobKa i peanizauis kpunTorpagiyHNX cuctem /
1o 06 Design, Development and Implementation of Cryptographic Systems 3.0 Eksamen / Exam
MpoekTyBaHHS, po3pobka i peanizauis kpuntorpadgivHnx cuctem. Kypcosa poboTa / . .
no o7 Design, Development and Implementation of Cryptographic Systems. Course Work 1.0 3anix / Final test
JocnigHnubkuin (HaykoBuii) komnoHeHT/Research component
HaykoBa pob6oTa 3a TemMoto Marictepcbkoi gncepTauii / Scientific Work on the Master’s
ro 08 . )
Thesis Topic
HaykoBa poboTa 3a TemMoto MaricTepcbkoi ancepTauii. YacTmHa 1. OCHOBU HayKOBUX
10 08.1 nocnipxeHb / Scientific Work on the Topic of Master's Dissertation. Part 1. 3.0 3anik / Final test
Fundamentals of Scientific Research
HaykoBa poboTa 3a TemMolo Marictepcbkoi gncepTauii. YacTuHa 2. HaykoBo-
o 08.2 nocninHa poboTa 3a TeMoto MaricTepcbkoi ancepTauii / Scientific Work on the Topic 4.0 3anik / Final test
of Master's Dissertation. Part 2. Research Work on the Topic of Master's Dissertation
10 09 HaykoBo-gocnigHa npakTuka / Research practice 14.0 3anik / Final test
o 10 BukoHaHHA MaricTepcbkoi ancepTauii / Completion of a Master’s Thesis 16.0 3axucT / Defence
BUWBIPKOBI ocBiTHi koMmnoHeHTW/Elective components
BnbipkoBi KOMMOHEHTW LMKy npodeciiHoi niarotosku/Professional training cycle
OCBITHIn KOMNOHEHT 1 ®-KaTanory / . .
1B 01 Educational Component 1 from P-Catalogue 4.0 3anik / Final test
OCBITHIn KOMNOHEHT 2 ®-KaTasnory / . .
18 02 Educational Component 2 from P-Catalogue 4.0 3anik / Final test
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. ®dopma
KpeauTis nigCyMKOBOrro
Kon/Code OcBIiTHI koMNoHeHTU nporpamMmu/Components EKTC/ECTS Y .
credits _|<oHTPOIO / Final
control form
OCBITHIn KOMMNOHEHT 3 ®-kaTanory / : :
1B 03 Educational Component 3 from P-Catalogue 4.0 3anix / Final test
OCBITHIn KOMMNOHEHT 4 ®-kaTanory /
1B 04 Educational Component 4 from P-Catalogue >0 Exsamen / Exam
OCBITHIn KOMMNOHEHT 5 ®-kaTanory /
118 05 Educational Component 5 from P-Catalogue >0 Exsamen / Exam
OCBITHIn KOMMNOHEHT 6 ®-KaTanory / : :
1B 06 Educational Component 6 from P-Catalogue 4.0 3anik / Final test
B 07 OCBITHIn KOMMNOHEHT 7 ®-kaTanory / 4.0 3asik / Final test

Educational Component 7 from P-Catalogue

3aranbHui obcar 06oB’a3k0BMX KOMMNOHeHTIB / Total volume of the required

components: 20
3aranbHui obcsar BubipkoBnx KomnoHeHTiB / Total volume of the elective components: 30
O6csAr oCcBiTHIX KOMMOHEHTIB, WO 3abe3nevyyoTb 3400yTTA KOMNETEHTHOCTEN
BM3HA4YeHUX CTaHAapToM BuMLW,OI ocBiTK / Total volume of the educational components 0
aimed at acquisition of competencies specified in the Higher Education Standard:
3ATAJIbHUIA OBCAr OCBITHBOI MPOMPAMU / TOTAL VOLUME OF THE EDUCATIONAL 120

PROGRAMME
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3. CTPYKTYPHO-JIOINYHA CXEMA OCBITHbOI MPOrPAMU / STRUCTURAL-AND-LOGICAL
SCHEME OF THE EDUCATIONAL PROGRAMME

IE:::::E:‘I::a IaTenexTyatsHuH OcHoBH HayKOBHX MeTtoau Mertonn peamsami CywacHi anredparisi
HATEHTOIHABCTEO aHATI? TaHHX TOCTLTAKEHE KpHOToaHAm3y I EPHITOTP. MEXAHIIMIB KPHITOCHCTEME

[nosenna moa ana Cranuii 1HHCEATIHHAR

HAVEOBOT KOMYHIEAII POIBETOE
l A
[Ho3enma vopa ana Metommn
HAVEOBOT KOMYHIKAIIT < KpHITOAHAMI3Y 2
‘l ¥ )
Pozpodka crapran . i i i i i
HayxkoBo-gocaiasa poborta 4—/ ¢ TIBI i IIB2 ¢ IIB3 i IIB4 IIB5
OPOSKTIE i i : i
¥ Y 3 v
IMenaroriama Mogemosanmna IIpoekTyBaEHA, po3podka 1 peamizariia Keantosi oSumHCeHHA
E::[ i P : L ; P P Ta KBAHTOBA [IB& IB7
MaHCTepHICTE CKIaIHHX CHCTEM KPHITOTPadIdHHR CHCTEM wpunrorpadin
Kypcosa
\ podora
Inosenma wosa zmy [ Hav . 6
S———— »| Haykoro-1ocmana podota
Y
Haykope-gocmagna " J J
NpaKTHKA
v

JooaTkoBy iHOpMaLito MPO CTPYKTYPY HaBYaJIbHOIrO MJaHy Ta MOXXJIMBI iHOMBIAYyalbHi OCBITHI
TpaekTopii MOXKHa 3HamTu TyT: https://mmis.ipt.kpi.ua/education/educational-plans/

BHKOHAHHA MATICTEPCHKOL
OHCEPTALiL

Fundamentals of the

Methods of

Mechods of Cryprographae
Mechanisms

Cryptosystems

Modern Algebraic

and Patent Scie

Inrellectual Property

Tice

Data Mining

Seientific Research

Cryptanalysis T

Implesmeatations

Foresgn Langus;
Scientific
Conunncat

ge foo

1001

Sustamnable Innova
Development

tive

Methods of

Poreign Language for
Scientific c loeis 2
Y 1, v
Comumunication -l rypranalysis 2
3
Development of Scientific and Research ! i -
prmen , ] { TIBI |i IIB2 B3 i} IIB4 || IIBS
Startup Projects Work : :
¥ A A 4 A 4
Pedagogical Modelling of Design, Development and Implementation of Qu"m“:fam[“”“m“ ! IR i oB7
g and Quantum i H 7
Mastery Complex Systems Cryptographie Systems Crypeography i !
Course Werk
A 4
Foreign Language for e Scientific and Research
Saentnfic » Wok
Communication ot
Y
Research » i _/

Scientific and
Practice

¥

Implementation of Master's
Thesis

Additional information about the structure of the curriculum and possible individual educational
trajectories can be found here: https://mmis.ipt.kpi.ua/education/educational-plans/



https://mmis.ipt.kpi.ua/education/educational-plans/
https://mmis.ipt.kpi.ua/education/educational-plans/
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4. ®OPMA ATECTALLIi 340B5YBAY4IB BULLLOi OCBITU / THE FORM OF ATTESTATION FOR
DEGREE PURSUERS

ATecTauia 3pn06yBadiB BULLOI OCBITM 3a OCBITHbOIK MNporpamMot «MaTemMaTuUYHIi MeToAwU
KpunTorpadivyHoro 3axucTy iHhopMaLii» NpoBOANTLCA Y POPMIi 3aXMCTy MaricTepcbkoi gucepTauii
Ta 3aBEepLIYETLCHA BMAAYE AOKYMEHTa BCTaHOBJIEHOr0 3pa3ka Npo NMPUCYAXKEHHS NOMY CTyneHs
MaricTpa 3 NPMCBOEHHAM KBahidikauii «MaricTp 3 NnpMkKaagHOI MaTeMaTUKN».

ATecTauiqa 30incHETLCA BiaKpuTOo i NnybniyHo. KBanidikauinHi poboTm (Marictepcbki agucepTauii)
nepeBipAlTLCA Ha 03HAKM NOPYLUEHHS akageMivyHol obpoYvyecHOCTi Ta nicasa 3axmcTy nNybaikyroTbCs
B peno3unTopii HaykoBo-TexHi4HOi 6ibnioTekn YHiBepcnTeTy AN BiIbHOro AOCTYMy.

Students of the "Mathematical methods of cryptographic protection of information" educational
program undergo certification in the form of defending their master's thesis, culminating in the
issuance of a document of the established form conferring the master's degree with the qualification
of "Master of Applied Mathematics".

The certification process is conducted openly and publicly. Qualification works (master's theses) are
checked for signs of academic integrity violations and, after defense, are published in the repository
of the university's Scientific and Technical Library for open access.
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5. MATPULA BIANOBIJHOCTI NPOrPAMHUX KOMMNETEHTHOCTEA KOMMOHEHTAM
OCBITHbOI MPOrPAMU / COMPLIANCE MATRIX OF PROGRAMME COMPETENCIES WITH
PROGRAMME COMPONENTS

30 01({30 02(30 03|30 04(30 05|30 06|30 07|10 01|10 02|10 04|10 05|10 06|10 07|10 08(r10 09|10 10
3K 01 X X X X X X X X X X
3K 02 X X X X
3K 03 X
3K 04 X
3K 05 X X X X
3K 06 X
3K07| X

@K 01 X X X X X X X X
PK 02 X X X X
PK 03 X
DK 04 X
®K 05 X
DK 06
®K 07 X
PK 08

XXX |X
>
>

x| >
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6. MATPULA 3ABE3NEYEHHA MPOrPAMHUX PE3YJIbTATIB HABYHAHHA BIANOBIAHUMMU
KOMMNOHEHTAMU OCBITHbOI MPOrPAMMN / COMPLIANCE MATRIX OF PROGRAMME
LEARNING OUTCOMES WITH PROGRAMME COMPONENTS

30 01|30 02|30 03|30 04|30 05(30 06|30 07|10 01|10 02|10 04|10 05|10 06|10 07|10 08|10 09|10 10
MPH 01 X X X X X X X X
MPH 02 X X X X X X X X X X
npPH 03| X
MPH 04 X
[PH 05 X
MPH 06 X
rPH 07 X
MPH 08 X X
rPH 09 X X X X
MPH 10 X X X X
MPH 11 X X X X X X
MPH 12 X X X X X X
MPH 13 X X X X X
MPH 14 X X X X
MPH 15 X X
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