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1. IPO®L/Ib OCBITHbLOI IPOTPAMHU

«CucTeMH, TEXHOJIOTII Ta MaTeMaTHYHI MeTOIH
Ki0epOe3nexkun»
3i cnenianbHocTi 125 KiGep6e3neka Ta 3axuct ingopmanii

1 —3araabHa indopmanis

[Tona 3BO Ta in- | HarionanbHuil TexHiuyHUiA yHiBepcuTeT YKpainu “KuiBcbkuii momiTexHiu-
CTUTYTY/paKyib- | HHM IHCTUTYT iMeHi Iropst CikopchKoro”,
TETY HaBuanpHO-HayKoBHIA PI3UKO-TEXHIYHUNA iHCTUTYT

CryniHp BUIIO] Cry1miHp — MaricTp

ocBiTh Ta Ha3Ba | KBamidikaris — maricTp 3 KibepOe3neku Ta 3axXucTy iHpopmarii
KkBamidikarii Mo-
BOIO OpHUTIHATY

Pisens 3 HPK HPK VYkpainu — 7 piBerb, QF-EHEA — npyruii ukn, EQF-LLL — 7 piBenb

Odimiitaa HazBa | CucTemMu, TEXHOJIOTIT Ta MaTEeMaTHYHI METOIN KibepOe3meku
OCBITHBOI ITPO-
rpaMu

Tun qumiomy Ta | Jummom marictpa, onuanunuid, 90 kpenutiB, TepMiH HaBuaHHs 1 pik 4 mi-
00car OCBITHBOI | ALl
porpamu

HasBHicTs akpe- | Ceprudikar akpeauTaii ocBiTHb01 mporpamu Y | Ne 11007486, miicauii no
aurarii 01.07.2024

[TepexymoBHU HasBHicTb cTyneHs OakanaBpa
MosBa(u) Buksa- | YKpaiHCbKa
JTAHHS

TepwMin it ocBiT- | Jlo HacTynHOT akpeauTanii
HBOI IIpOrpamu

InTepuer-agpeca https://osvita.kpi.ua/node/103, (po3nin «OCBITHI IpOTpaMu»),
MOCTIHHOTO PO3-
MIIIEHHS OCBIT- http://is.ipt.kpi.ua/navchalni-programi-2
HBOI ITpOorpamMmu

2 — Meta ocBiTHBOI mporpamMu

3abe3nedyeHHs GyHIAMEHTAIBHOI MATOTOBKY; TAPMOHINHICTh, 0araTOBUMIPHICTh OCBITH; 1HTET-
pallist HayKOBO-JOCi/IHO1, IHHOBAaLI{HOI AisITBHOCTI 1 HABYAJILHOTO MPOIIECY; OpI€HTALlis HA MIXK-
HapoJH1 BUMOTH B cepi KibepOe3neku Ta 3aXucTy iHdopmaliii, CBITOBI HAYKOB1 TOCSITHEHHS; Y-
aJIbHa OCBITa, OPIEHTALlIs HA BUMOTH PUHKY ITpalli.

[TinroToBka npodecioHasniB, 3MaTHUX BUKOPUCTOBYBATH 1 BIIPOBAIKyBaTH HOBITHI TEXHOJIOTI{ Ta
MaTeMaTU4YHI METOJIH, POBOIUTH HAYKOBO-/IOCIITHY Ta IHHOBAILIHY AiSUTbHICTh B TATy31 3aXU-
cty 1iHpopMmarlii 1 KiOepHETHIHOT Oe3MeKH;

Mera ocBiTHBROI Iporpamu Bianosigae ctparerii po3sutky KIII imeni Iropst Cikopcrskoro 2020-2025
POKiB moA0 GopMyBaHHS CYCHiJILCTBa MaOyTHHOTO Ha 3acajaxX KOHILEMII] CTAJIOr0 PO3BUTKY.



https://osvita.kpi.ua/node/103
http://is.ipt.kpi.ua/navchalni-programi-2

3 — XapaKkTepuCTHKA OCBITHbOI IpOrpamMu

[IpeameTHa obGnacTh

O0’exkTH BUBYCHHA:

— Cyd4acHi mpolecH JOCHTIKEHHs, aHali3y, CTBOPEHHS Ta 3a0e3-
neueHHs (QYHKI[IOHYBaHHS 1HQOPMAIIHHUX CHCTEM 1 TEXHOJIO-
riil, iHmuX Oi3HEeC-omepaliiHuX MpoieciB Ha 00’ ekTax iHpop-
MaIiiHOI isUIBHOCTI Ta KpUTUYHUX 1HPPACTPYKTYp chepH iH-
(dhopmMmartiiiHoi 6e3mexu Ta/abo KibepOe3neKu;

— iHdopmauiiiHi cucremu (iHPOpMaLiHHO-KOMYHIKALINHHI, 1H-
(dhopmarliiHo-TeIeKOMYHIKaIliliHI, aBBTOMAaTH30BaH1) Ta TEXHO-
JIOT1I;

— iH}pacTpyKkTypa 00’ €KTiB iH()OpPMAIIHHOI AISUTBHOCTI Ta KPH-
TUYHUX 1HOPACTPYKTYP;

— CHCTEMH Ta KOMILJIEKCH CTBOPEHHS, 00poOKH, Tiepeaadi, 30epi-
TaHHs, 3HUIICHHS, 3aXHUCTY Ta BioOpaskeHHs 1aHuX (iHdopma-
LIMHUX TTOTOKIB);

— iHdopManiliHi pecypcH pi3HHX KJIaciB (B T.4. IepKaBHi iH(Op-
MalliiiHi pecypcu);

— TMporpaMHe Ta MporpaMmHoO-anapaTHe 3abe3nedeHHs (3aco0m)
Kibep3axucry;

— CHCTEeMH YIpaBIiHHS iHpopMaIiiiHOIO 6e3neKor0 Ta/abo Kide-
pOe3nexoro;

— TEXHOJIOTii, METOIH, MOJEN Ta 3acodu iHpopmariitHoi 0e3-
neku Ta/abo kibepoes3mnexu.

i HaBYAHHSL:

[TigroroBka ¢axiBIliB, 37aTHUX PO3B’A3yBATH 3a]a4i JOCTIAHUIIBKOTO
Ta/ab0 IHHOBaLIWHOTO XapakTepy y chepi iHdopMmariitHoi Ta/abo Ki-
OepOe3meKu.

Teopernunnii 3MicT MpeaMeTHOI 00J1aCTI

TeopernuHi 3acagy HAYKOEMHHMX TEXHOJIOT1H, (P13UUHI 1 MAaTEMAaTUYHI1
(dbyHIaMeHTalbHI 3HaHHs, Teopii i1eHTudiKawii Ta IPUHHATTS pi-
[IeHb, CHCTEMHOT'O aHaJi3y, CKIIaJHIUX CHCTEM, MOJICITIOBAaHHS Ta OTI-
TUMI3allii NPOLECiB, TEOPis MATEMaTUYHOI CTATUCTUKH, KPUIITOTpa-
(1yHOTO Ta TEXHIYHOTO 3aXUCTY 1H(OopMallii, Teopii pU3HUKIB Ta 1H-
HIMX MDKAMCLUUIUTIHAPHUX TEOPiH 1 MPaKTUK y raiysi iHpopmariiHoi
Oesrexu Ta/abo kibepOesnexu.




MeToau, METOAMKH TA TEXHOJIOTII

Meroau, Mo, METOAUKA Ta TEXHOJIOTII CTBOPEHHS, 0OpOOKH, T1e-
penaui, npuiiMaHHs, 3HUILEHHS, BiIOOpaskeHHs, 3aXUcTy (Kibep3a-
XHUCTY) IHPOPMALIHUX PECYPCIB y KIOEPIPOCTOPI, a TAKOK METOIN
Ta MOJIENI PO3POOKH Ta BUKOPUCTAHHS IPUKIIAJHOTO 1 CIeliaii3oBa-
HOT'O MPOTPAMHOT0 3a0€3MeUeHHs JIJIs1 BUPIIICHHs podeciitHux 3a-
Ja4 B raiy3i iHpopmaniiHoi 6e3nexu ta/abo kibepoOesneku.
TexHomorii, MeToan Ta MOJEII TOCHIKEHHS, aHaJi3y, YIpaBIiHHI
Ta 3a0e3neueHHs Oi3Hec/omnepaliifHuX IpOoIEciB i3 3aCTOCYBAaHHIM
CYKYyITHOCTI HOPMATHBHO-TIPABOBHX Ta OpraHi3amiiiHO-TeXHIYHUX
METO/IIB 1 3aC00IB 3axXUCTy iH(OPMALIIHHUX PEecypciB y Kibeprpoc-
TOPI.

IHcTpyMeHTH Ta 00JI1aTHAHHS.

3aco0u, MPHUCTPOi, MEPEKHE YCTATKYBAHHS Ta CEPEIOBUIIE, IPUKIIATHE
Ta CTIeIiali30BaHe MPOrpaMHe 3a0e3MeYCHHS, aBTOMAaTH30BaH1 CUCTEMHU
Ta KOMILJICKCH MIPOCKTYBAaHHS, MOCIIOBAHHSI, eKCILTyaTallii, KOHTPOJIIO,
MOHITOPHHTY, 00pOOKH, BiTOOpaXKeHHS Ta 3aXUCTy AaHuX (iHpopMarriii-
HUX MTOTOKIB), @ TAKOYK METOIM 1 MOJIEJII TeOpii pU3UKIB Ta yIPaBITiHHS
1H(pOpMaLIHHUMH pecypcamu MPH TOCIIHKEHHI 1 CYTTPOBOKEHHI1
00’€eKTiB iHhOpMaLIHHOT AISUTBHOCTI y raity3i iHpopMmariitnoi 6e3nexu
Ta/a00 KibepOe3neKy.

OpieHTalist OCBITHBOT
porpamMu

OcsitHBO-TIpO(eciitHa

OcHoBHUH PoKyC OCBIT-
HBOI IIporpamu

baszosuii ghoxyc OIl — cuctemu Ta mporecu KibepnpocTopy, 3aco0u Ta
3aX0JI 3aXUCTY, SKi 0a3yIOThCS HA OCTAHHIX JOCATHCHHSIX HAYKH 1 Te-
XHIKH.

Knrouosi cnosa: kibepHeTnuHa Oe3reka, 3aXucT iHpopmarlii, CACTEMHU

1 TexHoorii KibepOe3neKn, MaTeMaTH4HI METOAH KibepOe3neKku, aHa-

i3 KIOepiHIMIEHTIB, aHaJli3 BPa3IMBOCTEH, 3aXUCT 00’ €KTIB KPUTHY-

HOI IHPpaCTPyKTypH

Oco0nuBoCTI TpOrpaMu

1) rpyHTOBHA PyHIaMEHTaIbHA MIATOTOBKA y MOEIHAHHI 13 Cy4aCHOIO
po¢eciifHOIO MiIrOTOBKOIO, sIKa 103BOJISIE TPOBOIUTH HAYKOBO-/10-
CJIIJIHY Ta 1HHOBAIIIHY AISUIbHICTD 1 IPALIOBATH 3 HAYKOEMHUMHU TEX-
HOJIOTisIMH KiOepOe3mneKy;

2) NPOXOJKEHHSI ePEAIUIIIOMHOT MPAKTUKU Ha 06a31 MiANPUEMCTB-
MapTHEPIB Ta y4acTh CTYJICHTIB Y BUKOHAHHI CIIIJIbBHUX HAyKOBO-/10-
CJIITHUX MPOEKTIB Ha 3aMOBJIEHHS YCTaHOB Ta MpoBigHuX [T-komma-
Hill Ykpainu 3a axowm;

3) AyanbHa OCBITa.




4 — TlpuaaTHiCTh BUNYCKHHUKIB /10 MPAalleBJAIITYBAHHSA T NMOJAJBIIOT0 HABYAHHSA

[IpuaaTHicTh 10 Mparnes-
JIalITyBaHHSA

Bianosigao no [lepskaBHoro knacudikatopy npodeciit JIK 003:2010

31 3miHOI0 Nel( BUIIYCKHUKH MOXYTh MpAIfOBAaTH Ha 10Ocaax, 1o Bi-
JOBIAIOTH KJIaCH(IKAIHHUM yTPyTIOBaHHSIM:

2139.2 AHaniTuK cucTeM 3aXHCTy iH(OopMaIlii Ta OLiHKU Bpa3IUBOC-

Ten

2139.2 AHaniTuk 3arpo3 6e3nexu

2132.2 Po3pobHUK cucteM 3axucTy iH(opmarrii.

2149 TIpodecionanu i3 opranizauii iHpopmaliiftHOi Oe3MeKu.

23 Ilpodecionanu B rairy3i OCBITH 1 HABYaHHSI

HOI[&J'IBH_IG HaBYaHHA

[IpomoBkeHHsI OCBITH 3a TPETIM (OCBITHHO-HAYKOBUM) PIBHEM BHIIIO]
OCBITH

5 — BukjagaHHsg T2 OMiHIOBAHHSA

BI/IKJIa[[aHHSI Ta HaBUaHHA

[Tporpamoro nependaueHo CTyICHTOIICHTPOBaHEe HaBYaHHs. Bukiia-
JAHHS IPOBOJIUTHCS Y TaKuX (hopMax: JICKIii, TPaKTHYHI Ta ceMiHap-
CBbKi 3aHATTS, KOMIT IOTepHI MPAKTUKYMH 1 1abopaTopHi poOoTH; Kyp-
COBI POOOTH 1 1HAMBIyaJIbHI 3aBJaHHS; TEXHOJIOT1S 3MIIIAHOTO HaB-
YaHHS 32 OKPEMUMH OCBITHIMH KOMITOHCHTAMH; PAKTUKH;, BHKO-
HaHHsI TATJIOMHOT poOOTH (MaricTepchbKoi aucepTraitii)

OuiHOBaHHA

OniHIOBaHHS 3HAHD CTYJICHTIB 3/IIHCHIOETHCS Y BiMOBIAHOCTI 10 [1o-
JIOXKCHHS TIPO CUCTEMY OILliHIOBaHHS pe3ynbTariB HaB4aHHs KIII im.
Iropst CikopchKoro 3a yciMa BUIaMy ayJJUTOPHOI Ta M03aay IUuTOPHOT
po0oTH (BXiAHMIA, TOTOYHUMN, KaJCHAAPHUH, M1ICYMKOBHI KOHTPOJIb);
YCHHX Ta MUCbMOBHX €K3aMEHIB, 3aJIiKiB

6 — [IporpaMHi KOMIIETEHTHOCTI

[nTerpanpHa KOMIIETEHT-

31aTHICTh 0cOOU PO3B’SI3yBaTH 3a/1a4l IOCIITHUIILKOTO Ta/ab0 iHHO-
BaIlifHOTO XapakTepy y cdepi iHnpopmariitHoi Oe3neku Ta/abo Kidep-

HICTh
Oe3MeKH.
3araabHi komnereHTHOCTI (3K)
3K1 3/1aTHICTh 3aCTOCOBYBATH 3HAHHS Y MPAKTUYHUX CUTYAIIIsIX.
3K2 3/1aTHICTh IPOBOAUTHU AOCIIJKEHHS Ha BIANIOBITHOMY PIBHI.
3K3 31aTHICTh 10 a0CTPAKTHOT'O MUCIICHHS, aHAII3y Ta CHHTE3Y.
3K4 3/1aTHICTH OLIIHIOBATH Ta 3a0€311eUyBaTH SIKICTh BUKOHYBAaHUX POOIT.
3/1aTHICT CHUIKYBaTHUCS 3 IPEACTaBHUKAMU 1HIINX MpodeciHHuX
3K5 TPYII PI3HOTO PiBHS (3 €KCIIEPTaMU 3 IHIIUX Taly3ed 3HaHb / BUIB

€KOHOMIYHOI JTISUTBHOCTI).




daxoBi komnereHTHOCTI (PK)

DK 1

3MaTHICTh OOIPYHTOBAHO 3aCTOCOBYBATH, IHTETPYBaTH, pO3POOIIATH Ta
yIIOCKOHAIIIOBATH Cy4acH1 iH(pOpMaLiliHi TEXHOIOT1{, HAyKOBO-TEXHi-
YH1 pO3poOKH, (Hi3WYHI Ta MaTeMaTHYHI (PyHIaMEHTAJIbHI 3HAHHS 1
MOJIEI, @ TAKOK TEXHOJIOT1] CTBOPEHHS Ta BUKOPUCTAHHS NPUKJIIa/I-
HOTO 1 CIeIiaJli30BaHOT0 MPOTPAMHOT0 3a0€31eYeHHS JJIS BUPIIICHHS
npodeciiiHux 3anau y ranysi inpopmaniiiHoi 6e3nexu Ta/abo kidep-
Oe3neKH.

OK2

31aTHICTD PO3pOOIIATH, BIPOBAKYBATH Ta aHAIII3yBaTH HOPMaTHBHI
JIOKYMEHTH, TIOJIOKCHHS, IHCTPYKIIiT  BUMOTH TEXHIYHOTO Ta OpraHi-
3aliiHOTO CHPSMYBAHHS, a TAKOXK IHTETPYBaTH, aHATI3yBaTH 1 BUKO-
PHCTOBYBATH Kpallli CBITOBI MPAKTUKH, CTAHIAAPTH 3 METOIO
3iCHEeHHs TpodeciiiHol MisSUIBHOCTI B Taiy3i iH(opMaliitHoi 6e3nexku
Ta/ab0 KibepOe3neKu.

@K 3

31aTHICTD AOCHIHKYBATH, PO3POOIISATH 1 CYIIPOBOIKYBATH METOIU Ta
3aco0u iH(opmMarlliiiHoi 6e3reku Ta/abo kibepOesneku Ha 00’ eKTax iH-
(bopmamiifHO1 isUTPHOCTI Ta KpUTHYHOT iHQPACTPYKTYpH.

DK 4

31aTHICT aHAJI3yBaTH, pO3POOIIATH 1 CYIPOBODKYBATH CUCTEMY YII-
paBiIiHHS 1HPOpPMAIIiHOIO Oe3MeKor0 Ta/ab0o KibepOe3nmeKor opraHi-
3ar1ii, popMyBaTu CTpaTerito 1 MOMITUKH 1HPOpMaIliiiHOT Oe3eKH 3
ypaxyBaHHSM BITYHU3HSHUX 1| MDKHAPOTHUX CTaHJIAPTIB Ta BUMOT.

@®K5

31aTHICTh 10 TOCIIKEHHSI, CHCTEMHOT'O aHai3y Ta 3a0e3MeYeHHs
Oe3nepepBHOCTI Oi3HEC/onepalliifHuX MPOIIECiB 3 METOI0 BU3HAYCHHS
ypa3nuBOCTeH iHPOpMAIIITHIX CUCTEM Ta PECypCiB, aHANI3y PU3UKIB
Ta BU3HAYEHHS OLIHKH iX BIUTUBY Yy BiJIIOBITHOCTI 10 BCTAHOBJICHOT
cTparerii 1 moiTuKK iHGopMaliifHoi Oe3neku Ta/ado Kibepoe3neku
oprasxizarii.

OK 6

31aTHICTh aHAJI3yBaTH, KOHTPOJIIOBATH Ta 3a0€3MeUyBaTH CUCTEMY
YIPaBIIIHHA JOCTYNOM 0 1H(GOpMalIHHUX PEeCypcCiB 3riIHO BCTAHOB-
JIEHO1 cTparerii 1 MoJITHKY 1H(opMalliiiHOi 6e3neku Ta/abo kibepoes-
TEeKU Oprasizaiii.

OK 7

3/1aTHICTh AOCTIIKYBAaTH, PO3pOOIISATH Ta BIPOBAKYBATH METOIH 1
3aX0JI1 MPOTHU T KiIOEpIHIMIEHTaM, 311 ICHIOBATH MPOLIEAYPH yIIpaB-
JIHHSI, KOHTPOJTIO Ta PO3CIiAyBaHHs, a TAKOXK HaJlaBaTH PEKOMEH1allil
11010 TONEPEPKEHHsI Ta aHaJi3y KiOepIHIUACHTIB B IIJIOMY.

@K 8

3AaTHICT AOCTIHKYBATH, PO3POOJISTH, BIPOBAKYBATH Ta CYIPOBO-
JDKyBaTH METOAM M 3aco0M 3axucTy iH(opMmarii Ha 00’ekrax iHpopMma-
LIHHOT ISTTBHOCTI Ta KPUTUYHOI IHPPAaCTPYKTypH, B 1HHOpMaLIIHHUX
cucTeMax, 3aTHICTh OL[IHIOBaTH €()eKTUBHICTb iX BUKOPUCTaHHS, 3Ti-
JTHO BCTAHOBJIEHOT cTparerii 1 HOJITHKY 1HpopMalliiiHO1 Oe3neku Ta/
abo kibepOe3neku oprasizarii




OK9

31aTHICTH aHaJi3yBaTH, pO3POOIISATH 1 CYIIPOBOKYBAaTH CUCTEMY ay-
JIUTY Ta MOHITOPUHTY e€()eKTUBHOCTI (QyHKIIIOHYBaHHA 1HpOpMa-

IIHHUX CHCTEM 1 TEXHOJIOTIH, Oi3Hec\onepaIliiHiX MpPoLEeCiB B raty3i
iH(opMariifHoi 6e3neku Ta/abo KibepOe3neKu opraHizallii B IJIOMY.

®K 10

31aTHICTh IPOBAIUTH HAYKOBO-TIEAroTi4Hy IisIbHICTD, IJIAHYBaTH
HaBYaHHS, KOHTPOJIOBATH 1 CYIIPOBOJKYBATH POOOTY 3 IIEPCOHAIIOM,
a TaKoX MpuiiMaTH e(heKTUBHI PillIeHHs 3 TUTaHb iHpOpMaLiiHOoT 6e3-
neKu Ta/abo KibepOe3neKu.

OK 11

31aTHICTh BPaxOBYBAaTH Cy4acHI MDKIAUCIUILTIHAPHI HAYKOBO-TIPaK-
TAYHI KOHTEKCTH MPU MPUHAHATTI PillieHb B TalTy31 iHPopMaIliitHoi 0e3-
neku Ta/abo kibepOe3neku, 30KkpeMa, BAKOPUCTOBYIOUH anapaT aHa-
73y JAHHUX Ta BPaXOBYIOYM BUMOT'H BUCOKOHABAHTAXKCHHUX CUCTEM

7 — IlporpamHi pe3yJbTaTH HABYAHHS

IIPH 1

BinbHO CHiIKyBaTHCh A€P/KaBHOIO Ta IHO3EMHOIO MOBaMH, YCHO 1 TTH-
CHbMOBO JIJIsI IPEACTABIICHHS i 0OTOBOPEHHS Pe3yJIbTaTIB OCIiPKEHb
Ta IHHOBAIIii1, 3a0e3neueHHs Oi3Hec\onepaliiHUX MPOIECiB Ta MUTAHb
npodeciiiHol AiIsTbHOCTI B rany3i iHdopmaiiiiHoi 6e3nexu Ta/abo Kide-
poOesrexku

I1PH 2

IarerpyBatu ¢yHIaMEHTANIBHI Ta CHEIiabHI 3HAHHS JIJIS1 pO3B’SI3y-
BaHHS CKJIQJHHUX 3a/1a4 iH(opmaliiiHoi Oe3reku Ta/abo kibepOesneku
y IMAPOKKUX 200 MYJbTHAUCIUTIIHAPHAX KOHTEKCTAX

ITPH 3

[TpoBaguTH 1OCHITHUIBKY Ta/a00 IHHOBALIWHY NISJIBHICT B cepi iH-
dopmMarriiinoi 6e3meku Ta/abo kibepOe3neku, a Takox B cepi TeXHid-
HOTO Ta KpunTorpadiyHoro 3axucry iHdopmariii y kibeprnpocTopi

I1PH 4

3acTOCOBYBATH, IHTETPYBATH, PO3POOIISTH, BIPOBAHKYBATH Ta YIOCKO-
HATIOBATH Cy4acHi iHpopMalliifHi TeXHOJOr11, (pi3UuyHi Ta MaTeMaTH4H1
MeTo M 1 MoJieni B cepi iHpopManiiiHoi Oe3neku Ta/abo kidbepoes-
HEeKU

ITPH 5

Kputnuno ocmuciroBati npodiaemu iHpopMaiiiiHoi 6e3mneku ta/abo
Ki0epOe3neKy, y TOMy YUCIli Ha MDKTaTy3eBOMY Ta MDKIUCIUILTIHAP-
HOMY DiBHI, 30KpeMa Ha OCHOB1 pO3yMIHHSI HOBHUX pe€3yJbTaTiB 1HKEHe-
PHUX 1 Pi3MKO-MaTeMaTHUYHUX HAYK, @ TAKOXK PO3BUTKY TEXHOJIOT1H
CTBOPEHHS Ta BUKOPUCTAHHS CIIEL1a1i30BaHOT0 MPOTrPaMHOro 3ade3re-
YEHHS

IIPH 6

AHai3yBaTH Ta OI[IHIOBATH 3aXMILEHICTh CUCTEM, KOMIUIEKCIB Ta 3a-
co0iB Kibep3axHcTy, TEXHOJIOT1] CTBOPEHHS Ta BAKOPUCTAHHS
CIeIIaJII30BaHOTO MPOTPAMHOT0 3a0e31eYeHHS

ITPH 7

OOrpyHTOBYBaTH BUKOPUCTaHHS, BIPOBAKYBAaTH Ta aHAJI3yBaTH
Kpallll CBITOBI CTaHAAPTH, IPAKTUKH 3 METOIO PO3B’3aHHS CKJIQIHUX
3a7a4u mpodeciiHoi AisUIbHOCTI B rany3i iHpopMaliiHo1 6e3neKu
Ta/ab0 KibepOe3neKn

IIPH 8

JocmipkyBaTh, po3po0IIsTH 1 CyPOBOIXKYBATH CUCTEMH Ta 3aCO0HU iH-
dbopmartiitnoi 6e3nexku Ta/abo kidbepOe3neku Ha 00’ exTax iHpOopMaIliii-
HOI JisUIbHOCTI Ta KPUTUYHOI iIHPPACTPYKTYypHU

ITPH 9

AHatizyBaTH, po3poOJIATH 1 CyNPOBOKYBATH CHCTEMY YIPaBIIIHHS 1H-
dopmaniiinoro Ge3nexoro Ta/abo Kibepoes3nekoro opraHizailii Ha 6a3i
cTparerii 1 MOMITUKH 1HpopMaIliiiHOi 6e3neku
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ITPH 10

3abe3neuyBaru Oe3MepepBHICTh Oi3HEC/OmepaliiHuX MPoLeciB, a Ta-
KO BUSIBJSITH YPa3JIMBOCTI iH(QOpMAIIHHUX CUCTEM Ta PECYPCiB, aHa-
J3yBaTH Ta OLIHIOBATH PU3MKH Ui iHpopMaliiiHoi 6e3neku Ta/abo Ki-
OepOe3nexn opraHizamii

IIPH 11

AHai3yBaTH, KOHTPOJIOBATH Ta 3abe3mneuyBaT epeKTUBHE (YHKITIO-
HYBaHHS CUCTEMH YIIPaBJIiHHS JOCTYIIOM J0 iHPOpMaIIHHUX PECYpCIB
BIJITOBIHO JI0 BCTAHOBIICHUX CTPATETil 1 MOMITHKYU 1HGOpMAIiiHOT
Oe3reku Ta/abo kibepOesneku opraHizamii

ITPH 12

JocmipkyBaTh, po3po0IIsiTH Ta BOPOBAXKYBATH METOJIH 1 3aX0.IU MPO-
TUIT KIOEPIHIMACHTaM, 3IMCHIOBATH MPOIEAYPH YIIPaBIIiHHSI, KOHT-
POJIIO Ta PO3CITiIyBaHHS, a TAKOXX HAJaBaTH PEKOMEHIAIIT 11010 MOoTe-
PEIKEHHS Ta aHAITI3y KIOCPIHITMACHTIB B IIIJIOMY

I1PH 13

JocmimpkyBaTh, po3po0IisiTH, BIIPOBAKyBaTH Ta BUKOPUCTOBYBATH
METO/M Ta 3aCO0U KpHUMTOrPadiqHOr0 Ta TEXHIYHOTO 3aXUCTY 1H(POP-
Martii Oi3Hec/onepaniiHuX MPOIECiB, a TAKOK aHAJII3yBaTH 1 HalaBaTH
OILIIHKY €()eKTHUBHOCTI iX BUKOPUCTAHHS B iHPOpMAIIIITHIX CUCTEMAX,
Ha 00’eKxTax iHpOopMaiiHOI JisSUTEHOCTI Ta KPUTHYHOI iHPpaCTPyK-
TypHU

IIPH 14

AHautizyBaTH, po3poOIIATH 1 CyPOBOKYBATH CHCTEMY ayTUTY Ta MO-
HITOPUHTY €(eKTUBHOCTI PyHKIIOHYBaHHS 1HGOPMAIIHHUX CUCTEM 1
TEXHOJIOTH, Oi3Hec\onepaltiiinux mporeciB y chepi iHpopmariiHoi
ta\abo KibepOe3neku B LIJIOMY.

I1PH 15

3p0o3yMiJIO 1 HEIBO3HAYHO JOHOCHTH BJIACHI BUCHOBKH 3 TIPOOJIEM iH-
dbopmariiiinoi 6e3neku Ta/abo KidbepOe3neKku, a TaKOK 3HaAHHS Ta TOosIC-
HEHHJ, 10 1X OOTPYHTOBYIOTH JI0 IEPCOHAITY, TAPTHEPIB Ta IHIINX
oci0.

IIPH 16

[TpuiimaTu OOTpYHTOBaHI pillIEHHS 3 OpraHi3aliifHO-TEXHIYHUX TUTAHb
iH(dopmariitHoi 6e3nexu Ta/ado KibepOe3nekn y CKIaTHUX 1 Henepe-
0adyBaHHUX yMOBaX, y TOMY YHCII 13 3aCTOCYBaHHSIM Cy4acHUX METO-
JIiB Ta 3ac001B ONTUMI3allil, TPOrHO3yBAHHS Ta NPUHHATTS PillIeHb.

ITPH 17

Matu HaBHYKH aBTOHOMHOTO 1 CAMOCTIfHOTO HaBYaHHS Yy cdepi iHPo-
pMariifHoi 6e3nexu Ta/abo kibepOe3neKu 1 JOTUYHUX ragy3eil 3HaHb,
aHaJli3yBaTH BJIACHI OCBITHI OTPeOH Ta 00’ €KTUBHO OLIIHIOBATHU pe-
3yJIbTAaTH HAaBYAHHS

ITPH 18

[TnanyBaTu HaBYaHHS, a TAKOXK CYNPOBO)KYBAaTH Ta KOHTPOIIOBATU
po0OTY 3 IEPCOHATIOM Y HarpsiMy iH(OpMaIliiHoi 6e3rexku Ta/abo
Kkibepbe3nexku

ITPH 19

OO6wupatu, aHaizyBaTH 1 po3po0JIATH IPUIATHI TUIIOBI aHAJIITUYHI, pO-
3paxXyHKOBI Ta €eKCIIEpPUMEHTAIbHI METOIU Kibep3aXucTy, po3poOsaTH,
pealli30ByBaTH Ta CYIpPOBOKYBATH IMPOEKTH 3 3aXUCTY 1HPOpMaIii y
KiOeprnpocTopi, iIHHOBAIIHHOT isSTBHOCTI Ta 3aXUCTY 1HTEIEKTYalbHOT
BJIACHOCTI

ITPH 20

CraBuTH Ta BUPIIIYBaTH CKJIa/(HI 1H)KEHEPHO-TIPUKIIA/IHI Ta HAYKOBI
3ajaui iHQopMarliiiHoi 6e3neku Ta/abo KibepOe3neku 3 ypaxyBaHHIM
BUMOT BITUM3HSHHUX Ta CBITOBHX CTAHAAPTIB Ta KPAILIMX MPAKTHK

ITPH 21

BuxopucTtoByBaTH METOAM HATYPHOTO, PI3UYHOTO 1 KOMIT IOTEPHOTO
MOJICTFOBAaHHS JJIs1 JOCTIXKEHHS TIPOIIECIB, sIKI CTOCYIOThCS 1HDOP-
MalliifHoi 0e3mexu Ta/abo KibepOe3nekn
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[1PH 22

[TnanyBaTu Ta BUKOHYBAaTH €KCIIEPUMEHTANIBHI 1 TEOPETUYHI JOCIHTi-
JKEHHS, BUCYBATH 1 TIEPEBIPATH TIMOTE3U, OOUPATH JJIs IILOTO TIPHUIa-
THI METOJIU Ta IHCTPYMEHTH, 3[1IICHIOBaTH CTATUCTUYHY 0OpOOKY aa-
HUX, OLIHIOBATH JOCTOBIPHICTh PE3yJIbTaTIB JIOCHIIKEHb, apTYMEHTY-
BaTH BUCHOBKH

ITPH 23

OOGrpyHTOBYBaTH BHOIp IPOrpaMHOTO 3a0€3MEUCHHSI, YCTaTKYBaHHS Ta
IHCTPYMEHTIB, IHKEHEPHUX TEXHOJIOTIH 1 MPOILIECiB, a TAKOXK 0OMEXEHb
1010 HUX B raiy3i indopmariiiinoi 6e3neku Ta/abo kibepOe3neku Ha
OCHOBI Cy4acHHX 3HaHb Y CYMDKHUX rally3sX, HAyKOBOi, TEXHIUYHOI Ta
JTIOBIJIKOBOI JIITEPATYpH Ta 1HIIOI JOCTYIHOI iHdopMartii

ITPH 24

Matu HaBHYKH PO3pOOJICHHS, BIPOBAIKEHHS Ta CYIIPOBOKEHHS TIPO-
eKTiB 3 3a0e3nedeHHs iHpopmarlliiiHoi Oe3neku Ta/abo kibepoesnexu 3
ypaxyBaHHSIM CYYaCHUX BUMOT Ta MPUHIIHUITIB TOOY/ OB BUCOKOHABAH-
Ta)KCHUX CUCTEM Ta aHAJIi3y JIaHUX.
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8 — PecypcHe 3a0e3neueHHs peaJjizauii nporpamMmu

Kaapose
3a0e3MeueHHs

BianoBigHO 10 KaapoBUX BUMOT 00 3a0€3MeUeHHs TPOBAKCHHS
OCBITHBOI JisUTbHOCTI 17151 BiAnoBigHoro piHsa BO (JlinensiiiHi yMOBH,
3atBepmkeHi [ToctanoBoro Kabinery MiHicTpiB YKpaiHnu Bif
30.12.2015 p. Ne 1187 (B unHHIN peaakiiii))

MarepianbHO-TeXHIYHE
3a0e31neueHHs

BiamnoBigHO 10 TEXHOJIOTTYHUX BUMOT IIOJI0 MaTepiaJIbHO-TEXHIY-
HOTO 3a0e3MeueHHs OCBITHBOI isUTBHOCTI BiAnoBitHOTO piBHI BO
(JTinensiitni ymoBwH, 3atBepmkeni [TocranoBoro Kabinery Minictpis
VYxpainu Big 30.12.2015 p. Ne 1187 (B umuHHi# penakiiii)), 3

KOMIT FOTEPHHX KJ1acu, 1oJtirox 3 KidepOesneku
MarepianbHo-TexHiuHa 6a3a Samsung R&D Institute Ukraine

Iadopmariiine ta Ha-
BYAIBHO-METOINYHE 3a-
Oe3neyeHHs

BiamoBigHO 10 BUMOT 11010 HABYAJILHO-METOAMYHOTO Ta 1H(pOpMa-
IMHOTO 3a0e3medYeHHs] OCBITHBOI MISUIBHOCTI BIAIOBITHOTO PiBHS
BO (Jliuensiitni ymoBwu, 3aTBepmxkeHi [locranoBoro Kabinery MiHic-
tpiB Ykpainu Big 30.12.2015 p. Ne 1187 (B unHHIM peaaxiiii))

Pecypcu naykoBo-TexHiuHOi 6i0mioTeku KIII imeni Irops Cikopcb-
Koro, 6i6miotexn HaBuansHo-HaykoBOro Mi3uKO-TEXHIYHOTO 1HCTH-

TyTY

9 — AkageMiuHa MOOLJIBHICTD

HamionaneHa kpeauTHa

VY4yacTe CTyJIEHTIB y porpaMax akajeMiyHoi MOOLIBHOCTI

MOOUIBHICTh
MixHapoaHa KpenuTHa | MOXJIHMBICTD YKJIQJCHHS YTOJ] PO MIXKHAPOIHY aKaJeMiuHy MOOiIb-
MOOUIBHICTD HICTb, PO TPUBAJII MI>KHAPOIHI MPOCKTH

HaByaHHg i1HO3EMHUX
3100yBaviB BUIIIOI OCBITH

Hauanns iHo3emuanx 3100yBadiB BO, ski omanoByroTs OI1 3a mpo-
rpamMamM¥ MiKHApOIHOT aKaaeMiyHOT MOOUTBHOCTI, HaBYaHHS MOXKE
MPOBOJIUTHCH AHTIIIMCHKOI0 200 YKPaiHCHKOI0 MOBOIO, 32 YMOBHU BOJIO-
JiHHS 3700yBaueM MOBOIO HaBUaHHS Ha piBHI He HIbKUYe B2.
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2. EPEJIIK KOMIIOHEHTIB OCBITHEO-ITPO®ECIHHOI IPOTPAMU

KQMHOHeHTH QCBiTHLo'l' nporpamMu (HaB4aJIbHI TUMCUA- |y oo dopma mijcy-
Kon v/n | tutiam, KypcoBi poeKTH (poOOTH), TPAKTHKH, KBATi(i- . MKOBOT'O KOHT-
Karfiiina po0ora) KpE/UTIB POJIIO
1. HopMaTHBHI OCBiTHi KOMIIOHEHTH
1.1 IukJ 3arajibHOI MiATOTOBKH
301 [HTENneKTyanbHa BIIACHICTh Ta MMATEHTO3HABCTBO 3 3aiik
302 Cranuii IHHOBAIIMHUI PO3BUTOK 2 3aimik
303 [TpakTryHMii Kypc iHO3eMHOI MOBH JUI JA1JIOBOI KOMY- 3 3amik
Hikaril
30 4 | Po3poOka craprall mpOeKTiB 3 3amik
305 MareMaTuyHe MOJICIIIOBAHHS CHUCTEM 1 IPOIIECiB 4 Ex3amen
1. 2 luka npodeciiinoi miAroroBku
ITO 1 | IIpoexkTyBaHHS BUCOKOHABAaHTAXEHUX CUCTEM 4 3amik
110 2 [HTenexTyanbHuii aHaAMI3 TaHUX 4 Exzamen
ITO 3 | Kibep3axuct 00'€KTiB KpUTHYHOI iHPPACTPYKTYPH 4 3amik
AmHai3 KiOepiHIHUIECHTIB METOJaMH MAllTUHHOTO HAaB- 4.5 Ex3amen
o 4 YaHHS
1O 5 | Anami3 6iHApHUX BPa3JIUBOCTEH 3 3amik
HayxoBa po0oTa 3a TeMOIO MaricTepchbKoi AucepTaii. 2 3aik
o 6.1 Yactuna 1. OCHOBM HayKOBUX JTOCII)KEHb
HayxoBa po0oTa 3a TeMOIO MaricTepchbKoi aucepraiii. 45 3aimik
I1O 6.2 | Yactuna 2. HaykoBa poOoTa 3a TEMOIO MaricTepchbKoi
aucepTarii
1O 7 | Ilpaktuka 15 3amik
1O 8 | BukoHaHHS MaricTepchKOi qucepTari 11 3axuct

2. BubipkoBi 0CBiTHi KOMIIOHEHTH

2.1. Huka npodeciiinoi minrorosku (Bu6ipkoBi ocBiTHi KOMIOHeHTH 3 GaKyJIbTETCh-

koro/kadeapananuoro KaraJjoris)

I1B 1 | OcgitHi#t komnoneHT 1 ®-Katanory 4 3anik
I1B 2 | OceiTHiit komnoneHT 2 ®-Karanory 5 Ex3amen
1B 3 | OcgitHiit komnoneHt 3 ®-Katanory 5 Ex3amen
IIB 4 OcsaitHiit komnoHeHT 4 ®-Karanory 4 Sanik
I1B 5 | OcgitHiit komnoneHT 5 ®-Katanory 5 Ex3amen
3araabHuii 00csr 000B’I3KOBUX KOMIIOHEHTIB 67
3arajbHuii 06cT BUOIPKOBUX KOMIIOHEHTIB 23
3aranbHUI 00CIT OCBITHIX KOMIIOHEHTIB, 110 320€3Me4yI0Th 59
3100yTTS1 KoMneTeHTHOCTel Bu3HayeHux CBO

3ATAJIbHUI OBCST OCBITHBOI MPOIPAMMU 90,0
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3. CTPYKTYPHO-JIOTTYHA CXEMA OCBITHbOI IPOTPAMU

AHania
. Kiepaawct o
Taronarmma] | pogkTygana | | IWTeneKTyank o KiGEpIHUAREHTIS | 5o
InTenekTyanskal| Cranmi HIl aHania Ob'exTIB METOLAMH
H - H— wonemosasna |H BMCOKOHABEH- | sy HAYKOBHX
BNACHICT TA | |HHOBALAHUI PO | — nakux P MALMHHOTD nocHimKaHE
aTeHTO3HABCTEG| posEMTOK MpakTusHmi patenin, J IHIPaCTOYKTYRK HEBYAHHA
KYPC IHOZEMHOI oLy -
MOBM ¥
anA gincsol Hayxcsa podoTa
Foapooka au Amania GiHapHHx K = Tszo Eanmep
¥ .
crapTan BPa3INMEOCTEA "
pucepTaull

MpoRKTIE

BHKOHAMHA

1 cemecTp

MB-1 -MNBS | ZcemecTp

F

MpakTyka MaricTepcekol

AwucepTauil

MymaniTapsi AUCUMNNIHA =

4. ®OPMA ATECTALIIi 3/J0BYBAYIB BUII0i OCBITH

Bubipkoei gucumnnisg O-

LY Karanory /

Artecrairisi 3100yBaviB BUILIOT OCBITH 32 OCBITHBO-TIpodeciiiHoro mporpamoro «Cu-
CTEMH, TEXHOJIOT1i Ta MaTeMaTH4YH1 METOIU Ki0epOe3nekn» 3A1CHIOEThCS Y (hopMmi ITy-
OJIIYHOTO 3aXHCTY KBaTi(iKaiiHOT poOOTH - MariCTepChKOi AUCEpTaIlii Ta 3aBepIry-
€TbCSI BUJIAYEI0 IOKYMEHTY BCTAaHOBJIEHOTO 3pa3Ka Mpo MPUCBOEHHS KBamidikaiii ma-

ricTpa 3 KibepOe3rneku Ta 3aXucTy iHpopMarii.

KBamigikariina podora Mae po3B’s3yBaTH CKIAIHY 3a1ady iHGOpMaIliiiHoi Oe3reKku
Ta/abo0 kibepOe3neku 1 mepeadadaTu MPoOBEASHHS TOCTIKEeHB Ta/a0o 3A1iiCHEHHS 1IHHOBa-

1.

MarictepchKi aucepTanii nepeBipsS0ThCA Ha O3HAKU MOPYIICHHS aKaJeMIqHOi J10-
OpOYECHOCTI Ta Micis 3aXUCcTy myOuikyroThesi B pertozutopii HTh YHiBepcutery st
BUIBHOTO JOCTyMy. OnpuitogHeHHs KBaTipiKaliitHIX poOIT 3 0OMEKEHUM JOCTYIIOM

3I1HCHIOETHCSA BIAMOBIIHO 1O BUMOT 3aKOHOJAaBCTBA.
ATtecrarris 31IHCHIOETHCS BIAKPUTO 1 Iy OI19HO.
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5. MATPUIIA BIANIOBIAHOCTI MPOTPAMHHMX KOMIIETEHTHOCTEX HOPMATUBHUM KOMIIOHEHTAM OCBITHBEOi [IPOTPAMU
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6. MATPUIIA 3ABE3IEYEHHA IPOTPAMHUX PE3YJ/IbTATIB HABYAHHA HOPMATUBHUMH KOMIIOHEHTAMHU OCBITHbOI

ITPOI'PAMH

ITPH

301

302

303

304

305

noi1

o2

no3

o 4

nos

Mo 6.1

1O 6.2

~

oo

[TPH1

[TPH2

[TPH3

+

[TPH4

ITPHS

[TPH6

ITPH7

ITPH8

[TPH9

ITPH10

ITPH11

[TPH12

ITPH13

ITPH14

o I I o IR IS o P R IS

ITPH15

[TPH16

=+

ITPH17

+

[TPH18

IMTPH19

ITPH20

[MTPH21

[TPH22

ITPH23

[TPH24

+l+| |+ [+ +

AR R R AR R R R R R R R R R R R R R

|+ ||+ ||| ||| ||| |||+ +]O

e e I e I o T ol I o e o B B I o I o o e I e S S S A R

17




